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ABSTRACT Traditionally, access control solutions have focused on how to utilize a specific type of
decision parameter for access control decisions. While these “‘decision parameter’’-focused approaches
have been well accepted, they typically consider access control with centralized administration. Smart and
collaborative computing systems (SCSs) such as online social networks, the Internet of Things (IoT) and
connected cyber-physical systems (CPSs) require a disparate approach to meet their unique and complex
access control requirements primarily because there are multiple participants who create, share, manage and
protect resources (e.g., files, smart devices) individually, collaboratively or even competitively. A distinct
feature of SCSs is the diffuse nature of control activities and their complex influence on other activities.
Activity control (ACON) extends the scope of traditional access control models and considers how multiple
administrative authorities (including users) can manage complex and interacting usage, service and control
activities. In this paper, we articulate key characteristics and limitations of various existing access control
models and highlight the significance and necessity of activity control in smart collaborative ecosystems.
We then propose an extended ACON framework for catering to the needs of dynamic SCSs. Furthermore,
we compare existing access control design principles and propose a set of activity control design principles
for smart and collaborative computing systems. The proposed ACON framework and design principles will
provide a solid foundation for secure SCS design and development.

INDEX TERMS Access control, activity control, smart system, connected system, collaborative system,
cyber physical systems, online social networking, Internet of Things, security, privacy.

I. INTRODUCTION

With the advancement of smart and collaborative comput-
ing technologies and their applicable security solutions,
various applications for smart and collaborative informa-
tion sharing and management have emerged and gained
increasing popularity. Unlike other computing domains,
smart and collaborative computing systems (SCSs) facilitate
complex interactions among users/devices/organizations to
share resources and administer activities among different
participating entities, such as smart objects, users, clouds
or edge computers. In such SCSs, multiple participants
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collaboratively create, share, manage and protect digital con-
tents and other resources [1], [2]. These complex interact-
ing activities demand a sophisticated access control system.
Specifically, access decisions are made collectively based
on policies that are administered by multiple administra-
tive authorities such as device owners/administrators, users
whose information is included in contents, cloud service
providers, security administrators and 3rd-party applications.
This smart and connected ecosystem offers endless oppor-
tunities in terms of safety, health care, accessibility, and
economic growth. It changes the overall quality of life due to
the power of data it produces and unimaginable applications
it enables. When converged with physical world devices such
as machines, sensors, buildings etc., such technologies create
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an intelligent and automated system that is more efficient,
effective and real time. With billions of connected devices,
the cloud provides foundation services to support Internet of
Things(IoT) devices, which are usually resource-constrained,
along with IoT applications for sustainable success and wide
adoption of the IoT in the real world.

However, traditional access control models are not
designed for this type of complex and dynamic SCS envi-
ronment. Several relationship-based access control (ReBAC)
models [3]-[5] that utilize participants’ relationship infor-
mation for policy specification and access control decisions
have been introduced. While utilizing user (or even resource)
relationships for access control is a necessary and natural
approach for the online social networking (OSN) system,
this works best for a system in which social relationship
information is available. Other SCSs, such as social recom-
mendation/reputation systems, collaborative IoT systems and
connected vehicle systems that do not maintain explicitly
defined and persistent user/resource relationship information,
need a different access control solution other than the ReBAC.
Moreover, typical ReBAC systems do not facilitate complex
and dynamic controls on various usage and control activities
performed by multiple participants, such as users and 3rd
party applications, which in turn may influence the acting
participant’s or other participants’ activities. The notion of
activity control (ACON) was first coined to capture access
controls on these multiparty activities found in online social
networking system environments [6], [7],' which we will
extend to accommodate other smart and connected systems.

As new computing systems and applications emerge, secu-
rity researchers have proposed various access control solu-
tions to address the security requirements of these emerging
systems. While recent academic research practice commonly
focuses on a specific access control problem/issue found in
a certain target system and proposes a partial solution with a
proof-of-concept implementation, there has also been some
notable research that identified key high-level design prin-
ciples for security and access control systems. For instance,
in 1975, Saltzer and Schroeder identified eight design princi-
ples for security system enforcement and implementation [9].
RBAC96 principles [10] and ASCAA principles [11] were
proposed for role-based access control policy and model
design. Later, Smith revisited and examined Saltzer and
Schroeder’s design principles for modern computing system
security [12]. These security principles are crucial for design-
ing and developing access control solutions for various types
of computing systems and applications. While many of these
existing principles are still valid, they are not sufficient to
adequately capture the core aspects of activity control, as they

IThe ACON framework proposed in [6], [7] utilizes attributes for the
policy specification. In the framework, the term attribute is loosely defined
to refer to any meaningful information of the corresponding users, objects,
systems, etc. Examples include role, relationship and provenance. The
attribute in ACON is different from the more tightly defined attribute found
in attribute-based access control (ABAC) models [8] where attribute is a
property expressed as a name:value pair.
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present unique and complex controls that are not found in
many existing access control models.

Instead of developing yet another access control model that
utilizes one or more types of decision parameters, the main
goal of this paper is to define the scope of activity control
and develop its foundational knowledge base for smart and
collaborative systems. Specifically, we discuss several note-
worthy characteristics of existing access control solutions and
their approaches that are significant and helpful for under-
standing activity control and its design principles. We propose
an enhanced ACON framework and discuss its scope and
key components. We then examine and compare the existing
design principles for access control systems and discuss the
limitations of these principles. Founded on this discussion,
a set of new design principles for activity control is proposed.
The proposed ACON framework and design principles pro-
vide a guideline for activity control system design and devel-
opment and help researchers and practitioners understand
modern access control systems for smart and collaborative
computing systems.” While the proposed ACON framework
and design principles are developed mainly to support some
of the unique characteristics found in smart and collabora-
tive systems, we believe they are applicable to other com-
puting systems that involve multiple participants who may
want/need to control other participants’ access.

Here, we present the key contributions of this paper:

« We present discrete motivations about the need for activ-
ity control which are fundamentally different than con-
ventional access controls.

« We propose an extension of the activity control frame-
work to accommodate smart collaborative systems.

« We propose next-generation access control design prin-
ciples for future smart communities.

o We present use cases to highlight the need and support
our conceptual framework and ACON principles.

This article is organized as follows. In section II, we dis-
cuss several related works and background. In section III,
we analyze the characteristics and shortcomings of existing
access control models in terms of several key criteria and
compare them to activity control. In section IV, we present
and discuss an extended ACON framework for smart and
collaborative systems. We then discuss the evolution of
design principles for security and access control solutions in
section V. In section VI, we propose a set of design principles
for activity control relevant for SCSs and compare them to
the previous design principles. In section VII, we demonstrate
how the proposed design principle can be applied to a smart
healthcare use-case scenario and then conclude this paper
in section VIII.

2The term smart and collaborative computing system (SCS) is used in
this paper to refer to a computing system that involves multiple participants
such as users, IoT devices, and 3rd party applications who collaborate to
create/share/manage desirable services and resources. It is not limited to just
smart connected systems.
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Il. RELATED WORK

Access control for a connected and shared ecosystem presents
unique challenges. Using adequate access control models
and mechanisms, one can develop a connected smart sys-
tem that allows control over participants’ activity on various
resources while still supporting other participants’ privacy or
preference. For example, it may allow control over which
smart devices can create/share data with whom, and what
applications can gather data from on-field devices. Here, con-
trolling which user applications or devices can access other
connected devices is a complex issue. Additionally, securing
data in the cloud, local edge gateway or transit is an important
concern that needs to be addressed. These issues can be even
more complicated when data and resources are distributed
and spread across different entities administered by different
units.

Several approaches have been used in enforcing access
control policies, including cryptographic mechanisms, capa-
bilities, access control lists, and policy based solutions
[13]-[20]. ABAC [8], [21], [22] supports fine-grained autho-
rization capabilities for resources offering flexibility in a
distributed multientity environment where the attributes of
entities along with contextual information are used for access
and communication authorization decisions. Several access
control models [13], [23]-[26] and mechanisms [27], [28]
have been proposed to address authorization needs in both
edge and cloud assisted IoT and cyber-physical system (CPS)
architectures. Ouaddah et al [29] presented a comprehensive
review of [oT access control models, whereas survey-based
studies [16] in smart home IoT have also highlighted the
need for a novel perspective of access control based on the
relationship between the device owner and the subject. Work
by Fernidndez et al [15] proposed a novel data collection
and sharing model for cloud-IoT architectures providing a
plug-in module to support IoT application development. The
convergent access control framework recently proposed by
Bhatt and Sandhu [30] highlights the need for synergistic
convergence of access control models at both policy and
enforcement layers, which can address the evolving access
control requirements of dynamic applications for future smart
communities. In [31], the authors utilized both RBAC and
ABAC in the proposed electronic health record (EHR) system
for both coarse- and fine-grained access controls.

Using a capability-based access control (CAC) model for
the IoT has been proposed because entities hold granted rights
that support different levels of granularity with the possibil-
ity of delegation, while similar functionality is not feasible
with access control lists(ACLs). However, two major draw-
backs of using the capability approach are propagation and
revocation [10]. The identity authentication and capability-
based access control IACAC) model [32] is proposed, where
devices use an access point and the CAC model to be con-
nected to each other. Moreover, the capability-based access
control system (CapBAC) is used to control access to services
and information. The authors describe use cases and argue

151006

that CapBAC supports rights delegation, the least privileges
access principle, more fine-grained access control, fewer
security issues, and fewer issues related to the complexity
and dynamics of the subject’s identities than ACLs, RBAC
and ABAC. Bhatt et al developed a formal access control
model for the Amazon Web Service (AWS) IoT platform and
proposed ABAC enhancements for the AWS IoT, a real world
cloud-enabled IoT platform [33]. The authors also recently
proposed a convergent access control (CAC) framework that
can converge access control features of different access con-
trol models (e.g., RBAC, ABAC, ReBAC, etc.) for enabling
secure smart communities in the future [30]. Additionally,
a simple, efficient, mutual authentication and secure key
establishment based on elliptic curve cryptography (ECC),
which has much lower storage and communication over-
heads, is proposed for the perception (object) layer of the
IoT [29]. Gupta and Sandhu proposed a novel perspective
by introducing activity-centric access control [34] for smart
collaborative systems, assuming activity aka task as the prime
notion to control new activities in the connected CPS systems.

The integration of the cloud and IoT has been extensively
adopted in the industry by major cloud computing services
providers - AWS3 Google Cloud I0T,* and Microsoft Azure’
to enable IoT services and applications empowered by smart
devices. These cloud service providers have dedicated IoT
and CPS platforms catering to diverse applications and use
cases supporting both cloud and real-time edge-based user
applications and services [35], [36]. Several terminologies are
used to refer to this integration, such as cloud-supported IoT,
cloud-assisted IoT, and cloud-enabled IoT [33], [37], [38],
more widely used as cloud-enabled IoT (CE-IoT). Such con-
nected systems have the ability to support services in differ-
ent domains, including agriculture [39], [40], transportation
[38], [41], health care, energy, and manufacturing, offer-
ing data-driven and intelligent environments. In this paper,
we utilize a use-case scenario that is based on cloud-
enabled IoT.

While many of the related research discussed in this section
focuses on developing an access control model solution for a
specific application using specific decision parameter type(s),
our main focus is on a novel activity control framework and
its design principles for smart and collaborative systems that
are not specific to a particular decision parameter type.

IIl. ACCESS CONTROL MODELS VS. ACTIVITY CONTROL

In this section, we discuss some of the existing access control
models and their characteristics. Rather than reviewing these
access control models individually, we compare them based
on several criteria that highlight their unique characteristics
and solution approaches as illustrated in Table 1. In Table 1,
some of the noteworthy traditional and modern access control
models are shown in columns and compared in terms of four

3 https://aws.amazon.com/iot/

4https://cloud. google.com/solutions/iot
5 https://azure.microsoft.com/en-us/overview/iot/
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TABLE 1. Access control models and characteristics.

Characteristics MAC DAC RBAC | ABAC | ReBAC PBAC UCON ACON
Decision Parameters | Cle/cla am Role Attr Rel Prov Attr/oblig/cond abs
Control Target E.g. uc/sr uc/sr uc uc uc/up uc uc u/uc/sr
Control Authorities SO ownr SO SO ownr/usr SO SO/ownr/usr SO/ownr/usr/app

Access vs Usage Access | Access | Access | Access Access Access Usage Activity

cle: clearance, cla: classification, am: access matrix, attr: attribute, rel: relationship, prov: provenance, oblig: obligation, cond: condition/system-attribute,
abs: decision parameter abstraction, uc: user contents, sr: system resource, up: user profile, SO: security officer, app: 3rd-party application

key characteristics listed in rows. Cells in the table show
the relevant details of each access control model for each
characteristic. For example, clearance and classification are
the decision parameters used in MAC. Please note that the
intention of this section is not to make airtight distinctions
among access control models but rather to discuss some of
the significant aspects of existing access control models that
are crucial for understanding activity control and its design
principles for smart and collaborative computing systems.

A. BASED ON DECISION PARAMETERS
Historically, many existing access control models have
focused on how to utilize a specific decision parameter for
desirable access controls. This is hinted at by the fact that
many of the models are named using the decision parameter
they utilize.®

Some of the notable decision parameters are clearance/
classification, role, attribute, obligation, social and nonsocial
relationships, data provenance and workflow. An access con-
trol model that utilizes one or more of these decision param-
eters may need to incorporate unique decision processes and
address issues stemming from the unique nature or char-
acteristics of the decision parameters it uses. For example,
RBAC may need to use and manage role hierarchy and role
assignments for access decisions. For typical online social
networking systems, ReBAC is used, and user relationship
graphs are maintained and utilized for access control deci-
sions. Provenance-based access control (PBAC) [42]-[45]
can be considered for an application that needs to utilize
activity history or lineage of resources for access control
decisions. In a PBAC system, the system needs to identify
events and activities that need to be recorded. It also needs to
maintain up-to-date provenance information in the form of a
directed acyclic graph, and utilize meaningful patterns of the
provenance graph for access decisions. Note that these deci-
sion parameters may represent actors, targets or the system.

As a computing system becomes more complex and
requires finer and more sophisticated controls, so do the

6Unlike RBAC and many other post-RBAC models, the names of manda-
tory access control (MAC) and discretionary access control (DAC) do not
explicitly suggest what kind of decision parameters are used. Instead, the
words mandatory and discretionary in the model names suggest that the
focus is mainly on who administers the access control policies. Nevertheless,
they also utilize certain types of decision parameters for access control
policy specifications. Specifically, MAC primarily uses security clearance
and classification labels that are assigned to subjects and objects respectively.
In DAC, access rights such as “read”” and “write” are assigned to sets of a
subject ID and object ID pair.
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decision parameters associated with these controls. Unlike
RBAC and other post-RBAC access control models such as
ABAC, ReBAC and PBAC, activity control does not specify
what kind of decision parameters have to be used but rather
focuses on different types of activities interplayed among
various participants and how to allow multiparty controls
on these activities by collectively utilizing decision param-
eters that represent or are related to the participants and/or
the system. Activity control requires that all of the decision
parameters necessary for the system are readily available in
the system. Ultimately, the decision parameters chosen for
a target system must be adequately utilized and effectively
managed for simple and easy-to-use/manage access controls.

B. BASED ON CONTROL TARGETS

Access control solutions focus on how to control user
(or subject) access to a target. In typical access control mod-
els, this target is often user-generated content (e.g., text files,
photos, program codes). In other cases, it can be a system-
provided resource (e.g., CPU time, memory space). In SCS,
in addition to controlling user access to these two types of
targets, there are other control targets that need to be con-
sidered such as the device, device-generated data, account
profile, user-generated access control policies, and the user
account itself. For example, in social networks one may want
to limit other participants’ access to her profile (e.g., user
name, gender, birth date, address, viewing history, friends
list). A user may not want (her account) to be searched by or
exposed to others. One may even want to update other users’
activity policies (e.g., parental controls). In IoT systems,
a user can control how connected devices may respond. For
example, a homeowner can change her smart thermostat so
it can be accessed by only her smart watch. Unlike many
existing access control models, activity control deals with
access to these unconventional targets.

C. BASED ON CONTROL AUTHORITIES

Generally, in an access control system, ‘“administrative activ-
ity” is clearly distinguishable from users’ (or subjects’) typi-
cal ‘“‘usage activity” as it is performed by dedicated security
officers or administrators’ In MAC, a security officer assigns

7In this paper, we use the term “‘usage activity” to refer to users’ access
actions to objects that are available as part of the system’s main service
or application. Examples of usage activity include ‘“‘read a friend’s pro-
file”, “deposit to/withdraw from a bank account”, ‘“read current room
temperature”, etc. Additionally, we use the terms “‘control activity” and
“administrative activity” interchangeably.
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security clearances (or roles in the case of RBAC) to sub-
jects/users to control what subjects/users can do in the system,
which is clearly different from subjects’ (or users’) typical
read or write actions on objects. In contrast, in other cases,
distinguishing administrative activity from user usage activity
is less intuitive, as it is often the users who perform both usage
and administrative activities. Consequently, in such a case,
both administrative activity and usage activity may need to
be handled together in a single access control model. This
is evidenced in DAC where administrative power is given to
the owner of resource objects so that the owner is allowed to
control other users’ access to her own resource objects.

More complex cases are found in a collaborative system
such as an online social networking system and a connected
IoT system. In an OSN system, a user may post her own con-
tent or access content generated by her friends (or friends of
friends). She may search for other users’ profile information
or manage her friend-relationship status with other users. She
may also configure who can access photos she posted or was
tagged in or who can search her profile information. She may
also configure whether the OSN system can share her profile
information with 3rd-party applications.

In a typical ReBAC-based OSN, access decisions are
made using friend-relationship graphs as well as user-specific
access control policies that specify what kind of relationships
should exist to allow users access to certain content. Here,
unlike DAC, a user may manage other users’ friend-making
policies as well as policies that govern access to content
owned by other users. In other words, ReBAC-based OSNs
need to address the administration of self-owned/other user-
owned content as well as the administration of policies that
govern other users’ non-administrative and administrative
activities. For example, parents may forbid their minor chil-
dren from being a friend of an adult user unless the adult user
is already a friend of the parents. Additionally, a user may
control who can access a photo posted by another user if the
photo includes the user’s facial image in it. In a connected IoT
system with a proximity-based advertisement feature, a user
may control his smart watch to only obtain notifications for
restaurant discount coupons during lunch hours.

To recap, users’ access to targets can be controlled by
security officers, owners of the targets or 3rd parties who are
somehow related to the targets either directly or indirectly.
In addition, users’ administration activities on policies can
be controlled by security officers, users to which the policies
are applied or other users related to the users. Most of the
existing access control solutions do not consider these various
control authorities. Activity control covers them in its scope.

D. BASED ON ACCESS VS. USAGE

In conventional access control models, access decisions
are made before access is allowed/disallowed. Usage con-
trol expands this and allows continuous decisions through-
out usage once access is made [46]. It also considers any
changes to the attributes (decision parameters in usage con-
trol (UCON)) that are used for the access decision. It also
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facilitates usage decisions based on obligations and sys-
tem conditions. These principles of decision continuity and
attribute mutability as well as obligation- and condition-
based decisions are key unique properties that differenti-
ate usage control from conventional access control models
(including recent ABAC models). Note that both access
control and usage control focus on controlling users’ usage
activity while ignoring multiparty usage and administrative
activities that can influence each other’s activities. The scope
of activity control includes controlling these activities as well.
While activity includes usage as well as access, decision con-
tinuity and attribute mutability are not explicitly considered
in this paper, as they are outside of the scope.

In usage control, the notion of session is not discussed
explicitly. A session (aka subject in some literature) is acti-
vated by a user and performs actions on behalf of the user.
While this is not part of the main focus of usage control, it is
a crucial concept in activity control because a session may
have different decision parameters from the user; hence, its
activity request may obtain a different decision.

E. BASED ON POLICIES

Access control systems control access requests based on
access control policies. Different access control models con-
struct different policy formats. While traditional access con-
trols such as MAC, DAC and RBAC specify access control
policies in their own specific ways, such as in the form of a
lattice, access matrix or role hierarchy/role assignment, many
modern access control models such as ABAC specify their
policies using some sort of policy language. Typically, these
policies are managed centrally by security officers and must
be flexible to address the needs of dynamic and collaborative
smart systems.

Unlike these access control models, in activity control,
there are other types of access control policies that are
tied to actors and targets. These individualized policies may
be self-managed or managed by other actors. In addition,
these policies can be used to control either incoming actions
against targets or outgoing actions of actors who requested
the action [4].

IV. EXTENDING ACTIVITY CONTROL FOR SMART

AND COLLABORATIVE SYSTEMS

In this section, we present an extended conceptual ACON
framework as depicted in Figure 1. While the original ACON
framework [6], [7] was developed mainly for OSN systems,
the ACON framework presented in this paper is enhanced
to capture other smart and collaborative computing systems
such as the IoT and CPS. As pointed out in section III and
further articulated below, there are several key access con-
trol requirements and characteristics of SCS that need to be
supported in the ACON framework:

« Support various types of actors such as users, devices,
3rd party applications, administrators and the system
itself.
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FIGURE 1. Conceptual Activity Control (ACON) framework for smart collaborative systems.

« Support various types of targets, such as users, resources
and devices.

« Support various types of activities such as usage, control,
service and decision activities.

o Support various participants’ control over their own
activity, other participants’ activity, and activities per-
formed on resources that they own or have certain
stakes in.

o Support collective decisions even with conflicting con-
trol policies of multiple participants.

In Figure 1, attributes are attached to actors or targets
and hold certain properties of the actors or targets. These
attributes are used to specify policies so that the system can
make a decision based on the attributes as well as the policies.
The policies attached to an actor are used to control the
corresponding actor’s activities, while policies attached to a
target are used to control any activity against the attached
target. When an actor attempts to perform an action on a
certain target, the system evaluates the request based on all
the relevant attributes and policies and makes an access deci-
sion on the request. Below, we discuss the extended ACON
framework and their unique characteristics in detail.

A. ACTORS AND TARGETS IN ACON
In a smart and collaborative system (SCS), multiple par-
ties create, share, view, control and manage digital contents
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and services. In the ACON system for SCS, we identify
five main actors whose activities may need to be controlled.
They are Users, Devices, 3rd-Party Applications, SCS, and
Security Administrators. As shown in Figure 1, ACON also
considers sessions of users, devices, 3rd-party applications
and administrators. The user and admin sessions are the
subjects who logged into the SCS and conducted actions on
behalf of the associated users or administrators. The device
and 3rd-party application sessions are active processes that
run in the system. We also identify target users, target devices
and target resources. 8 In SCS, a user can be a target of
certain actions. For example, if Alice sends a friend request
to Bob or pokes Chris, Bob and Chris are target users for the
friend-request action and poke action, respectively. Examples
of target devices include smart healthcare devices, connected
cars with on-board sensors and other IoT devices. The target
resource could be content (that user and device created and
shared in the system) and services available in the system.

B. ACTIVITIES IN ACON

An Activity is a meaningful abstraction of actions performed
on targets. An Action is a meaningful abstraction of oper-
ations defined in SCS. For example, pokes and deer threat
warnings are some instances of actions in social computing

81n traditional access control, the target is often referred to as “object”.
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and vehicular IoT, respectively. In this case, poking a user,
or sending deer threat notifications to a car in proximity are
activities in the system. Actors in ACON conduct various
types of activities. We identify four main activities of usage,
control, service and decision. Usage activity refers to actions
that access or use targets. Control activity refers to actions that
control future usage/control/service actions. This is mainly
done by changing the attributes and policies of the targets.
Service activity refers to actions that provide service or func-
tionality to the system and its participants. Decision activ-
ity refers to the system’s decisions on usage/control/service
activity requests. Table 2 shows who exercises these activities
on targets. Columns in the table reflect different actors in
the smart and collaborative systems such as users, device,
3rd-party, SCS and admin. Rows define different activities
that can be performed by these actors, and the cells in the
table reflect the targets of these activities that are performed
by the actors in the system. Below we discuss these activities
in detail.

1) USER ACTIVITIES
In SCS, a user performs usage and control activities on
different targets.

a: USER's USAGE ACTIVITIES

A user can perform usage activities on a target user, device
and resource. For example, a user can view or “like” a photo
on a social platform. A user may poke another user, recom-
mend a friend, or invite another user as a friend. Similarly,
in remote patient monitoring of SCS, a primary doctor may
check the status of a patient’s insulin pump.

b: USER’s CONTROL ACTIVITIES

If allowed in a system, a user can control other users’
or devices’ activities on her own device/resource (or any
device/resource she has a control authority over) by changing
attributes and policies of the device or resource. One dis-
tinctive characteristic found in SCS is a user’s capability to
manage activities on a target that is not owned by the user. For
example, a user may control who can view a group picture
shared by a friend, though this may require collective con-
trol [47]. Another example is that a connected vehicle driver
may be allowed to control a car behind her to keep a certain
distance by setting a minimum distance value. In addition,
a user can control certain activities of a specific user without
identifying a specific resource. For example, in an OSN,
a mother may want to prohibit her son from uploading any
content with personally identifiable information. This kind
of activity is rarely discussed in traditional access control
policies and models but needs to be addressed in ACON.

A session represents an active actor who has logged into
the system and carries attributes and policies that may be
different from those of the corresponding actor. By default,
a session inherits all attributes and policies of the correspond-
ing actor. However, if allowed, an actor can disable certain
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attributes or policies in a particular session or add some
temporary attributes or policies for a session.

In SCS, a user does not perform any service or decision
activity. If a user provides a certain service to the system,
we consider the user a 3rd-party service provider. Addition-
ally, in SCS, only the system makes the decisions on activity
requests.

2) DEVICE ACTIVITIES

In the ACON framework, a device refers to a device that is
managed by the system only. If a device is provided by a
3rd-party application to support a service the app provides,
it is viewed as a part of the 3rd-party app and hence not
explicitly captured in the system. In SCS, a device can be an
actor or a target. As an actor, a device may perform usage and
service activities on other targets. However, a device does not
perform any control activity in the ACON framework. Unlike
users or 3rd parties, the device itself does not have a system-
independent “mind” and only acts as designed to provide the
intended services.

Device’s Usage and Service Activities: A device can per-
form usage activities on target devices and target resources.
It may also perform service activities on target users and tar-
get devices. For example, a smart thermostat (actor) may read
(usage activity) current temperature data (target resource) of
each room and then activate the AC (service activity) or close
blinds in a room with high temperature. In another case,
when a smart watch (acting device) detects nearby restaurants
that participate in a proximity-based discount event (usage
activity), it pushes a message to the user (service activity to
target user). In this case, the user may want to control this
service by modifying the discount rate threshold so she only
receives events with an over 20% discount. An example in a
smart health scenario would be a wearable device accessing
data from a patient’s body sensors to obtain the patient’s vital
parameters. Similarly, in an industrial IoT domain, a smart
device can request various connected sensors’ data and use
it to monitor employees’ health and machinery performance
efficiency.

3) 3rd-PARTY APPLICATION ACTIVITIES
In SCS, a 3rd-party application may perform usage, service
and control activities on different targets.

a: 3rd PARTY USAGE AND SERVICE ACTIVITIES

In SCS, a 3rd-party application provides certain services
while using necessary resources. When a user uses a 3rd-party
application, it may access the user’s profile information or
friends list. In a smart home system example, there could
be a 3rd-party proximity-based garage door opening service.
In this case, the service app may want to open a garage door
(service activity) when certain requirements are met.” To do

9Note that while this includes a device and can be viewed as a device’s
service activity, we assume the device is part of a 3rd-party system in this
particular example.
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TABLE 2. Actors & activities & targets in smart and collaborative system.

N‘ User ‘ Device ‘ 3rd-Party ‘ SCS ‘ Admin ‘
ctivities
Usage Activity TU,TD,TR TD,TR TU,TD,TR TU, TR, TD
Control Activity TU,TD,TR,S TU,TD,TR,S TU,TD,TR,S TU,TD,TR,S
Service Activity TU,TD TU,TD TU,TD
Decision Activity UA,CA,SA

TU: Target User, TD: Target Device, TR: Target Resource, S: Session,
UA: Usage Activity, CA: Control Activity, SA: Service Activity

S0, it may want to access the home owner’s location data and
the security camera’s video data (usage activity). A home
owner may want to control the application’s access to her
location data while still allowing the service simply based on
the security camera data (user’s control activity). This can be
done by changing the user’s policy on the application in the
system.

b: 3rd PARTY CONTROL ACTIVITIES

We recognize that there could be a case in which an SCS may
allow certain control capability to a 3rd-party application.
For example, the proximity-based garage opening application
may be allowed to control who can see the history of its oper-
ation, so only premium members can see the full operation
history. Additionally, this application may limit who (user,
device, or other 3rd party) can activate the garage door opener
device to open the door. Additional discussion is provided
in section VI.

In ACON, a 3rd-party application is viewed as a type of
target resource that a user can access, as well as a type of actor
who can access user information or other resources (usage
activity) to provide certain services. The usage activity of
the application may need to be controlled by users who use
the service or someone who has control authority (which is
captured as user’s control activity on target resource).

4) SCS's (AUTOMATED) ACTIVITIES

In SCS, the system may perform usage, service, control and
decision activities that are triggered either by user or device
activities or other system conditions (which are defined using
attributes such as time, location/platform of accessing device,
and other system statuses). A location-based coupon or a
friend recommendation can be an example of an automated
activity that provides a service. It can also include automated
creation of value-added resources such as most viewed video
and best rated products that are computed based on user
activities. Traditional access controls rarely recognize this.
Below we discuss these activities.

a: SCS's USAGE AND SERVICE ACTIVITIES

In popular OSN systems such as Facebook, the system pro-
vides functionality and information to promote users’ social
interactions and information sharing. To do so, the system
often utilizes users’ shared resources (SCS’s usage activity)
and generates value-added resources and services. For exam-
ple, when a user logs in, an OSN may collect information
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about nearby friends and show who is in close proximity to
the user. As this service activity utilizes user information,
control over this activity needs to consider the preference of
users who receive the services as well as the nearby friends
who are included in the provided list.

b: SCS’s CONTROL ACTIVITIES

SCS may perform automated control activities by managing
the attributes and policies of users, devices, other resources
and sessions. These attributes and policies are updated based
on the activities related to the users, devices, resources or
sessions that then influence future activities. For example,
Amazon’s product recommending system may demote a
product’s reliability based on user reviews, and then remove
it from a recommendation list. Additionally, SCS may add
a user’s current device status information in the session
attribute list, so critical activities can be performed only in
a trusted system.

c: SCS’s DECISION ACTIVITIES

Unlike many access control systems where only users’ usage
activities are considered and evaluated for access decisions,
in SCS, the system evaluates usage, service and control
activity requests and decides whether the requests should be
allowed.

5) SCS ADMINISTRATOR’s ACTIVITIES

Similar to traditional access control systems, in SCS, the
security administrator performs manual control activities.
Controlling the administrator’s activities is important, espe-
cially for highly distributed computing systems. In SCS, most
research has focused on controlling user activities; hence,
further studies on how administrators’ activities should be
managed are necessary. Similar to the approach found in
administrative RBAC [48], applying user activity control
approaches to control SCS administrators’ activity could be
an intuitive approach and may lead to interesting research.
However, it is beyond the scope of this paper and is not
explored here.

C. ATTRIBUTES AND POLICIES IN ACON

Similar to usage control, ACON collectively utilizes actor and
target attributes to make a control decision. However, while
UCON updates mutable attributes of a user to reflect the result
of that user’s activities as a side effect of the user activities,

151011



IEEE Access

J. Park et al.: Activity Control Design Principles: Next Generation Access Control

TABLE 3. Protection principles by saltzer and schroeder.

Principles

Economy of mechanism
Fail-safe default

Complete mediation

Open design

Separation of privilege
Least privilege

Least common mechanism
Psychological acceptability

Descriptions

Keep the design simple and small.
Based on permission, not exclusion.
Check every access to every object.
No secret design.

Use two keys to unlock.

Do not use unnecessary privileges.
Minimize common shared mechanism.
Ease of use

ACON further allows a user to deliberately update her own
or other users’ attributes and policies.

In ACON, one of the unique characteristics is policy dif-
fusion. Specifically, ACON incorporates both system-wide
SCS policy and individualized policies of actors and targets.
Policies for targets include incoming action policies that con-
trol access to the targets. Policies for actors include outgoing
action policies that administer the actors’ action on certain
targets. Consequently, user and device policies may include
both incoming and outgoing action policies, as they can be
both actors and targets.

When an activity request is made, the ACON system col-
lectively utilizes all the necessary attributes and policies and
makes an access decision. Formal details and more informa-
tion about the ACON decision can be found in [7].

V. ACCESS CONTROL PRINCIPLES: EVOLUTION

AND LIMITATIONS

As new computing applications and security solutions have
emerged over the last few decades, researchers and practition-
ers have identified various design principles that are crucial
for understanding and developing access control solutions for
such systems. In this section, we discuss some of the notable
studies that identified these access control principles. Using
these principles as a starting point, we will develop a new
set of design principles for activity control in section VI.
Figure 2 shows these early works and how the principles
evolved over time. The arrows in the figure reflect how some
of the principles in each work are subsumed/reused in later
works.

A. PROTECTION MECHANISM DESIGN PRINCIPLES
BY SALTZER AND SCHROEDER
One of the formative contributions in identifying access
control principles is made by Saltzer and Schroeder [9].
As shown in Table 3, they identified eight key design princi-
ples for protection systems. They are economy of mechanism,
fail-safe default, complete mediation, open design, separation
of privilege, least privilege, least common mechanism, and
psychological acceptability. Below, we briefly discuss these
design principles and later compare them to other design
principles identified in other research. More discussion on
these design principles can be found at [9], [12].

Although most of these principles are still applicable, some
may be viewed as rather subjective or obsolete in today’s
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computing systems design and development practices. For
example, complete mediation suggests that every access to
every object must be checked for authority. However, a sys-
tem may choose to facilitate random or partial screening on
some access requests for better performance [12]. The least
common mechanism suggests minimizing common mecha-
nisms that are shared by multiple users. However, code reuse
in the software engineering discipline suggests the opposite
for better efficiency. The open design principle suggests that
a system mechanism should not rely on ignorance of potential
adversaries. A large number of security researchers and prac-
titioners support the open design principle. However, there
are many groups and organizations that practice the opposite.

While these eight principles are mainly applicable to
enforcement- and implementation-level design and develop-
ment, only some of them (such as fail-safe default, separa-
tion of privilege and least privilege) could also be applied
for policy-level design. Fail-safe default suggests that the
default should be a condition where no one is allowed with-
out a proper privilege. This “white list” approach has been
considered a safer approach since an accidental omission
causes no information leakage and an accidental inclusion
causes unwanted access of the included users only. While this
may be true, not all computing applications should take the
“white list”” approach unconditionally. For example, it makes
more sense to use the ““black list” approach to block certain
IP addresses in a firewall. Therefore, the fail-safe principle
should be considered as an optional design decision for indi-
vidual access control applications. Our proposed principles
do not consider fail-safe default, but one could see it as a part
of the containment principle.

Separation of privilege (or duty) is a time-honored prac-
tice and has been a key principle for RBAC. This suggests
that certain jobs should be committed by multiple users to
reduce the possibility of fraud or security breaches. Popular
examples include two-person required missile launch, sepa-
ration of purchase request and payment, etc. This principle is
captured in our proposed containment principle.

Least privilege is also a long-established principle of
access control. It suggests that users should use the least set
of privileges necessary for the job. A well-known example for
this principle is the “need-to-know’” security rule in the mili-
tary system. The principle of least privilege is captured in our
proposed access control principles as part of the containment
principle.

Both the economy of the mechanism and psychologi-
cal acceptance principles are issues of design philosophy
for access control enforcement and implementation. In our
proposed principles, these issues of design philosophy are
implicitly incorporated in different principles such as abstrac-
tion, controllability, containment and automation.

B. RBAC96 PRINCIPLES

In RBAC96 [10], there are four foundational principles,
namely, abstraction, separation of administrative functions,
least privilege and separation of duty. Unlike the protection
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Privilege
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FIGURE 2. ACON design principles and previous principles.

principles in [9], RBAC96 principles are focused on access
control policy and model design. Nevertheless, the RBAC96
model itself does not enforce or require these principles.
One can design an RBAC system that violates all of these
principles. These principles merely provide a guideline for
better design and development of an RBAC system.

In RBAC96, abstraction means abstraction of permission.
Examples for permission are system-level operations such
as read, write, select and delete. The main benefit of per-
mission abstraction is that it enables controls on abstract
operations specific to computing system applications that are
not possible with bare permissions. Examples for permission
abstraction include credit and debit operations in a banking
system application. It also provides management ease and
simplicity by allowing meaningful and manageable units for
access control. Permission abstraction is identified in our
proposed abstraction principle, which also includes several
newly identified abstractions (see Figure 2).

The second principle is separation of administrative func-
tions. This recognizes different administrative functions that
require different skills and knowledge and are distinct in oper-
ation. In RBAC96 user-role assignment and permission-role
assignment are recognized separately. In our proposed princi-
ples, this principle of separation of administrative functions is
subsumed by the newly expanded administrator containment
principle and controllability of the multiple administrator
principle as shown in Figure 2.

The main ideas of least privilege and separation of duty
in RBAC96 are not changed from the Saltzer and Schroeder’s
principles.

C. ASCAA PRINCIPLES

The ASCAA principles [11] are identified mainly for RBAC,
although the authors also claim they are mostly applicable
to other access control policy models as well. ASCAA
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stands for abstraction, separation, containment, automation
and accountability. These principles encompass RBAC96
principles and further identify additional principles that can
be found in other access control systems such as usage control
and digital rights management applications.

The abstraction and separation principles are not
changed from RBAC96 and refer to abstraction of permission
and separation of administrative functions, respectively.

The containment principle is newly identified to unify
previously identified principles of least privilege and sepa-
ration of duty and to further encompass other constraints and
usage control elements such as cardinality, usage limits and
rate limits. The main purpose of containment is to minimize
the detriment users can perpetrate either deliberately or acci-
dentally. RBAC96 introduced an open-ended notion of con-
straints to recognize various restrictions including separation
of duties and cardinality. Usage control [46], [49] points out
various user activity-based consumable restrictions such as
usage limits and rate limits. Our proposed ACON principles
capture this as a user containment principle and include addi-
tional containments on security officers/administrators and
3rd-party applications.

The automation principle has been newly identified in
ASCAA principles to suggest automation of access control
administration. This largely makes sense considering that
today’s computing applications usually handle a large number
of users and data, and manually managing and controlling
these users’ access to the data is not a trivial task. In tra-
ditional access control systems, assignment and revocation
have been treated as administrative actions, which usually
require human involvement. In RBAC, this assignment pro-
cess is significantly simplified by assigning roles (rather than
individual permissions) to users. Sandhu and Bhamidipati
claim that automation of user-role assignment can be
achieved with self-assignment. Here, self-assignment means

151013



IEEE Access

J. Park et al.: Activity Control Design Principles: Next Generation Access Control

‘ Abstraction ‘

—

Condition

Containment
— N
% \/  Request Activity ]

i | Automation

N ;

‘ Accountability ‘ ‘ Searchability ‘

FIGURE 3. Activity control design principles.

that the system provides users with the ability to assign roles
to themselves when necessary. An example of the automatic
revocation of a role is self-expiring role assignment, which
allows the revocation of a role based on a duration or even
a user abuse of the role. A similar self-assignment can be
found in modern OSN systems where users are allowed to
establish their social relationships with other users and to
specify access rules based on these relationships.

In ASCAA principles, automation on both assignment and
revocation mainly focuses on automation of user and data
abstractions. Automation of user and data abstraction princi-
ples are captured in our proposed automation principle. Our
proposed automation principle encompasses automation of
actors, targets (including resources and services), conditions,
and action/activity abstractions. This will be further discussed
in Section VI.

The accountability principle is identified to emphasize
user responsibility for their actions in a system. This principle
suggests using adjustment to achieve accountability in a sense
that not all authorized actions are identical and some sensitive
operations require more stringent auditing, notification or
authentication. Access to highly sensitive information should
alert some users or may require additional authentication.
The main idea of the accountability principle is essentially
unchanged in our proposed principles but has been expanded
to incorporate the accountability of administrators, users, and
other participants.

VI. ACTIVITY CONTROL DESIGN PRINCIPLES

In this section, we propose several design principles for activ-
ity control for smart and collaborative computing systems.
While activity control can accommodate various conven-
tional access control models such as RBAC, ABAC, ReBAC,
PBAC and UCON, the focus of this paper is not on specific
decision parameter based-access control. Rather, the goal
of the paper is to properly identify and understand access
control aspects that are crucial for SCS but rarely identified
or discussed in the existing access control models. Figure 3
shows these principles and where these principles are appli-
cable in the ACON framework. How each of these principles
can be applied in the ACON framework is discussed below.
The ACON framework shown in Figure 3 is a simplified view
of the one shown in Figure 1.
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While these principles are general enough to be appli-
cable to different computing environments or applications,
our focus in this paper is mainly on smart and collaborative
computing systems. Additionally, the focus of our proposed
principles lies in activity control policies and model designs.
Any enforcement- and implementation-related principles are
out of our scope and not discussed in this paper. In addition,
note that the proposed principles are not necessarily complete
or always applicable. Instead, they should be viewed as guide-
lines for the development of activity control systems for smart
and collaborative computing systems.

A. ABSTRACTION

In ASCAA principles, abstraction is unchanged from
RBAC96 principles. In both ASCAA and RBAC96 princi-
ples, abstraction means abstraction of permission such as
credit and debit. The abstraction of permission principle
suggests that rather than controlling system-level operations
(or permissions) such as read, write, execute, delete, etc., one
should use a more meaningful and manageable abstraction of
permissions as a decision parameter that is often specific to
an application. This is especially true in an application with
a large number of users and data where management of user
access requires significant administrative efforts. Addition-
ally, as the computing system environment becomes more
complex and diverse, it is crucial to make access control
solutions and administration as streamlined and manageable
as possible while still meeting the security requirements
of today’s feature-rich smart and collaborative computing
systems. The same benefits can be achieved by abstracting
other information used in the access control decision process.
Below, we further articulate abstraction principles and expand
the scope of abstraction beyond permission abstraction.

1) ABSTRACTION AS DECISION PARAMETER
In an access control system, an access request generally
includes information about the requesting user, requested
action, target resource and sometimes other system or envi-
ronmental information. A bare form of this information may
include user ID, system operation (e.g., read or write), and
object ID. For better control and simplified administration,
more meaningful abstractions have been used as decision
parameters in many access control models. When designing
an access control solution for a computing system, it is cru-
cial to identify what kind of abstractions an access decision
process needs to use to meet the security goals of the system.
For example, in many business applications, a notion of role
is used instead of user ID. In addition, permission abstrac-
tions such as credit and debit are used instead of system-
level operations. In military systems, security clearances and
classifications are used. In modern access control, other
abstractions that are often dynamically constructed and man-
aged may need to be adopted. Examples of dynamic abstrac-
tions include social relationships, provenance, etc.

In ACON systems, control policies utilize abstractions
as decision parameters. For each abstraction type, a set of
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available abstractions and their definitions are identified, and
access control policies are specified using these abstractions.
For example, the abstraction type ‘“‘relationship” comprises
friends, coworkers, family, local friends and local family.
Other abstraction types, such as blood sugar level, body tem-
perature and heart rate, can be used as decision parameters.

Abstractions can be used to form other abstractions. For
example, “friend relationship” and ‘“hometown’ are two dif-
ferent abstractions that can be grouped to form a “hometown
friends™ abstraction. “Blood sugar level” and “heart rate”
can be further abstracted as a “body condition”. A location-
based abstraction such as ““city” and “county’ can be nested
into another location-based abstraction such as “state”.
Furthermore, abstractions can be linked (forming a graph)
based on their relationships or dependencies to define another
abstraction. For example, a file can have a declassified status
if it has been redacted by a specialist, and then the redaction
process is verified/signed by an authority. Here, the “declas-
sified” abstraction is defined using two linked abstractions of
“redact” and ‘““verify” in that order.

In ABAC, an attribute (with attribute value(s)) can be
viewed as an abstraction; a collection of attribute-value pairs
can be viewed as an abstraction. The notion of “category”
in [50], [51] is another way of viewing this collection, hence
an example of abstraction.

2) TARGETS OF ABSTRACTION

As shown in Figure 3, ACON extends the abstraction princi-
ple found in ASCAA principles to include abstraction of other
ACON components such as actors, targets, actions/activities,
services and environmental conditions. These abstractions are
discussed below.

An abstraction of actors groups actors based on specific
values of certain actor properties such as user role, user age
range, user gender, user location, device location, device
type, etc. While actor abstraction was not one of the iden-
tified design principles in ASCAA principles, role is still the
underpinning decision parameter in RBAC. In RBAC, actor
(more precisely, user) abstraction is realized using roles that
are also used to assign permission abstractions. Using the
same abstraction type for both users and permissions, access
control policy is configured by simply using user-role and
permission-role assignments and an optional role hierarchy.
In ABAC, a set of user attributes (or device attributes in the
case of an IoT system) can be used to identify a meaning-
ful user/device group in a system. Such an attribute set is
collectively meaningful and significant for the system and
can be effectively utilized as a control parameter in ABAC
solution.'?

10Note that an attribute set may not have an explicit abstraction name,
but it could be defined in ABAC policy to capture a meaningful user group
who shares the same access privileges. An attribute set can be defined in
various formats but is not discussed in this paper, as it is beyond the scope
of the paper. In ABAC, unlike RBAC, actor abstraction and permission
abstraction may be named separately; hence, the access control policy needs
to be defined using both actor and permission abstraction.
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Other user-related information, such as provenance and
social relationships, can also be used to construct actor
abstractions. However, user provenance is different from typ-
ical attributes, as it includes information about certain actions
on objects, forms a chronological ordering and can form cer-
tain patterns. Additionally, (social) relationships are different
from attributes or provenances since they include target (user
or object) and form a relationship graph. Furthermore, unlike
RBAC where actor (aka, user) abstraction and activity (aka,
permission) abstraction are set in advance by the adminis-
trator, in PBAC (and in ReBAC for OSN), actor abstraction
is rather dynamic and computed at each access request.'!
Therefore, one should consider various actor information
to construct meaningful actor abstractions for fine-grained
control as well as simplified administration.

Abstraction of targets suggests using meaningful abstrac-
tions of targets. Similar to actor abstraction, target informa-
tion, such as target attributes, target provenance, and relation-
ships to users (or other targets), can be utilized to define target
abstractions. Additionally, some target information forms a
graph, and meaningful abstraction may need to be defined
based on specific graph formations or patterns. For example,
if a certain workflow is required to have been performed on
a target resource for a user to access the resource, a specific
provenance pattern of the resource must be verified.

In ACON, a service feature is viewed as a special type of
target resource. Access to a service means that the actor may
exercise those activities that are available in the service. For
example, a user who is granted an online survey service can
access a survey building template, sample survey questions,
survey analysis tools and a list of email addresses to send
survey invitations to. Controls on these multilevel activities
may need to be addressed together or individually.

Abstraction of activities suggests using meaningful
abstractions of activities. In ACON, an activity itself is an
abstraction that is defined using a set of actions on certain
targets. Here, targets can be an empty set, meaning that an
activity can be defined without any target, which is equiva-
lent to an action abstraction. In trust negotiation [52], [53],
a negotiation process can be abstracted to a low-level or
high-level trust dependent on what kind of credentials are
shared between a user and a system during the negotiation
phase; thus, the abstraction can be used for access control
decisions. In usage control, a set of obligation requirements
can be captured as an abstraction. This abstraction has to be
verified during the decision process whether it was fulfilled
or not [46]. In a smart health system, a set of actions such
as ‘“‘check body temperature” and “check heart rate” can
be combined as an abstracted activity called “check patient
condition”.

Abstraction of conditions suggests utilizing abstraction
of system or environmental conditions such as the current
CPU usage meter or memory usage meter, current location

This means that the security architect should consider how to automate
the abstraction process. Automation is discussed later in the paper.
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or timezone, current time, system under attack, etc. One
may define an abstraction called the ‘“emergency mode” for
certain system conditions or environmental conditions and
utilize different access control policies for different situa-
tions. It could also be considered for a location-based mobile
system or an [oT system where environmental conditions are
a key factor for access control decisions. In usage control,
condition-based usage decision is an example abstraction of
condition [46].

3) ABSTRACTION AND ATTRIBUTE

Abstraction is similar to the notion of attributes in ABAC
in that both capture the properties and statuses of users,
objects and the system. However, abstraction is a more gen-
eralized construct in its meaning and structure, and captures
any meaningful semantics that can be used for the policy
specification and decision-making processes. In this paper,
we treat attribute as an instance of abstraction.

While not all of these abstractions may need to be used
in a single system, we believe these abstractions are crucial
for simplified and more usable/manageable access control
systems and must be considered at the time of access control
system design and development.

B. CONTROLLABILITY

The controllability principle is newly identified in our pro-
posed principles and suggests considering the controllability
of multiple participants. The proposed controllability prin-
ciple emphasizes that there are participants (such as users
and 3rd-party applications) other than the SCS provider who
may want or need to exercise access control administration
in the system. It is recognized to suggest that activity control
systems should accommodate effective and collective control
capability while embracing or resolving possibly conflicting
access control policies of the participants.

In ACON, certain participants can control the activities of
other participants or even themselves by modifying decision
parameters and policies that correspond to actors or targets.
Changing a user’s decision parameter allows controls on the
user’s activity or others’ activity against the user. Changing a
target’s decision parameter allows controls on activity against
the target. Below, we discuss who may need to have control
capability in the ACON system. Please note that we do not
consider device controllability as discussed in Section I'V.

1) ADMINISTRATOR CONTROLLABILITY

Administrator controllability is the most common and typical
capability in an access control system. In a MAC system,
administrators (or security officers) control user activity
based on a strict information flow policy, while users do not
have any choice other than following the decision made by
the system. In RBAC, administrators control user activity
through user-role assignments and permission-role assign-
ments. In a typical business application, a policy maker
establishes general policy rules, while a policy implementer
implements user access privilege based on the policy rules
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provided by the policy maker [54]. In some commercial
applications such as digital rights management applications,
the administrator’s (or application provider’s) control capa-
bility reaches even further to the content stored in users’ own
computer systems.

The result of ““separation of admin functions” found in the
ASCAA principles is captured as part of the administrator
controllability, while the rule of such separation is captured
in the containment principle shown later in this section.

2) USER CONTROLLABILITY

Unlike administrator controllability, it is rarely the case that a
typical access control system incorporates the user’s control
capability. This notion of user controllability gains impor-
tance in today’s computing environment, such as online social
computing and cloud computing systems where users’ data
are stored and computed in a service provider’s system and
where the data could be used by yet another application
provider. User controllability is somewhat similar to the dis-
cretionary access control policy, which allows users to have
full control over their own data, except that in ACON, access
to the data can be controlled by nonowners with a certain
authority. In trust negotiation, a user can configure what kind
of information can be shared with a server for access autho-
rization [52], [53]. In today’s social computing applications,
it is often the case that a system provides users some control
capability on user-created data mainly for privacy purposes.
In other words, users are allowed to create their own access
control policy rules on their own data, while the system
enforces the users’ access control policies on behalf of the
users. In a typical cloud computing service, a user’s data are
stored in a service provider’s data center, and the user may
want to have certain control capability on the stored data
or even want to take the data with him when the service is
terminated [55]. In a smart home system, a homeowner may
want to control who can change her smart thermostat’s setting
or which smart device can access it to retrieve the setting
information.

Furthermore, the user controllability principle includes
controllability of the originator or other stakeholders and
suggests that an access control system should consider a
user’s ability to control his own data and copies of the data
throughout the lifetime of the data regardless of the loca-
tion or possession of the data. The originator control system
allows an originator to retain controls over the disseminated
or copied data. In some social computing applications, a user
may make a copy of a photo from his friend’s profile and post
it in his photo album. If the photo is allowed to be seen only
by friends of the owner, those who are not the friends of the
originator should not be able to see the photo even though
they are friends of the user who copied it.

However, one should not misunderstand what users can
do with their control capability. Although user controllability
allows a user’s control over others’ access to the user’s data,
it is not usually the case that the user can achieve privacy
protection against the system unless the system provides
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such a protection mechanism. In a social networking service,
sharing users’ private information with others is often the
service provider’s business model. Therefore, this type of user
controllability may or may not be available depending on the
system, and the degree of controllability may vary.

3) THIRD-PARTY APPLICATION CONTROLLABILITY

The controllability principle also recognizes the possibility
of 3rd-party application controllability in SCS. In an SCS
environment, it is not uncommon to see mashup applications
where multiple applications are incorporated to provide a
seamless service. An SCS may allow these 3rd-party appli-
cations to collect certain user/device data and control users’
access to the collected data. For example, in a social net-
working service such as Facebook, 3rd-party plug-in appli-
cations provide services to users by utilizing developer APIs
(Facebook Platform). Suppose a 3rd-party provides a survey
service app and a user initiates a survey at his social network
site. Although the app collects survey data from the user’s
friends (and/or other participants) and shows a basic result to
the user or the participants, it may want to control the user’s
access to additional analysis results and only share them with
paid users.!?

If an SCS provider, users and 3rd-parties can configure
their access control policy rules, it is inevitable to have
conflicts in the control policies. This means that the system
should be able to resolve conflicting decisions through a care-
ful design of the activity control system and conflict manage-
ment solutions. If allowed by the system, the conflicts could
be resolved by the interest parties or individuals. In a cloud
computing environment, the cloud provider, service provider
and administrator of the service users want to exercise their
control capability against other parties [S5]-[57]. In today’s
computing environment, access control systems should strive
to achieve an effective and collaborative control capability of
multiple participants.

C. CONTAINMENT

In ASCAA principles, the main purpose of the contain-
ment principle was to minimize the damage users can make,
whether it was deliberate or accidental. The separation of
duties and least privilege are some of the policies that can be
utilized in an access control system in this regard. In activity
control, in addition to this “user containment’’, additional
containments on administrators, abstractions and other par-
ticipants need to be considered.

1) USER CONTAINMENT

User containment means containment applied to a user.
In social networking applications, the previously recognized
policies such as separation of duty, least privilege, cardinality,
usage limit, and rate limit are all applicable. For example,

1ZNote that SCS can manage the 3rd parties’ control over the participants’
access to the targets (analysis results) only if the targets are under the control
of the SCS. If the targets belong to the 3rd party’s management, the SCS is
unlikely to be able to manage or limit the 3rd-party’s controllability.
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in a voting service, anyone administering a poll may not
be allowed to vote in the poll (separation of duty). A user
with expert status in a crowdsourcing application such as
Wikipedia should be able to login without expert privilege for
certain cases (least privilege). In a social networking applica-
tion, a user may be allowed to send SMS messages 5 times per
day (rate limit) or until account balance reaches zero (usage
limit). Another user containment policy in a social network-
ing system is user-relation graph-based control policies such
as “friends-only” and “‘friends-of-friends” accesses.

2) DEVICE CONTAINMENT

Device containment means containment applied to a device.
As devices perform usage and service activities, various con-
tainment policies found in user containment are applicable to
minimize possible harm or damage in the system. For exam-
ple, in a connected vehicle system, a vehicle that reported
an accident should not be able to confirm or re-report the
accident.

3) ADMINISTRATOR CONTAINMENT

The administrator containment principle suggests consid-
ering possible restriction policies that could be applied to
administrators or service providers to minimize the dam-
age administrators can make. Similar policies identified in
user containment can be found in administrator containment.
The separation of administrative functions in RBAC96 and
ASCAA principles is an example of administrator contain-
ment. It suggests separation of user-role assignment from
permission-role assignment because of their different sets of
required knowledge bases and operational distinctions. Bauer
et al identified the separation of policy makers and policy
implementers [54]. One may also consider workload-based
assignment of administrative functions to balance adminis-
trators’ workload evenly, which can reduce possible mistakes
that might be caused by overloaded duties. Furthermore,
an administrator could log in with minimum privilege that is
required for a certain job.

4) 3rd-PARTY CONTAINMENT

Containment on 3rd-party applications recognizes that there
could be some access control policies that 3rd-party applica-
tions should be bounded by. We believe the similar contain-
ment policies discussed above are likely to be applicable to
this type of containment.

5) ABSTRACTION CONTAINMENT

Abstraction containment suggests applying a restriction to
maximize the benefit of abstraction. In general, abstraction
simplifies the management of access control and provides
more intuitive and human-friendly controls. Overly fine-
grained abstraction may diminish this benefit of abstraction.
However, overly coarse abstraction may fail to have effective
control ability and may not support sufficient least privilege.
Therefore, abstraction should be detailed enough to support
a meaningful and manageable control unit.
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In our proposed principles, we leave the containment prin-
ciple as an open-ended principle that is not limited to the
containment instances discussed here.

D. AUTOMATION

In our proposed design principles, the automation principle
focuses on automation of abstraction to achieve automation
of access control administration. Automated abstraction also
provides stale-safe control through a dynamic and contin-
uous modification of abstraction. In this section, we dis-
cuss the automation of actor, target, condition, and activity
abstractions.

1) AUTOMATION OF ACTOR ABSTRACTION

The automation of the actor abstraction principle suggests
that automated assignment or revocation of actor abstraction
is necessary to minimize administrative intervention, espe-
cially for a large system. Note that the automated assignment
means no administrator action is required to assign abstrac-
tions to an actor. Instead, this is accomplished through other
ways. For example, automated assignment or revocation of
actor abstraction can be performed by either the actor, the
system or both. In a social networking system, a user may
accept a friendship invitation from another user and become a
friend of the inviting user. A system can assign or revoke user
abstraction when a certain condition has been met. This can
be accomplished based on changes in other related systems.
For example, a user can be assigned to (or revoked from)
a certain role when she is included in (or removed from)
the human resource system of a company with a particular
job description [54]. Additionally, it can be performed based
on time, location or user activity. A user can be assigned
to a certain project only during business hours (time-based
assignment/revocation). A reviewer is promoted to an expert
reviewer when her reviews receive more than a certain num-
ber of high recommendations from other users for a given
period of time (activity-based assignment) or degraded to
a normal reviewer if the reviewer does not post regularly
(activity-based revocation). If a smart watch detects an avail-
able Wi-Fi connection, it may set itself into hi-speed mode,
so it can perform certain activities that need a fast Internet
connection.

2) AUTOMATION OF TARGET ABSTRACTION

The automation of the target abstraction principle is newly
identified in our proposed principles. Similar to automation
of actor abstraction, automated assignment or revocation of
target abstraction is necessary for the efficient administration
of access control systems, especially in a system where there
are a large number of actors who create and/or manage data
that can be activity targets. Automated assignment or revo-
cation of target abstraction can be done by either the user
or system. In a social networking system, a user may tag a
photo and identify who is in the photo. A system can also
assign or revoke a target abstraction to or from the target if a
certain condition has been met. For example, when a project
is initiated, a set of data that is related to a particular company
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becomes a part of the project data during the project duration,
so it can be accessed by users in the project (time-based
assignment/revocation). When a review receives more than
a certain number of recommendations, the review becomes
a part of the best reviews and can be presented at a more
visible place until a better review is allocated (activity-based
assignment/revocation). In a home security system, security
cameras with more frequent motion detection events are
marked as high-traffic areas and could be listed on the first
page of the monitoring app window.

3) AUTOMATION OF CONDITION ABSTRACTION

The automation of condition abstraction principle suggests
that automated changes of system status should be made
when a certain system or environmental condition has been
met. For example, if a system detects an abnormal activity,
it sets itself into a possible attack mode, so no access to critical
data can be allowed. Unlike automation of actor abstraction
and target abstraction, only the system is allowed to perform
automation of condition abstraction.

4) AUTOMATION OF ACTIVITY ABSTRACTIONS

The automation of the activity abstraction principle suggests
that an abstraction can be assigned to activities without any
administrative actions. It could be a user who identifies a
user-defined abstraction for a set of activities. When a certain
condition has been met, a system can modify the abstrac-
tions assigned to activities. While automation of all of these
abstractions may not be necessary in a single access control
system, it is crucial to reduce manual administration of these
abstractions in a large and complex system such as a smart
and collaborative computing system for scalability concerns.

E. ACCOUNTABILITY
In a world of insecure cyber systems, accountability can
improve security by discouraging misbehavior [55]. Unfortu-
nately, today’s cyberspace is neither secure nor accountable.
Carl Landwehr called for an accountable internet infrastruc-
ture to remedy today’s insecure cyberspace [58]. He also
recognized that the internet should remain open for inno-
vative applications and services. While this must be true
and pursued by researchers and practitioners, accommodating
accountability at an application level is also a must-have
for improved security in cyberspace. Today’s cyber world is
shifting computing resources to a centralized system such as
the cloud. One of the greatest concerns of cloud users will be
the security and trustworthiness of the cloud and the services
provided by the cloud. Hence cloud and service providers
must incorporate mechanisms that can provide users with
improved accountability and trustworthiness. Assuming per-
fect security is not feasible in the near future, holding both
service providers and participants accountable for their activ-
ities is likely to increase the security and trustworthiness of
the system hence leading to a more reliable system.

In our proposed activity control principles, user account-
ability is primarily unchanged from ASCAA principles but
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FIGURE 4. Smart health use case.

is suggested to further include the accountability of other
participants, such as administrators and 3rd-party application
providers. In a smart and collaborative system, the participa-
tion of users, devices, system providers, and other 3rd-party
application providers is crucial for the success of the system.
Naturally, facilitating accountability of these participants in
access control systems will provide better security and trust
to all participants.

F. SEARCHABILITY

Searchability includes both the ability to search what an actor
wants and to control being searched by actors such as users,
devices and 3rd-party applications. We believe searchability
is one of the most crucial principles in a modern access
control system. In a large system such as Facebook or an
enterprise-wide smart and collaborative system, being a par-
ticipant does not guarantee that one can find other participants
or data that the participant wants [5]. In such a system, the
access control system should consider incorporating partici-
pants’ ability to search.

On the other hand, with this search ability in a system,
participants in the system can now be searched by anyone in
the system. To restrict this unlimited searchability, the system
may need to allow its participants an option to opt out from
a certain search list or an option to choose who can search
the participants in the system. Of course, this is within the
capacity given by the service provider. Many of today’s social
networking applications provide users with a global search
capability as well as a capability to traverse the relationship
graph to find friends. However, they are often reluctant to
allow users to completely opt-out from a search list because
their business model relies heavily on user connectivity and
searchability.

VIl. A SMART HEALTH USE CASE

In this section, we present a smart health use case and briefly
demonstrate how the ACON principles are applicable in this
use case.
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Figure 4 depicts a smart health use case where a doctor is
monitoring a patient who is diabetic and needs insulin when
her sugar level reaches a threshold. The patient has a wearable
sensor that measures her sugar level and a wearable smart
watch monitoring her heart rate, pulse, and other vital param-
eters. The patient also has an attached insulin pump that can
be remotely turned ON or OFF by the doctor through a mobile
app. The doctor receives an alert when the sensor senses that
the patient’s sugar level is above a threshold value and turns
the insulin pump ON through the app. The patient can also
delegate access to his/her family members on demand. For
example, in an emergency situation, the patient may have
defined an access delegation policy for enabling access to
family members. This policy would only be triggered when
such a situation arises.

This use-case scenario utilizes a cloud-enabled IoT system
where all the devices send data to the cloud and participants
can receive data and send commands through the cloud.
We understand that one may argue to use edge computing
instead of cloud IoT, as it can minimize network latency.
While our paper utilizes a cloud IoT-based case to discuss
the proposed framework and design principles, the proposed
activity control framework and the design principles are
deployment agnostic and can be applied to different comput-
ing environments such as edge computing.!

Figure 4 shows an example activity where the doctor
receives a high sugar level alert of a patient. Then, the doctor
sends a command to perform Activity I, where the action
is “turn on pump” and the target is insulin pump. Several
ACON principles can be found in this use-case scenario. For
example, abstractions of participants such as a primary doctor
(role), family member (relationship), sugar level (attribute)
and heart rate (attribute) are used as decision parameters.

The controllability principle is also found in the scenario.
For example, a patient can control who can access her health
data and smart devices by modifying access control policy
that is defined using decision parameters such as attributes
(e.g., heart rate) and user relationships (e.g., parents, spouse).
If the patient’s heart rate is very high and no movement is
detected at the patient’s location, then certain family members
can access the patient’s device and send notifications to emer-
gency services and the doctor. The patient may change her
access policy and allow a designated family member such as
a spouse to also have control capability over her devices so the
spouse can decide who can access her devices. Additionally,
there could be third-party applications that may have control
capability over the patient’s device. For example, the insulin

3pjease note that in practice, the proposed framework and design prin-
ciples can be used as guidelines that system architects may reference at
the high-level design phase. Developing an activity control system for an
SCS application requires extensive design and implementation details that
are specific to the application system. For example, developing an activity
control solution for an SCS application that utilizes edge computing requires
solutions for implementation-specific issues that are unique to edge comput-
ing, such as resource constraints, device synchronization, real-time access
control decisions, etc. However, these are outside of this paper’s scope and
hence not discussed.
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pump manager app is allowed to change a list of authorized
3rd party apps that can access certain device data so that other
3rd party apps can provide additional services (that are user
approved) to the doctor or the patient.

The containment principle can be applied to different par-
ticipants (e.g., users, devices, etc.) in smart and collaborative
systems. As discussed, the main idea is to minimize any
potential security and privacy threats. In a healthcare use case,
a doctor may not be allowed to prescribe medical marijuana
to herself (separation of duty). Additionally, the insulin pump
should not inject more than the maximum daily dose per day
(usage limit).

The automation principle means automation of abstraction
without administrator action. A doctor may gain a specialized
doctor role for a patient when the patient visits the doctor for
special treatment. This is an example of ““automation of actor
abstraction” as the role is assigned without administrator
action. The automation of other abstractions can also be
implemented. In a smart health care system, the accountabil-
ity principle should be a key requirement for a reliable and
trustworthy system. The searchability principle can also be
important for the system to allow a patient to find a doctor.

VIil. CONCLUSION

In this paper, we present an enhanced next generation activity
control framework that incorporates collective controls on
usage, service and control activities performed by multiple
participants in smart and collaborative systems. We first com-
pared existing access control models based on several key
characteristics that highlight the necessity of new activity
control. We then proposed an ACON framework and a set of
design principles for activity control comprising abstraction,
controllability, containment, automation, accountability and
searchability followed by their applicability in a smart health
use case. We believe the proposed ACON framework and
design principles are critical for novel access and activity con-
trol systems. This perspective paper will provide a foundation
and reference for the design and development of activity con-
trol solutions, including security models, architectures and
deployment prototypes required in futuristic fast-evolving
smart and collaborative computing systems.
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