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ABSTRACT Steganography or data hiding is used to protect the privacy of information in the transit; it has
been observed that the information that flows through Online Social Networks (OSN) is very much unsafe.
Therefore, people hesitate to communicate their sensitive data on social media.. Most of the information
on the online social network is not useful to users and appears to disregard such details. People’s actions
provided a possibility for digital Steganography through the Internet.. TCPIP covert channels were used for
steganography until the last decade. People began to utilize social media as a covert conduit to communicate
hidden messages to targeted users as social media grew in popularity. There are numerous Online Social
Networks accessible nowadays, ranging from Facebook to the more contemporary Twitter and Instagram.
All of them may be utilized as covert channels without the general public noticing. The primary characteristic
of steganography is the protection of information privacy; nonetheless, it has been utilized more for
illicit message transmission, which is a source of concern. To make matters worse, adversaries are using
steganalysis techniques to mess with the concealed data. In this article, we examine the different social media
steganography techniques, such as those used on Facebook, WhatsApp, and Twitter, as well as the difficulties
that these approaches raise. The positive and negative consequences of social media, as well as its current
state, are discussed in this study. This paper discusses how the performances of Steganography methods may
be assessed using the Entropy value of the Stego object. A look of the three features of steganography. It has
been given with undetectability, robustness, and payload capacity. Finally, the paper’s concept’s future scope
is explored.

INDEX TERMS Steganography, social media, cyber stalking, cyber bullying, steganalysis, OSN, Facebook,
Twitter.

I. INTRODUCTION large chunks of social media data. People’s attitudes influ-

Steganography is a very old method that dates back
about 2000 years, and digital steganography has just been
around over the last two decades. People utilized covert chan-
nels to hide text, image, audio, video, and network protocols
like TCP/IP in the early phases of the digital era. In the
recent decade, people began to use clandestine social media
platforms. As the Internet grew in popularity, so did social
media networks, which began to generate massive amounts
of data on a regular basis. The majority of the data created is
unimportant and unattended, and individuals prefer to ignore
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enced the development of social media steganography.
Social media has brought transformative changes in the
individuals and it removed the barriers that were existed.
The main idea of being the user of online social network is
to stretch out to oneself to multiple communities of certain
interest. Engaging in sharing the work with communities in
social media, that facilitates connection with similar interest
people, information, and discussions and so on [1]. Social
media is described as forms of electronic Communication and
it was initiated by WWW through a website, SIX DEGREES
in 1997. In 2000, MySpace and LinkedIn two social media
sites were released. Then in 2007, very famous Facebook
and later hundreds of social media sites were released. Social
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media and networks made our lives lucrative; it is a huge
evolution that helped globalization of education, business,
culture, social life, etc. Though there are plenty of positive
aspects, the negativity factors namely, cyber bullying, illegal
content, harassment, stalking, Child abuse, health impact,
terror utilization, are equally dominant [2].

Social networking (SNSs) has become an important part
of the medium for communicating inside and around inter-
personal relationships. The strongest SNS is Facebook in the
United States and beyond. One theory why? Facebook is the
most popular social networking site. It is the selection of
services that consumers are offered. Online connections allow
users to quickly interact with members of the network. Face-
book may also have a negative effect on relationships that
are romantic. Studies have shown that Facebook can foster
romantic jealousy [3], [4]. Given that each participant has
a major negative relationship and psychological experience
linked to Facebook, social media management and its role in
our relationships should be an important part of education in
media literacy.

It’s nothing new to Steganography. It has got the history
of usage in the malware as the first instance. This concept
had used even before 440 BCE. Namely, the ancient royal
people of Greece used to shave the slaves head, on their head
tattooing some secret message, and then before sending them
to the other destination; used to wait for hair to grow so that
such an act could not be recognized by any enemies. This way,
it has been transformed up to the age of digital Steganog-
raphy. Steganography is a Greek word meaning “covered
writing” [5]. The sender of the message encodes the secret
on an innocent text, and whoever receives decodes the same
to get back the secret.
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FIGURE 1. The process of data hiding in social media networks.

The process of data concealment and extraction is depicted
in the Figure 1 below. Two users, Alice and Bob, func-
tion as transmitter and receiver, respectively. Alice and Bob
need to communicate privately and invisibly via the Internet
(Online Social Networks), and Steganography can enable
them do so. Alice transmits the secret information to Bob
by embedding it in a normal-looking cover file using a spe-
cific technique. Bob receives the Stego object and extracts
the secret using the same technique. Between the source
and the target, there would always be attackers known as
‘Steganalysts’ (in our case, Wendy), who would study the
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messages and then attack them. Recently, people of social
media are using the image and text Steganography more to
send their messages. Steganography alone cannot provide
complete anonymity; sometimes, it reveals the existence of
the secret. Even attackers can come to know and tries to
decode it; the certain time they may succeed in their mission
as well. It is very important for a sender to protect their
message and the second level of security in the form of
encryption might be employed. Google+ and Facebook today
are recognized social media networks that are being used for
secret sharing. Flickr is another similar kind of Social media
for photo-sharing website [6].

The first segment of the paper covers, literature survey
on Social Media Steganography, for that Facebook, Twitter,
and WhatsApp are chosen. The second segment deals with
the use of entropy value of the Stego object to assess the
performance of a Steganographic method, followed by Bright
side of Social media, and Dark side of Social media. The
last segment provides the idea of current trends and status of
Social media and future scope.

Il. MOTIVATION OF RESEARCH

Steganography is a method of concealing a hidden message
within regular files. Due to their innocence, these files serve
as hidden communication carriers. The major design diffi-
culty of Steganography is undetectability, which implies that
when the secret is hidden, no one will suspect it. We utilized
social media data as the bearer of a secret message in this arti-
cle since massive amounts of social media data are generated
on aregular basis. The hidden sharing is not visible to users of
social media. Aside from social media data, there will always
be the element of suspicion. As a result, it is motivated to use
social media as a hidden message carrier.

Ill. OBJECTIVE OF WORK

The objective of this article is to examine the benefits and
drawbacks of social media and steganography, as evidenced
by the following arguments. Nowadays, there are a plethora
of Online Social Networks to choose from, ranging from
Facebook to the more modern Twitter and Instagram. All
of them might be used as clandestine channels without the
public’s knowledge. Steganography main feature is that it
protects information privacy; nonetheless, it has been used
increasingly for unlawful message transmission, which is a
cause of worry. To make matters worse, attackers are tam-
pering with the hidden data using steganalysis techniques.
It’s concerning that cyber thieves are increasingly employing
steganography to steal genuine data from businesses.

IV. CONTRIBUTION OF THE RESEARCH
The following are some of the article’s key features:
« A steganography process diagram employing Facebook
networks is proposed.
o Proposed steganography process diagram employing
Twitter networks.
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« Implementations of word shift/extended line Steganog-
raphy are presented as examples (Figure 3).

e Suggested the Shannon entropy for determining
steganography. imperceptibility characteristic.

o Benefits and drawbacks of using hidden channels on
social media.

« Current social media trends and status.

V. LITERATURE SURVEY ON SOCIAL MEDIA
STEGANOGRAPHY

A piece of social media information can be used as a cover
text to carry secret messages to destinations. The secret
messages are made invisible for the normal view, only the
destination users able to retrieve it again. The researchers use
the concept extended line to embed to the secret information.
To send the secret the authors experimented on the FACE-
BOOK data as the cover object [7]. The process Figure 2
below shows how to hide and extract messages utilizing social
media networks. Word shift/extended line steganography is
used in this approach. M-bits and cover text are fed through
the aforementioned data concealing algorithms to generate
Stego text, which is then sent via social media networks
(Facebook). Basically, the Stego Text is sent to anybody
who is a member of the Facebook network. The concealed
information can only be retrieved /extracted by the designated
receiver [8].

Cover text (a) and Stego text (b), respectively, are shown
in the accompanying (Figure 3) texts. We need to insert the
phrase “NTUEE” into the Cover text (a), with the effect given
in (b). The chosen word is converted to a stream of binary bits
as follows:

100111001010100010 101010100010 101 000 101
— NTUEE

The bits are divided into three groups, and the embedding
is done as follows: The line length of the cover text is set to a
predetermined length (in this case it is 50). If the first bit is 1,
an extra white space character will be added between any two
words in the line at random.

If the second bit is 1, it will read one more word from the
cover text, allowing the line length to exceed L. If the third
bit is 1, one white space will be added to the end of the line.
If all 000 is true, then there will be no change.

The claim of the proposed algorithm is to hide more bits
using, Facebook information. The same algorithm can be
extended to other social media applications as well. The
drawback of this method is the use of any word processing
tools, that might remove the white spaces embedded and in
turn, defeat the purpose. WhatsApp is third biggest social
media app used to send and receive any kind of data instanta-
neously. About 90% of the WhatsApp messages are normally
useless. This kind of WhatsApp information can be used as
innocent carrier to send the secret information. This paper
gives an idea of embedding the secret data on a WhatsApp
image file [9], [10]. First the message is hidden under an
image using the Steganography software to make the image
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FIGURE 2. Visualization of Steganography using Facebook networks.
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FIGURE 3. A sample message shown as cover text (a) and (b) a Stego text
containing hidden bits using extended Steganography.

as stegano container. The processed image is sent via the
WhatsApp to the destination address. Recipient retrieves the
hidden message from the image using initially agreed upon
Steganography tools and authentication. There are several
of the Steganography tools have been used to check the
performances such as SteganPEG, OpenStego, Quickstego,
JP hide, and etc. The Method is devised for android mobile
phones. As per the authors, tools such as Stegais and Steganos
showed promising results. Therefore, many Steganographic
tools are available; some are very specific to Windows OS and
some for Android OS. This paper discusses the application of
Steganography on Social media data especially the Twitter.
The algorithm uses a linguistic Steganography which reduces
Steganalysis attacks. The method to embed data into Twitter
data is called *Cover Tweet (Figure 4)’. A particular tweet is
selected, to embed the payload (message).

The tweet is subjected to paraphrase database (PPDB).
PPDB tokenize the tweet input, and generates feasible para-
phrases, and it is subjected again to hash function to generate
a unique 4-bit hash code. Using Bayes rule probability, rank
of all the paraphrases generated. The human operator then
selects a specific rank (hash code) and i.e. going to be our
message. The paraphrase selected is sent to the recipient
through twitter. Recipient uses same procedure to retrieve
the message. This method resists the Steganography attacks
and avoids detection of the message [11], [12]. PPDB-The
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FIGURE 4. The process steps of Steganography using twitter network.

PPDB data set is the world’s biggest accessible collection of
paraphrases, with over 22 crore paraphrase pairings, 7.3 crore
phrasal paraphrases, and 8 million lexical paraphrases for
syntactical transformations [14]. the inventors write social
media networks are frequently targeted in two ways: actively
and passively. In all circumstances, a single piece of infor-
mation about the legal user may be used to disclose their
identity [13]. Active social network attack aimed at creating
user profiles for a small number of people whose personal
information it needed to obtain. Phishing allows attackers
to get users’ personal information and begin targeting them.
Passive attacks, on the other hand, do not create any false
accounts; instead, they try to find themselves on the net-
work and gather other genuine facts about individuals. The
researcher gives the idea of data hiding mechanism on Face-
book messages. The steganography is done on the user’s
profile pictures of Facebook, which serves as a covert channel
for secret transmission. The channel utilized for this purpose
is to convey both control and data information. For further
protection, data can be encrypted with keys and delivered
through email to the intended users for secret extraction [10].
Facebook, on the other hand, utilizes a re-sampling method
on photos, which may cause the secret to be corrupted.
The data concealing technique can endure the harm if it
is sturdy enough. Steganography used in criminal activities
for the first time during 2010, a group of Russians encoded
the messages in online images. This was used for hiding a
malicious data. During 2012, Al-Qaeda used Steganography
for transporting secret messages, when a German security
official held a Pakistani Al-Qaeda person with video of
pornography embedded plans of terror attacks in Europe [11].
Social bots are the programs written to control online social
network accounts instead of human user. These social bots
automated and can work similar to human beings, and it is
hard to notice. Social bots can be good and malicious one.
Attackers usually adopt these malicious social bots to collect
the account details from the social network users illegally.
These Botnets can penetrate into legitimate user’s domain
and steal the authentication details [14]. Adversaries employ
such social bots huge in number and perform the functions
like sending messages, connection request, etc. The social
bots have devised using the artificial Intelligence algorithms.
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Therefore, these threats are no longer from a human being
rather from a software program. Like social bot, StegBot
is another kind of bot, used for transferring illicit secrets
concealed into a normal text, image, audio, or video. The
embedded secret can infect computer, communicate stolen
data, passwords, Account information, etc.

This paper [15] throws light on which particular online
social networks are Stego-friendly or not; among selected
OSN’s. An experiment conducted on several social media
network to use Steganography functions. The most com-
monly used social media such as Facebook, Twitter Google+-,
and Flicker were used for the experiment for sending a
secret message via images Steganography [16]. There are
several Steganographic tools were used to embed the mes-
sage namely, GhostHost, Steghide, Outguess, F5, and YASS
(which is the proposed Steganographic tool, called, Yet
another Steganographic Scheme). As per the experiment
result, the authors found that most Steganographic tools
failed on Facebook and Flickr except YASS, but succeed on
Google+ and Twitter. Therefore, Google+ is best OSN for
hiding message and the next is Twitter. GhostHost fails on
Twitter, but other platforms are capable of conceiving secret
information efficiently, however, Facebook and Flickr are
tough enough. Google+ and Twitter protect the dignity of
the images to a great degree. Popular methods for Steganog-
raphy can be used directly on photographs posted to these
pages. Facebook and Flickr process submitted. Specifically,
the properties of the data fields (metadata), the image ele-
ments (pixels) or the quantitative form of the 3-D signal
elements (DCT coefficients) of the image are susceptible to
manipulation by these sites [17]. Failure is due to the use of
the LSB solution to protect an image message that is more
likely to shift during processing. The authors then thought
that instead of using the standard LSB type, a mixture of
LSB+2-LSB (second least significant bit) would be safer
with caution. This reduces the chance of Steganalysis. And
this approach can be used efficiently on Facebook and Flickr.

VI. USAGE OF ENTROPY IN STEGANOGRAPHY

Text hiding scheme or Steganography [22] in which the cover
message and the Stego text are statistically imperceptible,
meaning; the cover message and the Stego text have the same
distribution of probability. The sender is involved in shar-
ing information through public channels with the recipient
with an expectation of the presence of attackers. The sender
transmits secrets to the recipient via cover message and the
attacker always does not notice it. Let’s say that the intruder is
involved in finding some secret message in the text being sent
instead of interrupting the transmission. The question arises;
what strategy is the attacker going to use? The usual solution
to that is the process of Shannon entropy.

Shannon originally developed entropy as result of his com-
munication theory, for which a data communication device
is made up of three components: a data source, a transmis-
sion medium, and a recipient. The ‘“‘fundamental problem
of communication” in Shannon’s theory, as articulated by

153659



IEEE Access

R. Gurunath et al.: Social Media and Steganography: Use, Risks and Current Status

Shannon, is for the receiver to be able to recognize what data
was produced by the source, based on the signal it collects
via the stream. In general, data entropy is the average amount
of information transmitted by an event when all possible
outcomes are considered [18]. Entropy is the direct measure
of the randomness of information, which is regarded as a
measure of the distribution of symbols in the information.
A simple lack of continuity or predictability of events is
the randomness of any information; it has no structure and
does not follow an intelligible pattern. Such events are unpre-
dictable. But it can be predictable by the distribution of
probabilities.

The entropy value is a number, showing the low or
high entropy status of the information. Predictability is
lower for greater entropy and higher predictability for lower
entropy [19]. By the following formula, entropy can be
determined.

n
E(D) =) —P;log, (P) (1

i=0
where E, denotes entropy or randomness of an information
and D, denotes data, ) denotes the sum of the possible
symbol values of the variable and log is the logarithm. A unit
of bits is given by Base 2, the potential results, i=1. . .n occur
with the likelihood of pi, pa, ..., p,. The following graph
shows entropy vs. probability for two class variables. A sym-
metric curve is used to graphically represent the equation (1),
as illustrated below. The probability of two-class variables
is on the x-axis, while the randomness of data, indicated
by E (D), is on the y-axis. When there are two potential
outcomes, logypi is used in equation (1). Either 1 or 0.5 are
the probability (Pi). As a result,

loga(1) =0 (2
for Pi=1
log>(0.5) =1 3)

for Pi=0.5

The entropy is low where the likelihood of one result is
close to 0 or 1; if the probability of both results is 0.5, the
entropy is optimum shown in Figure 5.

0.5 1.0
Probabiity, Pii)

FIGURE 5. Entropy Vs probability for a two-class variable.

For Example, ‘AAAAAAAA’ has one class and probabil-
ity 1, then entropy can be:

E(D) = —1log,(1) =0 4)
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Similarly, ‘AAABBCD’ has 4 classes A, B, C, and D, the
corresponding probabilities are 4/8, 2/8,1/8 and 1/8, then
entropy would be:

E(D) 41 4 21 2 11 ! l1 ! 1.75
=——-log, ——-log, - — - log, ——-log, —=1.
3 g28 3 g28 3 g28 3 828
(5)

for, ‘AABBCCDD’, the entropy would be 2. The results for
the three cases are 0, 1.75 and 2. It happened that the
corresponding entropy was low, medium, and high.

Shannon entropy can be used in data hiding and even
discovering the secret in the cover file. The world’s largest
data exchangers of any data around the world are social
media networks. Intruders play a negative role in attempting
to gather information to locate and harm users on Social
media networks. Intruders often use Shannon entropy for
Steganalysis; it’s also used to shield hidden data from the
intruder.

The concepts of information entropy and information
imperceptibility are inextricably linked. The formula above
(see equation no. 1) is used to determine whether or not
there is any uncertainty or variation in the probability distri-
butions of the given texts. Different kinds of steganography
employ various strategies to conceal data. Some may alter
the cover text’s structure, while others may not. Information
entropy is used by attackers to analyze concealed messages
within Stego text. If the Stego text is well-known, steganalysis
using the entropy formula is simple. The entropy value is a
measure of uncertainty that was determined for a paragraph
with varying entropy values as shown in the texts above
(Figure 6). The formula produces entropy values of 4.06 and
4.02 when applied to regular Sentence case text (a) and Upper
case text (b). The third example (c) uses the same text but
adds a newline and a space to encode a secret with entropy
of 4.09. The high entropy indicates that the data has a lot of
variation and so contains a lot of data and/or noise. Noise is
the worthless information in the data, yet they both contribute
to the entropy, making the text suspect. The entropy of the
selected image can be extracted and an entropy matrix can be
defined. And then, according to some algorithms, the random
hidden message is mapped on images to create a full library of
features; therefore, establish hidden communication without
altering the original images [20]. The entropy of data will
be altered because after embedding another test message into
cover images, the number of near color pixel pairs increased
and in turn entropy changes can effectively represent the
hiding ratio by examining the information characteristic of
the cover image and Stego-image [21]. The ability to exploit
the entropy function of at least four-letter words in a regu-
lar text file by using their constituent characters’ alphabetic
ordering to hide information. In the sense that embedding
capability is very appreciable, the experimental results have
shown encouraging features, however there is no significant
difference in file sizes between the cover file and the Stego
file.

VOLUME 9, 2021



R. Gurunath et al.: Social Media and Steganography: Use, Risks and Current Status

IEEE Access

Semnence Case

Social media has brought wransfonmation
changes m the mdnaduals and it removed
the barriers that were existed. The main
idea of being the user of online social IDEA OF
metwork is 1o stretch out 10 cnesel to
emiltiple commamnities of certain mterest
Entropy, bits : 4.06

LUpper Case

4.02

() k)

SOCIAL MEDIA HAS BROUGHT TRANSFORMATION
CHANGES IN THE INDIVIDUALS AND IT REMOVED
THE BARRIERS THAT WERE EXISTED. THE MAIN
ING THE USER OF ONLINE SOCIAL

0 STRETCH OUT TO ONESELF TO
COMMUNITIES OF CERTAIN INTEREST

Encoded Characters

Social medis has browght eansformation changes in the
indfviduals and it removed the basriers that were
existed ] [Wewtne Crazacter
The madn idea of bemg the user <f online social
network i to stretch out 1o oneselfl 12| avaple
commuzates of certain merest

_ [Extra Space)
Entregy its: 4.09)

FIGURE 6. Information entropy of a paragraph, showing varying value when subjected to entropy
calculation of (a) Sentence case, (b) Upper case (c) after applying word-shit and extended line

embedding algorithm.

VII. EVALUATION OF STEGANOGRAPHIC SYSTEMS
Undetectability, robustness, and payload capacity are the
three essential features of data concealing technologies.
Undetectability is linked to the Steganographic system’s
security or the difficulty of detecting the existence of con-
cealed data and it is a primary requirement [30]. The MSE
(Mean Square Error) and PSNR (Signal to Noise Ratio)
formulae are used to calculate the performance of Steganog-
raphy approaches. MSE is a statistic that is used to assess
the quality of an image in general. A peak error is shown by
PSNR. The higher the PSNR, the better the image quality;
for MSE, the number should be as low as feasible to indi-
cate a good system. The pixel value difference between the
cover image and the Stego image can be used to assess the
Steganography method’s undetectability. This is determined
using the MSE formula below; the higher the MSE number,
the more suspicious the Stego image is.

n 2
Pa — qa)
MSE = - 6
E N (6)
a=1
where, a = 1,2,3,,...,n indicates first to last pixel in

an image. p,, is a'h iteration value of the Cover object. qq,
is a'h iteration value of Stego object. N, is the total number
of pixels in a chosen image. PSNR is expressed in decibels
and computed using MSE as the basis.

( Peak Signal Value )2
MSE

where, MSE is value of the previous equation (4) and Peak
Value Signal of cover image, which is calculated as maximum
of (ps — g4). In general, the PSNR value decreases as the
amount of concealed data rise. Thus, the payload capacity and
PSNR are reciprocal to each other [31].

If an attacker suspects the Stego text based on what they
see or observe, statistical approaches can be employed to
uncover the secret, provided the attacker is competent. The
probability distributions of the Cover and Stego media must
be same, and the Stego medium should not be distorted once
the embedding technique is used. If any image processing,
or any kind of transformations is done after the concealment
of message, a Steganographic system is said to be robust
since the concealed data and cover media are not affected.
Accidental alterations and human-intentional changes are two
types of attacks that might occur on an image. If the secret
is intact within the Stego image in both situations, it is said
to be “robust” [22]. The most significant characteristic of
steganography systems is payload capacity. It refers to the

PSNR = 10 x log ( 7)
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quantity of information concealed within the cover item. The
concealed text must be less than the volume of the cover.
The payload capacity is determined by both the method and
the type of cover employed. Normally, an image cover file
may store a significant amount of hidden data, but a text cover
file has a restricted amount of hidden data, because the image
includes more repeating bits than the text, and vice versa.

VIil. BRIGHT SIDE OF SOCIAL MEDIA

It has been more than 10 years social media in the arena and
offering a multitude of opportunities to the entire world. How-
ever, Social media has a destructive hidden face as well. It is
a powerful tool to share, consume and create information in
a very little time. There is a vast difference that conventional
way of sharing thoughts, and Social media. Social media has
been playing a key part in democratizing voiceless people.

Secret material may be safely shared using Steganography
via pictures on Google+ Twitter; with Facebook being the
most used OSN nowadays. Similarly, Flickr is now the most
popular photo-sharing site. Of course, LSB embedding in
images is always subject to steganalysis, whereas DCT-based
image embedding on social media networks is secure against
steganalysis. On OSN, text steganography using generated
Stego text is more invisible.

Social networking is one of the top technologies used by
billions of people on daily basis across various platforms of
hardware and software and network. It is a technology con-
stantly offering new ideas and innovations, helping business,
Science and Research, Education, social relationships, and so
on. Social media generates enormous amounts of information
that is useful for every organization to measure the customer
behaviors for promoting their products. To learn, unlearn and
relearn new skills and information, learners have an ocean of
data on social media. Social networking can be considered
a category of digital Internet technologies for the sharing of
digital content by users.

Facebook, Twitter, Instagram, WhatsApp, etc., as shown in
are the major platforms of social media today, where people
do a lot of creating, sharing, and consuming of informa-
tion [23]. The people who are in constant touch with Social
media for over the past several years might recall the olden
day social media platforms such as MySpace and Friendster
eventually transformed into Facebook, and others.

Politics, autocratic regimes and the activity of social media
worldwide are critical trend in the organization of protests.
Social media is bringing reforms in the sectors of economic,
cultural grievances. Major reform has been taken place in
conventional mediums such as newspapers and television due
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to the advent of Social media. Those who had the wisdom
and being pushed to corners, due to the bad politics, now
they can voice through social media and bring changes in the
society [24]. Social media has the power to unite the people,
and there is a tendency for teaching a lesson to tyrannical
democratic forces. This will enable political figures to work
on their limitations.

Most of the politicians today use a social media platform
for analyzing the new future amendments. Indian present
Prime Minister, Narendra Modi is a frequent user of social
media; for the election campaign he used the social media
and ultimately, he won the elections. He is known for reaching
out the masses through social media, as per the 2019 statistics
prime minister has over 5,00,00,000 followers.

Social media is an interactive multitasking network, facil-
itates in finding useful people on the Internet and creates an
environment to share their views, opinions, suggestions on
most of the topics. Social media provides users with a great
virtual resource for solving day to day issues [39]. Social
media provides situational and reliable information during
the bad times of natural disaster, war, societal infighting,
etc., and conveys warning messages and awareness about
the situations. It facilitates users with information revelation
through tweets and enables them to manage such situations.

Social media-based digital surveillance data are very much
crucial in diagnosing the deceased status, Twitter for that
matter extensively used social media platform [25]. Content
categorization of Twitter information is possible through a
keyword search or NLP tools to properly identify the health
conditions due to epidemics, particularly COVID-19 kind of
issues. The tweets made by patients, doctors, relatives, and
others help to build models of for such pandemics.

Social media in the research is another vital domain for
scientists, researchers, scientific bloggers, etc. for publish-
ing their work. Here only the true work can be published;
skeptical researchers hesitate to publish because the reactions
are instantaneous. Therefore, Social media research platform
is becoming a trusted medium. The medium improves the
confidence level of true researchers; they get instant sugges-
tions, critics, and opinions that would help the researcher
in a greater extent. Research Gate is one of the academic
social media outlets. The work that is published here can
reach thousands of researchers and engage in discussions
with eminent researchers and build a researcher network.

IX. DARK SIDE OF SOCIAL MEDIA

Social media is very well incorporated into the younger
generation’s lives. Approximately 83% of teenagers have
smart phones and spend more than 20 hours a week on
social media, triggering results, low self-esteem, anxiety, and
depression [26]. Specifically, young women users are high
in such platforms. An Australian Social media star, Essena
O’Neill in 2015 quits from social media, though she earned
millions of dollars out of it. On Instagram, she had 5000 fol-
lowers, 250,000 on YouTube and 60,000 on Snap chat. Social
media is not a real world in her view and it did not offer
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her satisfaction, and eventually, she left all her social media
accounts and said ““I don’t want to spend hours and hours of
my time scrolling, watching and comparing myself to others,
serving no real purpose other than self-promotion” [44].
Social media always sweet and vibrant, gorgeous, colorful;
however, in reality it is very hard and not so pretty.

Social media users often say that they are more connected
compare to earlier days. One can gain popularity by posting
pictures with minimum clothing and videos and assume that
they are celebrities, in a way they are living in the false
world. The same picture later can turn into pornographic
photo and being harassed to an extent of suicide [27]. In this
day and age, teenage boys and girls engage an excessive time
on social media, posting unnecessary information such as
videos, photos, texts, selfie without worrying that they are
on public platforms. Most of the girls often believe that the
act committed by them on social media is, their right. Even
feminists claim that wearing minimum clothing is their right.

Children are the worst affected due to undesirable content
on Social media. They are the ones who easily become prey to
cybercriminals. The harmful information such as provoking
images, videos, bullying, hatred, horror, and so on make them
upset and harm mentally. Particularly, at a very young age,
children develop some sort of depression and anxiety tends
to lose interest and enthusiasm in their life. Certain times,
they post their personal information on social media and
place themselves into trouble. Such information might be
used by criminals to attract children through fake profiles and
start cyber bullying and intentionally upset them. Sometimes
perpetrators call children to an isolated place as well for
ransom.

Steganography, a technology that is used along with cryp-
tography to protect the privacy of any sensitive information
transmitted using an innocent cover text. The same technol-
ogy along with Social networks is often cursed by the people,
because it has a dark side application; it is being used by the
terrorists to send their code words, illicit messages, to recruit
terrorists at remote places and to maintain their loyalty, so on.
As we all know Social media is generating huge amount data,
in that relatively insignificant number of this information are
being used for terrorist’s activities to conceal their unlawful
messages, and to create fear, tension, panic in the minds of
public. This kind of Steganography messages is too hard to
detect.

X. INSTANCES OF STEGANOGRAPHY ON SOCIAL MEDIA
Some of instances and approaches of steganography utilizing
social media networks are presented below:

o Vawtrak is a financial virus that was originally discov-
ered as an information stealer on Social media networks
in August 2013. The goal is to conceal the URL for
downloading the configuration from the victim’s com-
puter. To conceal the URL, the LSB technique was
employed.

o zbot is a Trojan virus designed by Hamza Bendellladj
that attacks computers in order to steal sensitive
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financial data. This is based on image steganography,
which is used to hide the configuration file at the end of
a JPEG file and distribute it over social media channels
in order to steal sensitive data from genuine users.

« Some of the largest malvertising efforts have been linked
to the AdGholas organisation. This virus conceals harm-
ful JavaScript in picture, text, and HTML files in order
to carry out destructive online social activities.

o Since September 2009, the FAKEM RAT (Remote
Access Trojans) appears to have been actively utilised in
cyberattacks. MSN and Yahoo Messenger traffic, as well
as HTTP Conversation traffic. This was used to conceal
commands and manage traffic.

e In 2017, SyncCrypt, a new malware, was found. This
employs a form of image steganography to conceal the
ransomware’s basic components.

XI. CURRENT TRENDS AND STATUS OF SOCIAL MEDIA
There have been enormous developments in the world
of information technology and social media. Knowledge
exchange has become instantaneous with the advent of
mobile technology [28].

Twenty years have now passed for social media. Social
media, which has seen a lot of change since then, it is the
breath of the people [29]. Mobile invention is making the
most of the demand for social media day by day. People
spend most of their time in mobile and social media. With this
technology, information can be sent in a moment, whenever
and wherever you want.

Why can individuals get so hooked to social media? This
is because they are amused by mutual knowledge. This will
improve the relationships in terms of business, family, com-
munity, social wellbeing, etc. 2020 has witnessed the use of
Internet and social media a phenomenal increase compares to
previous year, this is because the effect COVID-19. Accord-
ing to the survey conducted in 2020 by Global snapshot, about
4.57 billion users are on the net, out of that 346 million people
have been added in 2020 itself. The Figure 7 gives some more
statistics of Social Media.

The yearty
increase in tve
total number of
users of social
media Penetration by
social media
(Users Vs. Total

51%
O Complete number

of users of Social
O 36 bil
i ilon
@)
Complet number

of users accessing
sacial media rom

mabde phones
3.91 billion

+10.5%

Penetration of total
users of social
media accessed
via mobile

99%

FIGURE 7. Social media usage around the world as on July 2020.

As per the Global digital and social media usage sum-
mary July 2020, Facebook at present leading with 2603 mil-
lion users compare to rest of the Social Media Apps [30].
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WhatsApp and YouTube stand second with 2000 million
users. Others are no way near to these three Applications. The
following Table 1 compares the active users as on July 2020,
with social networks channels.

TABLE 1. Statistics showing the status of social media active users as on
July 2020.

. . Social Media Active
Sogﬁ;r,i‘lha Users in Millions
as on July 2020

Facebook 2603
YouTube 2000
WhatsApp 2000
Instagram 1082
TikTok 800
Twitter 326

Social Media Active Users in Millions as on July 2020
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FIGURE 8. Comparison of individual social media users in millions
against the total users of social media.

The corresponding line graph (Figure 8) is shown and
Facebook stood top with 2603 million users against the total
users of Social Media [31], [32]. The statistic indicates the
providers and social media networks that are actually being
used by the entire planet. The most famous are briefed out of
these as under.

A. FACEBOOK

Mark Zuckerberg a psychology student at Harvard University
in 2004 launched Facebook. At his young age, 23, he was into
the development of social-networking websites for his friends
namely, Coursematch, Facemash. It became Facebook.com in
2005, till such time it was used for the purpose of education,
and later extended to the general public [33]. He made Face-
book service free and made a profit through advertisement.
In 2006 Yahoo and Google showed interest to buy it, however,
Mark refused to do so and rest was the history.

B. YouTube

YouTube was developed by Chad Hurley, Steve Chen, and
Jawed Karim. They were recruited by PayPal. The inspiration
for making YouTube was two videos, one of which was Janet
Jackson’s wardrobe malfunction and the other, the Indian
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Ocean tsunami. In 2005, the first-ever Me at the Zoo video
was streamed. In 2019, revenue generated by YouTube was
$46 billion and profit was $10.7 billion.

C. TWITTER

Twitter is an online micro blogging service, developed using
Ruby on rails, a web-based application framework, by Evan
Williams and Biz Stone in the year 2006. Earlier to launch
these two were employees of Google. Basically, Twitter is
short messaging service unlike SMS, the messages posted
by the user goes to the Twitter servers and thereby it is
broadcasted to the followers of the Twitter account. There-
fore, messages became tweets. Presently, the Twitter INC.
has revenue of 3.46 billion US dollar, about 4600 employ-
ees, headquartered at California, San Francisco, US, and the
number of active users 326 million as on 2019 February.

D. INSTAGRAM

Kevin Systrom, a graduate of Stanford University and an
employee of Nextstop, a start-up company, founded Insta-
gram in 2009 [34]. Systrom was a computer illiterate, studied
the program codes in weekends and developed a web app
called Burbn that allowed users to enter figure their daily plan
and photo sharing. In 2010 by the virtue of venture capitalists
he raised a seed fund of $500,000. After, the major modifi-
cation to the Burbn, and it was re-launched as Instagram app
under i0S. In 2012 Facebook purchased for $1 billion. As on
2020 every day 500 million people are using the Instagram
service.

XIl. CONCLUSION

The future of social media will still be promising, but the
situation at present is in the midst of good and bad. With leaps
and limits, social media users can continuously increase.
There will be no end to creativity in the areas of science
and research, medicine, health care, education and human
relationships, politics, etc. in social media. New services
will be provided to the public by today’s online social
media network giants. New trends can enter the world of
social media and good old social media services can dis-
appear. There will be even better benefits for all aspects of
society.

The other side of social media is going to be less evil than
before, because the darker side of it is now more conscious
of it. Innovations in security would undoubtedly safeguard
the rights of consumers. The highest importance of child
protection will be provided. Using social media networks as
covert channels to hide users’ sensitive data, Steganography
attack detection will be given prominence.

FUTURE SCOPE

Extended line and Word shift techniques are both text-based
and, as a result, are sensitive to OCR detection. Because
the structure of the Stego file has been altered to some
extent while concealing the data, it raises suspicion, prompt-
ing attackers to attempt to reveal the secret. In the case of
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image data concealing, Face book’s data analysis sampling
method may damage the embedded data to some extent.
Due to the tradeoffs between image quality and embedding
capacity, the distortion component in image concealment is
highly matters. As the payload capacity grows, so does the
distortion of the image. Because of its ease of use, utilizing
WhatsApp covert channels to communicate hidden data in
text and photos is more popular than using other social media
networks. a large number of Internet users use WhatsApp
to share large amounts of data, making them more vulnera-
ble to vulnerability. The security flaw in WhatsApp is due
to attackers’ use of steganography for malicious purposes,
resulting in data loss. The traditional steganography methods,
such as word shift, line shift, and related approaches, alter
the structure of the cover text and make it suspect. Further-
more, when scanners and OCR tools are employed on these
changed structures, the concealed data is lost. The payload
capacity of these traditional approaches is quite limited, thus
the answer is to use generative methods based on neural
networks. Covert social media platforms are currently more
popular for conveying camouflaged info to targets than for
using it for good; assailants are more likely to utilize them
for destructive reasons. Controlling such an act is extremely
challenging owing to the massive amount of data produced
every day [35]. The majority of terrorist actions are carried
out utilizing steganography on social media networks. Orga-
nizations, which run social media networks are concentrating
their efforts on growing their networks by offering more user
friendliness and simple access for the sole purpose of attract-
ing more members, while ignoring user privacy concerns.
More study into these areas will lead to a brighter tomorrow,
at least until the adoption of a fully functional semantic web
or web 3.0.
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