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ABSTRACT The multifaceted industrial application of cyber-physical systems (CPSs) has increased,
enabling tight interactions between physical and computational elements. Industry 4.0 aims to promote
industrial application of CPSs. The asset administration shell (AAS) represents the practical embodiment
of the CPS, and can be obtained by integrating information and communication technologies. Most prior
studies concentrated on AASs for hardware assets in the manufacturing domain; they seldom considered
AASs for software applications. To fill this gap, we present a method for implementing AASs for software,
i.e., a manufacturing execution system (MES) combined with an enterprise resource planning (ERP) system.
This method allows runtime data exchange between an MES and ERP; this is better than the conventional
file-based method. Finally, a data exchange case (a manufacturing order) is presented to validate our AAS
method.

INDEX TERMS Asset administration shell, cyber-physical system, industry 4.0, data exchange, automa-
tionML, OPC UA.

I. INTRODUCTION
The Internet of Things (IoT) and cyber-physical sys-
tems (CPSs) have emerged as key technologies meeting
various user and application requirements of the era of the
fourth industrial revolution, also termed Industry 4.0 [1], [2].
In Industry 4.0, digitalization is frequently considered essen-
tial to facilitate information (data) exchange throughout
the production lifecycle [3]. Given the emergence of CPSs
and applications thereof in various domains (manufacturing,
energy, and logistics) [4], a new opportunity has arisen for the
development of digital solutions, i.e., digital twins (DTs). The
asset administration shell (AAS) [5], as a digital representa-
tion of industrial components, fulfils the requirement for dig-
ital transformation. AASs can be used to implement DTs [6]
and support certain key DT functionalities (e.g., physical
object encapsulation, data gathering and communication, col-
laboration and negotiation, reconfiguration, and intelligent
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decision support) [7]. Therefore, AASs are expected to trans-
form industries and businesses into large, digitally networked
and adaptable knowledge-based enterprises.

As defined by the International Electrotechnical Com-
mission (IEC) Technical Committee 65 Working Group 24,
an AAS is a standardized digital representation of an asset
with industrial applications, allowing uniform access to infor-
mation and functions and thereby facilitating interoperability
among the applications of a manufacturing company [8].
As shown in Figure 1, an AAS helps transform raw data
from physical assets into digitally comprehensible informa-
tion for stakeholders (domain experts and system developers).
An asset with a proprietary communication interface (e.g.,
PROFIBUS) is linked to a uniform application programming
interface (API), through which the asset data can be accessed
in the form of an AAS; AASs work together to capture key
information pertaining to assets (i.e., their intrinsic proper-
ties, operational parameters, and technical functionalities),
enabling straightforward interaction over standardized com-
munication interfaces with other Industry 4.0 components.
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FIGURE 1. Role played by the asset administration shell in digitalization.

In the context of Industry 4.0, assets are manufacturing
components that can be in the form of hardware (e.g., sensors
and machines) or software (e.g., applications and programs).
Most previous publications on AASs focused exclusively on
hardware assets [9]–[11]. For example, the authors of [12]
and [13] developed AASs for hardware assets in the field
layer of the automation pyramid, including robots and turnta-
bles. As shown in Figure 2 [14], the present challenge is
AAS implementation of high-level software assets [e.g., man-
ufacturing execution systems (MESs) and enterprise resource
planning systems (ERPs)].

Currently, few researchers focus on AAS applications for
software. The authors of [15] developed an AAS model
enabling the integration of two different software tools, while
the authors of [16] mapped the proprietary ‘‘ABB Ability’’
informationmodel to a standardAAS informationmodel. The
authors of [17] developed a data administration shell based on
AAS to manage cross-enterprise engineering datasets. How-
ever, no study has focused on practical data exchange between
different software applications (e.g., an MES and ERP). Con-
ventional data exchange between these systems often uses
file-based methods, which is time-consuming. Furthermore,
existing studies neglect that the AAS can accelerate the data
exchange for software. Here, we develop AASs for high-level
MES and ERP systems; the aim was to replace file-based
static data with AAS-based runtime data. Given an AAS
interface, the operation data can be seamlessly transferred
from the field to the enterprise level during runtime. Our
goal is to interconnect the entire automation pyramid, allow-
ing information exchange between uniform AAS interfaces
(Figure 2). To this end, the main contributions of this paper
are:
• First, we present an AAS-based method for data
exchange between software assets for the first time.

• Second, we developed two independent AASmodels for
both MES and ERP data.

• Third, we also present AAS interfaces for an MES and
ERP; these allow conversion of static file data into AAS
data, and then communicate the latter data.

FIGURE 2. An automation pyramid with AAS interfaces (adapted
from [14]).

• Fourth, we present a test case of data exchange between
MES and ERP tools during execution of amanufacturing
order; this validates the feasibility of our AAS data
exchange method. The results show that our AAS effec-
tively eliminates data siloes between different software
systems.

The rest of the paper is organized as follows. Section 2
introduces data exchange models meeting existing industrial
standards for enterprise and control systems. Section 3 intro-
duces our AAS method for data exchange between MES
and ERP systems; two research questions are addressed.
Section 4 describes the test case and shows the data exchange
results. Section 5 provides the conclusion and describes our
plans for future work.

II. DATA EXCHANGE MODELS FOR ENTERPRISE AND
CONTROL SYSTEMS
In a fully integrated system, business and manufacturing
functions are aligned for efficient data flow. In terms of
data exchange between MES and ERP systems, the IEC
62264 series of standards is based on the data standard of the
International Society of Automation (ISA), i.e., ISA-95 [18].
IEC 62264 describes the structures of common object models
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FIGURE 3. An AAS method for data exchange between an MES and an
ERP.

that can be used to control enterprise systems. Specifically,
part 2 of IEC 62264 (IEC 62264-2) defines the attributes of
those models. There are five types of resources: personnel,
equipment, physical assets, materials, and process segments;
all of these are involved in generic interface content exchange
betweenmanufacturing control functions and other enterprise
functions [19]. IEC 62264 is widely used in many industries
to reduce the risks, costs, and errors associated with imple-
mentation of MES and ERP interfaces.

Several works have aligned IEC 62264 with other relevant
standards. Automation Markup Language (AutomationML)
is an XML-based standard used to model production envi-
ronments, i.e., products, processes, and resources [20]. IEC
62264-2 and AutomationML can operate together, although
they view the same production system differently. The
former is slightly biased toward the upper levels of the
automation hierarchy, and the latter toward the lower lev-
els [21]. Recently, AutomationML has been aligned with
IEC 62264-2; IEC 62264-2 information can be accepted by
AutomationML models. This alignment gave rise to a pub-
lic specification, ‘Provisioning for MES and ERP’ [22],
which specifies the rules for modeling IEC 62264-2 elements
within AutomationML documents. Also, a list of role class
libraries that classify the five types of resources defined in
IEC 62264-2 is presented.

OPCUnified Architecture (UA) is a platform-independent,
service-oriented, machine-to-machine communication stan-
dard for data exchange among industrial automation
devices [23]. The OPC Foundation has released a companion
specification for ISA-95 [24], which defines an information
model that conforms to the common object models specified
in ISA-95. The ISA-95 standard sets out how to describe
the flow of information between manufacturing operations
management (MOM) and ERP systems. Mapping of ISA-95
to OPCUA allows secure information flow between the MES
and ERP levels; this can also be extended downward to lower
levels of the automation hierarchy.

Both the AutomationML and OPC UA methods for imple-
mentation of IEC 62264 and ISA-95 complement exist-
ing business to manufacturing markup language (B2MML)
implementations [25], by providing a reliable data exchange
environment widely accepted in the manufacturing industry.
The difference is that the AutomationML method focuses
principally on information modeling, whereas the OPC UA

FIGURE 4. Test case of data exchange for a manufacturing order.

FIGURE 5. Example manufacturing order using odoo.

FIGURE 6. Implementation of an AAS method for an MES and ERP.

method is mainly concerned with interfaces for data commu-
nication.

III. AN AAS METHOD FOR MES AND ERP DATA
EXCHANGE
Conventional data exchange between MES and ERP systems
usually employs file-based methods, including the use of
online or offline comma-separated value (CSV) files, which
can be inMicrosoft Excel format.Whenworking online, a file
can be digitally exchanged between an MES and ERP in a
direct (from end to end) or indirect (via an intermediate data
hub) manner. When working offline, the file is transferred
from one software engineer to another. As the data exchange
process is both static and discontinuous, it is also time-
consuming and error-prone. Data exchange during runtime is
not assured. Moreover, MES and ERP systems must possess
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FIGURE 7. AutomationML-based AAS model for the MES.

dedicated file-based interfaces, which demands significant
system development. A new digitalized method proposed
supporting runtime data exchange between an MES and ERP
(i.e., when manufacturing is underway) is urgently required.
An AAS divides runtime data into submodels and uses inbuilt
interfaces to transfer the data. Therefore, we developed an
AAS-based method for runtime data exchange between an
MES and ERP (Figure 3). We devised two independent AASs
that link to both the MES and ERP. The AAS has two func-
tions: to store MES or ERP data, and exchange them during
runtime. We had two research questions:
1) How can MES and ERP data be converted into AAS

format?
All information and data generated during production

should be managed in a structured way. The AAS submodels
gather data that belong together. Various MES and ERP data
can be modeled into different AAS submodels. This requires
a management mechanism for representing MES and ERP
data. An implementation can be mapped to existing data
modeling methods based on XML or JSON.
2) How are the MES and ERP data in the AAS communi-

cated?
The core is to devise end-to-end runtime data exchange

interfaces for the MES and ERP. The data communication

method must be compatible with the data management mech-
anism developed when answering the first research ques-
tion. In other words, the MES and ERP data should first
be represented in the AAS model. Then, the chosen com-
munication method must be able to access the AAS model
and communicate the data accordingly. Implementation could
involve request/response- or client/server-based communica-
tion, such as OPC UA.

IV. TEST CASE: DATA EXCHANGE SCENARIO FOR A
MANUFACTURING ORDER
This section describes a data exchange scenario between a
MES tool and an ERP tool, which features the data exchange
for a manufacturing order. This test case shows that the two
research questions can be answered with detailed technology
implementations.

A. DATA EXCHANGE SCENARIO
A data exchange scenario between ERP and MES when a
manufacturing order is placed is shown in Figure 4. This sce-
nario includes two data exchange steps. First, the MES sends
the ERP a manufacturing order; then, the ERP calculates the
manufacturing cost and sends it back to the MES.
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FIGURE 8. AutomationML-based OPC UA information models for the MES and ERP.

Both MES and ERP focus on data management; the differ-
ence is that the MES is concerned with production, whereas
the role of the ERP is to facilitate business and resource
management. Microsoft Excel can be used to organize and
analyze data, and can thus serve as either the MES or ERP.
In this case, we assigned Excel to the ERP and used an online
data management tool (Odoo [26]) for the MES. A sam-
ple manufacturing order was created (Figure 5). The order
includes a reference number, the product name, the quantity
required, a list of materials, the schedule, the responsible per-
son, and the order status. The document for themanufacturing
cost calculated by the ERP includes the calculation number,
product name, operation, finish date, final quantity, cost per
unit, and total cost.

B. IMPLEMENTATION
The key elements to implement the AAS method and their
interconnections are shown in Figure 6. The data exchange
process can be described as follows. The MES first exports
the manufacturing order to a CSV file, which is converted
into an AAS model via the AAS interface. This model is
then mapped to the AAS model of the ERP to enable runtime
data exchange. Finally, the AAS interface of the ERP stores
the exchanged data as a CSV file that will be imported

FIGURE 9. Outputs of the AAS interface for the MES.

into the ERP. The role of the AAS interface for the ERP is
same as that of the interface for the MES. The same process
applies during feedback data exchange from the ERP to the
MES.

The development of the AASmodel and the AAS interface
are described below.
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FIGURE 10. Two set of data exchange results between the MES and ERP.

1) AUTOMATIONML FOR AAS DATA MODELING
We developed AAS models for MES and ERP using the
method of AutomationML for IEC 62264, because Automa-
tionML provides a visual editing tool for modeling the AAS
information. Based on the specification of AutomationML
for IEC 62264, we implemented the AutomationML model
for MES and ERP respectively. Each AutomationML model
describes the AAS data that need to be communicated. The
AutomationML-based AAS models of the MES and ERP
should be matched to ensure consistent data exchange. Here,
the AAS data for MES are shown in Figure 7 as an example.

Figure 7 shows that each AAS contains two submodels,
i.e., the manufacturing order and cost calculation. The former
submodel stores the data associated with manufacturing exe-
cution and the latter calculates the manufacturing cost. Each
submodel element was modelled as an internal element (IE)
in AutomationML, and every element had a relevant role
requirement (RR), thus complying with the IEC 62264, e.g.,
physical asset class and personnel class (red box in Figure 7).
The RR indicates the role an element fulfils and realizes the
mapping between IEC 62264 and AutomationML. We also
adopted the role class from the specification of Automa-
tionML for AAS representation [27], e.g., submodel class
and property class (blue box in Figure 7). These standardized
classes allow mapping between the AAS model and Automa-
tionML elements. The property data of the AAS are stored as
attributes (grey box in Figure 7) of the AutomationMLmodel.

2) OPC UA FOR AAS DATA COMMUNICATION
After representing the AAS information using Automa-
tionML, the next challenge is to exchange and communicate
the AAS data. OPC UA can be used because it provides
interfaces for data exchange between industrial devices and
systems [28]. OPC UA has a typical client-server communi-
cation scheme that can be adopted to become an AAS com-
munication interface. OPCUA also has an information model
that organizes static and dynamic data into structured infor-
mation. Therefore, we integrated the AutomationML-based
AAS model with OPC UA to enable data exchange.

Specifically, the two AutomationML models for the MES
and ERP were integrated with respective OPC UA applica-
tions. Figure 8 shows the integration results accessed by an
OPC UA software (UA Expert). The OPC UA properties of
‘bill of material’ and ‘cost per unit’ are displayed as exam-
ples. The two OPC UA applications are mutually mapped;
the OPC UA information model for the MES [Figure 8(a)] is
also matched with the AAS model for the MES in Figure 7.
Figure 8(b) shows the OPC UA information model for ERP.
Integration of AutomationML with OPC UA used an online
conversion tool (AutomationML-OPC UA Converter) [29]
that generates an OPC UA server from an existing Automa-
tionML model. Data exchange between the two OPC UA
applications proceeded via an OPC UA client. In our case,
the client was embedded in the OPC UA server of the MES,
and ‘‘subscribed’’ to the data from the OPC UA server of the
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ERP. This allows runtime datamapping between the twoAAS
models for the MES and ERP, as described in Figure 6.

The AAS interfaces of the MES and ERP were imple-
mented as OPC UA clients based on the open source
‘open62541’ toolkit [30]. Figure 9 shows the outputs of the
AAS interface of the MES, as an example. The interface has
two main functions: to connect to the MES application and
then convert the CSV file to runtime AAS data (Function
a); and to interact with its AAS model (i.e., the OPC UA
information model) (Function b).

C. DATA EXCHANGE RESULTS
According to data flows in Figure 6, the communicated AAS
data should be exported as CSV files to allow access by
the ERP or MES. Data exchange results are four CSV files
generated by AAS interfaces, as shown in Figure 10. The
sent/receivedMES data are identical to the received/sent ERP
data. This proves the feasibility of the proposed AAS method
for runtime data exchange between MES and ERP.

V. CONCLUSION AND FUTURE WORK
To realize the goal of digitalization for Industry 4.0, the CPS
is regarded as an emergent approach that enables tight inter-
actions between cyber applications and physical devices. The
AAS is a practical embodiment of the CPS and can be real-
ized with the integration of information and communication
technologies. With a uniformAAS interface, all the manufac-
turing components including hardware devices and software
applications can be interconnected. However, prior research
focused principally on the implementation of AASs for hard-
ware manufacturing assets. Thus, we concentrated on AASs
for software assets, and developed an AAS method allowing
runtime data exchange between MES and ERP applications
for the first time. We used a test case to validate our AAS
approach, and developed AAS models for an MES and ERP
using the AutomationML technology, IEC 62264 standard,
and OPC UA communication protocol. We also developed
AAS interfaces for data conversion.

A limitation of this work is that we used simple exist-
ing data management tools as MES and ERP; we did not
spend efforts developing the tool itself. Although the test case
is simple, it proves the effectiveness of our AAS method.
In future, the proposed AAS method could be applied to
the enterprise-level MES and ERP software in real industrial
cases. Other approaches for implementing the IEC 62264,
e.g., OPC UA for ISA-95 will also be explored.
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