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ABSTRACT Controlled drugs are open to abuse, misuse, and diversion. Therefore, they are regulated and
tracked across the healthcare sector to protect the health of the general public which is a highly prioritized rule
in the health professional’s code of ethics. Healthcare centers that provide controlled medication to patients
are still using manual papers to record controlled drugs production, delivery, prescription, administration,
and disposal which causes delays in the system. Moreover, instances of controlled drugs misuse, abuse, and
diversion still exist, which shows how the currently used system is inefficient in detecting such activities.
Therefore, to ensure that the public health is safe and secure, an end-to-end system that tracks the whole
healthcare supply chain is necessary. In this paper, we introduce a private Ethereum blockchain-based
solution for the management of controlled medication. We ensure transparency, accountability, security, and
data provenance by developing smart contracts that record all actions on an immutable ledger. We utilize
off-chain storage, which is represented in the IPFS to store content that is large in size such as images.
We present algorithms of the different phases in the proposed solution to illustrate how each phase will be
carried out. We showcase the functionality of the proposed solution by performing tests and validating the
smart contracts. We assess the performance of the proposed solution by conducting privacy, security, and
confidentiality analysis. Performance evaluation shows that our solution is secure against common attacks
and vulnerabilities and preserves the privacy and confidentiality of the patients. The smart contracts code is
made publicly available along with the testing scripts.

INDEX TERMS Blockchain, controlled medication, drug traceability, Ethereum, medication administration,

smart contracts.

I. INTRODUCTION

Controlled drugs can be a double-edged sword. They con-
tribute in the better lives of many patients but if abused can
lead to harm and possibly even addiction. Controlled sub-
stances are drugs whose manufacture, possession, and use are
regulated by a government to protect the general public from
harm which is an important rule in any health professional’s
code of ethics. Although they have many adverse effects,
they constitute a core element in many healthcare systems
to provide patients with valuable treatments. Therefore are
commonly used in almost every healthcare facility. However,
this common usage allows healthcare workers to misuse these
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drugs, which negatively affects the safety of patients, staff,
and public health [1].

The Controlled Substances Act (CSA) categorizes con-
trolled drugs into five main categories which are called sched-
ules. Schedule I represents illicit drugs that are not allowed
to be used medically, such as heroin. Schedule II drugs,
such as morphine, can be used medically, however, they have
high potential for abuse, and their acquisition, storage, and
usage are strictly monitored. On the other hand, the higher
schedules from III through V, classify drugs like codeine that
have the least potential for abuse [2].

The addiction to controlled substances is the main reason
why healthcare professionals tend to divert controlled sub-
stances. In most cases, controlled substances are diverted to
satisfy the health professional’s substance use disorder rather
than trafficking [3]. Although healthcare centers attempt to
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FIGURE 1. Flow diagram for the production and consumption of controlled drugs.

log the movements of controlled substances, there are still
cases of theft and misuse. Manual documents are still being
used by healthcare centers to record controlled drug supply,
delivery, and disposal. Moreover, filling these documents
manually causes delays in the dispensing process [4].

Figure 1 is a comprehensive illustration of the movements
of controlled drugs from the moment the manufacturer is
permitted to produce them until their consumption in a health-
care center whether by administering them to patients or
disposing them. The Controlled Drugs Regulator (CDR) will
have to register all the actors within the system such as the
manufacturer, distributor, and hospital/pharmacy, and each
one of those actors will have to report any actions they take
to the CDR in the form of a report which is then stored in a
centralized database that is controlled by the CDR. A typical
flow of actions within this system is twofold; a production
phase and consumption phase. The former begins with the
hospital/pharmacy placing orders for controlled drugs which
are received and prepared by the manufacturer. After that,
the controlled drug containers are picked up by a distribu-
tor who is responsible for delivering the containers to the
hospital/pharmacy, whereas the latter begins with the con-
trolled drugs being accessible by the prescriber who then pre-
scribes the controlled drugs to patients through an Electronic
Prescribing of Controlled Substances (EPCS). The EPCS
is then received by the nursing station to administer the
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controlled drugs to patients and record all the necessary infor-
mation in a Controlled Drugs Administration Sheet. Finally,
according to the CDR regulations, any unused or unwanted
drug must be disposed properly according to predefined
guidelines [S]-[7].

Despite having many attempts and efforts, controlled drug
diversion still exists within the healthcare system. For exam-
ple, a solution proposed in [8] suggests that early identifi-
cation of controlled drug diversion can help in mitigating
the issue by hiring a full team of professional staff who
will continuously monitor the healthcare system to identify
cases of controlled drug diversion, however, this solution is
susceptible to human error and very costly if implemented
at a large scale. Moreover, in [9], the American Society of
Health System Pharmacists (ASHP) proposed guidelines that
if followed will act as a preventive measure to the diversion
of controlled substances. However, their guidelines require
hiring trusted professionals who should manually record and
monitor all procedures to prevent diversion of controlled
substances, which might eventually add more complexity to
the system and bring things back to the hired employees
who potentially are the actual source of the problem. In this
work, the proposed solution makes all actors accountable
for their actions and any error identified, whether inten-
tional or not, can be easily tracked and traced back. This is
achieved by leveraging the intrinsic features of the blockchain
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technology where all actions stored on an immutable ledger
are tamper-proof.

Preventing and detecting controlled substances diversion
requires overcoming challenges in transparency, traceability,
accountability, data provenance, and trust. In this framework,
the main goals of our work are described as follows:

o We present a blockchain-based solution that enables
tracing the production and consumption phases of con-
trolled drugs in a transparent, auditable, reliable, and
secure environment.

e We design and develop smart contracts that regis-
ter actors and generate events for all critical actions
throughout the production and consumption phases.

o We integrate decentralized off-chain storage to store
large-sized content such as images.

« We implement our solution using a private Ethereum
blockchain to eliminate deployment and execution costs.

o We utilize the Proof of Authority(PoA) consensus algo-
rithm to reduce energy consumption and put the author-
ity of miners at stake to ensure trust and security.

o We present algorithms for all the main functions, com-
plete implementation, testing, and validation details. The
smart contracts code is made publicly available.'

o We conduct a general security analysis for the proposed
system to evaluate its robustness against common secu-
rity attacks and vulnerabilities. Moreover, smart contract
security analysis is conducted to ensure no critical flaws
exist within the smart contract.

o We showcase how our solution can be generalized for
use in other security critical applications that demand
a trusted environment to trace and track any misuse or
diversion of sensitive items or products.

The rest of the paper is structured as follows. Section II
presents the related work to controlled drugs diversion.
Section II illustrates the proposed solution for the controlled
drugs. Section IV illustrates the full implementation of our
solution. Section V showcases testing results and evaluates
the overall performance of the smart contracts. Section VI
discusses and analyze the overall performance of the pro-
posed solution. Finally, section VII sums up the contributions
of our work, concludes the paper, and describes the directions
of the future research.

Il. RELATED WORK

We present a comprehensive review of existing work address-
ing issues in controlled medication management. Blockchain
and non-blockchain solutions are both included and the
efforts are categorized accordingly.

A. NON-BLOCKCHAIN-BASED EFFORTS IN CONTROLLED
MEDICATION MANAGEMENT

In the context of non-blockchain-based efforts that improve
controlled medication management, a number of reviews that

1 https://github.com/DrugTraceability/ControlledMedications/blob/main/
Code
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discuss the current issues related to controlled medication
are published and different methods and tools are used to
provide solutions for controlled medication management.
A notable effort that came into existence on May 1, 1971,
is the establishment of the Controlled Substances Act which
aims to enhance the manufacturing, importation, exporta-
tion, distribution, and dispensing controlled substances [10].
Gabay has described controlled substances registration and
schedules, ordering and record keeping, and dispensing
[5]-[7]. In [5], controlled substances have been catego-
rized into five main groups. Schedule I includes substances
with high abuse potential and no medical use and therefore
these medications cannot be prescribed, dispensed, or admin-
istered. For example, Heroin and Marijuana. Schedule II
includes substances with high abuse potential and acceptable
medical use and therefore these medications can be pre-
scribed, dispensed, or administered. For example, Morphine,
Codeine, and Hydrocodone. Schedule III includes substances
with moderate abuse potential, which is less than Schedule II
but higher than Schedule I'V. For example, Anabolic steroids
and Ketamine. Schedule IV includes substances with mod-
erate abuse potential, which is less than Schedule III
but higher than Schedule V. For example, Propoxyphene
and Butorphanol. Schedule V includes substances with the
least potential for abuse. For example, Robitussin AC and
Phenergan with Codeine.

Every pharmacy that dispenses controlled medications is
required to register with the DEA [10]. In [6], the ordering
and record keeping processes are described. Schedule II sub-
stances can be only ordered by filling a special form [11]
which is then used for every distribution, purchase, or trans-
fer. Moreover, these forms are required to be separated from
other forms. For Schedules III to V controlled substances,
a receipt is required to be kept by the pharmacy that is
ready for retrieval at any time. In addition to that, every
transaction of a controlled substance must be kept for at least
two years. In [7], the dispensing requirements, electronic pre-
scriptions, and fraudulent prescriptions are described. Similar
to other medications, prescriptions of controlled medications
are required to contain the pharmacy name and address,
the number of prescription, patient name, dispensing date,
prescriber name, use instructions, and cautionary statements.
The only difference between controlled medications and
other medications is that the US Food and Drug Adminis-
tration (FDA) requires a label with the following statement:
“CAUTION: Federal law prohibits the transfer of this drug to
any person other than the patient for whom it was prescribed.”
to be attached with controlled substances.

In [12], guidelines for safety and management of controlled
medications are described. It mainly focuses on prescrib-
ing, administering, recording, and monitoring. The guide-
lines mainly provide users with recommendations on how to
best handle controlled medications. Kaufman suggests and
describes the use of Electronic Prescription for Controlled
Medications [13]. The work proposed by Peter Kaufman aims
to develop and verify an electronic prescribing system that
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FIGURE 2. High-level system architecture of the blockchain-based solution for controlled medication.

allows secure and safe electronic prescription of controlled
substances which is abbreviated as EPCS. Moreover, the pro-
posed work aims to link the suggested solution with the
existing Massachusetts Prescription Monitoring Program for
Schedule II controlled substances.

In [25], the Centers for Disease Control and Preven-
tion (CDC) proposes a prescription drug monitoring program
called PDMP, which is an electronic database that tracks
controlled drugs prescriptions. The solution promises to be
universal and can be used across different countries. More-
over, the solution provides real-time tracking for dispensing
controlled drugs to patients. Finally, the solution is expected
to be easily used and accessed.

Non-blockchain-based solutions have been relying on doc-
umenting any actions taken related to controlled medication
on paper documents which can make handling controlled
medications cumbersome. Moreover, using electronic doc-
uments instead of paper documents can help in storing and
retrieving data when needed, however, it adds a security issue
since these documents are stored in a centralized database and
can be vulnerable to cyber attacks.

B. BLOCKCHAIN-BASED EFFORTS IN CONTROLLED
MEDICATION MANAGEMENT

In the context of blockchain-based efforts that aim to improve
the security and safety of controlled medications, a num-
ber of reviews and potential solutions have been published
and proposed. The authors in [14] describe how blockchain
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technology can improve the security and safety of controlled
medications. First, they explain what can go wrong in a
pharmacy while handling controlled medications. For exam-
ple, the registration process can include discrepancies and
errors in dispensing controlled medications due to increased
pressure on the pharmacy. Secondly, the authors explain
the potential benefits of blockchain in this specific use
case. For example, reducing complexity and costs, reduc-
ing errors, enhancing security, improving resilience, sharing
trusted transactions, creating audit trail for transactions, and
improving transparency between actors.

The authors in [15] proposed a solution using blockchain
technology to create a secure distributed ledger that allows
tracking and tracing controlled medications throughout their
life cycle. Such a solution should eliminate the use of paper
in documenting any event that is related to controlled medica-
tion. However, the article does not have a real implementation
of the proposed solution and is only limited to suggestions of
how blockchain technology can improve controlled medica-
tion management.

The authors in [16] proposed a blockchain-based frame-
work called SecureRx for secure access to prescription
records. The proposed framework allows its users to access
the patient history to decide if it is appropriate to prescribe the
medication to the patient or not. The results showed that
the proposed solution is functional and it has an adequate
scalability when the number of nodes is small. However, the
proposed solution was built on a private Ethereum blockchain
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that utilizes the Proof of Work (PoW) consensus algorithm
which means there are gas fees for every transaction which
is paid as an incentive for the miners. It is mentioned in
the paper that Ropsten testnet will be used along with Ether
faucet to provide users with the needed Ethereum for gas fees,
however, in a real use case this is not possible because the
miners will simply only accept Ether that is useable on the
Mainnet.

Singh et al. [17] proposed an Internet of Things (IoT)
sensor-based blockchain framework that tracks and traces
drugs as they are transferred through the supply chain. The
raft consensus algorithm is used, however, this consensus
algorithm is only suitable for small-sized networks which
is not the case with supply chains. Therefore, the authors
decided to use bloXroute server to solve this scalability issue
which utilizes blockchain servers that are low-latency and
high capacity. The platform used for the proposed solution
is Hyperledger Fabric. One drawback for using this approach
is that renting blockchain servers can be quite costly.

Zhu et al. [18] proposed a blockchain-based solution for
medication anti-counterfeiting and traceability. The proposed
solution leverages smart contract to code all the required
functions, and the consensus algorithm used is an enhanced
practical Byzantine fault tolerance (PBFT) instead of the
normal PBFT to reduce the amount of communication among
the nodes. This enhanced consensus algorithms works by
using cumulative points for the participating, and dishonest
nodes get dropped out. One bottleneck for using the PBFT
consensus algorithm in general is that as the number of
nodes increases the number of transactions per second (TPS)
decreases. Finally, the proposed solution requires relatively
large data storage and no off-chain storage such as IPFS was
utilized, and storing such data on-chain can be quite costly.

Sahoo et al. [19] proposed a blockchain-based model to
eliminate drug counterfeiting. The proposed solution does
not have a real implementation, however, it discusses how
blockchain technology can be used to eliminate drug coun-
terfeiting. The proposed approach suggests dividing the sup-
ply chain into the main participating actors excluding the
consumer to reduce complexity and data storage on the
blockchain.

Uddin et al. [20] described the role of blockchain tech-
nology in drug traceability along with its architectures and
open challenges. The paper presents an overview of product
traceability issues that exist within the pharmaceutical supply
chain and it explains how blockchain technology can be
leveraged to provide data provenance, track and trace drugs to
mitigate the issue of counterfeiting. Moreover, The paper dis-
cusses two blockchain architectures, Hyperledger Fabric and
Hyperledger Besu to identify the more appropriate for meet-
ing the critical requirements for drug traceability. The critical
requirements include privacy, trust, transparency, security,
authorization, authentication, and scalability. Additionally,
blockchain challenges in pharmaceutical supply chains are
described and discussed.
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Jamil et al. [21] proposed a novel medical blockchain
model for drug supply chain integrity management in a smart
hospital. The proposed solutions uses Hyperledger Fabric
architecture that is based on blockchain technology to imple-
ment the solution. The solution showed good results in terms
of transactions throughput and latency, however, the solution
was tested with a small-sized network, and a real use case
would normally include a large number of participants. One
of the disadvantages of Hyperledger Fabric is that it is still
not adopted like the Ethereum blockchain, therefore, its per-
formance in real cases is very hard to predict and test.

Ill. A BLOCKCHAIN-BASED SOLUTION FOR THE
ADMINISTRATION OF CONTROLLED

MEDICATION

In this section, we present our proposed solution for the
management and administration of controlled medication.
A high-level illustration of the system architecture is shown
in Figure 2. As can be seen in the figure, there are three
smart contracts used in our solution namely Registration,
Production and Consumption smart contracts (SCs). More-
over, frontend Decentralized Applications (DApps) are to be
used by the actors to access the functions and events of the
registration, production, and consumption SCs. In addition,
actors who are required to document their actions in the form
of a digital image will be granted access to off-chain storage.
Web3.js libraries are used in the process of building DApps
to allow interactions with the smart contracts over HTTP
(e.g., Metamask) or IPC connection (e.g., Mist). Each smart
contract will have unique functions that are only executable
by pre-authorized actors. Moreover, any large-sized content
will be stored off-chain to optimize the performance of the
smart contracts and reduce costs if the smart contracts are to
be built on a “Mainnet” that requires gas fees. The compo-
nents of the proposed solution are described below.

e Actors: The actors include a Controlled Drug Reg-
ulator (CDR), manufacturers, distributors, hospitals/
pharmacies, prescribers, and nursing stations. Each actor
will have a special role in the controlled drug medication
supply chain which will grant them access rights to
restricted functions in the smart contracts. Moreover,
actors will have the privilege of accessing information
that is stored on-chain which allows them to view logs,
transactions, and events. Additionally, actors can access
images that are stored off-chain which includes informa-
tion related to the controlled drug only, and no informa-
tion related to the patients will be stored to preserve their
privacy and confidentiality.

« Frontend DApp: The frontend DApp is the User Inter-
face (UI) which allows actors to access their pre-
authorized functions in a user friendly way. Moreover,
the DApp will access the needed functions and events
by using web3.js libraries.

« Ethereum Distributed Ledger: The Ethereum dis-
tributed ledger is the core component of the proposed
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solution. All logs, transactions, and events are
permanently stored on the ledger and they cannot be
altered or removed. Therefore, this component provides
traceability, accountability, and transparency to the pro-
posed solution. A private Ethereum blockchain also adds
authorization, confidentiality, and privacy.

o Registration Smart Contract: This smart contract is
responsible for giving permission to actors in the system.
It registers new actors and assigns them to specific roles
which allows them to access restricted functions based
on their newly assigned roles.

o Production Smart Contract: This smart contract is
responsible for the manufacturing and delivery pro-
cesses of the controlled medication. First, the manufac-
turer will have to produce the controlled medication Lot.
Second, the distributor will deliver the controlled medi-
cation lot to the hospital/pharmacy. Finally, the hospital/
pharmacy will confirm the reception of the controlled
medication Lot. Every step in this process will be logged
and stored on the ledger and off-chain storage is used
if deemed necessary. For every controlled drug Lot pro-
duced, an image is stored off-chain and its Interplanetary
File System (IPFS) hash is stored on-chain for tracing
purposes.

o Consumption Smart Contract: This smart contract is
responsible for the administration of controlled med-
ication to patients and the disposal of unwanted or
unused controlled medication. First, the prescriber will
prescribe the controlled medication to a patient with all
necessary details. Second, the nursing station will have
access to the details of the prescription and administer
the controlled medication to the patient accordingly.
Finally, the unused or unwanted controlled medication
is disposed according to the CDR regulations. All the
previous steps are logged and stored on the ledger
and off-chain when necessary. Any storage off-chain is
accompanied with a hash on-chain for data provenance.

o Off-chain Storage: The off-chain storage is needed in
the proposed solution when images in the production or
consumption phases are needed to be stored for trace-
ability purposes.

These components all together ensure that the origin of the
controlled medication is traceable, all actors are accountable
for their actions, and all administered and disposed controlled
drugs can be traced.

The following subsections illustrate the details of the used
blockchain, the consensus algorithm, and a detailed sequence
diagram where interactions among the system components
are presented.

A. PRIVATE PROOF-OF-AUTHORITY ETHEREUM
NETWORK

Controlled medication prescriptions and information in gen-
eral are considered highly confidential and should not
be accessed by unauthorized entities. Therefore, a private
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blockchain fits the needs of such an application because the
stored information are invisible to the public and only per-
missioned users are allowed to view it. Ethereum blockchain
offers the option for enterprises to build their own private
blockchain to improve security, privacy, and confidentiality.
Moreover, private blockchains have the option of using con-
sensus algorithms other than Proof-of-Work which is used
by the ‘“Mainnet” of the Ethereum Blockchain. For exam-
ple, the Proof-of-Authority is a consensus algorithm that is
commonly used for private enterprises because it reduces
energy consumption and provides higher transaction through-
put because it does not need the nodes to do any mining work,
rather, it only requires them to stake their identity reputation
in exchange for becoming a validator [12].

B. ACTORS INTERACTIONS IN THE PROPOSED SOLUTION
The main interactions among the actors within the proposed
solution are illustrated in Figure 3 and they can be divided
into three main phases as described below.

« Registration: In the registration phase, the CDR
registers the authorized manufacturers, distributors,
and hospitals/pharmacies. Moreover, the authorized
hospital/pharmacy will be eligible for registering pre-
scribers and nurses. Once all actors are registered, they
will have access to pre-authorized functions in the next
two phases.

o Production: In the production phase, the manufacturer
is responsible for producing controlled medication lot
and storing its information on the Ethereum network and
uploading images to the IPFS. Moreover, the distributor
is responsible for handling the delivery process of the
controlled medication lot from the manufacturer to the
hospital/pharmacy. Finally, the hospital/pharmacy will
confirm the reception of the controlled medication Lot.

« Consumption: In the consumption phase, the hospital/
pharmacy will announce that the controlled medication
is ready for dispensing. After that, the prescriber stores
the amount of doses needed for the patient, and the
patient is identified by an Ethereum Address which will
not reveal any personal information about the patient.
Next, the nurse will administer the controlled medica-
tion to the patient based on the provided prescription,
and details such as the number of doses administered and
patient Ethereum Address are stored on the Ethereum
network, and an image of the administered controlled
medication is stored on the IPFS. Finally, the unused
or unwanted controlled medication is disposed, and the
Ethereum Address of the nurse disposing the controlled
medication and the amount disposed are stored on the
Ethereum network, moreover, an image of the disposed
controlled medication is stored on the IPFS.

These interactions with the three smart contracts will
ensure that only authorized actors can access the smart con-
tracts functions, the origin of the controlled medication can
be traced, and all actors are accountable for their actions.
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FIGURE 3. The sequence diagram of all the interactions in the proposed solution.

C. TECHNICAL DESCRIPTION OF THE PROPOSED
SOLUTION
Figure 4 describes the in-depth details of our proposed
solution. In the front-end, the authorized actors are able to
access their pre-authorized functions by using a DApp. The
DApp can either be a mobile application or a web browser
application (Webapp). DApps are built using the web3.js
which is a collection of libraries that contains the neces-
sary tools to fetch logs and events from the smart con-
tracts by interacting with a local or remote Ethereum node.
On the other hand, the back-end includes Metamask which
is an injected Web3 provider. The role of Metamask is to
make it easier for DApp developers to access the Ethereum
blockchain without running a full Ethereum node locally.
Metamask uses the Infura gateway by default to interact with
the Ethereum blockchain via JSON-RPC. Infura is responsi-
ble for fetching the required information from the blockchain
which are then provided to the DApp users via Metamask.
In our solution, a private Ethereum network is used, there-
fore, the public Ethereum address of the user accessing the
DApp must be registered. Finally, IPFS is used to store
large-sized contents such as images. It works by DApp users
uploading the content to the IPFS, then they are provided with
an IPFS hash which is stored on the Ethereum blockchain, and
when the content is needed, the Ethereum blockchain refers
to it via the IPFS hash.

IV. IMPLEMENTATION OF THE PROPOSED SOLUTION

The proposed solution is developed by using a private
Ethereum network where only authorized actors and valida-
tion nodes are added to the network. The smart contracts are
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written in Solidity language and compiled and tested using
REMIX IDE which is an online web-based development
environment for writing and executing smart contracts. The
full code? has been made publicly available on Github.

A. PRIVATE PROOF OF AUTHORITY ETHEREUM NETWORK
SETUP

In our solution, a private PoA Ethereum network is setup
locally with a single validation node to deploy the smart
contracts and only permit authorized nodes to validate and
confirm transactions. Moreover, because of the high sensi-
tivity and confidentiality of the stored information, a private
blockchain is used. Additionally, POA consensus algorithm
is used instead of PoW to reduce energy consumption, and to
improve scalability and transaction throughput [22].

To successfully setup and run a private PoA Ethereum
network, a set of tools were used. First, Geth (The Go
implementation of the Ethereum protocol) is used to cre-
ate the node where public and private keys are generated
and a password is setup. Second, Puppeth (The Ethereum
private network manager) is used to create the genesis file,
which is then used to initialize the blockchain. The very
first block in the blockchain is called the genesis block and
it is created based on the given parameters to the Puppeth
tool. Puppeth allows the user to choose between PoW and
PoA consensus algorithms, setting the average block time,
choosing the validating/sealing nodes, and specifying the
chain/network ID. Finally, by using Geth, the validating

2https://github.c0m/DrugTraceability/ControlledMedications/blob/main/
Code
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FIGURE 4. In-depth details of the front-end and back-end of the proposed solution.

node needs to be initialized in the created genesis file by
Puppeth.

B. IMPLEMENTATION DETAILS

Once the private Ethereum blockchain is setup, authorized
actors will be able to interact with it by using Metamask.
This can be achieved by setting up a new network in Meta-
mask’s settings where the network name, RPC URL, and
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network/chain ID are specified. When the metamask is suc-
cessfully connected to the added network, the users will be
able to deploy smart contracts and execute functions based
on their permissions.

The CDR will first deploy the Registration smart con-
tract and assign manufacturers, distributors, and hospitals/
pharmacies by running their respective functions. After
that, the hospital/pharmacy will have to assign prescribers
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Registration Smart Contract h
Attributes
CDR address
manufacturer mapping
distributor mapping
hospital mapping
prescriber mapping
1 nurse mapping 1
Functions
manufacturerRegistration(address)
distributorRegistration(address)
hospitalRegistration(addrress)
prescriberRegistration(address)
nurseRegistration(address)
n ~ J n
- - N ( .
Production Smart Contract Consumption Smart Contract
Attributes Attributes
controlleddrugname bytes32 patientEA address
lotbarcode bytes32 availableAmount. uint
IPFShash bytes32 administeredAmount. uint
drugSchedule enum disposedAmount. uint
controlleddrugLots uint administereddrugimage bytes32
controlleddrugQuanitiy uint 1 1 disposeddruglmage bytes32
ENnetons < controlleddrugstate. enum
CreateControlledDrug(bytes32, bytes32, bytes32, enum, uint, uint) Functions
sta dﬂg P]_Ilvery() DrugReadyForDispensing()
EntR e 'Vet'fy() DrugPrescription(address, uint)
\LotReception() J DrugAdministration(address, uint, bytes32)
\ DrugDisposal(uint, bytes32) )

FIGURE 5. Entity-relationship diagram.

and nurses to permit them to execute their respective
functions.

The manufacturer deploys the Production smart contract
and creates a controlled medication lot where its name, bar-
code, IPFShash, schedule type, and quantity are all specified
and an event is emitted with all the details. Next, the delivery
process is handled by the distributor by running the start and
end delivery functions and all the necessary information and
logged and stored in the form of an event which is then emit-
ted to all the concerned actors. Finally, the hospital/pharmacy
announces the reception of the controlled medication Lot by
running a function that emits an event with all the required
details.

The hospital/pharmacy deploys the Consumption smart
contract. The hospital/pharmacy updates the state of the con-
trolled medication lot to “Ready for dispensing” by exe-
cuting a function that emits an event with all the required
details. After that, the prescriber will be able to provide
patients with prescriptions based on the available amount
of controlled medication and emit an event with the details
of the prescription. Then, the nursing station handles the
administration process by accessing the prescription details,
and then an event is emitted with all the details once the
administration process is finished. Finally, any unwanted or
unused controlled medication will be disposed, and the details
of the disposal process are all logged and stored.
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Figure 5 illustrates the relationship between the different
actors and smart contracts. The Registration smart contract
will be deployed with a set of attributes as shown in the figure.
There can only be one CDR in the system, therefore, it is
declared as an address. The rest of the actors are declared
as mappings because there can be several of them in the
system. Moreover, the Registration smart contract has four
main functions, manufacturerRegistration, distributorRegis-
tration, prescriberRegistration, and nurseRegistration which
are used to register the actors based on their roles in the
system.

The Production smart contract has a set of attributes that
are used to define the details of the controlled medica-
tion. In addition to that, the regcontract attribute is nec-
essary to allow actors to access their respective functions
based on the permissions given to them in the Registration
smart contract. Furthermore, there are four main functions in
the Production smart contract, CreateControlledDrug, start-
Delivery, endDelivery, and LotReception which are used
to create, deliver, and receive the controlled medication
Lot by the manufacturer, distributor, and hospital/pharmacy
respectively.

The Consumption smart contract has a set of attributes
that are used for preparing prescriptions for the patients,
administer the controlled medication to the patients, and
dispose the controlled medication when needed. There are
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four main functions in the Consumption smart contract,
DrugReadyForDispensing, DrugPrescription, DrugAdminis-
tration, and DrugDisposal.

Finally, the Registration smart contract will have a 1:n
relationship with the other two smart contracts because there
can only be one Registration smart contract, whereas multiple
Production and Consumption smart contracts can exist for
different controlled medications. Moreover, the Production
and Consumption smart contracts have a 1:1 relationship
because each controlled medication can only have 1 produc-
tion and consumption smart contracts.

C. PROPOSED SOLUTION ALGORITHMS

To further clarify the details of the implemented functions
in the smart contracts, various algorithms are developed and
presented. The following are the main algorithms of our
proposed solution.

o Registration Algorithm
Algorithm 1 represents the registration phase of the
proposed solution. In this phase of the solution, manu-
facturers, distributors, hospitals, prescribers, nurses, and
the CDR need to be assigned. It should be noted that
unlike the other entities, the CDR gains access to regis-
tration functions by simply deploying the smart contract,
namely, manufacturerRegistration, distributorRegistra-
tion, and hospitalRegistration where the Ethereum
addresses of the actors are assigned to their respective
roles. Moreover, the actor with the hospital Ethereum
address will need to assign prescribers and nurses by
using the prescriberRegistration and nurseRegistration
functions. This algorithm is necessary to permit only
the registered actors to execute functions and view logs
and events. All actors (except the CDR) are registered
in a mapping because multiple actors with the same
role can exist in the same system. Finally, registration
functions can be accessed at any time to register new
actors as needed to avoid the need for deploying new
smart contracts later on.
o Production Algorithm

Algorithm 2 represents the production phase. In this
phase, the controlled drug Lot must be registered
properly to identify its source at later stages. The manu-
facturing process is represented in the CreateControlled-
Drug function where the manufacturer needs to add the
controlleddrugname, lotbarcode, IPFShash, schedule,
controlleddrugLots, and controlleddrrugQuantity. The
controlled drug Lot goes through different states that are
identified in the lotstate variable which is necessary to
inform other entities of the current state of the controlled
drug Lot. Therefore, the manufacturer needs to update
the lotstate from ‘“NotReady” to ‘“Manufactured” so
that other concerned actors are notified. Then, an event
is emitted declaring the end of the manufacturing pro-
cess with all the details of the manufactured controlled
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Algorithm 1 Registration

Input: manufacturer EA, distributor EA, hospital EA,
prescriber EA, nurse EA, CDR EA
Output: registeredManufacturers_list: A list  of
manufacturers EAs in the form of mapping,
registeredDistributors_list: A list of
distributors EAs in the form of mapping,
registeredHospitals_list: A list of hospitals EAs in
the form of mapping, registeredPrescribers_list:
A list of prescribers EAs in the form of mapping,
registeredNurses_list: A list of nurses EAs in the
form of mapping
initialization if caller == CDR then
| registeredManufacturers_list[manufacturer] = true
else
L Revert contract state and show an error.
/+ Manufacturer registration is complete
*/
if caller == CDR then
| registeredDistributors_list[distributor] = true
else
L Revert contract state and show an error.
/* Distributor registration is complete
x/
if caller == CDR then
| registeredHospitals_list[hospital] = true
else
L Revert contract state and show an error.
/+ Hospital registration is complete */
if caller == hospital then
| registeredPrescribers_list|prescriber] = true
else
L Revert contract state and show an error.
/* Prescriber registration is complete
x/
if caller == hospital then
| registeredNurses_list[nurse] = true
else
L Revert contract state and show an error.
/+ Nurse registration is complete */

drug Lot. The second step in the production phase is
the delivery process where the manufactured controlled
drug Lot is delivered from the manufacturer to the
hospital/pharmacy. The delivery process is represented
in three functions, startDelivery, endDelivery, and
LotReception where the distributor is able to start
the delivery if the lotstate is ‘“Manufactured”. Once
the delivery process starts, the lotstate is updated to
“EnRoute” to inform actors that the controlled drug Lot
is currently being delivered. Then, when the distributor
arrives at the hospital, the lotstate is updated to ““Deliv-
eryEnded” and the hospital is informed. The last step in
the production phase is the reception of the controlled
drug Lot by the hospital/pharmacy, where the hospital
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Algorithm 2 Production
Input: controlleddrugname, lotbarcode,
IPFShash, schedule, controlleddrugLots,

controlleddrrugQuantity, lotstate
Output: Events declaring the end of the manufacturing and
delivery processes
initialization if caller == manufacturer A (lotstate ==
NotReady) then
Add controlleddrugname, lotbarcode,
IPFShash, schedule, controlleddrugLots, and
controlleddrugQuantity
Update lotstate to ‘“Manufactured”
Emit an event declaring the end of the manufacturing
process
else
L Revert contract state and show an error.
/* Manufacturing process is complete x/
if caller == distributor A (lotstate == Manufactured) then
Update lotstate to “‘EnRoute”
Emit an event declaring the start of the delivery process
else
L Revert contract state and show an error.
if caller == distributor A (lotstate == EnRoute) then
Update lozstate to “DeliveryEnded”
Emit an event declaring that the controlled drug Lot has

been delivered
else

L Revert contract state and show an error.

if caller == hospital N(lotstate == DeliveryEnded) then
Update lotstate to “Received”

Emit an event declaring that the controlled drug lot has
been received by the hospital

else
| Revert contract state and show an error.

/+ The delivery process is complete */

will update the lotstate to “Received” to confirm that
the delivery process was successful by emitting an event.
This concludes the production process, and the hospital
is ready to dispense, prescribe, and administer the con-
trolled drugs to patients.
o Consumption Algorithm

Algorithm 3 represents the consumption phase. In this
phase, controlled drugs are dispensed, prescribed, and
administered to patients while ensuring accountability
and data provenance by storing the required informa-
tion on an immutable ledger. Moreover, there is a vari-
able that contains the different states of the controlled
drug that is called controlleddrugstate which is used
to inform other actors of the current state of the con-
trolled drug. The consumption phase includes four main
functions,DrugReadyForDispensing, DrugPrescription,
DrugAdministration, and DrugDisposal. In the first
function, the hospital will update the availableAmount
which reflects the quantity of the available controlled
drugs, update the controlleddrugstate to “ReadyForDis-
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pensing”’, and emit an event to notify the prescribers
of the availability of the newly arrived controlled
drug.

In the second function, the prescriber will use the
available controlled drugs to write new prescriptions to
patients, which is done by adding the patient EA and
prescribed amount. Moreover, the prescriber will update
the controlleddrugstate to “Prescribed” and emit an
event to notify the nursing station that the prescription
is ready.

In the third function, the nurse will handle the admin-
istration process by adding the patient EA which
should match the EA in the prescription, the admin-
istered amount, and upload an image of the admin-
istered controlled drug. In addition to that, the nurse
will have to update the available amount of the con-
trolled drug, update the controlleddrugstate to “Admin-
istered”, and finally all the important information about
the administration process and logged and stored in
the form of an event and emitted to all concerned
actors.

Finally, in the fourth function, the nurse will have
to properly dispose any unwanted or unused con-
trolled drugs that are dispensed and prescribed. The
disposal process is done by adding the disposed amount
and image of the disposed controlled drug. Moreover,
the available amount is updated, the controlleddrugstate
is changed to “Disposed”, and finally all the neces-
sary details are emitted in the form of an event to all
concerned actors and the end of the disposal process is
declared. This concludes the administration and disposal
processes.

V. TESTING AND VALIDATION

In this section, we test and validate the Registration, Produc-
tion, and Consumption smart contracts. The execution details
of each function are obtained by REMIX IDE. Table 1 shows
the actors with their corresponding Ethereum addresses
which will be used as a reference in the process of testing
and validating the solution. The main purpose of this section
is to confirm that the smart contracts are deployed and their
functions are executed properly. Moreover, it is necessary to
inspect the output of each executed function to confirm that
information is stored as expected. Figures 6 to 14 illustrate the
output of the execution of each function in the proposed solu-
tion which are necessary to show that the correct addresses
and events are being stored on the blockchain. Each function’s
logs and events are presented below.

A. REGISTRATION SMART CONTRACT FUNCTIONS

In this subsection, the execution of registration functions is
illustrated. Since all registration functions work in a similar
way, only manufacturer registration function will be illus-
trated for simplicity. Figure 6 illustrates the details of reg-
istering a manufacturer. The Ethereum Address of the actors
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Algorithm 3 Consumption

Input: patientEA, availableAmount, prescribedAmount,
administeredAmount, disposedAmount,
administereddruglmage, disposeddruglmage,
controlleddrugstate

Output: Events declaring the details of the prescription,
administration, and disposal of the controlled drugs
initialization if (caller == hospital) A (controlleddrugstate

== NotReady) then
Update availableAmount

Update controlleddrugstate to ‘“‘ReadyForDispensing”
Emit an event declaring that the end of the dispensing
process
else
L Revert contract state and show an error.
/+ Dispensing process is complete */
if (caller == prescriber) A (controlleddrugstate == Ready-

ForDispensing) then
Add patientEA and prescribedAmount

Update controlleddrugstate to ““Prescribed”
Emit an event declaring the details of the prescription
else
L Revert contract state and show an error.
if (caller == nurse) A (controlleddrugstate == Prescribed)
A (prescribedAmount < availableAmount ) then
Add patientEA, administeredAmount, and

administereddruglmage
Update availableAmount
Update controlleddrugstate to ‘““‘Administered”
Emit an event declaring the administration of the con-
trolled drug to patients
else
L Revert contract state and show an error.
/+ The administration process is
complete */
if (caller == nurse) A (controlleddrugstate == Prescribed)
A (disposedAmount < availableAmount) then
Add disposedAmount and disposeddruglmage
Update availableAmount
Update controlleddrugstate to “Disposed”
Emit an event declaring that the controlled drug has been
disposed
else
L Revert contract state and show an error.
/+ The disposal process is complete */

eligible to run this function is displayed in the “from” field
which is the CDR in this case, and it should be noted that if
another actor attempts to execute this function, it will fail. The
“to” field shows the Ethereum address of the Registration
smart contract which is where the function was executed.
The “‘gas” field shows the total amount of used gas in the
transaction, however, the private blockchain has the gas price
set to zero. Therefore, the actor will not spend Ether to
execute a function. But, the gas is still needed to prevent
functions with very large gas amount from congesting the
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TABLE 1. The ethereum address of each actor in the testing and
validation process.

Ethereum Address
CDR 0x0eB7a13688C9f6993E1d4bDad4aBf11aDB7d780dA

Manufacturer  0x79EA7FaC951aA455Ecb6bF8809dd44Ba08a2d2FD
Distributor 0xC9b744C8e5Bf3D458623e299076CaA7D4658c989

Hospital 0xBd1b2F1AAED3C91229f82e69155BEc9b90E93A2c
Prescriber 0x3eFb8AS5C9c953376861Ec79f4040982F9e0ADI8t

Nurse 0x2B46C8C1C8£5f97211B8ES216dA422dFf644CdC8

Patient 0xcB5e9eBICdf5527A50101227796125EF401ef127

network. The “hash” field shows the transaction hash, which
can be referred to when the details of the transaction are
needed later on. Finally, the “decoded input” shows the input
of the CDR which is the Ethereum address of the newly added
manufacturer.

status true Transaction mined and execution succeed

transaction hash 0xf9dbb264f189ad64fa0fbfd8366e2a7de78b25dfbe50f33c3f217e5fc6fcT566

from 0x0eB7a13688C9£6993E1ddbDadaBf11aDB7d780dA
to Registration.manufacturerRegistration(address)
0x23e6f5a75e6cD4Cc942FeFSFE150668E0B0c3 1Fb

gas 44495 gas O

transaction cost 44495 gas

hash 0x£9dbb264£189ad64fa0fbfd8366e2a7 4e78b25dfbes0£33c3£21Te5Ec6ECT566
input 0%374...2d2fd [O

decoded input { "address user": "Ox79EA7FaC951aA455Ecb6bF8809dd44Ba08a2d2FD" }

0
decoded output -
logs n o 0

value 0 vei

FIGURE 6. Successful execution of the manufacturerRegistration function.

B. PRODUCTION SMART CONTRACT FUNCTIONS
o CreateControlledDrug: An illustration of a successful
attempt to run the function that creates new controlled
drug is shown in Figure 7. This function basically allows
the manufacturer, who is the only actor allowed to
execute it, to store the details of the newly manufac-
tured controlled drug Lot on the Ethereum network.
The Ethereum address of the actor who runs the func-
tion is displayed in The “from” field which must be
the manufacturer in this case. The “to” field shows
the Ethereum address of the Production smart contract
which is where the function is located. The “transaction
cost” field shows how much gas is needed to execute
the function. The “hash™ field shows the transaction
hash which is unique for every function execution.
Finally, the “logs” field shows the information that
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is stored on the Ethereum network in the form of an
event. It should be noted here that the input for the
fields that require a string-type input (e.g, the controlled
drug name) are replaced with a bytes32 input instead
because using a string-type input might cause overflow
in the system since string-type inputs are unlimited.
To make this process seamless in a real use case scenario,
the web3.js can be used to convert the user’s input from
string/text to bytes32 and vice versa when information
is fetched from the Ethereum network in the form of
bytes32.

llllllll

adrugouantitys *100° 3 1) © ©

FIGURE 7. Successful execution of the CreateControlledDrug function.

« StartDelivery and EndDelivery: Figures 8 and 9 illus-
trate the details of the delivery process. The Ethereum
address of the actor who runs the function is displayed
in The “from” field which must be the distributor in this
case. The “to” field represents the Ethereum address
of the smart contract that the distributor interacted with
which is the Production smart contract in this case.
The “transaction cost” field shows the total amount of
gas spent to execute the function. The “hash” shows
the address that can later on be accessed to confirm
the details of this specific execution of the function.
Finally, the “logs™ field shows the logs and events of
the function.

LotReception: Figure 10 illustrates the details of the last
step in the delivery process, which is the reception of
the controlled drug lot by the hospital. The Ethereum
address of the actor who runs the function is displayed
in The “from™ field which must be the hospital in this
case. The “to” field represents the Ethereum address of
the Production smart contract in which the function is
executed. The “transaction cost” field shows the total
amount of gas spent to execute the function. Finally,
the “logs™ field represents the details of the reception
process where the Ethereum address of the receiving
hospital is logged and stored.
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m": "0x9921F41ADFECDIIF6CS9E27EbB6DS9aaccHIIES", "topic” s
7479

rargs™s { "0": " 3045862

Yyl

4e11d066.

Production.endDelivery() 0x9921F41ADF6CDIIF6CS8IE2TEbEEDSIaaccsds [
©
©

74€11d066

oxfea...c2580 O

+ "0x9921F41ADF6CDI3F6CSBIE2T £bBEDS9aaCCBIOES", "topic”:

"r1r1 O

mined and execution succeed

0xb998e815da0E6£33talTadd 7 0

0xBA1b2F1AREDICO£229£82669155BECOBIOEI A2

) ox9921F4 9ts O

33002 gas
33002 gas O

0xb998e815da0E6£33EalTads 7

0x4bd...63042

o 0

decoded output - 0

value

FIGURE 10. Successful execution of the LotReception function.

C. CONSUMPTION SMART CONTRACT FUNCTIONS
« DrugReadyForDispensing: Figure 11 illustrates the

details of announcing the readiness of the controlled
drugs for dispensing. The Ethereum address of the actor
who runs the function is displayed in The “from” field
which must be the hospital in this case. The “to” field
represents the Ethereum address of the smart contract
that the hospital interacted with which is the Consump-
tion smart contract. The ““transaction cost” field shows
the total amount of gas spent to execute this function.
The ‘“hash” field shows a unique address that can be
used to refer to this specific execution of the function.
Finally, the “logs” field shows the emitted event details
where the hospital Ethereum address, the controlled
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status

transaction hash

transaction cost

hash

input

decoded input

decoded output

logs

true Transaction mined and execution succeed

Oxfcc2£03e8add2206cb244e8e2e0c8477e732e6eb7047a£7252£c0£78fcdfc1dd O

0xBd1b2F1AAED3CO£229£82669155BECIbI0EIIAZe (O

spensing() 30E4445b7EE4£A£418eCFBAGT

o]

72093 gas @

72893 gas

Oxfcc2£03e8a4d2206ch244e8e2e0c8477e732e6eb7047a£7252£c0£78£cafc1Id

0xd98...24aec [

(O ]

- 0

[ { "from": "0x55BF2eaB94adECE30E4445bTEE4FAL418eCFBALT", "topic”:

" 35££1327al. bbe3cddd61c007aa24", "event":
"DrugReady”, "args": { "0": "0xBd1b2F1AAED3CO£229£82e69155BECObIOEI3IA2C”, "1":
100", "hospital”: "0xBd1b2F1 1 3A2¢", "availabl

transaction hash 0x8c94e8

decoded input

"100" 331 @ o

FIGURE 11. Successful execution of DrugReadyForDispensing function.

true Transaction mined and execution succeed

8775c52e63eTeeb56325a8169ec775672521e£3948c0al O

0x2B46CBC1CBESE97211B8ES216dA422dFE64dCdCE (O

c ¢ tration(add: £256,bytes32)

0x55BF2eaB94adECE30E4445b7EEA FAf418eCF8ALT

86008 gas (O

transaction cost 86008 gas (@

0x8c94e8 3c8775c52e63e7eeb56325a8169ec?75672521e£3948c0a1 [

0Oxcld...45a42

{ "address _patientEA": "OxcBS5e9eBICA£5527A50101227796125EF401e£127", "uint256
_administeredAmount”: "7", "bytes32 _administereddrugImage”:

"0x516d54344165574539513945616£794c4a6971615a755951386d4a6571345a42" } ([

decoded output - 0

[ { "from": "0x55BF2eaB94adECE30E4445bTEEAFAL418eCFBALT", "topic”:
"0x65aa614£6ba79ee140320cda3a03£7b5684e472201£04048£38d394£cTal64dc”, "event”
"DrugAdministered”, "args': { "0": "0x2B46C8CIC8£5£97211B8E5216dA422dF£644CdC8" ,
"1": "0xcB5e9eBICAE5527A50101227796125EF401e£127", 2" "7", "3":
"0x516454344165574539513945616£794c4a6971615a755951386d4a6571345a42
"0x2B46CBCICBE5£97211B8ES216dA422dFE644CACE" , "patientEA”:
"0xcB5e9eBICA£5527A50101227796125EF401e£127", "administeredAmount”: "7",
"administereddrugImage” :

"0x516d54344165574539513945616£794c4a6971615a755951386d4a6571345a42" } } ] O

drug Lots amount, and the amount of controlled drugs
inside each lot are all shown and logged.

(o]

FIGURE 13. Successful execution of DrugAdministration function.
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gas used to execute the function. The “hash” field
shows the unique address of this specific execution of
the function. The ““decoded input” field shows what the
nurse inserted as an input to the function such as the
patient EA, administered amount, and the IPFS hash
of the uploaded image. Finally, the “logs™ field rep-
resents the details of the drug administration process
where the Ethereum address of the patient and nurse,

_prescribedanount’: 10" ) O

decoded output -

[ { "from': "0xS5BF2eaB94adECE30E4445b7EE4FAL418eCFBAAT", "topic”:

"0x5bb2220994£6347242£179603486772373004aabO25 1861 1AR59RARITSAFATE" , "avant"s

“Drugprescribed”, "args”: { "0": * 33768618C .,

"0xcB5e9eBICA£5527A50101227796125EF401e£127", "2": "10", “"prescriber":

03 3376861Ec’ ", "patientEA":

"0xcBSe9eBICAESS27AS0101227796125EF 401 E127" , "prescribedanount®s *10° ) } ] O
o

owei O

FIGURE 12. Successful execution of DrugPrescription function.

o DrugPrescription: Figure 12 shows the details of pre-
scribing a controlled drug to a patient. The Ethereum
address of the actor who runs the function is displayed
in The “from” field which must be the prescriber in
this case. The “to” field shows the Ethereum address
of the Consumption smart contract which is where this
function is executed. The ‘“‘transaction cost” shows the
total amount of gas used to execute the function. The
“decoded input” shows the input of the prescriber which
is the Ethereum address of the patient and the prescribed
amount. Finally, the “logs” fields show the details of
the emitted event which is logged and stored on the
Ethereum network.

DrugAdministration: Figure 13 shows the details
of the controlled drug administration process. The
Ethereum address of the actor who runs the function is
displayed in The “from” field which must be the nurse
in this case. The “to” field represents the Ethereum
address of the smart contract that the nurse interacted
with which is the Consumption smart contract. The
“transaction cost” field shows the total amount of
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the administered amount, and the IPFS hash of the
administered drug image are logged and stored.

« DrugDisposal: Figure 14 shows the details of the dis-
posal process of the controlled drug. The Ethereum
address of the actor who runs the function is displayed in
The “from” field which must be the nurse in this case.
The “to” field represents the Ethereum address of the
smart contract that the nurse interacted with which is
the Consumption smart contract. The “transaction cost”
field shows the total amount of gas used to execute the
function. The “decoded input” shows what the nurse
can insert as an input to the function such as the dis-
posed amount and the IPFS hash of the uploaded image.
Finally, the “logs” field represents the details of the drug
administration process where the Ethereum address of
the nurse, the disposed amount, and the IPFS hash of
the disposed drug image are logged and stored.

VI. DISCUSSION

In this section, various analyses are performed on our pro-
posed solution to evaluate its privacy and confidentiality and
to estimate its security level. Moreover, a comparison of
our proposed solution with existing solutions is performed.
Finally, how our solution can be extended and generalized to
other systems is discussed.

A. PRIVACY, CONFIDENTIALITY, AND SECURITY ANALYSIS
OF THE PROPOSED SOLUTION

Although the solution is implemented using a private
Ethereum blockchain, the privacy and confidentiality of the
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0x55BF2eaB94adECE30E4445bTEE4£Af418eCPBA4T (O

gas 82630 gas O

transaction cost 82630 gas @
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decoded input { "uint256 _disposedAmount’: "3", "bytes32 _disposeddrugImage’:
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decoded output - o
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516d5439716b3343525962464457704446596541763854384831676e6£6e67
7211B8E521 A “n e,

"disposeddrugInage" :

"0x516454397165334352596246445770444659654176385438483167606£66777° } ) | ©

[e]

FIGURE 14. Successful execution of DrugDisposal function.

patient details must be protected. Therefore, the designed
smart contracts permit the authorized actors to only add the
patients Ethereum address when prescribing or administering
a controlled drug to them. This ensures that any personal
information about the patients are never stored on-chain.

Moreover, integrity, accountability, authorization, and

availability are important aspects of the proposed solution
that are analyzed to estimate the security of the proposed solu-
tion. Moreover, some common attacks to blockchain-based
applications are discussed to further evaluate the security of
the proposed solution.

o Integrity: The event-based approach used in the pro-
posed solution for controlled medication management
allows the users to track and trace controlled drugs
when they are being produced and delivered because
every transaction is recorded and stored on an immutable
ledger.

o Accountability and Non-repudiation: The Ethereum
smart contracts written in Solidity language allows using
a feature called the “Modifier”” which permits specific
actors to run specific functions. Therefore, all actors are
accountable for their actions, and any mistake or error
will be permanently stored in the form of an event in an
immutable ledger, and these mistakes or errors can be
traced to identify their sources.

« Availability: Unlike the public Ethereum blockchain,
a private Ethereum blockchain allows trusted nodes to
join the network and do the mining, and such net-
works usually have a smaller number of validating nodes
compared to a public Ethereum blockchain. Therefore,
maintaining a high availability percentage is highly
dependent on the number of validating nodes and their
quality of service.

« MITM Attacks: In such attacks, the attacker needs to
acquire the private key of the sender to steal or change
the contents of a transaction and then sign it. Therefore,
performing such attacks in a blockchain network are
extremely difficult because it is not possible for the
intruder to get the private keys of the senders unless the
sender willingly does that.
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B. SMART CONTRACT SECURITY ANALYSIS

Smart contracts are susceptible to some common vulnerabil-
ities such as integer overflow and underflow, callstack depth
attack, transaction-ordering dependence (TOD), reentrancy,
timestamp dependency, and parity multisig bug. Therefore,
security analysis is required to ensure that none of these
vulnerabilities exist in our smart contracts. To achieve this,
the Oyente tool is utilized. The tool is run by using a
docker container to test the vulnerability of the smart con-
tracts [24]. The results of executing the Oyente tool are
presented in Figure 15 and ensures that there are no vulner-
abilities in our smart contracts, therefore, the smart contracts
can be considered robust and secure against such common
attacks.

INFO:root:contract remote_contract.sol:Consumption:

INFO:symExec: ============ Results ===========

INFO:symExec: EVM Code Coverage: 87.5%
INFO:symExec: Integer Underflow: False
INFO:symExec: Integer Overflow: False
INFO:symExec: Parity Multisig Bug 2: False

INFO:symExec:
INFO:symExec:
INFO:symExec:

Callstack Depth Attack Vulnerability: False
Transaction-Ordering Dependence (TOD): False
Timestamp Dependency: False
INFO:symExec: Re—Entrancy Vulnerability: False
INFO:symExec: ====== Analysis Completed ==
INFO:root:contract remote_contract.sol:Production:

INFO:symExec: ============ Results s====s======

INFO:symExec: EVM Code Coverage: 88.4%
INFO:symExec: Integer Underflow: False
INFO:symExec: Integer Overflow: False
INFO:symExec: Parity Multisig Bug 2: False

INFO:symExec:
INFO:symExec:
INFO:symExec:

Callstack Depth Attack Vulnerability: False
Transaction-Ordering Dependence (TOD): False
Timestamp Dependency: False
INFO:symExec: Re—Entrancy Vulnerability: False
INFO:symExec: ====== Analysis Completed ======
INFO:root:contract remote_contract.sol:Registration:

INFO:symExec: ============ Results ===========

INFO:symExec: EVM Code Coverage: 99.9%
INFO:symExec: Integer Underflow: False
INFO:symExec: Integer Overflow: False
INFO:symExec: Parity Multisig Bug 2: False

Callstack Depth Attack Vulnerability: False

Transaction-Ordering Dependence (TOD): False

Timestamp Dependency: False

Re-Entrancy Vulnerability: False
====== Analysis Completed ======

INFO:symExec:
INFO:symExec:
INFO:symExec:
INFO:symExec:
INFO:symExec:

FIGURE 15. Smart contracts vulnerability analysis.

C. SCALABILITY ANALYSIS OF THE PROPOSED SOLUTION
According to [26], the scalability of a private Ethereum
blockchain that uses PoA as its consensus algorithm is not
significantly affected by the network size. This is because the
way nodes are setup make them seal blocks in a pre-assigned
and static time interval unlike PoW where the addition of
more nodes to the network improves the overall performance
of the system. Furthermore, having more nodes in the net-
work can help in improving the availability and security
of the system, however, it should be noted that there is a
specific number of nodes that the system can have to maintain
its optimal performance, and if this number is exceeded,
nodes might get out of sync and uncle blocks might exist
if the time needed for propagating information exceeds the
block period. Furthermore, with the right network config-
uration (block period, block size, and number of nodes),
a private PoA Ethereum blockchain can reach a throughput
of 328 transactions per seconds which is much higher than the
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15 transactions per second of the Mainnet of the Ethereum
blockchain. Therefore, our proposed solution should be able
to handle a large number of transactions in real time.

D. COMPARISON WITH THE EXISTING SOLUTIONS

A comparison between our solution and other non-blockchain
and blockchain based solutions is presented in tables 2 and 3
respectively.

TABLE 2. Comparison with existing non-blockchain based solutions.

Michael Gabay [5] [6] [7] NICE guidelines [12] PDMP [25]  Our Solution

Decentralization No No No Yes

Integrity No No No Yes
Security No No No Yes
Traceability Yes Yes Yes Yes
Accountability No No No Yes

Table 2 compares the existing non-blockchain based solu-
tions to our solution based on critical parameters. Decentral-
ization, which refers to storing the same data on different
machines, which is the opposite of centralization, is used
as a parameter to show which solution prevents a central
authority from having full control over the stored data. The
comparison shows that our solution is the only one that works
in a decentralized manner, whereas the others are all cen-
tralized. Moreover, integrity is another important parameter
that refers to how accurate the stored data is. Because the
other solutions are controlled centrally, there are no guar-
antees that the stored data cannot be changed, whereas our
solution has the data stored in multiple machines, which
ensures that no central authority can manipulate the stored
data. Additionally, security against common cyber attacks
and vulnerabilities is another important parameter that is used
to evaluate the performance of our solution compared to other
solutions. The centralized nature of the other solutions make
them susceptible to attacks because it is easier to attack a
single point rather than attacking multiple machines which
is the case of our solution. Furthermore, traceability, which
refers to the ability of tracing the origin of the controlled
drugs to ensure their authenticity, is a common parameter
among all solutions because it is the ultimate goal of each
solution. Finally, accountability, which refers to how the
solution can identify the source of each error and mistake in
the system, is another important parameter that needs to be
implemented properly in the solution. Our solution leverages
blockchain technology which ensures that every taken action
is stored permanently on an immutable ledger and therefore
accountability is ensure, on the other hand, the other solutions
allow their actors to log their actions manually which allows
manipulation and increases the likelihood of human error that
is difficult to detect.

Table 3 compares our solution with the existing
blockchain-based solutions. The comparison is conducted
based on important parameters such as blockchain platform,
mode of operation, consensus algorithm, data storage,
tracking capability, throughput, and cost. Like some of the
existing solutions proposed in [16] and [18], our solution has
also used Ethereum network in a private mode of operation;
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TABLE 3. Comparison with the existing blockchain-based solutions.

Our Solution  SecureRx [16]  Singh Retal.[17] P.Zhu et al. [18] Jamil.F [21]
Blockchain Platform Ethereum Ethereum  Hyperledger Fabric Ethereum Hyperledger Fabric

Mode of Operation Private Private Private Private Private
Consensus Algorithm PoA PoW Raft Improved PBFT NA
Off-Chain Data Storage Yes No No No No
tracking Capability Yes Yes Yes Yes Yes
Throughput High Low High Low High
Transaction Cost None High None None None

Infrastructure Cost Low Low High Low High

whereas, the solutions proposed in [17] and [21] have used
Hyperledger Fabric. The consensus algorithm is important
to showcase how scalable the solution can be because it
describes how the nodes communicate with each other to
reach a consensus. Our solution and [18] both used a con-
sensus algorithm that is not the standard PoW to reduce the
communication among the nodes and increase throughput.
Moreover, the use of such consensus algorithms removes the
need for transaction costs. On the other hand, [16] uses PoW
consensus algorithm which affects the throughput negatively
as the number of nodes increases. Moreover, as the network
becomes more congested, transaction costs increase. The
solutions proposed in [17] and [21] use Hyperledger Fabric
which provides very high throughput because of its consensus
algorithms. Finally, the infrastructure cost in the Ethereum-
based solutions is relatively low compared to Hyperledger
Fabric based solutions which requires renting blockchain
servers to allow the solution to work properly at a large scale
while maintaining high throughput.

E. GENERALIZATION

Our solution illustrates how private Ethereum blockchain can
be utilized to fulfill the needs of a controlled medication man-
ufacturing, delivery, administration, and disposal system. The
designed smart contracts that represent the different phases of
the whole process are customized for the needs of this specific
application. However, other systems that have high sensitive
items that require tracking, tracing, and accountability can
have these smart contracts customized to their needs.

The setup of the private PoA Ethereum blockchain will
remain the same and the DApps will be connected to it in
a similar way. However, some systems will require their
Traceable Resource Unit (TRU) to be tracked in real-time
which requires the container to be added as an actor to the
system so that any violation is recorded and reported in real-
time [23]. Moreover, other system might have more than one
distributor in a single delivery process, therefore, the delivery
process function will need to be modified to accommodate the
additional steps.

Figure 2 can be used to further clarify what changes
are needed to customize the proposed solution to other
systems. First, the actors and their interactions will most
likely be different, therefore, the Registration smart contract
needs to be modified to address these differences. Moreover,
off-chain storage might not be needed if the application does
not involve large-sized content. Finally, the developed algo-
rithms for the designed smart contracts can be easily altered
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to meet the requirements of the new system, but they can still
be under the same designation.

VII. CONCLUSION

In this paper, we presented a blockchain based approach for
controlled medication management. We proposed a private
Ethereum blockchain-based solution that enables registering
actors and producing and consuming controlled drugs in a
way that is decentralized, traceable, accountable, transparent,
secure, and auditable. We developed smart contracts that can
replace the manual sheets by automatically recording and log-
ging events that are related to the production and consumption
of controlled drugs. The issue of limited storage space on the
Ethereum network has been overcome by utilizing off-chain
storage where images are uploaded and stored. We present
a high-level system architecture details, system component
interactions, and algorithms for the different phases of the
proposed solution along with their implementation, testing,
and validation details. We analyze the security, privacy, and
confidentiality of the proposed solution to ensure that smart
contracts are safe against common attacks and vulnerabili-
ties and that no information related to any actor in the sys-
tem is made public, and our solution showed good results
in securing the system and keeping the sensitive and con-
fidential information private, moreover, our smart contract
security analysis showed that no vulnerabilities exist in our
smart contract code. We compared our solution with existing
solutions and it showed that it meets the requirements of
a controlled medication management system, whereas other
solutions were lacking in some critical areas such as privacy
and security. We present how our solution can be general-
ized and extended to other systems that are experiencing
similar issues or require similar specifications. Although our
solution has managed to address major issues related to
controlled medication, it still has some issues. For example,
the immutability feature of blockchains can have inverse
consequences because storing wrong information on-chain
due to human error cannot be corrected. Another example
is interoperability which requires all entities to use the same
blockchain network to execute the solution smoothly. In the
future, we aim to implement the full solution using Quo-
rum platform which is a very popular private blockchain
platform for applications that require high security and
confidentiality.
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