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ABSTRACT A digital true random number generator based on the oscillator phase generated by the
second-order sub-harmonic injection locking phenomenon is proposed in this paper. Owing to the thermal
jitter, the phase difference between a free-running (i.e., unsynchronized) oscillator and an injected external
signal collapses to one of two stable solutions in a truly random manner. The injected external signal is
generated from another oscillator operating at close to twice the frequency of the free-running oscillator.
The random sequence extracted from the resulting stable solutions is bias- and correlation-free, nullifying
the need for a bias compensation circuitry. The proposed design is demonstrated with extensive simulations
to be robust under process, voltage, and temperature variations. The generated random patterns pass the
National Institute of Standards and Technology test suite.

INDEX TERMS Hardware security, second-order injection locking, security, security primitive, true random
number generator.

I. INTRODUCTION
Random number generators are major constituents of a
wide range of applications. In statistical sampling and sim-
ulations such as Monte Carlo, reproducible randomness is
often desired and can benefit from pseudo-random num-
ber generators. Alternatively, security-critical applications
require high-quality true randomness that demonstrates no
predictability, bias, or correlation. An example is encryption
algorithms that stem their security from the unpredictable
nature of cryptographic keys. True random number genera-
tors (TRNGs) extract the randomness from different physical
phenomena that are known to be statistically random, such as
thermal noise and radioactive decay.

Thermal noise has been intensively used as a source of ran-
domness because of the inherent statistically random Gaus-
sian distribution and abundance in electric circuits [1]–[5].
Randomness can be extracted from thermal noise using sev-
eral methods, such as amplification of thermal noise directly
from a resistance [1], and conversion of thermal noise to
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jitter [6]. Jitter resulting from PLL circuits has also been used
in TRNG designs [7]–[9].

Additionally, process, voltage, and temperature (PVT)
variation tolerance is an important parameter in TRNG
designs [4], [10]. TRNG designs must be robust against
variations in the operating conditions due to aging effects,
environmental changes, or external physical attacks, such as
those targeting the supply voltage level [11]. Several tech-
niques for bias detection and correction have been proposed
in the literature [12].

In this work, a novel TRNG design is proposed that
extracts randomness from thermal jitter using second-order
sub-harmonic injection locking (SHIL) phenomenon.
Recently, a TRNGbased on second-order SHILwas proposed
in [13]. We argue that the existing design is not feasible to
implement and may not work properly on a fabricated CMOS
chip without certain modifications. The PVT variation effects
were not considered, which could have strong implications
for the TRNG operation, as shown by the analysis in this
work. In this work, an improved design is proposed that
includes bit generation, and a more extensive analysis is per-
formed. The proposed design is resilient to different operating
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conditions, including process variations, temperature, and
supply voltage levels, based on extensive SPICE simulations.
The implications of process variations on bias and correlation
can be mitigated with a lower design overhead in terms of
complexity compared to other designs. The proposed design
successfully passes the National Institute of Standards and
Technology (NIST) SP800-22 test suite.

The remainder of this paper is organized as follows. A brief
background on SHIL related to the proposed TRNG is pre-
sented in Section II. The proposed TRNG design is described
in Section III. The extensive simulation results and NIST test
evaluations are described in Section IV. The implications of
PVT effects on the generated true random number sequence
are described in Section V. Finally, conclusions are presented
in Section VI.

II. SUB-HARMONIC INJECTION LOCKING BASED TRUE
RANDOM NUMBER GENERATOR
Injection locking is a phenomenon observed when two oscil-
lators in close frequency proximity synchronize with each
other. In nature, for example, clock pendulums attached to
the same wall would tick in synchrony after a period of
time. This phenomenon was also observed in electrical oscil-
lators and was first analyzed for LC tanks using Adler’s
equation [14]. A free-running oscillator with a natural fre-
quency F0 is injection-locked by a small external AC sig-
nal running at a frequency within a specific locking range
F0 ± 1F . The oscillator eventually inherits the same fre-
quency as the external AC signal whilemaintaining a constant
phase difference under locking conditions. This phenomenon
is often observed in RF circuits and is typically utilized
in frequency division and frequency synchronization [15].
A generalized Adler’s equation that describes the injection
locking phenomenon for oscillators, regardless of their topol-
ogy, was derived in [16].

Interestingly, oscillators can also be locked to frequencies
that are m integer divisions of an external signal’s frequency
inwhat is known as SHIL [17]. The followingAlderized SHIL
equation can be used to determine the conditions under which
mth SHIL is possible

fext − mfosc
mfosc

= g(θ ), (1)

where the external perturbation frequency fext is close
to m multiples of the free-running oscillator natural
frequency fosc, and g(θ ) is a periodic function of the SHIL
phase difference θ with a period of 1/m. The solution of
(1) provides the locking range for which mth-order SHIL is
possible. In Fig. 1a, the two sides of (1) are plotted for the case
where m = 2, and the solutions are the points of intersection.
A total of 2×m solutions exist, but only half of these solutions
are stable depending on the sign of dx/dy. It should be noted
that the phase difference between the two stable solutions
is 180◦. In Fig. 1b, the realization of the two stable solutions
is shown in the form of two different phase configurations
for the free-running oscillator. In this work, the two phase

FIGURE 1. (a) Demonstration of the two sides of (1). Red dots represent
the unstable solutions. The stable solutions are marked as either a yellow
or a blue dot – this designation for the two stable solutions is maintained
throughout the paper. (b) The two stable solutions are represented as two
different phase configurations (f 1

osc and f 2
osc ) while undergoing SHIL to

an external signal (fext ). (c) Representation of second-order SHIL as a
metastability curve.

configurations are denoted as bit 1 and bit 0. The existence of
two solutions under second-order SHIL can be represented
as a metastability curve, as shown in Fig. 1c. The analysis
of (1) demonstrated several important properties [17]. The
properties that are most relevant to the proposed work are
summarized as follows:
• There exists m stable solutions for each mth order SHIL.
• Disturbances to the circuit can lead to changes from one
solution to another.

• An asymmetric ring oscillator (RO) design enhances
second-order SHIL.

To the best of the authors’ knowledge, there is no analytical
equation in the literature that describes which solution out
of the m stable solutions the circuit will resolve to. In this
work, the idea of the TRNG is built around second-order
SHIL, where a free-running oscillator’s phase resolves to
one of two stable phase configurations when perturbed by
an external signal running at a frequency close to twice its
natural frequency. Based on extensive simulations, we argue
that the resulting phase configuration depends on the rel-
ative phase of the free-running oscillator and the injected
signal at the moment of locking, and that both stable phase
configurations occupy half of the solution space. A jittery
switch signal is utilized to create uncertainty in the circuit
condition at the moment of locking, resulting in truly ran-
dom output locking states that represent the two binary bits.
As a result of the flexible locking range, the design is tolerant
to frequency variations under different temperatures, voltage
levels, and process variations. If both sources of frequency are
designed based on the same platform, the circuit operation
can be maintained under temperature and process variation
changes as long as the oscillators remain within the locking
range. The implications of the power supply variations can be
mitigated by designing inverters in a tunable manner to alle-
viate extreme frequency changes similar to the work reported
in [4]. Note that fine tuning is typically not required, and
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only coarse tuning is sufficient to position the circuit within
a reasonably wide frequency locking range.

III. RING OSCILLATOR IMPLEMENTATION OF THE
PROPOSED DESIGN
The general circuit for the SHIL TRNG proposed in an earlier
work [13] is shown in Fig. 2. In this circuit, a fast external sig-
nal is injected into a slower free-running RO designed with a
natural frequency close to half the frequency of the externally
injected signal. The slow RO is designed with asymmetric
transistor sizing to enable second-order SHIL, as mentioned
in [17]. The SHIL circuit is designed with the locking range
considered, and the SHIL phenomenon is controlled using
a switch. In the event of turning on the switch (logic high),
SHIL occurs where the slow RO frequency synchronizes with
half the frequency of the external signal. Because the external
signal frequency is around twice as fast, each peak of the slow
RO corresponds to two peaks of the external signal. Owing
to SHIL, each slow RO peak synchronizes with either one
of the two peaks of the external signal constituting the two
stable phase configurations, as shown in Fig. 1b. Each peak of
the external signal wave is designated as peak ‘0’ or peak ‘1’
to distinguish the two stable phase configurations. When the
switch is turned off (logic low), the slow RO reverts to its
natural frequency and loses synchronization with the external
signal until the switch is turned on again.

FIGURE 2. SHIL based TRNG design which is vulnerable under
PVT variations (reproduced from [13]).

Several drawbacks can be noted in the design shown
in Fig. 2. For example, consider the following hypotheti-
cal situation: Because of the PVT effects, the free-running
RO natural frequency shifts to exactly half the frequency
of the external signal. This is the same as saying that the
free-running RO has a natural frequency equal to its fre-
quency under second-order SHIL. Assume that both the exter-
nal signal and the free-running RO are comprised of ideal
components, and the switch is the only source of jitter. When
the switch is turned on, the free-running RO synchronizes
with the external signal following one of the two phase con-
figurations shown in Fig. 1b. When the switch is turned off,
the free-running RO will not lose synchronization because its
natural frequency is the same as its frequency under SHIL.
Therefore, the free-running RO will keep tracking the same
phase configuration under ideal conditions. When the switch
is turned on again, the free-running RO is more likely to
maintain its phase configuration given that it already sat-
isfies a stable solution for the SHIL equation. Under this

hypothetical situation, the TRNG will be biased toward out-
putting the same bit regardless of the amount of jitter in
the switch. In another hypothetical situation, assume that the
natural frequency of the free-running RO is slightly different
from its frequency under SHIL. A switch period that is too
short may not allow enough time for the free-running RO
to significantly desynchronize during the time between two
successive SHIL events, resulting in a significant correla-
tion between successive bits. In this case, a long switch
period is needed to increase the likelihood of a change in
the next switching event, depending on the proximity of the
two frequencies. This places a constraint on the minimum
switch jitter required to produce unbiased randomness. The
aforementioned hypothetical situations show that the opera-
tion of the TRNG is sensitive to the difference between the
free-running RO frequency and its frequency under SHIL and
can be widely affected by PVT effects.

The main assumption in the previous hypothetical sit-
uations is that the resulting phase configuration under
second-order SHIL depends on the phase difference between
the free-running RO and the two stable phase configurations
at the onset of SHIL. The phase difference, defined in the
previous sentence, is determined by the rate of desynchro-
nization between two successive SHIL events (i.e., when the
switch is turned off). The following simulation is conducted
to test this assumption. The circuit in Fig. 2 is implemented on
Cadence Virtuoso circuit simulator, where the free-running
oscillator is designed with a natural frequency of 6GHz, and
the frequency of the external signal is 11.6GHz. When the
switch is turned on, the free-running oscillator undergoes
SHIL and oscillates at a frequency of 5.8GHz. The onset of
SHIL corresponds to the moment when the switch is turned
on, as represented by (Point B) in Fig. 3. The phase config-
uration of the free-running RO under SHIL is measured as a
function of both the free-running RO phase and the external
signal phase at the onset of SHIL, and the resulting 2D map
is shown in Fig. 4. Because the external signal frequency
is twice that of the stable phase configuration, two cycles
of the external signal correspond to one cycle of the stable
phase configuration. The two stable phase configurations are
equally represented in the 2Dmap, but their distribution is not
symmetric because of the non-idealities in the circuit. In this
2Dmap, a constant phase difference between the free-running

FIGURE 3. Switch signal with frequency (fswitch). Point A is a point where
the two oscillatory signals are disconnected and desynchronized. Point B
represents the onset of an SHIL event, where the two oscillatory signals
start synchronizing.
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FIGURE 4. On the right: 2D map of the SHIL phase configuration of the
RO as a function of the free-running RO phase (x-axis), and the external
signal phase (y-axis). The SHIL phase configuration is measured when the
signals completely synchronize. The phases are measured at the onset of
SHIL before complete synchronization. The yellow (blue) squares refer to
the phase configuration synchronized with the yellow (blue) marked
peaks of the external signal wave (on the left). The line (y = 2x) plotted
shows that no significant changes occur if the free-running RO maintains
constant phase difference with any of the two phase configurations.

RO and the SHIL phase configuration is maintained on lines
parallel to y = 2x. In most cases, lines of constant phase
difference cover only one of the two phase configurations
except at the boundaries. The results show that if the phase
difference is kept constant between two successive SHIL
events, the phase configuration in both events is likely to be
the same. Therefore, for unbiased randomness, the amount of
jitter in the switch should allow for a significant change in the
phase difference between successive SHIL events.

Because the free-running RO natural frequency is not
exactly half the frequency of the external signal, the two
signals desynchronize when the switch is turned off, which
means that their phase difference is not maintained constant.
To show the desynchronization between two successive SHIL
events for the example in Fig. 4, the 2Dmap is converted from
phase to delay, as shown in Fig. 5. The origin corresponds
to (Point A) in Fig. 3, which is an arbitrary instance in time
when the switch is turned off and the two signals are at
phase 0◦. When the switch is turned off, the two oscillatory
signals are disconnected, and their phase difference starts
to increase. The growth in phase difference results in the
transition from one phase configuration region to another.
The transition between the two phase regions over one period
and its extensions over several periods are represented by the
solid and dashed black lines, respectively, in Fig. 5. Because
of the mismatch between the period of the free-running
oscillator and the period of the SHIL phase configuration,
the extensions of the solid black line (y = x) shift slightly
to the right after every cycle. Point B in Fig. 5 is the point at
which the phase difference between the two signals is 180◦.
The phase difference returns to Point A again after a time
period corresponding to the beat frequency of the two signals.
As the two phase configurations are equally distributed in the
2D map, a switch jitter covering the full 2D map will result
in true randomness. Assuming a Gaussian distribution for

FIGURE 5. The x and y axes of Fig. 4 are converted to delay and replotted
here. The solid black line is the line y = x representing desynchronization
when the switch is off. The dashed black lines are the extension of the
solid line over successive periods. Point A is an arbitrary point when the
switch is off and no frequency locking taking place. Point B represents
180◦ phase shift from Point A. The white region on the right depicts the
mismatch between the frequency of the free-running RO (6GHz) and the
phase configuration (5.8GHz).

the thermal jitter in the switch, an RMS jitter value covering
180◦ phase difference between the free-running RO and any
of the phase configurations would be required to minimize
the correlation between successive measurements. This value
can be calculated from the beat period of the free-running RO
signal and the phase configuration divided by half, as follows

RMS Jitter =
(

1
|fext − 2fosc|

)
, (2)

where fext is the external signal frequency (which is twice
the frequency of the phase configurations), and fosc is the
free-running RO frequency.

In (2), the values of the two frequencies in the denominator
should be close to each other to satisfy the locking range
requirement, resulting in a large thermal jitter requirement.
Additionally, a small variation in the frequencies due to PVT
will lead to a large variation in jitter requirements. For exam-
ple, a 2% change in the free-running RO frequency could
result in the doubling of the required RMS jitter. For the
case where the free-running RO natural frequency is exactly
half the external signal frequency, an infinite amount of RMS
jitter is required, meaning that the output is always biased
toward one of the phase configurations. Therefore, obtaining
results with no bias or correlation may not be practical with
the circuit shown in Fig. 2.

To minimize the RMS jitter requirement in (2), without
violating the locking range, an improved design is proposed
in which the oscillator is turned off with the switch, as shown
in Fig. 6. In this design, when the switch is turned off,
desynchronization occurs instantly because the free-running
RO is disabled.When the switch is turned on, the free-running
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FIGURE 6. Proposed TRNG design where the switch is connected between
the free-running RO and the supply voltage.

RO is powered up and is injection-locked to a phase config-
uration depending on the phase of the external signal at the
moment of switching. Therefore, turning off the free-running
RO with the switch results in eliminating the 2fosc term from
(2) leading to a much smaller RMS jitter requirement

RMS Jitter =
(

1
fext

)
. (3)

In this case, the switch edge can be viewed as sampling
from a 2D solution space corresponding to one of the ver-
tical lines in Fig. 5. This representation is shown in Fig. 7,
where both phase configuration regions overlap periodically.
Ideally, the best-case scenario is when the edge of the switch
is situated at the midpoint between the two phase configura-
tion regions. In this best-case scenario, any amount of thermal
jitter is sufficient to produce a random phase configuration.
However, with no constraint on the switch edge position, the
worst-case scenario is equally probable, where the clock edge
is situated in the middle of one of the two phase configuration
regions. The Shannon entropy value is estimated based on the
worst-case scenario as a function of the switch RMS jitter
normalized to the external signal period. The most probable
output in the worst-case scenario is calculated from the Gaus-
sian CDF, and the resulting entropy is plotted in Fig. 8. An
entropy value of 0.99994 is obtained when the RMS jitter is
equivalent to one period of the external signal.

FIGURE 7. Worst-case entropy and best-case entropy position for the
switch position.

FIGURE 8. Shannon entropy estimation based on worst-case scenario.

IV. STATISTICAL ANALYSIS OF THE TRUE RANDOM
NUMBER GENERATOR
The proposed design is implemented at the transistor level
and simulated using Cadence Virtuoso circuit simulator
using 28nm FDSOI technology, based on the circuit shown
in Fig. 9. The free-running RO is designed with asymmetric
transistor sizing, which is suitable for second-order SHIL.
The external signal is generated from another on-chip ring
oscillator - henceforth referred to as the external signal
RO - connected to the free-running RO through a sync
inverter. The sync inverter controls the connection strength
between the two oscillators. The sizing of this inverter is
important, and a strong connection could potentially drive
the free-running RO to the frequency of the external sig-
nal RO. The sync inverter is disabled with the switch signal
to reduce coupling between the signals on both sides of the
sync inverter when the switch is turned off. Thermal jitter is

FIGURE 9. Proposed SHIL TRNG design with improved PVT tolerance and
bit generation.
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FIGURE 10. Signals from the circuit shown in Fig. 9. The topmost graph is for the switch signal. The Ref. RO (Green) is always
synchronized with the external signal RO (Red). When the switch is high, the free-running RO (Blue) is powered up and starts
synchronizing with the external signal RO. The XOR detects whether the reference and free-running signals are in phase or out of phase.

injected into the switch with an RMS jitter value equal to the
external signal RO period.

For bit generation, a reference RO is added that is designed
with the same natural frequency as the free-running RO. The
reference RO is always powered and injection-locked to the
external signal RO. The idea is that the reference RO will
follow one phase configuration, whereas the free-running RO
will switch between the two phase configurations according
to the switch jitter. In this way, every time the switch is turned
on, the free-running RO will be either in phase or out of
phase with the reference RO. By XORing these two signals,
a random binary bit can be obtained directly when the switch
is turned on. The requirement that the reference ROmaintains
a constant phase configuration is not strict because the XOR
gate will give a random output as long as one of its inputs is
random.

The external signal RO is designed with a frequency
of 16.9GHz, and the free-running oscillator is designed with a
frequency of 8.4GHz close to the lock frequency of 8.45GHz.
The switch frequency is designed at 700MHz to allow suffi-
cient time for a stable phase configuration. The experimental
results demonstrate that this frequency is sufficient for SHIL
to occur, and for any uncertainties in the phase configuration,
at the beginning of the lock, to resolve. Additionally, a switch
frequency that is slower than that of the injection-locked ROs
allows for thermal jitter effects to accumulate. The throughput
of this design is determined based on the switch frequency
and is therefore 700Mbps at a temperature of 25◦C and a

supply voltage of 1V. A total power of 511µW is reported
from the simulation, resulting in an energy consumption
of 1.16pJ/bit.

The output signals of this setup are shown in Fig. 10, where
a representation of the two stable second-order SHIL phase
configurations is shown. The free-running oscillator signal
is in phase with one of the peaks of the external signal RO
when the switch is high. Without loss of generality, the two
peaks are designated as bit ‘1’ and bit ‘0’. The XOR gate
detects the resulting phase configuration by XORing the
free-running RO signal with the reference RO. The simulation
results are imported into MATLAB to extract the random
binary sequence from the XOR signal. The generated binary
sequence successfully passed all NIST SP800-22 tests based
on P-values and proportions of passed sequences, as listed
in Table 1. The binary sequence used in these tests is 2Mb
long, which is limited by the long simulation time, as SHIL
simulations require small sequential time steps that do not
benefit from parallelization.

The design of this TRNG is not affected by deterministic
jitter in the switch signal as long as the thermal jitter is
sufficiently large. The reason is that any offset to the edge of
the switch will be superimposed with the Gaussian thermal
jitter, diminishing any correlation. This is accounted for by
assuming the worst-case entropy position for the switch edge
according to Fig. 7 and the entropy estimation in Fig. 8.
This is further tested by running a simulation including deter-
ministic jitter in addition to the thermal jitter components

VOLUME 9, 2021 141631



E. Elmitwalli et al.: PVT Tolerant True Random Number Generator Based on Oscillator Phase

TABLE 1. NIST SP800-22 randomness test results for a binary sequence
of length ∼2Mb, divided into 110 sub-sequences of length 20Kb each.
All tests are successful.

with the resulting sequence successfully passing the NIST
SP800-22 tests. Additionally, because the design is based on
ROs, global deterministic jitter sources cancel out [18], [19].

V. PROCESS, VOLTAGE AND TEMPERATURE VARIATIONS
The design is evaluated at different temperatures to mimic
different operating scenarios. The simulation is run over a
temperature range from -50 ◦C to 110 ◦C and the results are
tabulated in Table 2. The temperature affects the ROs in a
similar fashion, resulting in a shift in their frequencies. The
frequency values in this table are the natural frequencies of
the external signal RO and the free-running RO. Although the
frequency shift is different for each RO, SHIL can still occur
as long as the value fosc − fext/2 is within the locking range.
According to the results, the binary sequences generated from
the design pass the NIST test across the tested temperature
range.

To demonstrate the effect of temperature on the entropy
of the proposed design, the estimation of Shannon entropy
is carried out using the results from Table 2. The resulting
entropy curve is compared with the existing design, as shown
in Fig. 11. The RMS jitter value is normalized to the fre-
quency of the external signal RO at the nominal temperature.
The results show that for the design proposed in this work,
the required RMS jitter to obtain the same entropy value
does not change significantly with temperature. However,
for the existing design in [13], the required RMS jitter is
much larger at any given temperature. Additionally, changes
in temperature lead to large jumps in the required RMS jitter,
which make it impractical to make a design that is robust
across a large temperature range.

The process and mismatch variation effects are stud-
ied using Monte Carlo simulation files provided with the
technology library. The simulation is run for 300 different
samples to cover a large number of possible combinations.
Generating a binary sequence that is long enough for the

TABLE 2. NIST test results for different temperature points. The reported
frequency values are for the external signal RO and the free-running RO
while both are disconnected from each other (i.e. No SHIL effects).

FIGURE 11. Shannon entropy estimation at different operating
temperatures as a function of the switch RMS jitter normalized to the
external signal Oscillator period at nominal temperature for the proposed
design (left), and the existing design (right).

NIST test in each of the 300 samples requires a very long
simulation time. Therefore, based on the temperature varia-
tion results listed in Table 2, the proposed design is assumed
to generate the desired randomness as long as SHIL is
correctly maintained in the circuit corresponding to each
sample point. The basis for this assumption is that as long
as SHIL takes place, the circuit entropy will follow the
entropy curves similar to those shown in Fig. 11. The dis-
tribution of the value (fosc − fext/2), representing the mis-
match between the free-running RO natural frequency and the
sub-harmonic of the external signal RO frequency (fext/2),
over the Monte Carlo sample points is plotted in Fig. 12.
SHIL is maintained across all of the sample points, which
means that the mismatches in frequency are within the range
of second-order SHIL, and the operation of the circuit is
not affected. The highest mismatch in frequency due to the
process and mismatch variations is smaller than ± 300MHz,
and from Table 2, this range of mismatch successfully passed
the NIST test.

The changes in the frequency values with varying supply
voltage levels result in a larger frequency mismatch that can
push the circuit outside the SHIL locking range. To counter
this problem, tunable inverter cells are used in the design of
the sync inverters. The tunable circuit used in the proposed
design is shown in Fig. 13, which is similar to the coarse
tuning reported in [4]. The sync inverter controls the injection
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FIGURE 12. Distribution of the value (fosc − fext /2) under process and
mismatch variations. The circuit is designed to have a small frequency
difference between the free-running RO and the locking frequency
(fext /2), but due to the process and mismatch variations this difference
changes. Frequencies are calculated by simulating both ROs disconnected
while reproducing loading effects. The range tolerated by SHIL from
temperature variation results is marked by a double headed arrow.

FIGURE 13. Tunable sync inverter cell design.

TABLE 3. Control signals to tune the locking range according to supply
voltage.

strength of the SHIL while also affecting the loading of the
external signal RO. By using a logic control circuitry to
disable and enable the tunable gates, the locking range can be
shifted. Under this tuning scheme, injection locking is suc-
cessfully maintained over a power supply range from 0.65V
to 1V, as shown in Table 3. However, a lower supply volt-
age makes the SHIL transition slower and may significantly
decrease the external signal RO frequency, requiring a longer
period and a larger RMS jitter for the switch, respectively.

A comparison with the state-of-the-art TRNG designs is
presented in Table 4. It should be noted that the performance
results in the table are for different technology nodes and
operating points. The table demonstrates that the perfor-
mance of our design is comparable to that of recent designs,
while requiring lower energy consumption. Temperature and

TABLE 4. Comparison with similar work.

process variations are also tolerated without any additional
tuning circuitry as compared to other variation-tolerant
designs.

VI. CONCLUSION
SHIL is a promising technique that can be used to generate
truly random numbers owing to its metastability. A novel
TRNG circuit design using second-order SHIL is proposed
in this paper. Compared to existing work using the same
phenomenon, the proposed design significantly improves the
jitter requirement and tolerance for PVT variations. In this
work, the proposed TRNG demonstrates a high tolerance
for temperature variations across a range from −50◦C to
110◦C owing to the flexible locking range of SHIL. Pro-
cess and mismatch variation tolerance across 300 Monte
Carlo sample points are achieved without tuning. The lack
of tuning requirements for temperature, process, and mis-
match variations reduces the circuit complexity compared to
state-of-the-art designs. Robustness against voltage supply
variations within a range from 0.65V to 1V can be attained
using tunable inverters. A tentative throughput of 700MHz
was realized with an energy consumption of 1.16pJ/bit
measured at a temperature of 25◦C and supply voltage
of 1V.
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