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ABSTRACT A comprehensive set of security technology enablers will be critically required for communica-
tion systems for the 6G era of the 2030s. Trustworthiness must be assured across IoT, heterogenous cloud and
networks, devices, sub-networks, and applications. The 6G threat vector will be defined by 6G architectural
disaggregation, open interfaces and an environment with multiple stakeholders. Broadly decomposed
into domains of cyber-resilience, privacy and trust and their respective intersection, we explore relevant
security technology enablers including automated software creation and automated closed-loop security
operation, privacy preserving technologies, hardware and cloud embedded anchors of trust, quantum-safe
security, jamming protection and physical layer security as well as distributed ledger technologies. Artificial
intelligence and machine learning (AI/ML) as a key technology enabler will be pervasive and of pivotal
relevance across the security technology stack and architecture. A novel vision for a trustworthy Secure
Telecom Operation Map is developed as part of the automated closed loop operations paradigm.

INDEX TERMS 6G, security, cyber-resilience, privacy, trustworthiness, sub-networks, wireless networks.

I. INTRODUCTION
Communications in the 2030s will be heavily influenced by
6G technology and its architecture, which will hold signifi-
cant potential and opportunity to expand and augment human
potential. The 6G era will be about connecting the physical,
digital and biological worlds to provide humans with new
experiences by augmenting our intelligence, producing and
consuming new and immersive digital worlds and controlling
the automatons of the 2030s. Human lifestyle and possibility
will be fundamentally transformed [1], [2]. Notwithstanding,
a key prerequisite to realizing the full value and benefit of 6G
will be research on cyber-resilience, privacy and trust.

Health monitoring is a good example of why security,
privacy and trust deserve the utmost attention. As part of the
‘augmenting our intelligence’ category of use cases, humans
will learn from and with machines in new ways, sense and
analyze the physical world through the network, which will
essentially provide a sixth sense, i.e., a continuous augmented
intelligence overlay through various biological and physi-
cal sensors, with the network acting as a sensor and thus
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a source of intelligence. Such scenarios of augmenting our
intelligence may hold special promise for healthcare through
in-body monitoring and analysis, thereby connecting with the
biological world. Security, privacy and trust considerations
should shape system design to strictly avoid any compromise
of patient control and anonymity. Data and information must
be processed without knowledge of the patient identity if, for
instance, processing is done on an untrusted platform.

In the category of creating new and immersive digital
worlds, the proliferation of video and online sessions during
the pandemic have shown an interest in mixed reality telep-
resence. In the long term, this may expand to holographic
immersion. New privacy solutions will be needed to prevent
inadvertent and unauthorized sharing of artifacts within
shared video streams.

Other use cases in this category include high resolution
mapping for remote driving and transport purposes both
indoors (e.g., in manufacturing) and outdoors. This kind of
mixed reality co-design is likely to take Industry 4.0 to the
next level in the 2030s, but it will need holistic security mech-
anisms. Industrial operations will go beyond the extensive use
of IoT devices and mission critical connectivity, to collabora-
tion between mobile robots, drone swarms, and life-critical
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connectivity requiring high accuracy positioning, actuation
and sensing. Such industrial use case scenarios will require
enhanced mechanism for assurance of identity and privacy
of the new autonomous machines and devices to protect
intellectual property of the companies involved. Distributed
data from sensor fusion will require special information secu-
rity protection in a world of billions of devices, millions of
sub-networks and awide variety of ecosystems.While several
recent papers cover 6G vision and technologies [3]–[8], 6G
security and privacy aspects have been sparsely covered in
publications such as in [9], [10]. Recent categorized surveys
of exclusive 6G literature seem to confirm this [11].

The 6G architectural paradigm [2] will include simplifi-
cation and convergence of radio access and core networks
building on a micro-services and cloud-native approach. The
associated change in security paradigm will increasingly be
part of 5G deployment evolution beyond what is explicitly
specified in the 3rd Generation Partnership Project (3GPP)
specification [12] by taking advantage of the information
technology (IT) family of technologies [13], [14] as will be
described more in Section II; likewise, open source technolo-
gies will contribute to security and privacy solutions [15] as
a foundation for the 6G era.

While options of redundancy should not be confused with
security mechanisms, multi-path routing and enhanced path
reliability for software-defined networks (SDN) can also be
considered to be part of the end-to-end 5G evolving secu-
rity architecture. Proliferation of open interfaces in conjunc-
tion with co-create vehicles of shared development such as
ORAN [16] will help drive the security requirement set in
new ways. Future evolution of edge cloud and virtual Radio
Access Networks (vRAN) will drive the transformation of
massive scale access, while dedicated hardware accelerators
will help optimize extreme attributes of 6G performance.
6G hardware and cloud-embedded anchors of trust will con-
tribute to next-generation trustworthiness in terms of the
Trusted Execution Environment (TEE) and flexible anchors
of trust to ensure system integrity.

To analyze potential 6G security innovation, we find
it helpful to associate technology enablers with cyber-
resilience, privacy and trust as primary domains of impact.
In each of these categories, we discuss new technology
enablers that will likely play a role in the 6G security design.
AI/MLwill be of critical importance to identify novel attacks,
although they will also likely be used to create ever more
sophisticated attacks in the years to come.We foresee a future
where AI/ML will assure security across technologies and
the full lifecycle of network development, distribution and
deployment.

Trustworthiness in the 6G era will require automated
software (SW) creation and automated closed-loop security
operations including a vision for a comprehensive Secure
Telecom Operation Map (SecTOM).

Privacy preserving technologies such as homomorphic
encryption and federated learning will be crucial for
various use case scenarios as described above and will

complement technology enablers such as hardware (HW)
and cloud-embedded anchors of trust. Quantum safe secu-
rity enablers have the potential to redefine cyber-resilience.
Jamming protection and physical layer security (PLS)
and distributed ledger are some other security technology
enablers of relevance for communications in the 2030s.

This paper takes a holistic and visionary view of 6G secu-
rity including technology enablers from the physical to the
application layer, covering aspects related to specifications,
development, deployment and operations.

The novel aspects of this paper are that this is a vision
building on research and exposure to debates and discussions
with customers, partners and SDOs. Moreover, our security
vision is anchored in 6G architecture. This is a condensed
overview of the most relevant security technology enablers
and secure SW creation and operations are explicitly covered.
The new and comprehensive concept of Secure Telecom
Operations Map (SecTOM) is introduced. New technology
enablers are presented such as edge validation for data
integrity and advanced jamming protection.

The paper is structured as follows. In Section II the
evolution of 5G security paradigm is described. The expand-
ing 6G threat vector and our view of the challenge of 6G era
trustworthiness is introduced in Section III. Section IV will
dive deeper into the main aspects of 6G security technology
enablers clustered into domains of cyber-resilience, privacy
and trust and their respective intersection. In section V,
we describe the specific research challenges related to the
security technology enablers. We conclude with a summary
in Section VI.

II. EVOLUTION OF THE 5G SECURITY PARADIGM
In the Introduction, we briefly outlined the context for a
comprehensive 6G security vision to assure security, privacy
and trust for the next generation of networks. However, 5G
security design has already brought about unprecedented
flexibility and transformation compared to previous gener-
ations of mobile networks. Hence, it is appropriate, as a
starting point, to revisit 5G security evolution as defined and
driven by both 3GPP [12] and other standards organizations
such as ETSI NFV [13].

3GPP Rel 15 has defined a comprehensive security archi-
tecture for 5G [17] including a new access-agnostic authen-
tication framework. Enhanced subscription privacy has been
defined to defeat the so-called ‘‘IMSI-catching’’ that has been
a significant threat to subscriber location privacy in previous
mobile network generations. User plane integrity protec-
tion has been added to complement user plane encryption.
Extensible Authentication Protocol (EAP) based ‘‘secondary
authentication’’ and network slice specific authentication and
authorization is covered by the 3GPP security architecture.
New architectural approaches like service-based architec-
tures have new security concepts, including, in this case, not
only mutual authentication and transport layer security for
all communications between network functions, but also an
authorization concept that enables control of service usage
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in a granular way between network functions. For intercon-
nection security, the somewhat inflexible 3G/4G approach,
which relied solely on IPsec tunnels, has been enhanced by
a much more flexible security protocol allowing intermedi-
aries within the interconnection network to apply meaningful
treatment of signaling messages in a secure way.

Beyond 3GPP specifications, various security mechanisms
such as perimeter security and traffic filtering by virtual
firewalls, logically or even physically separated security
zones, and traffic separation by Virtual Local Area Networks
(VLANs) and wide area Virtual Private Networks (VPNs)
will continue to be essential means of protection and differen-
tiated security control during the 5G evolution. Holistic and
automated security management and orchestration must be
complemented by automated, self-adaptive, intelligent secu-
rity controls across the 5G network and across all the layers
of the architectural stack. As 5G network elements and net-
work functions move to the telco cloud, they are transformed
from dedicated and specialized, closely coupled HW and SW
units to pure software entities, running on standard IT HW
providing a virtualized environment as supported by ETSI
NFV. Sound and robust implementations of the virtualization
layer, including the hypervisor and the overall cloud platform
software as well as security aware implementation of the
network functions, are essential for a secure deployment.
Moreover, mechanisms must be in place to assure integrity
and trust for both platform and virtualized network functions.

Table 1 shows items that we foresee will shape the
evolution of the 5G security paradigm in the next several
years. Crypto algorithms for the radio I/F will evolve by using
256-bit symmetric keys. Special ‘‘light-weight’’ crypto algo-
rithms will be introduced that provide high security but, at the
same time, minimize the computational effort for low-energy
budget devices. Enhancing privacy protection is high on the
5G security evolutionary agenda. An obvious next step is
to strictly enforce single use for temporary identifiers in the
non-access stratum protocols. Another step is to improve the
authentication and key agreement procedure to further reduce
the threat of tracking or linkability attacks, where an attacker
may be able to verify the presence of a victim device despite
the enhancements in subscriber privacy.

Secure multi-party computing protocols will allow the
processing of sensitive data, for example, about security
incidents in networks in a privacy preserving manner. New
options for secure hardware on end devices should allow for
more flexibility and diversity as is, for instance, required with
non-public networks. As attacks are expected to becomemore
sophisticated and to no longer be launched mainly in the user
plane, but also in the control plane, enhanced control plane
robustness on external interfaces such as between device and
network may be needed.

We expect to see full operationalization of 5G slicing
security management and automation in the coming years.
We also expect further evolution of self-adaptive and intel-
ligent 5G security controls by means of intelligent security
orchestration, automation and response (SOAR) operational

loop (protect-detect-respond) with enhanced response; secu-
rity management and automation will seamlessly be inte-
grated with the overall 5G network Service Management and
Orchestration (SMO) solutions.

TABLE 1. Evolution of 5G security paradigm.

The transition to, and adoption of, the cloud-native network
and lifecycle paradigm will continue for reasons of increased
simplicity, lower cost and IT flexibility. Comprehensive
micro-services monitoring as well as platform and workload
integrity protectionwill be needed at boot and during runtime.
Cloud-native technologies empower service providers and
vendors to build and operate scalable applications in dynamic
cloud environments and as fostered and supported by Cloud
Native Compute Foundation (CNCF) [18]. CNCF has started
to analyze the complex arena of security issues and challenges
in conjunction with the cloud-native paradigm. The transition
to ‘‘DevOps’’ [19] will assure an agile framework for continu-
ous delivery and integration for large scale digital production
environments; the approach of ‘‘shift left’’ moves security
concern upstream in the application development process and
can therefore be viewed as integral part of ‘‘DevSecOps’’.
In this context it is to be noted that the number of supply
chain attacks keeps growing and securing the software supply
chain will continue to be a challenge of relevance. In the sub-
sequent section, we explore the expanding 6G threat vector
beyond 5G evolutionary scope and the associated challenge
of trustworthiness.

III. THREATS AND TRUSTWORTHINESS CHALLENGE
The stage for threats and challenge of trustworthiness in the
6G era is set by the disaggregated het-cloud architecture [2] in
conjunction with softwarization and IT-based infrastructure
operations as shown in Figure 1. The het-cloud platform is
a heterogeneous, distributed cloud environment at different
locations with multiple stakeholders. Applications can be run
at different sites such as on-premise, edge and core and in
conjunction with a variety of different hardware and software
stacks. Clouds can be private, public or hybrid.

As is shown in Figure 1, the concept of het-cloud goes
beyond the poly-cloud approach of integrating cloud offer-
ings from various web-scale and dedicated cloud providers.
It includes the compute, storage and run-time environment of
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FIGURE 1. Trustworthiness challenge in the age of 6G architectural decomposition [2].

millions of specialized sub-networks, as well as billions of
devices and sensors and expands well known challenges of
IoT and cloud compute security [20]. This implies a dis-
aggregated architecture with multiple multi-vendor (MV)
trust domains across the cloud stack and topology, as well
as untrusted domains on a massive scale consisting of
sub-networks and devices.

One of the key benefits of the het-cloud architecture is
the ease with which new services can be created, placed,
subsequently scaled and moved between the clouds, and
the efficiency with which they can be executed. Knowledge
of the cloud capabilities can be used to optimize service
performance, including aspects of security and robustness.
Function-as-a-Service (FaaS) as shown in Figure 1 as inte-
gral part of the cloud stacks can be considered for selected
control plane and management functions to enable enhanced
low-start-up delay for execution as well as fast and adap-
tive locality aware storage access. FaaS will sit on top of
Platform-as-a-Service (PaaS) and Infrastructure-as-a-Service
(IaaS) stacks, thus making 6G network-related operations
and intelligence, as contained in the Backend-as-a-Service
(BaaS), of high relevance for security related data collection
and analysis, logging and monitoring.

The potential 6G threat vector is illustrated in Figure 2.
In the Introduction, we described the context of security
and privacy risk exposure for use case families such as aug-
menting our intelligence, producing and consuming new and
immersive digital worlds as well as controlling automatons.
Billions of sensors and devices and new human machine
interfaces (HMI) will form the basic stratum of threat. On the
network side, millions of untrusted specialized sub-networks
and their associated dynamic performance attributes will
redefine the arena for attacks, including the risk of malicious
appropriation of authentication and identity. 6G open inter-
face and disaggregated architectural changes will allow for

the possibility of attacks with open service enabling and the
monetization of resources in het-cloud domains.

FIGURE 2. Expanding 6G threat vector.

At the same time, the het-cloud paradigm will create new
dimensions of risk from multiple stakeholders, such as ven-
dors and operators, as well as multi-stakeholder supply chains
with continuous integration and development. The mix of
open source and multi-vendor software will create complex-
ity and risk. AI/ML mechanisms will likely not only be a key
security technology enabler, but also be used to create more
sophisticated threats against the same AI/ML mechanisms
within the 6G architecture. From this, it is no surprise that
trustworthiness has been identified as a key value objective
and indicator for 6G by the European Union 6G flagship
project Hexa-X [21].

IV. 6G SECURITY TECHNOLOGY ENABLERS
In our 6G security vision, we cluster security technol-
ogy enablers into domains of cyber-resilience, privacy
and trust, and their respective intersection as shown in
Figure 3. Our approach emphasizes the need to extend
cyber-resilience technologies such as automated SW cre-
ation, automated closed loop security operation, quantum
safe cryptography physical layer security and jamming
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protection by privacy-preserving technologies and on top
of that, trust-creating technologies such as HW and cloud
embedded anchors of trust and distributed ledger in order
to achieve the ultimate goal of trustworthy 6G networks.
We consider resilience against all kinds of cyber-attacks as
the core element and indispensable foundation – a network
that lacks these attributes of cyber-resilience will not be able
to protect privacy and enable trust. While cyber-resilience
protects privacy against external attacks, end users may in
addition want to reduce the amount of sensitive informa-
tion that is revealed internally, i.e., to the multiple stake-
holders involved in providing the communication services.
Here, enabling technologies beyond those in the area of
cyber-resilience are needed. By adding specific technologies
focusing on creating trust, we complete the overall picture of
a resilient, privacy-preserving and trustworthy 6G network.
In this paper and as shown in Figure 3, we have decomposed
technology enablers into the following categories: perva-
sive AI/ML, automated SW creation, automated closed loop
security operation, privacy preserving technologies, HW and
cloud embedded anchors of trust, quantum safe mechanisms,
jamming protection and physical layer security as well as
distributed ledger.

FIGURE 3. 6G security technology enablers as primary drivers of
resilience, privacy and trust.

Successful standardization has been the cornerstone of a
unified technology landscape that has enabled the prolifera-
tion of the mobile communication generations to date. The
ecosystem of standardization organizations that have been
involved in the architecture and specification of 4G and 5G
systems have their sights firmly set on the 6G future as well.
Timing is of the essence for creating the optimal impact of
standardization. Most SDOs start with studies on technol-
ogy enablers first before moving into a normative phase of
specification. While we expect normative 6G standardization
work to start no earlier than 2024/25, we see the precursors
of related studies in several technology fields, which we
reference in the following.

Pervasive use of AI/ML can be considered a mega-trend
of security relevance and driving force to help define the
next generation of the Telecom Operation Map (eTOM) [22]
and business process framework. In Section B, AI/ML is
identified as one of the key drivers for a comprehensive
vision of a Secure Telecom Operation Map (SecTOM) for

the 6G era. AI/ML will enable and transform automation and
analytics for e2e delivery of services to customers as well
as for processes to design, create, deliver and support the
entire software lifecycle. AI/ML-enabled 6G must include an
AI/ML-enabled 6G security architecture in both SW creation
and network operations. Notwithstanding, the complexity and
the challenge of continuous adaption requires practical imple-
mentations of such a concept, without detailed continuous
logging and synchronization across the stacks and processes,
but rather, based on smart and representative thread sam-
pling. Mitigation of adversarial attacks will need dedicated
research as part of a comprehensive ‘‘AIOps’’ paradigm
(cf. Section B), which will include adversarial training to
improve robustness, continual adaption of the algorithms that
an ML model uses to classify data, and omni-present checks
for consistency and integrity of the ML models.

In short, AI/MLwill be used pervasively across 6G security
architecture, process and technology domains. As discussed
in Section III, along with its benefits, there will be new and
emerging threats rooted in AI/ML. ETSI Industry Specifi-
cation Group (ISG) Securing Artificial Intelligence (SAI)
is already working on these aspects and this domain will
gain more significance with the proliferation of AI/ML use
towards 6G.

WithAI/ML-supported, automated SWcreation and secure
network operations, 6G will address two of the major root
causes of unsatisfactory security in today’s information
and communication technology systems: vulnerable soft-
ware and unsecure operational practices. Beyond this, 6G
cyber-resilience clearly requires quantum-safe cryptography,
considering the progress in the area of quantum computing.
Physical layer security, i.e., exploiting the 6G radio tech-
nology not only for higher data rates and lower latency,
but also for improved security, complements the set of
cyber-resilience enablers we consider most relevant for the
6G area. Clearly, on the way towards 6G, these technology
enablers will need to be broken down intomore granular secu-
rity mechanisms, and further refined and optimized. To some
degree they will also be part of the expected 5G security
evolution, as described in Section II. New requirements as
coming up in the future as well as yet unknown technologies
may also call for enhancing this initial set of cyber-resilience
technology enablers.

Building on cyber-resilience, it is commonly agreed that
privacy-preserving technologies need to be enhanced in 6G.

In our high-level view, we group all these into a single
technology enabler, but we discuss the relevant technologies
one-by-one in the following sub-section C. To complete the
picture, two technologies aiming at enhancing trust are essen-
tial for trustworthy 6G networks: First, HW trust anchors that
are resistant against tampering via software, with the chal-
lenge to apply them in a highly dynamic cloud environment,
where workloads are no longer tightly coupled to specific
hardware platforms. Second, distributed ledger technology is
an excellent fit for the highly distributed, multi-stakeholder
environment that we expect in 6G. Rather than building trust
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FIGURE 4. Secure telecom operations map for the 6G era.

solely on single, centralized network functions controlled by
single stakeholders, DLT allows to base trust on a distributed
set of entities controlled by different stakeholders, where no
single stakeholder will be able to compromise the common
assets.

In the following sub-sections the eight technology enablers
for the 6G era as shown in Figure 3 will be analyzed and
discussed.

A. AUTOMATED SW CREATION
Many of the security breaches in today’s information and
communications technology systems are made possible by
vulnerable software. While there seems to be a general con-
sensus that there is no such thing as bug-free software, at least
under typical economic constraints in terms of cost and time-
to-market, AI/ML-enabled, automated SWcreationwill bring
about a shift of paradigm in the 6G era. AI/ML will support
software quality and customer-readiness assessment, as well
as provide insights on characteristics of code during continu-
ous development and integration.

AI/ML-driven SW creation use cases will include the
detection of static and dynamic bugs, code optimization to
avoid duplication and deviation from coding guidelines, auto-
mated code generation as well as automated testing. As an
example, a software versioning and revision control system
may use bug reporting information to automatically create
code samples labeled with their respective defects. It could
then create from these samples a model predicting the like-
lihood of defects in new software that is submitted to the
system, identify the software constructs that are likely to be
defective and propose how to correct them.

Together with continuous application performance
improvement during each DevOps phase, this can achieve
performance and security quality goals that will define the
SW creation paradigm of the 2030s. This may include

machines writing the code, measures of auto correction,
as well as a variety of AI agents for various tasks. SW
creation in the 6G era will increasingly adopt concepts of
chaos and performance engineering [23] to build confidence
in system capability to withstand unforeseen circumstances.
Resilience can be proven proactively using techniques such
as experimental and potentially destructive fault injection
testing. These could include, for example, subjecting the
component to a series of what-if scenarios in a virtual or
mixed reality system constructed using digital twins of inter-
acting HW and SW elements. Trusted vendor vs. open source
in a multi-stakeholder environment will pose interesting
opportunities and challenges to define novel ways of applying
the 6G-era SW creation approach [24], [25].

B. AUTOMATED SECURITY OPERATIONS
Automated, distributed, cognitive, closed loop security oper-
ations and analytics of 6G networks are part of the novel
comprehensive vision of SecTOM. This vision builds on
a multi-layered view of the framework of key business
processes as defined by eTOM. The framework is enhanced
to run a secure, efficient, effective, and agile digital enterprise
in the 2030s. Figure 4 depicts an overview of SecTOM in
its key dimensions. As is shown on the left-hand side and
in the middle part of figure 4, principles of cyber-resilience,
as well as the applied methodologies of AI/ML, automation
and analytics, will shape the security paradigm of SecTOM
across process dimensions of customer relationship, service
management, resource management and supplier relation-
ship. Key principles of cyber-resilience to drive SecTOM
include the minimum needed persistence level of connec-
tions, data and resources with the required level of context
awareness. Privilege restrictions in network activities and the
‘‘least privilege’’ principle need to be applied consistently.
Distributed monitoring and auditing agents will be needed
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to help assure cyber resilience in conjunction with redun-
dancy in architecture, segmentation, partitioning or dynamic
isolation, as well as integrity checks.

Also shown, on the right hand side of Figure 4, are
distributed and federated security orchestration across the
management stack by means of nested SOAR closed loops
across a horizontally distributed heterogeneous cloud topol-
ogy and the vertical stack of the network function execution
environment, data and information layer, and applications,
services and solutions. This is in seamless alignment with
the 6G data and information architecture vision [2] with
autonomous AI/ML-based decision-making execution units
across all layers of abstraction. Latency between the gener-
ation of an event and the inference process need to be mini-
mized. At the same time, data and information layers can be
leveraged to connect separated units and provide consistent
capabilities across endpoints and the het-cloud.

The 6G SecTOM operations and runtime are consistently
enabled byAI/MLmechanisms (i.e., they areAIOps-enabled).
Shared data and ML will allow for scalable ingestion and
analysis of data generated by the operations environment.
Concurrent use of multiple data sources, collection models
and analytical technologies will become the norm. This will
seamlessly come with observability ‘‘beyond monitoring’’,
i.e., identifying the ‘‘unknown unknowns‘‘ in a holistic and
data-centric way and fully integrated with AIOps. Differenti-
ated anomaly detection and omnipresent monitoring across
layers with AI/ML tooling is an integral part of such an
approach. Defensewill typicallymove to the edge cloud facil-
itated by additional compute power, as in processing units.
Comprehensive signal pattern analysis and monitoring will
become feasible in the medium access control (MAC) layer;
seamless network and security operations will include the
monitoring of microservice-based system call sequences and
thread-level interactions with per microservice granularity.
CNCF-driven and cloud-native security for het-cloud may
include concepts such as evolved pod security policies [15].

C. PRIVACY PRESERVING TECHNOLOGIES
From our analysis of the 6G era threat vector, it is clear
that privacy preservation deserves dedicated attention to
assure that society realizes the full value of 6G technologies.
There are five key privacy technologies of 6G-era relevance:
multi-party computation, federated learning, twin synthesis,
homomorphic encryption and edge profiling. These foun-
dational technologies will contribute to the trustworthiness
of 6G-era networks in terms of confidential computation, data
anonymization, secure identities and advanced attestation.

1) MULTI-PARTY COMPUTATION
Multi-party computation will allow multiple parties to
collectively perform computation across the het-cloud,
sub-networks and devices (see Figure 5) and receive the
resulting output without exposing any party’s inputs. As is
shown in Figure 5, input data can be flexibly processed
across the device-cloud-edge-continuum thereby leveraging

compute capability across devices, sub-networks, edge
clouds and central cloud to derive desired output data.

FIGURE 5. 6G multi-party computation across het-cloud, sub-networks
and devices.

2) FEDERATED LEARNNG
Federated learning will allow for flexible training of ML
models by sending copies of a model to the place where
data resides, and for instance, performing training at the
edge. Figure 6 depicts an overview of federated learning to
assure privacy preservation using decentralized training in
a het-cloud-based architecture with cloud capability discov-
ery for resource optimization. Implementing this approach
will first require incentive design to motivate the participa-
tion of devices and sub-networks in the federated learning
model. Novel federated multi-stage learning protocols will
be needed, as well as learning model updates, possibly using
blockchain.

3) DATA SYNTHESIS
Data synthesis is the systematic and controlled genera-
tion of artificial data, which mimics the dependencies and
characteristics of a system’s real data. Data synthesis is
used to extend the data coverage to simplify or just trans-
form a model in cases where no real data, or only spare
real data, is available. Methodologies range from simple
inter- and extrapolation methods to sophisticated machine
learning approaches like Generative Adversarial Networks
and Variational Autoencoders.

Synthetic data provides a base for conclusions and out-
come from a body of real data evidence. The idea of data
synthesis is to carry out the same downstream tasks such
as analysis, test-case generation, virtual reality modelling,
behavior prediction, and queries on synthetic data, and
achieve near-identical results compared to using real data.

FIGURE 6. Federated learning with multi-stage learning protocols and
flexible model updates.
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It can be used as a data privacy-preserving technology, when
by replacing real data points it also removes privacy sensi-
tive data set features. Privacy can be protected by omitting
information from real data set that are not relevant to analysis
objectives such as information on owners or the location of
users, sensors or sub-networks.

4) HOMOMORPHIC ENCRYPTION
Homomorphic Encryption (HE) allows computation to be
directly performed on encrypted data. In the long term, this
approach will be valid for all kinds of computations such as
for example building a ML model from a huge sample set
containing sensitive data. Once decrypted, the result of the
computation matches the result from the computation done
on clear text data.

5) EDGE VALIDATION FOR DATA INTEGRITY AND
PRIVACY ASSURANCE
In the 6G world, with large numbers of human-attached
sensors, such as wearables, ear buds, glasses and cameras,
there is a significant increase in the risk of privacy loss
because of the inadvertent sharing of private information
through these sensors. It is highly desirable to have an auto-
mated approach to checking and validating the data integrity
from these sensors before data are shared with other applica-
tions. We envision a network aided solution for such devices
in Figure 7.

In the proposed approach, the network restricts trans-
mission of information from specific sensors to only
pre-configured data validation applications in the cloud that
process the data from the sensors according to preferences set
by the user. This is to ensure that the data stream is devoid of
private information as needed, i.e., private information that
is not sent intentionally or unnecessarily for the purposes
of a service. For example, the end user may configure such
a data validation application to ensure that no children are
present in video streams originating from certain cameras.
The application could then monitor any video streams and
raise a flag or remove children from the relevant streams.
The role of the network is to route traffic from certain end
devices to specific pre-configured destinations, namely the
validation applications hosted on the edge cloud. The net-
work may identify such traffic through various means, for

FIGURE 7. 6G sensor data integrity and privacy assurance.

example, use of special source address ranges, the traffic
could be identified as belonging to a specific slice, or some
new standardized ‘security labels’, similar to differentiated
service labels, could be added to the packets. Once the data is
validated by the application, the data can be either forwarded
to the appropriate far-end application or sent back to the user
for use with any another application.

Note that such an approach is relevant in particular when
the endpoint itself is not able to clean the data, e.g., due to
limited availability of compute power or lack of configurabil-
ity of such policies at the endpoint. Therefore, this approach
may be a powerful way to deliver on objectives of differential
privacy, i.e., sharing and processing information related to
sensors, devices and sub-networks. The task of data valida-
tion can be accomplished by analyzing and describing the
properties and patterns within the respective datasets in the
edge cloud and withholding information about the individual
owners or context such as specific sensor or subnetwork
location of the respective datasets.

D. HW AND CLOUD EMBEDDED ANCHORS OF TRUST
The overall 6G trust coverage has to include hardware-based
trust anchors and embedded security that are compatible
with the het-cloud and HW accelerator-based architectures
of the 2030s. In the highly distributed, open and virtualized
telecommunications architectures of the future, 6G will also
need to use a tamper-resistant secure hardware component,
— i.e., root of trust — for its mechanisms to ensure data
and code security for deployment over untrusted platforms.
Non-public networks and specialized sub-networks are fore-
cast to proliferate in the 6G era and many of them may
be operated on-premises or on dedicated cloud stacks, that
is, not fully integrated with the wide area network and its
mechanisms of trust assurance.

Hardware technologies will include trust anchors and
execution environments. They will evolve from today’s
Trusted PlatformModule (TPM) as developed by the Trusted
Computing Group (TCG), as well as Secure Boot and Trusted
Execution Environments (TEE) and Enclaving [26], [27],
which are being leveraged as part of the 5G network evolu-
tion.With 6G, we expect advanced options to evolve the TPM
and TEE approaches in conjunction with new and hybrid
processing units, hardware acceleration and an associated
acceleration abstraction layer.

A TPM is usually a tamper-proof secure hardware com-
ponent isolated from the rest of the processing system and
provides secure storage, cryptographic operations (not nec-
essarily acceleration) and a root of trust for reporting. A TEE
provides a secure area on a chipset that is used for isolating
computations. There are various mechanisms to establish
roots of trust out of each of these components, integrating
the underlying cloud platforms or abstracting them, respec-
tively, to different degrees. Figure 8 shows an overview of
the two concepts and the related context of providing trust
coverage and attestation from an anchor of trust all the way
to orchestration, application and user levels. A core root of
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trust for verification and core root of trust for measurement
information, both static and dynamic, can be fed into a TPM;
this information is typically utilized in remote attestation and
data/key-sealing.

It has been shown that HW assisted TEEs can improve
security in a distributed cloud environment and with low
performance overhead [28]. The concept of open framework
and elastic scaling of TEEs on edge platforms needs to be
analyzed more; first studies indicate that privacy and trust
can be provided by scalable TEEs for heterogeneous systems
(such as a combination of CPUs and GPUs) for performing
data intensive computation [29] as needed for demanding
6G use cases such as mixed and augmented reality. Building
on the principle of transitive trust [27], TEEs can provide
attestation of trust anchored in the confirmed genuineness
of enclaves on different processing unit (xPU) levels and of
direct relevance to application and user.

FIGURE 8. 6G anchors of trust, trusted execution environment and
trusted platform module.

Attestation is currently on a per-server-basis, but the
challenge is extending towards virtual image and container
technologies across the het-cloud. The concept of attestation
will thus be critical in the orchestration and service man-
agement layer as a means to assure supply-chain integrity,
data sovereignty and provenance. While the chain of trust
starts with one or more trust anchors — i.e., the roots of
trust — the objective of maintaining valid trust boundaries
along the entire chain will be the result of a combination of
platform integrity and embedded anchor of trust technologies
as described.

E. QUANTUM SAFE SECURITY
Quantum computing, quantum communications and quan-
tum security mechanisms by means of applied quantum
physics are emerging fields of research [30]–[32] with poten-
tially deep implications for security and trust in the 6G
era. While the underlying mechanisms of quantum physics
in the context of quantum communications are understood,
fundamental challenges remain with practical implemen-
tations of quantum switches, routers and error correction
when building quantum computing infrastructure at scale.
However, 6G security should be prepared for a quantum
computing future. Implications of quantum computing on
the evolution of security will be profound. Asymmetric

cryptographic algorithms such as the public-key cryptosys-
tems RSA (Rivest–Shamir–Adleman) and Elliptic-Curve
Cryptography (ECC) and security mechanisms like digital
signatures or blockchain technology, which depend on them,
will be at risk and need to be replaced or extended by
quantum-safe variants. Quantum safe cryptography and the
security of long-lifecycle data archives need to be actively
tackled. While symmetric encryption algorithms such as
Advanced Encryption Standard (AES) may be enhanced
for quantum safe security by adaptation of parameters such
as key size, novel quantum algorithms such as Quantum
Key Distribution (QKD) may provide a new approach to
secure 6G networks and protocols. Quantum-safe crypto-
graphic algorithms for full cryptographic functionality could
provide 6G privacy and trust. Distributed ledgers, such as
blockchain, (to be further discussed in Section H) could,
for example, be made quantum safe using a two-layer
approach. They could use a quantum layer first, with a sec-
ond layer transmitting messages with tags based on Toeplitz
hashing that are using private keys created on the first
layer [32]. Quantum safe cryptographic schemes will likely
include lattice-based, code-based, multivariate as well as
isogeny-based concepts [33]. NIST has identified candi-
dates, splitting them into groups of encryption and signature
schemes and describing the hard problems they are trying
to solve [34]. 3GPP will likely continue with its efforts to
address post-quantum cryptography requirements as already
started with studies in conjunction with 5G readiness [35].
Similarly, IETF needs to update and enhance protocol specifi-
cations for quantum-safety. Open and aligned integration and
standardization across industries and ease of implementation
and deployment will be key considerations going forward.

F. JAMMING PROTECTION AND PHYSICAL
LAYER SECURITY
1) JAMMING PROTECTION
Jamming has increasingly been identified as a serious threat
for vertical markets in conjunction with dedicated and spe-
cialized networks. As an integral part of Industry 4.0,
availability and cyber-resilience of critical network infras-
tructure may be seriously impaired by jamming, potentially
blocking production and causing economic loss; a simple
increase in latency can stop the operation of production lines.
Similarly, jamming can pose a serious threat to road safety
with connected remote driving potentially becoming a reality
in the 6G era. Not to mention 6G use cases of health service
provision, where jammers could potentially block the remote
monitoring of patients, for instance. Therefore, research into
the security design options of 6G physical layer offers the
critical opportunity to think of novel ways to mitigate the risk
of jamming attacks.

One example approach is shown in Figure 9 depicting,
on the right-hand side, a factory hall with various wirelessly
connected robots and appliances and under attack from an
outside jammer. On the left-hand side of Figure 9, an OFDM
resource grid is shown with the two axes of sub-carrier index
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and OFDM symbol index and respective data subcarrier,
blanked sub-carrier, jammed as well as jammed and blanked
subcarrier elements. Blanked resource elements are unknown
to the jammer and suitable for detection of jammers. The
strategy of mitigation and detection of jamming could include
coordinated blanking of physical resource blocks (PRB) and
sub-carriers, directional null steering for uplink jamming as
well as frequency hopping and spreading. The information
about the blank sub-carriers at any given time can be sent
privately and securely to the legitimate device for which the
PRBs are scheduled as additional scheduling information so
that the jammer device does not know the blank locations.

FIGURE 9. 6G security threat from jammimg in industrial environment
and mitigating measures.

Notwithstanding, we need to understand the fundamental
limits of spectral efficiency for signaling schemes designed to
achieve targeted performance of jamming detection and miti-
gation in order to design the best strategies. Note that besides
physical layer methods, cryptographic approaches may be
applied as mitigation against smart jamming, i.e., jamming
targeting specific, crucial radio resources such as the Random
Access Channel (RACH). Specific radio resources for specif-
ically authorized end devices such as public safety devices
can be allocated in an unpredictable way. The information
about their location in the resource grid can be protected by
a frequently changing cryptographic key only known to the
authorized devices.

2) PHYSICAL LAYER SECURITY
In the following, we will summarize aspects of physical layer
security beyond jamming mitigation, including options for
enhanced security that mmW band frequencies may offer.

High-band communications and signaling as enabled by
ultra-massive MIMO offer good levels of security due to
their high directivity but secrecy capacity is limited by reflec-
tions [36], [37]. AI-enabled radio frequency diverse arrays
(RFDA) can leverage the superposition of RFDA and artifi-
cial noise; with 6G sub-THz bands the associated increase
of bandwidth will enlarge the set for randomly allocated

frequencies and thus increase the achievable secrecy capacity
significantly.

Special schemes in conjunction with cell-free and mesh
connectivity 6G architectures [2] may also enhance security
anchored in the physical layer. While many of the physical
layer security-related schemes face severe challenges in terms
of pragmatic implementation, they may hold promise for the
billions of devices and sensors which will either be passive
or severely energy- and/or compute-power constrained. The
dual-use leverage of existing radio communications concepts
may be helpful, such as applying physical layer properties
at a gateway receiver or sub-network level to authenticate
the validity of a transmission [38]. More concretely, two
peers communicating via a radio channel may use channel
characteristics known and available only to the two peers to
achieve origin authentication for messages, without the need
to compute and add a cryptographic message authentication
code to every message. Channel characteristics may also be
used to derive or refresh a shared key between two commu-
nications peers.

In this way, PLS methods can complement cryptographic
procedures. It should be noted that PLS methods may
provide security that is provable by means of information
theory, while cryptographic methods rely on the assump-
tion that certain mathematical problems cannot be solved
with reasonable effort. Such assumptions on the security
of cryptographic methods may no longer hold with the
advent of new computing technologies and new algorithms.
Quantum computing, for instance, is supposed to break many
of the existing crypto-algorithms as discussed in sub-section
E above. However, even if a PLS method was provably
secure, an implementation of the method is unlikely to be
100% flawless. Eliminating PLS design and implementa-
tions flaws that might otherwise allow attackers to break
it may turn out to be more difficult compared to imple-
mentations of cryptographical methods, where much broader
knowledge and experience, both in theory and practice, is
available.

Building on the vast amount of literature on PLS and
proposals to leverage PLS for node authentication, message
integrity, message confidentiality and availability enhance-
ments [39], first papers providing a comprehensive overview
and analysis of PLS applicability in 6G have been recently
published such as in [40].

G. DISTRIBUTED LEDGER TECHNOLOGIES
Distributed ledger technologies (DLT) such as blockchain are
likely to serve as a security and trust enablers for the 6G
era [41] in a variety of ways. Being decentralized and multi-
stakeholder, they conceptually align with the 6G environment
of private and public sensors and devices, sub-networks and
het-clouds as shown in Figure 10. Blockchain can be broadly
clustered by the nature of the associated consensus rules
such as Proof-of-Stake and delegated Proof-of-Stake. Deter-
ministic variants like voting-based consensus algorithms like
Byzantine fault tolerant (BFT) are also of relevance [41].
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A variety of concepts have been identified to minimize the
risk of privacy leakage for DLT [42].

DLT may prove ideal, for example, in securing roaming
arrangements. A trend towards specialized and local opera-
tors [21] has started to develop in the 5G era, necessitating
the need to support various roaming arrangements for service
continuity between the local operators and the wide-area
operators. The current roaming security architecture relies on
prior arrangements for setup and exchange of trust informa-
tion such as keys and identities, which are used for securing
the peer-to-peer roaming links between operators or trusted
intermediaries or intermediaries of intermediaries.

FIGURE 10. Distributed ledger technology chains for trust across sensors,
devices, sub-networks and het-cloud.

With increasingly large numbers of distributed network
operators and the need to dynamically setup and secure their
roaming interfaces, DLT could be used for managing setup
of trust across a large number of roaming operators. It offers
an ideal fit for storing and exchange of trust information,
as well as the use of smart contracts for supporting dynamic
roaming policies and contract updates. For example, the dis-
tributed ledger (DL) can be used to store the peer’s public
key, needed for establishing a secure roaming connection
between the participating operators. DL procedures enable
the key maintenance lifecycle of update, expiration and
refresh. In addition, the DL entry for a peer can also include
serviceKPIs, available resources to allow sophisticated roam-
ing peer selection algorithms implemented as smart contracts.

6G will be the era of flexible devices and sensors that can
adapt to application needs by leveraging the ubiquitous edge
cloud as an extension of its compute, battery and software
capabilities. This is an area where DLT can be leveraged to
build and share trust information based on observed device
behavior [43], which can then be used by the different edge
cloud providers to determine the privileges and resources
that can be provided to the device. A new device, as part of
the registration, can create an entry into the DL. A network
manager agent in the serving network can fingerprint and
create reports of device behavior deviating from an accepted

policy, and store in the DL as records that cannot be tampered
with by malicious actors. The DL is then used globally by
networks to build device reputation [43]. A networkwhere the
device registers for service, may construct a trust level based
on historical reports of behavior securely recorded in the DL
by the previously served networks, and from this determine
the appropriate level of access.

Limitations and challenges of blockchain applicability
exist in dimensions of dynamic management and latency as
well as scalability as is shown when analyzing blockchain
technology for radio access networks in conjunction with
concepts such as multi-access-point cooperative transmission
and multi-hop data brokerage [44]. Nevertheless, DLT is well
suited for a select variety of 6G-related use case scenarios
such as trusted roaming and autonomous device management
without extreme performance attribute requirements.

V. CHALLENGES OF SECURITY FUTURE RESEARCH
As discussed in the previous section, the security technology
enablers have the potential to bring 6G networks to the supe-
rior level of trustworthiness that the services of the 2030s will
demand. Still, significant challenges of research remain as
summarized in this section.

A. AUTOMATED SW CREATION
Vulnerable software is one of the root causes of security
issues in today’s networks and information technology sys-
tems. Towards 6G, as we discuss in section III, the complexity
and heterogeneity of the software is expected to rise signifi-
cantly, increasing the attack surface and thus posing a severe
challenge. According to our vision expressed in section IV,
application of AI/ML in the software development process
has the potential to overcome this threat, by avoiding most,
if not all, of the common software vulnerabilities. While
research on this is already ongoing, existing approaches are
still isolated and immature, and it remains a challenge to
fully leverage AI/ML for a highly automated, secure software
development.

B. AUTOMATED SECURITY OPERATIONS
The second root cause for security issues, as discussed in
section IV, is unsecure network configuration and opera-
tion. Again, AI/ML-based automation is the most promising
approach to overcome this issue, and the challenge is to
advance existing approaches to highly automated, intelligent,
self-adapting and holistic orchestration and management
systems.

While AI/ML has high potential to boost network security,
on the flip side, as discussed in sections III and IV, it also
brings new threats. The challenge is on the one hand to
secure AI/ML based approaches against targeted attacks, and
to make it explainable and trustworthy, and on the other
hand to be prepared against potential AI/ML-based attacks.
While it is safe to predict that such attacks will happen in the
future, their potential extent and impact is currently hard to
assess. Close observation of new developments in this area is
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a requirement to be able to react timely and keep 6G networks
safe.

C. PRIVACY PRESERVING TECHNOLOGIES
AI/ML methods require to collect considerable amounts of
data to create precise models, and it may be required to collect
such data from various sources across different architectural
domains. High precision location and network sensing will
create sensitive data in unprecedented quantities. Given this,
it is a challenge to ensure confidentiality and privacy of such
data not only against external attackers, but also to minimize
the amount of sensitive data the various stakeholders need to
learn and exchange in order to provide the 6G services.

Considering the huge amount of continuously generated
data in 6G networks, a must-have framework of enhanced
privacy preserving data processing technologies and inher-
ent principles as discussed in section IV C is needed. The
primary objective of such a framework will be how to
control and monitor data flows and the data access. New
ways of managing and enforcing flexible data security and
privacy policies are required by leveraging the distributed
6G het-cloud and edge processing capabilities as well as
federated learning concepts. Enhancing data privacy includes
challenges and issues of performance to be solved which
is particularly true for secure multi-party computation and
the promising Homomorphic Encryption technology as well
HW- acceleration-based concepts. In addition, a comprehen-
sive theoretical foundation of data privacy models is needed
that allows verified model transformations and privacy label-
ing of data like ‘‘free of privacy sensitive data’’. This would
particularly support the data synthesis approach and federated
learning.

D. HW AND CLOUD EMBEDDED ANCHORS OF TRUST
As pointed out in section IV, hardware-based trust anchors
and embedded security are important components of a trust-
worthy 6G system. While attestation on a per-server-basis
works well in today’s networks, the challenge in 6G is to
extend it towards virtualization and container technologies
and make it compatible with the highly flexible and dynamic
network deployment in the het-cloud.

E. QUANTUM SAFE SECURITY
In the area of quantum-safe cryptographic schemes, research
has already made significant progress, resulting in a num-
ber of promising algorithm candidates. It is still required
to bring these schemes to full maturity. What must not be
underestimated is the effort required to adapt existing security
protocols to such new algorithms and achieve consensus on
this in an open standardization process.

F. JAMMING PROTECTION AND PHYSICAL
LAYER SECURITY
In the area of physical layer security, methods to provide an
additional layer of secrecy and integrity should be considered
in order to make the 6G radio interface highly secure without

compromising 6G KPIs relating to latency, throughput and
energy efficiency. PLS mechanisms may even provide prov-
able security properties, different from cryptographic meth-
ods that rely on assumptions about the infeasibility of certain
computations. As we point out in section IV above, this still
leaves the challenge to preserve these theoretical properties
in actual implementations that are suitable to support the
demanding requirements of the various 6G use cases and are
safe even in the presence of sophisticated and resourceful
attackers.

The other big challenge in conjunction with the physical
layer is protection against jamming. There is an inherent con-
flict between achieving extraordinary spectral efficiency and
making the radio interface highly resilient against jamming.
While we have discussed some promising approaches in this
paper, we feel the research community is still far from provid-
ing a comprehensive set of means against malicious jamming.
So, continued and increased research efforts are required to
ensure the high degree of availability required by critical 6G
services in the presence of jammers.

G. DISTRIBUTED LEDGER TECHNOLOGIES
While the distributed ledger technologies provide a good
framework to simplify establishment of trust across heteroge-
nous operator domains and enhance 6G era use cases as
well as cumulative trust building based on verified device
behavior, a key challenge for practical deployments would be
the limits of scalability, energy efficiency and latency of DLT
operations. Further work is expected to address the areas of
improving scalability of DLT consensus algorithms, making
them quantum-safe, while keeping the latency and energy
cost under reasonable limits.

VI. CONCLUSION
There is an increasing level of consensus worldwide on the
relevance of key indicators of value such as societal accep-
tance, sustainability and trustworthiness when framing the
research agenda for 6G and the 6G era. The ambition is to
augment human potential and maximize value for society
and humankind with the next generation of networks and to
correctly frame and refine the 6G research agenda. From this,
security and trust is getting dedicated attention. Government
and policy makers will need to be agile in evolving policy
in a world of increasingly divergent digital, industrial and
operational security standards. Building on current best prac-
tice, 6G will depend on suitable standardization and industry
collaboration worldwide. The current research vision as we
have built through early research and collaborative projects
may be adopted by standardization fora in the coming years
in the form of studies and subsequent 6G normative spec-
ifications. A global agenda of research needs to be devel-
oped and refined to assure cyber-resilience, privacy and trust
for the future in close alignment with the evolution of 6G,
AI/ML, and quantum and cloud technology enablers. Beyond
technology enablers, security and automation need to be
consistently applied to 6G networks software development
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as well as the deployment, operation and management of 6G.
The next several years will offer the opportunity to proceed
with proof-of-concept and case study work in the domains of
key technology enablers as discussed in this paper. Executing
on a comprehensive agenda of 6G security research will be a
key prerequisite to assure trustworthiness of communications
in the 2030.
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