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ABSTRACT Internet of Things (IoT) is an emerging domain in which different devices communicate
with each other through minimum human intervention. IoT devices are usually operated in hostile and
unattended environments. Moreover, routing in current IoT architecture becomes inefficient due to malicious
and unauthenticated nodes’ existence, minimum network lifetime, insecure routing, etc. This paper proposes
a lightweight blockchain based authentication mechanism where ordinary sensors’ credentials are stored.
As IoT nodes have a short lifespan due to energy depletion, few credentials are stored in the blockchain
to achieve lightweight authentication. Moreover, the route calculation is performed by a genetic algorithm
enabled software defined network controller, which is also used for on-demand routing to optimize the energy
consumption of the nodes in the IoT network. Furthermore, a route correctness mechanism is proposed to
check the existence of malicious nodes in the calculated route. Moreover, a detection mechanism is proposed
to restrict the malicious nodes’ activities, while a malicious node’s list is maintained in the blockchain,
which is used in the route correctness mechanism. The proposed model is evaluated by performing intensive
simulations. The effectiveness of the proposed model is depicted in terms of gas consumption, which shows
the optimized utilization of resources. The residual energy of the network shows optimized route calculation,
while the malicious node detection method shows the number of packets dropped.

INDEX TERMS Authentication, blockchain, heuristic techniques, the Internet of Things, malicious node
detection, route correctness, software defined network.

I. INTRODUCTION
Geographical exploration has gained much popularity over
the past few decades, which is performed using sensors
enabled Internet of Things (IoT) devices. It is also forecasted
that by 2025, there will be 30 billion IoT connections [1].
Moreover, IoT has a wide range of applications in different
domains like industrial IoT [2], smart cities [3], agriculture
food chain [4], etc. The IoT networks usually operate in
open-access environments, such as smart cities, food pro-
duction and energy supply. Therefore, the IoT network faces
many issues, which capture the interest of researchers to
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improve its efficiency. The last few decades have been quite
active in IoT research, which resulted in a huge amount
of proposals for various routing protocols [5], [6], security
models [7], [8] and clustering techniques [9] that provide
secure and trustful communication in the IoT networks. How-
ever, IoT networks are always threatened to be compromised
by the external nodes, whichmislead the networks by sending
false data for their benefit. Therefore, if authentication of the
RelayNodes (RNs) is performed correctly, the traffic could be
routed accurately. In addition, routing protocols are required
to forward data, which are threatened by malicious RNs.

In [10], authentication of nodes is ensured using a central-
ized authority that has a single point of failure and trustwor-
thiness issues, which demotivate the nodes from taking part
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in the network’s tasks, such as data forwarding and data stor-
age. Therefore, a blockchain based distributed and tamper-
proof data storage mechanism is proposed to authenticate the
nodes [11]. However, internal malicious nodes could not be
easily identified, which decreases the overall network perfor-
mance [12]. In literature, many centralized mechanisms are
proposed to detect internal malicious nodes. However, these
mechanisms are prone to the single point of failure issue that
is harmful to the network [13]. In [14], authors propose an
authentication scheme using group signature method, which
creates opportunities for the nodes to act maliciously. The
reason is these nodes can hide behind the group ID. More-
over, the authors in [15] propose a Hybrid Blockchain based
identity Authentication (HBA) scheme. However, they do not
consider the internal RNs’ malicious behaviour that affects
secure data forwarding. Furthermore, in [16], the route is
found using a learning model, which decreases the network
lifetime.

The blockchain is a distributed and secure data storage plat-
form [17], [18], where every node has a copy of an immutable
ledger that contains transactions [19]. The blocks are chained
together using the hash addresses. Each block stores the hash
of its previous block. The hash of a block is generated using
the information stored in it and changing the data of a block
also changes its hash. So, it is not possible for an attacker
to tamper a block without being noticed [20]. On the other
hand, a centralized technology, known as Software Defined
Networking (SDN), is used for data routing. In SDN, the data
plane and the control plane are separated from each other. The
routers of the data plane are dumb devices, which can only
forward the packets, whereas, at the control plane, an SDN
controller is responsible for making the routing policies.

This paper focuses on authentication of RNs, optimized
routing and malicious or dead nodes’ detection from a set of
RNs. The public blockchain based Lightweight Registration
and Authentication (LRA) mechanism is proposed to restrict
the malicious nodes at the initial stage. Moreover, the con-
sensus mechanism, which is the agreement of the participant
nodes on the transaction request, is used. The well-known
Proof of Work (PoW) consensus mechanism is utilized in
the proposed work to develop consensus between distributed
entities. It requires high computational capability to solve
the predefined puzzle. The puzzle is a mathematical problem,
which is tough to solve and easy to verify. The requirement
of computational power depends upon the difficulty level of
the predefined nonce. The blockchain nodes participate to
solve the nonce for getting the reward. The winning node’s
result is verified by the other competing nodes in the network.
If 51% of the nodes agree on the winning node’s result, the
winning node adds the transaction into the block and gets the
reward. In this way, a blockchain is created and maintained.
It is challenging for the attackers to hack the PoW based
blockchain because attackers have to compromise 51% of
the network nodes, which is both tedious and expensive.
Furthermore, Genetic Algorithm (GA) [21] is used in the

TABLE 1. List of abbreviations and acronyms.

SDN controller [22], [23] to find the optimized routes for data
forwarding. The SDN controller is integrated with blockchain
to secure and check the correctness of the routes. In order to
secure the route, the SDN controller broadcasts the routes
to the blockchain, where the correctness of the route is also
checked using the Route Correctness Mechanism (RCM).
Although SDN is a centralized technology used for routing
[24]–[26], the proposed scenario involves the blockchain
technology to make the network decentralized. The major
contributions of our work are as follows:

• the LRA mechanism is proposed to achieve trust in a
network,

• GA enabled SDN based routing mechanism is used for
finding the optimal route,

• different case studies are performed to check the scala-
bility of the proposed routing mechanism,

• RCM is proposed to validate the calculated route using
the smart contract and

• malicious nodes are detected using the Malicious Node
Detection (MND) mechanism, which works based on
the acknowledgment packets.

The rest of the paper is organized as follows: Section II
presents the literature review. Section III discusses the pro-
posed system model. Section IV presents the performance
evaluation of the proposed system model. Section V gives
the details of security analysis and the paper is concluded in
Section VI. The list of abbreviations and acronyms is given
in Table 1.

II. RELATED WORK
This section consists of a brief review of existing IoT
and Wireless Sensor Networks (WSNs) related research
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efforts. The efforts are categorized based on the limitations
addressed.

A. TRUSTED ROUTING TO AVOID MALICIOUS NODES
1) PROBLEMS
In WSNs, the location of most of the new nodes is unknown.
So, their generated data is useless until the location is known.
Many mechanisms are proposed to address the localization
issue. However, the dynamic behavior of nodes makes local-
ization challenging. Moreover, the range-free localization is
attractive due to its low cost and adaptive nature. However,
malicious nodes’ entrance affects the performance of the
localization process [27]. Moreover, the reputation mecha-
nism is necessary for the beacon nodes to enhance the accu-
racy of localization [28]. Furthermore, the dynamic nature of
the WSNs causes packet drop and compromises the integrity
of the data. The use of mobile Cluster Heads (CHs) makes
data forwarding inefficient in terms of energy consumption.
Besides, the number of IoT devices is increasing day by
day and it makes the IoT more prone to security issues like
lack of privacy [29]. Moreover, different types of internal
and external attacks may affect the network. Also, there
are two types of detection methods against internal attacks:
protocol based methods and trust based methods. However,
WSNs require more trusted methods for the detection of
malicious nodes because in a centralized environment, there
is a single point of failure issue [30]. The existing routing
schemes cannot identify the malicious nodes because some
malicious nodes can pretend to be legitimate; hence, man-
aging to broadcast incorrect routing information. Therefore,
centralized trust value calculation mechanisms are proposed
by many authors for the neighboring nodes. However, these
mechanisms are difficult to be applied in multi-hop com-
munication. Also, in the case of a third party, it is hard for
fairness and transparency to achieve the required remarkable
levels [16]. The IoT networks face many issues like lack
of storage, high computation costs latency in cloud com-
puting, etc. [31]. In addition, two types of approaches are
proposed to preserve privacy: centralized and decentralized.
The centralized system fails due to a single point of fail-
ure, whereas, the decentralized system is not suitable for
IoT because vast amounts of data are generated [32]. The
feedback based routing protocols are proposed by existing
schemes, which increase the overall routing overheads due to
feedback packets. Moreover, re-transmissions due to packet
drop result in high energy consumption of nodes [33]. The
attackers can easily compromise the IoT and the WSNs due
to deployment in a harsh environment, which affects the
routing process. The authors propose the public key infras-
tructure system using the central authority. However, differ-
ent vendors do not trust the central authority due to data
breaches [34].

2) METHODS
The blockchain based trust evaluationmechanism is proposed
in [27], which avoids the problematic issue of a single point

of failure. Moreover, the trust values of the nodes is computed
through residual energy, neighbor list and mobility. The list
of neighbors is also kept up to date for calculating the degree
of the node. The composite trust value is computed based
on the weighting sum decision model. For consensus, Proof
of Stake (PoS) is used to get rid of the high computational
cost of the PoW. Authors in [28] propose three types of trust
evaluation mechanisms for WSNs: behavioral based trust,
feedback based trust and data based trust. The nodes’ behav-
ioral based trust is calculated using different parameters,
including closeness in terms of distance, honesty, interaction
time and interaction frequency. In feedback basedmethod, the
trust of nodes is computed through trustworthiness, positive
feedback rate and credibility. Finally, data based trust of
nodes is computed using a direct trust, indirect trust and time
of previous interaction. A lightweight routing is presented
for secure communication between nodes, to enhance the
network lifetime and efficiency [29]. The CH selection is
made through the uncertainty principle. In contrast to existing
solutions, this model integrates blockchain technology with
the routing protocol. Moreover, the CHs generate the private
keys to secure their communication with the Base Station
(BS). The XOR operation is used to compute the unique
hash, which is computationally inefficient. The blockchain
is mainly used to store sensors’ locations, IDs, etc. Authors
in [30] propose a blockchain based trust model, which
calculates some performance parameters of packet delivery
for malicious node detection. The threshold is set for the
performance parameters of the packets. If performance
parameters’ values are more than the threshold, the system
revokes the node in the network. In [16], the authors propose
a decentralized mechanism that keeps records of the multi-
hop routing. Meanwhile, the authors exploit the reinforce-
ment learning for the WSNs. At every stage of the next
hop selection, reinforcement learning agent learns and stores
the routing information at the blockchain to achieve route
security. Moreover, an agent is rewarded for every successful
action. Authors in [32] propose the blockchain based decen-
tralized SDN enabled malicious node detection mechanism.
In the system model, artificial intelligence techniques are
used to make the detection models. The detection models
are then shared at the fog layer through the blockchain.
Moreover, the SDN controller learns the data forwarding
policies from the detection model and directs the data plane
accordingly. Meanwhile, the detection models of all the IoT
networks are fused over the cloud layer to make a single
model. Afterwards, the policies are made by synchronizing
the cloud’s models with SDN controllers in fog layer. Kumar
et al. [33] propose a trust aware localized routing mechanism
using blockchain enabled dynamic class based encryption
scheme. The selection of routes is made based on the trust
value. The values of nodes are measured using the number of
successful transmissions and re-transmissions. The authors
in [34] propose the distributed blockchain based contractual
routing protocol for the IoT network. Smart contracts are used
for route discovery and establishment.
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B. AUTHENTICATION OF NETWORK NODES
1) PROBLEMS
In previous studies, authentication mechanisms are prone to
a single point of failure issue due to the use of a trusted
third party. This issue is addressed using the blockchain with
cloud and fog nodes. However, the blockchain environment
requires enormous resources due to an increase in the number
of concurrent transactions [15]. The key management system
can also be attacked easily due to the deployment of WSNs
in a critical and openly accessed environment [35]. Also,
IoT devices are manufactured by different vendors, which
hinders interoperability because nodes do not trust each other.
Authors tackle interoperability issues through an authentica-
tion mechanism [36]. Moreover, there is a need for secure
and uninterrupted communication among the devices in the
IoT environment. The devices are prone to different attacks,
which could cause a huge disaster. The centralized solutions
are proposed to secure communication, however, these are
vulnerable to a single point of failure [37].

2) METHODS
Authors in [15] use a hybrid blockchain, in which they
categorize the nodes according to their domains. The BSs
are connected to the public blockchain and are used to
register and authenticate the CHs. In contrast, a private
blockchain is deployed over CHs, which performs the reg-
istration and authentication of ordinary sensors. The mutual
authentication is performed before communication between
two nodes. Moreover, in [35], public key infrastructure is
used in OpenPGP to achieve confidentiality. On the other
hand, authentication is performed via digital signature. The
knowledge based trust evaluation is used where each node
gives feedback about other nodes. So, falsifying its iden-
tity or submitting incorrect data is difficult. In addition, the
authors in [36] propose peer-to-peer authentication protocols,
in which blockchain is used to authenticate nodes at different
levels. The blockchain uses Merkel tree algorithm to store
the nodes’ credentials and take action in case of a dispute.
The blockchain is integrated with IoT and SHA-1 is used
to hash the credentials. The multilevel authentication is also
considered to divide the nodes based on their deployment,
while a jamming attack is performed to check the network’s
credibility.

C. PRIVACY PRESERVATION FOR CRITICAL NODES
1) PROBLEMS
In crowed-sensing, mobile devices are used for data col-
lection. However, they carry critical data about the owner
and may result in leakage of private information. Thus, such
issues demotivate the users from taking part in crowd-sensing
[38], [39]. Moreover, encryption keys are used to achieve
secure communication between different layers of nodes in
WSNs. However, the symmetric key needs additional storage
and a secure channel for data sharing. In contrast, asymmetric
encryption has key management issues because normal nodes

can forge the keys during key generation process. In addi-
tion, distributed privacy schemes cause more storage over-
head [40]. Moreover, smart cities require high bandwidth,
which is essential for the increasing population. Also, low
latency, high mobility, structural scalability and a single point
of failure due to centralized architecture are also common
issues in smart cities. Meanwhile, privacy and security of
nodes could be compromised due to massive data collec-
tion [41].

2) METHODS
A blockchain based incentive mechanism is proposed to pro-
tect private information of nodes [38]. A confusion mecha-
nism is added to the system to protect the group’s information.
Double SHA-256 is used to hash the users’ information,
which is transparently stored in the blockchain. Every hashed
information is stored in the Merkel tree, which can be traced
in case of disputes. In addition, when the nodes submit
tasks, convertible virtual currency is transferred to the nodes’
account by the blockchain. The authors in [40] propose a
blockchain based secure key management scheme. Different
levels of sensors are used to reduce the computational load of
the BSs. Moreover, symmetric encryption is used to replace
asymmetric encryption due to lack of resources. In IoT and
smart cities [41], a huge amount of data is generated and
collected at the centralized point. Therefore, the raw data is
uploaded to the edge layer for pre-processing. At the edge
layer, data is aggregated and verified by the edge miners
through Itsuku PoW. Meanwhile, SDN and blockchain work
concurrently to achieve a distributed and secure environment
in smart cities. SDN is mainly used to achieve the network’s
architectural scalability by routing the data from a single
point.

D. LIGHTWEIGHT MECHANISMS FOR IMPROVING
COMPATIBILITY
1) PROBLEMS
The blockchain requires highly equipped devices to per-
form computationally intensive tasks like mining, encryption
and hashing to provide security. Additionally, nodes have
to synchronize the ledger, which requires high bandwidth
and storage [42]. Due to the mobile and diverse behavior
of the internet of underwater things [43], the static routing
protocol is unsuitable due to the need for extra resources.
The authors propose the reactive routing protocol, which is
also inefficient in terms of energy utilization in a large-scale
network [44]. Moreover, the blockchain requires a permanent
connection with blockchain that is impossible in a mobile
environment [45], [46]. Also, lightweight clients require high
downlink data rate, since they have to synchronize with the
ledger [47].

2) METHODS
Authors propose the synergistic multiple proves to increase
the interoperability between different vendors’ devices [42].
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A tolerable level of difficulty depends on the capacity of each
node to provide equal ease for taking part in the consensus
mechanism. The storage offloading mechanism is proposed
to tackle unrelated transactions. A lightchain is developed
that helps to avoid overlapping of information. The authors
in [44] propose a lightweight routing protocol to address the
limitation of inefficient routing. Here, hello and controlled
messages are reduced. Bloom filter is used for privacy in
which pseudonyms are provided to the nodes for taking part
in the network anonymously. The blockchain is used to store
the data securely. The authors in [45] propose an idea for effi-
cient data storage. A limited number of blocks are generated
according to the ability of each node. Also, N-1 blocks are
removed and only the last one is kept in the rolling blockchain
to solve the storage issue. The mobile edge computing based
on blockchain framework is proposed for the mining and
content caching of the nodes’ data in [46]. To get rid of
offloading data storage, nearby access points and users are
considered for data sharing. The authors in [47] propose the
data aggregation scheme to increase network lifetime and
storage efficiency of the blockchain, while lightweight IoT
devices carry the header of the information and locate actual
value through the Merkel Patricia tree, which is maintained
via proof of inclusion.

E. STORAGE MECHANISMS FOR THE WSN NODES
1) PROBLEMS
The lack of sensor nodes’ storage and trust between buyer and
seller during trading are twomain issues inWSNs [48].More-
over, slow update rate for synchronizing the ledger affects
the scalability. The Tangle is proposed to address the issue
mentioned above. However, it still has the issue of a high
information generation rate. Moreover, IoT nodes require
more batteries and bandwidth for transaction validation and
communication, respectively [49]. The data is sent to BSs
for data processing like aggregation, which is stored on a
central database that could be vulnerable to a single point of
failure [50].

2) METHODS
The authors in [48] propose an incentive based model for
storing the data on IPFS. The incentive is provided to IPFS
to store a large amount of data. An asymmetric encryption
scheme is used. A smart contract is written for the sender
and buyer to eliminate the third party. Blockchain and IOTA
are decentralized and distributed technologies that are being
explored in different fields. Both technologies have an issue
of information generation rate, which affects the network
performance. The authors in [49] propose the concept of age
of information, which controls the traffic in the network.

III. SYSTEM MODEL
This section proposes the LRA mechanism that supports
the GA enabled SDN routing. We have considered different
scenarios with the variable number of IoT networks (clusters)

for checking our system’s scalability, as depicted in Fig. 1.
Moreover, after the route calculation, malicious or dead nodes
are detected in the packet transmission phase. In addition, the
blockchain is used to store the IDs of the malicious nodes.
The identified limitations (discussed in Section I), proposed
solutions and their validations are mapped in Table 2.

A. ASSUMPTIONS AND NETWORK MODEL
The authentication and on-demand routing mechanisms are
proposed based on some basic assumptions necessary to
fulfill the network’s requirements. The assumptions for the
network are as follows:

• all BSs are secure and have enough resources to deploy
blockchain,

• SDN controller is a trusted entity in the network,
• the RNs are considered as static and their distance from
each other remains constant,

• the ordinary nodes are assumed to send valid data to the
RNs and

• malicious and dead nodes are used interchangeably and
only malicious nodes could only perform black hole
attack.

B. SYSTEM DESCRIPTION
This subsection presents the workflow of the system model,
which is depicted in Fig. 2.

Step 1: The RNs generate registration requests to register
themselves on the blockchain.

Step 2:RNs are authenticated by the blockchain to become
part of the network.

Step 3: The source node, which has data to forward, sends
the request to the blockchain for route discovery.

Step 4:Blockchain forwards the request to the GA enabled
SDN controller.

Step 5: The route calculated by the SDN controller is sent
back to the blockchain. The RCM validates the route using
the Malicious Node’s ListMNL, which is already maintained
in the blockchain by MND mechanism, as mentioned in
Subsection III-G.

Step 6: If the route is correct, it is sent to the request-
ing (source) node in the network.

Step 7: The requesting node receives the route and checks
it by detecting the malicious nodes using an acknowledgment
mechanism. If any RN does not send the acknowledgment
packet back, the source node resends the packet five times.
If no acknowledgment is received, the source node declares
the RN as malicious.

Step: 8 The detected malicious node’s ID is added to the
MNL, which is used by RCM. Then, step 4 is initiated again.

C. WORKING OF BLOCKCHAIN
The blockchain is implemented on the BSs to securely store
the credentials of nodes. The blockchain is also used for the
authentication of nodes in LRA and for route validation in
RCM. Initially, the nodes are registered through a smart con-
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FIGURE 1. Different scenarios for proposed model.

TABLE 2. Mapping of limitations, proposed solutions and their validations.

tract in the blockchain. Then a transaction is performed and
sent to the BSs for validation. TheBSs validate the transaction
and add it into the block after performing consensus between

the miner nodes using the PoW consensus algorithm. In the
last, the ledger is sharedwith all the BSs in the blockchain net-
work. There are many consensus algorithms, which are used

139744 VOLUME 9, 2021



S. Abbas et al.: Securing Genetic Algorithm Enabled SDN Routing for Blockchain Based IoT

FIGURE 2. Workflow of the proposed model.

to develop consensus between distributed unknown entities,
i.e., PoW, PoS, Proof of Authority (PoA), etc. In our model,
the PoW consensus mechanism is used to ensure trustworthi-
ness in the network. In PoW, different miner nodes compete
with each other in solving the puzzle. The miner node, which
solves the puzzle first, becomes responsible for validating the
transactions and adding the blocks into the blockchain. How-
ever, PoW requires high computational resources to solve the
puzzle and add the transaction into the blockchain. The BSs
have no constraints, therefore, PoW is used for the mining
process. In addition, blockchain is used to get rid of the single
point of failure issue. Also, it avoids the bandwidth bottleneck
problem of the centralized mechanisms. The blockchain is
tamper resistant and saves the network from different attacks
like sybil attack, impersonation attack, etc. The working of
blockchain can be seen in Fig. 3.

D. AUTHENTICATION OF RELAY NODES
The registration and authentication processes are discussed in
Algorithm 1. The authentication of the forwarding nodes is
essential, as discussed in Section I. In this paper, we propose
the LRA mechanism for storing the nodes’ credentials on the
blockchain. The authentication of nodes is performed before
starting the communication, which protects the network from
unauthenticated nodes at an early stage. Equation 1 combines
the parameters involved in the registration request of a node.

Regreq = (IDRN , LRN , EnRN ). (1)

where IDRN , LRN and EnRN represent ID, location and energy
of the RN, respectively.

If the credentials already exist, RN’s remaining energy
is updated. Otherwise, the blockchain stores the IDRN , LRN
and EnRN . Before registration, if the node’s energy is less
than the specific threshold, it is rejected, otherwise, it is
registered in the network. Afterward, authentication of the

nodes is performed by comparing their IDs with the already
stored IDs on the blockchain. Moreover, nodes’ locations are
compared with already stored locations, which must be the
same because the nodes are static, according to Algorithm 1.

Algorithm 1: LRA for Forwarding Nodes

1 Inputs: IDRN , LRN , EnRN ;
2 Outputs:Message;
3 Send to BS: IDRN , LRN , EnRN ;
4 if IDRN , LRN Not Stored in Blockchain then
5 if EnRN ≥ threshold then
6 Store IDRN , LRN , EnRN ;
7 return Accepted;
8 else
9 return Rejected;
10 end
11 else
12 Update EnRN ;
13 return Updated;
14 end

E. GA ENABLED SDN ROUTING
SDN is a centralized technology that is used for route dis-
covery. It is also used for implementing different policies,
which control other parts of the network. SDN consists of two
planes: a data plane and a control plane. The data plane only
forwards the data to the next hop, according to the policy or
route defined by the SDN controller. In contrast, the control
plane makes the policies or routes for data forwarding. The
defined routes or policies are deployed over the data plane to
ensure efficient communication between the nodes. In our
scenario, SDN is used for energy-efficient route calculation
in an IoT network, using a centralized entity. Therefore, RNs’
energy is saved because the RN itself does not calculate the
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FIGURE 3. Functioning of Blockchain.

TABLE 3. Mapping of GA and IoT network’s terminologies.

route. Moreover, the shortest and the most energy-efficient
path is calculated through the GA enabled SDN controller to
increase network lifetime.

GA is used to find the optimized solutions for the prob-
lems [51]. It works on an initially given set of solutions called
population. Every solution’s fitness is calculated through a
fitness function. Afterward, two parent solutions are selected
for crossover and mutation. In the crossover, the tails of
the selected parents are exchanged at a selected point to
make two new off-springs that have the characteristics of
both parents. The point is selected from the gene, where
both parents have the same value. This occurs because in
wireless communications, nodes must be in the communi-
cation range, while after crossover, there are chances of
nodes’ presence beyond the communication range. More-
over, the off-springs are modified using the mutation pro-
cess, which inverts one gene. Furthermore, fitness of the
new off-springs is calculated. If the fitness is better than
the parents’ fitness, the off-springs replace the parents,
otherwise, they are discarded. All the steps are depicted
in Fig. 4.

The terminologies of GA and IoT network are mapped in
Table 3 and are used interchangeably in the paper.

1) INITIAL POPULATION
In the proposed model, RNs are selected based on their
distance from the previously selected node (source or inter-
mediate node) and are added to the forwarder list. This list is
utilized to obtain an optimized route from the source node to
the destination node. Similarly, every possible route is found
through the calculated distance, e.g., for nine nodes, a sub-
network is shown in Fig 5a and possible routes from source
to destination nodes are shown in Fig 5b. Usually, in GA,
the initial population is generated randomly, however, there
is a possibility that a node in the route does not exist in the
neighbor list of the previous node. This random addition in
the route misleads the network and consumes extra resources.
Therefore, we calculate the distance of every node from
other nodes and maintain the neighbor list according to the
communication range.

2) FITNESS FUNCTION AND SELECTION OF PARENTS
The fitness function is used to calculate the fitness value of
every route according to the objective. All routes are sorted
according to the fitness values. The objective is to minimize
the total distance between the source and the destination.
If the total distance of the route is small, the fitness value will
be large. The fitness value is calculated according to [52].

Fitness(k) =
1∑N−1

i=0 Dist(Ci,Crom(k, i+ 1))
. (2)

where Fitness(k) shows the fitness of the kth route, while
Crom(k, i + 1) denotes the next hop of the ith hop in the kth
route. Moreover, Dist represents the distance between nodes
andCi stands for the current hop in the selected chromosome.

3) CROSSOVER AND MUTATION
To make the routes according to the objective, one-point
crossover is performed. The crossover adds more diversity in
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FIGURE 4. Flow chart for GA enabled SDN routing mechanism.

the off-springs by selecting the single common point in both
routes or at least one common neighbor. In other words, edges
are swapped to form the new route to make the population
more diverse. If the fitness of off-spring routes is better than
the existing routes, then the prior ones are replaced, other-
wise, off-springs are discarded. Moreover, in GA, mutation
is performed randomly at the selected gene. Whereas, in our
case, mutation is performed when any low-energy node or
distant node exists. The selected hop is replaced with some
other nodes from the neighbor list. The fitness is calculated
again and if the resultant value is greater than prior, new
routes replace the previous ones.

F. ROUTE CORRECTNESS MECHANISM
The RCM is necessary for heuristic based routing since the
population is updated at every iteration in heuristic techniques
like GA. So, the final optimal route may contain the mali-
cious or dead nodes, which increase the energy consumption
during packets transmission. In the blockchain, the MNL
is maintained by the IoT network. The malicious or dead
node detection mechanism is described in Section III-G. The
RCM mechanism looks into the resultant route and com-
pares every node’s ID with the MNL already maintained in
the blockchain. If a node’s ID is found in the MNL, the
blockchain requests route re-calculation from the SDN con-
troller according to Algorithm 2.

G. MALICIOUS NODE DETECTION MECHANISM
The number of IoT devices is increasing day by day. There-
fore, there are chances of nodes’ unauthorized entry, which
affects the overall network performance. In order to address
the aforementioned issue, we propose the LRA mechanism
to authenticate the nodes. However, the malicious nodes may

Algorithm 2: Route Correctness Mechanism

1 Inputs: Route,MNL;
2 Outputs:Message;
3 for i← 1 to Number of Hops in Route do
4 if Hop not exists in MNL then
5 Send Route to Network;
6 return Correct;
7 else
8 Re-calculation Request;
9 return Incorrect;
10 end
11 end

exist in the network, even after authentication, because a node
can be compromised by an attacker. Additionally, nodes could
be dead because of their rapid energy depletion. These both
types of nodes cause extra energy consumption over packet
drops due to re-transmission. To detect the malicious node,
the source node sends the hello packet to the next hop in the
calculated route before starting the communication. If the
next hop is alive and legitimate, it adds its credentials in
an acknowledgment packet and sends it back to the source
node according to Algorithm 3. Parallelly, the receiver node
forwards the hello packet to check the aliveness of its next hop
and so on. If any of the nodes does not send the acknowledg-
ment back, the hello packet is repeatedly sent five more times
with same conditions. If the acknowledgment is received, the
source node starts the communication, otherwise, the node
is declared as malicious or dead. The declared malicious or
dead node’s ID is sent to the blockchain. The blockchain
deletes the credentials of the malicious node and adds its
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FIGURE 5. (a) Sub-network architecture (b) Possible routes.

Algorithm 3:Malicious Nodes’ Detection

1 Inputs: Route;
2 Outputs:Message;
3 Send hello Packet;
4 for i← 1 to 5 do
5 if Acknowledgement Packet Received then
6 Send Packet to route’s Next Hop;
7 return Route is Correct;
8 break;
9 else
10 Send hello Packet Again;
11 if i == 5 then
12 return ID of Malicious Node;
13 end
14 end
15 end

ID in MNL, as discussed in Section III-F. Moreover, this
method detects malicious or dead nodes in a very simple way,
therefore, it increases the nodes’ lifetime due to less energy
consumption. The hello packet is very lightweight and causes
less energy consumption. Moreover, maintained MNL also
saves energy because it helps in the detection of malicious
nodes in the calculated route at an early stage.

IV. PERFORMANCE EVALUATION
In this section, the performance evaluation of the proposed
model and methods of experiments are discussed.

A. SIMULATION ENVIRONMENT
We set up the blockchain environment through MetaMask,
Ganache and Remix IDE on Windows 10 Pro, 64-bit pro-
cessor Intel Core m3 of 1.61 GHz processor and 8 GB
RAM. The smart contract is written in Solidity language.
All simulation parameters with diverse scenarios are listed in
Table 4.

TABLE 4. Simulation parameters.

B. CONDITIONS FOR THE PROPOSED MODEL
• If any RN does not send the acknowledgment packet
back, the source node resends the packet five more
times. If no acknowledgment is received, the source
node declares the RN as malicious.

• Only BSs are responsible to authenticate the ordinary
nodes because blockchain is deployed on the BSs.

• All nodes have to response the hello packet to the source
node.

• Only the correct route is sent to the source node to save
the resources of the network.

• The declared malicious nodes would not be allowed to
participate again in the network.

C. VALIDATIONS
In this section, we have performed the simulations of the pro-
posed model while considering gas consumption, remaining
energy of the network and the number of packets dropped.
The experimental steps of our model are given as follows.
• Step 1: Authentication
• Step 2: Route Calculation
• Step 3: Malicious Node Detection

1) STEP 1: AUTHENTICATION
In this section, the performance and effectiveness of our
model are evaluated using the gas consumption of the LRA
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TABLE 5. Gas consumption.

mechanism and it is compared with the existing HBA scheme
[15]. The gas consumption in the blockchain environment is
a basic unit for calculating the transaction and execution cost.
The deployment cost includes transaction and computational
costs, which are to be paid by the smart contract caller.
The transaction cost is paid for adding a transaction in the
blockchain, while the execution cost is paid for executing
different operations included in the smart contract. The com-
putational cost of our proposed LRA mechanism is depicted
in Fig. 6b and Table 5. The existing technique has a larger
message size, therefore, it causes higher gas consumption
than the proposed LRA mechanism. The message size is
larger in the existing technique because many parameters are
taking part in the authentication mechanism. On the other
hand, LRA contains fewer parameters, which need to be
stored. In addition, the first set of bars depicts deployment
cost, which shows the proposed model’s efficiency in terms
of gas consumption. Similarly, the second and third sets of
bars depict the efficiency of registration and authentication,
respectively. The registration cost is higher than the authen-
tication cost because the credentials need to be stored on
the blockchain during registration, which requires more cost.
In authentication, the credentials have to be compared with
already stored credentials only. Therefore, the authentication
process requires less gas as compared to the registration pro-
cess. Similarly, the same reasons are applied to the transaction
cost, which is plotted in Fig. 6a and Table 5.

2) STEP 2: ROUTE CALCULATION
The GA enabled SDN based routing method is evaluated
by calculating the remaining energy of the network after
the detection of the new malicious node. There is a minor
decrease in the total energy after detection of new malicious
node, as seen in Fig. 7a. In our scenario, initially, we simulate
the four cases, which arementioned in Subsection IV-D. Then
the blockchain is integrated to keep a record of the nodes’ cre-
dentials and ensure route correctness. After this, the cases are
implemented by increasing the number of nodes, clusters and
logical SDN controllers. These cases include 1, 4, 8 and 12
logical SDN controllers for 1, 4, 8 and 12 clusters, respec-
tively. They are implemented to check the scalability of the
proposed model. Each set of bars in Fig. 7a depicts the said
four cases. We can see that in each case, the consumed energy
is logically increased, as the number of nodes and clusters

FIGURE 6. Gas Consumption in terms of (a) Transaction cost (b) Execution
cost.

are increased. Therefore, there is no extra overhead of energy
consumption. The collective energy consumption of the net-
work is minimum because the new route is calculated after
the detection of the malicious nodes. The new route decreases
the packet drop rate, which affects the energy consumption
of the nodes. Also, the number of successfully transmitted
packets is increased, which is required by an efficient net-
work. Therefore, resource utilization over the transmitted
packets is not considered. The minimum energy consumption
on every new detection shows the achievement of our work’s
objective. Additionally, these tests are performed for the four
previously described cases to evaluate the scalability of the
proposed model. Moreover, energy consumption is increased
logically with the increase in the network size, as shown in
Fig. 7a. However, energy consumption does not increase from
an expected value. The reason is that the number of hops is
minimum in the calculated route due to GA based shortest
route selection and the route calculation through the central-
ized SDN controller. Moreover, the source and destination
nodes’ energy dissipation is less because they only have to
transmit or receive the packets.

3) STEP 3: MALICIOUS NODE DETECTION
Another issue is the existence of a malicious node in inter-
mediate nodes, which affects the network’s communication.
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TABLE 6. Time taken by different cases.

FIGURE 7. (a) Remaining energy of the networks (b) Number of packets
dropped.

In addition, the MND mechanism is evaluated by the num-
ber of packets dropped. If any node becomes malicious or
dead and this information is not broadcasted to the network,

other nodes’ energy could be depleted due to packet re-
transmissions. We have calculated the number of packets
dropped when any malicious node is detected. In Fig. 7b, the
x-axis shows the number of malicious nodes and the y-axis
shows the total number of packets dropped. Ultimately, the
number of packets dropped increases due to an increase in the
number of malicious nodes. However, the number of packets
dropped does not increase exponentially because malicious
nodes are detected through the lightweight hello message’s
acknowledgment. These hello messages are initiated after a
specific interval of time to ensure the reliability of the path
throughout the network’s lifetime. Figure 7b shows uncertain
behaviour because different number of packets are dropped
at every iteration. The number of dropped packets is not
increasing additively because malicious nodes are detected
at different time intervals. Sometimes, malicious nodes are
detected right after the last detection. It means the detection
mechanism detects the malicious nodes efficiently. More-
over, when any node becomes dead in the path, a new path
is calculated by the SDN controller, therefore, packet drop
is decreased, which decreases the energy dissipation while
increasing the overall network lifetime.

D. CASE STUDIES OF THE PROPOSED MODEL TO
VALIDATE SCALABILITY
In order to simulate the proposed model, we consider differ-
ent number of clusters and logical controllers as follows.
• No. of clusters 1, No. of logical controllers 1
• No. of clusters 4, No. of logical controllers 4
• No. of clusters 8, No. of logical controllers 8
• No. of clusters 12, No. of logical controllers 12

In our scenario, the SDN controller is used for calculating
the route for the IoT devices and there could be more than one
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FIGURE 8. Formal analysis using Oyente tool.

logical controller. However, the above mentioned simulations
are conducted to check the proposed model’s scalability for
route calculation time. The average time is approximately the
same for different scenarios, as mentioned in Table 6. In the
table, columns 2, 3, 4 and 5 have one, four, eight and twelve
logical controllers, respectively. Since logical controllers in
the SDN control plane work parallelly, there is not much
difference between times, taken by logical controllers. Hence,
it is verified that our system is scalable for the increased
number of IoT devices.

E. CRITICAL ANALYSIS
The proposed work is intended to enhance the IoT network’s
performance. The IoT network faces numerous issues like
lack of security, minimum network lifetime, insecure routing,
etc. Blockchain technology and GA enabled SDN controller
are used in combination to secure network communication
and increase the network lifetime. The blockchain is used for
the LRA and the RCM. The LRA mechanism consumes few
resources because the message size is less. However, few cre-
dentials may cause impersonation, spoofing and sybil attacks.
These attacks can be performed by the brute-force method.
In the MND mechanism, we tackle the black hole attack
and ensure high packet delivery. However, in this model,
more threats like denial of service attack, replay attack, grey
hole attack, etc., can occur. Additionally, the GA enabled
routing requires much time to calculate the route, which is
sometimes unacceptable for the network due to its real-time
communication requirements. Moreover, in blockchain, the
transactions take considerable time for validation.

V. FORMAL SECURITY ANALYSIS
The formal analysis of the proposed scheme is carried out
through implementation. The scheme is specifically designed
for the detection of malicious nodes. It consists of two main
parts: a black hole attack detection mechanism deployed
in the main network and an MNL list, maintained on a
blockchain, which is analyzed through Oyente tool. The
results are depicted in Figure 8.

A. BLACK HOLE ATTACK
In this section, we provide the details of our strategy to deal
with a black hole attack, as shown in Figure 9. A black hole or

FIGURE 9. Proposed attacker model against black hole attack.

packet drop attack occurs in a network when a node receives
the packet and does not acknowledge it [56]. Generally, when
a node sends the hello packet to its neighbour, it receives an
acknowledgment packet in return. To check the robustness of
our proposed scheme, we induce the black hole attack by con-
sidering one of the nodes in the selected route as malicious.
When themalicious node receives the hello packet, it does not
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send the acknowledgment packet back to the source node. If a
node does not send the acknowledgment packet back to the
source node after receiving five hello packets, it is considered
malicious and its ID is stored on the blockchain. The reason
for maintaining the list on the blockchain is to prevent data
tampering.

B. SMART CONTRACT ANALYSIS
To maintain the MNL on the blockchain, a smart contract
is used, which is written in solidity programming language.
Smart contracts enable secure transactions between different
nodes without the interference of a third party. However,
due to bad programming practices, the smart contracts may
become vulnerable to different attacks like DAO attack [53],
reentrancy attack [54], transaction ordering attack [55], etc.
We analysed our smart contract using the Oyente analysis
tool. Oyente is an open-source tool that symbolically executes
the smart contract to identify critical vulnerabilities. Fig. 8
shows the Oyente analysis of our proposed smart contract.
It is evident that our smart contract is secure against all the
commonly known smart contract vulnerabilities. Some of the
smart contract vulnerabilities that are closely related to our
scheme are discussed as follows.

1) REENTRANCY ATTACK
In a reentrancy attack, a malicious user may interrupt the
normal execution of a smart contract function and run the
same functionmultiple times using different parameters with-
out any errors. The smart contract in our proposed scheme
stores the IDs of the malicious nodes in the MNL. However,
this function can only be executed by the authorized nodes.
This restriction prevents malicious users from adding false
information to theMNL.

2) TIMESTAMP DEPENDENCY
In this attack, the attacker manipulates the timestamp of the
blocks to add false information to the ledger. Since there is
no time-dependent function in our smart contract, hence, our
scheme is secure against this attack.

3) CALL STACK ATTACK
In this attack, the attacker repeatedly calls the external smart
contract functions to exceed the 1024 calls. After that, the
benign function calls will fail since the limit is already
reached. In our scheme, this attack is not possible because our
proposed smart contract does not have any external functions.

4) PARITY MULTISIG BUG
This attack allows the malicious users to take ownership
of the victim’s account. Hence, the attacker can steal funds
from that account and perform the functions reserved for the
authorized users only. However, the Oyente results show that
our proposed smart contract is secure against this attack.

5) TRANSACTION ORDERING DEPENDENCE
In this attack, a malicious miner may attempt to maliciously
order the transaction to disrupt the standard functionality of

the contract. This attack occurs when the smart contract has
functions that are dependent upon the order of the trans-
actions. This attack is not possible in our proposed smart
contract because none of the smart contract function has
transaction ordering dependence. Moreover, the miners in the
proposed scheme are trusted entities; hence, this attack will
not occur even if this vulnerability exists.

VI. CONCLUSION
In this paper, the blockchain is deployed to store the nodes’
credentials for achieving tamper resistance and anonymity
to ensure trust and privacy in the distributed network. An
LRA mechanism is proposed in which credentials are stored
on the blockchain for their further usage in the routing pro-
cess. GA enabled SDN controller is used for calculating the
routes between source and destination node, which results
in optimized energy consumption of RNs. The SDN con-
troller uses already stored nodes’ credentials for route cal-
culation. After route calculation, the route is submitted to
the blockchain for validation through smart contract based
RCM. The RCM compares the route with the MNL (gener-
ated after the detection of new malicious nodes). If any of
the route’s hop exists in the MNL, the blockchain resends
the route request to the SDN controller, otherwise, it sends
the route to the source node. Moreover, an acknowledgment
based MND mechanism is proposed, which detects the mali-
ciousness or deadness of RNs. This method allows the source
node to detect malicious or dead nodes through a lightweight
hello message, which results in less energy consumption.
The source node sends hello message to the neighbor node.
If the acknowledgment is not received, hello message is sent
five more times; otherwise, the communication is started.
In the case when no acknowledgment is received, source node
declares the respective node as malicious and adds its ID in
the MNL. The simulation results show the effectiveness of
our proposed model in terms of gas consumption, the number
of packets dropped and the remaining energy of nodes. The
proposed model requires less execution and transaction costs
for both registration and authentication of RNs. In the future,
we plan to conduct the routing mechanism through differ-
ent meta-heuristic techniques. Moreover, we will enhance
the MND and route calculation mechanism using machine
learning techniques. Furthermore, wewill conduct an attacker
model considering sybil attack, impersonation attack, denial
of service attack, etc.
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