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ABSTRACT High-power microwave sources applied to a directed-energy weapon can lead to permanent
damage by radiating concentrated energy in a specific direction to disturb or overload electronic equipment.
The effect analysis on the target, such as electronics exposed to electromagnetic pulse, should be considered
as an important factor in determining the performance of high-power microwave sources and conducting
experimental evaluations. In this study, a magnetically insulated transmission line oscillator, one of the
representative high-power microwave sources based on vacuum electronics device, was constructed and
experimental analysis with respect to electromagnetic pulse effects was performed. The specification of the
magnetically insulated transmission line oscillator used in this study corresponded to 3 GW of high-power
electromagnetic wave pulses operating at L-band. The power efficiency was approximately 10 — 15%. For
effective targeting, a Vlasov antenna that converts TMg; mode to TE;; mode was designed and fabricated.
The radiation pattern was confirmed via fluorescent lamps, and to confirm the effect of the directed-energy
weapon on the target, an effect analysis was performed using a portable electronic device as a sample.
Furthermore, the electric field was measured with a D-dot probe and quantified and compared. This study
presents a future blueprint of the value of the directed-energy weapon by predicting the radiant output power
of the weapon in the far-field region after it is mounted on a movable ground vehicle or unmanned aerial
vehicle.

INDEX TERMS High power microwave (HPM), directed-energy weapon (DEW), electromagnetic
pulse (EMP), magnetically insulated transmission line oscillator (MILO).

I. INTRODUCTION electron beam requires the development of a more intensive

The development of pulse power machines (PPMs) led to
the emergence of high-power microwave (HPM) sources
that create a relativistic beam. The process of generating an
electric field via HPM sources that generate a relativistic
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and high-voltage pulsed power generator. HPM generation
is of significant interest in a laboratory because a PPM,
which is stored as a capacitor and generates a high voltage,
occupies a large volume and has a large mass. Hence, PPM,
which stores high voltage as a capacitor, is mainly used as
a HPM source because it requires a generator with a con-
stant impedance of several tens of hundreds to thousands
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of kV for 100 ns. The energy circuit stored in the capac-
itor is highly suitable for pulses of approximately 100 ns
with high voltage and high output. High-power microwave
technology is one of the most recent technologies, and new
innovations and applications in this technology and can be
applied to new applications [1]-[3]. A quantum leap with
respect to the level of microwave power can be used to
guide physics in new directions with conventional microwave
equipment or new interaction mechanisms in the microscopic
world. Conventional microwave electronics can reverse the
current trend toward miniaturization of solid-state devices.
They inherently exhibit limited output capacity [4]-[6]. HPM
generation can lead to generation of enormous power, and
thus it can be considered as a significant factor in the future
as an energy source for modern relativistic electron beam
technology. These high-power microwaves are applied to mil-
itary weapons, such electromagnetic pulses (EMPs), based
on directed-energy weapons (DEWSs). Over the past two
decades, extensive research has been conducted on EMP
weapons that directly transmit energy as opposed to other
transmission methods [7]-[12].

HPM devices have been developed since 1960s, starting
with gyrotron, free electron laser (FEL), vircator, klystron,
magnetron, and relativistic magnetron (RM), which can
handle electrons in a relativistic realm by accelerating exces-
sively high-voltage electrons. HPM based high-power elec-
tromagnetic wave pulse generators, such as magnetically
insulated transmission line oscillator (MILO), backward
wave oscillator (BWO), and traveling wave tube (TWT)
have been proposed and developed. Furthermore, the impulse
source that enables RF radiation of high-power electromag-
netic waves in a wider area through an antenna has been
continuously developed. Moreover, the pulsed electron beam
(e-beam) accelerator required to generate the HPM presents
a major concern, and compression of the pulses within the
PPM can result in a relativistic electron beam. Hence, this
principle can be applied to EMPs termed as an electronic
bomb [13]-[26].

Most recently, drone strikes have dramatically changed the
face of warfare. This presents a new opportunity, especially
for terrorists, as it can transform small commercial drones
into weapons of terrorism. Without any armament, only the
kinetic energy of the drone is sufficient to attack a person or
collide with an aircraft near an airport. Therefore, prevention
of drone attacks and terrorism is emerging as a new security
challenge. Hence, a wide array of ideas, including lasers and
anti-aircraft guns to attack drones, electromagnetic jammers
and even nets for capturing drones, and eagles have emerged.
Specifically, the use of electromagnetic waves in a drone
shooting system is not a new idea. Some systems, such as
guns, can be carried and fired by an individual. However,
considering the power and range, a stationary system that can
also move in a vehicle can block drones more effectively.
The EMP attack system is the safest method for preventing
simultaneous attacks from multiple drones, especially when
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protecting facilities that are sensitive to the use of firearms or
facilities with civilians nearby [27]-[37].

In this study, the EMP effect on electronic devices was
analyzed by designing and manufacturing a narrowband
oscillator termed as MILO. Hence, based on theory, design,
manufacturing, and testing of pulse power devices, a Marx
generator with an electron beam acceleration energy of up
to 1 MeV, which can generate GW-class high-output pulse
power from a relatively low voltage (of several tens of kV),
was designed and manufactured. Furthermore, a pulse form-
ing device, Blumlein pulse forming line device, was designed
and manufactured. High output pulse power of GW-level
was generated from this system [38]. The power level was
confirmed with diagnostic devices such as voltage probe and
magnetic-variable probe. Based on the design and fabrication
of MILO, a device was designed and manufactured to gener-
ate high-power microwaves from the electron beam generated
by the pulse power device via theoretical calculations and
simulations. Additionally, to test this device, a microwave
diagnostic device was designed and manufactured. To ensure
accurate targeting, TMp; mode, which is the basic mode that
occurs in the MILO circuit, was converted to TE{; mode.
Hence, a Vlasov antenna with optimal gain was designed,
manufactured, and demonstrated. Additionally, the perfor-
mance of the antenna was evaluated. A maximum output of
approximately 3 GW of L-band (1.15 GHz) was obtained for
50 ns with an output efficiency in the approximate range of
10-15%. Finally, by conducting analysis of radiation patterns
and effects on electronic devices. guidelines and blueprints
are presented for application to EMPs in future studies.

Il. MILO SYSTEM

A. MILO EQUIPPED WITH A PULSED

E-BEAM ACCELERATOR

As mentioned earlier, we adopted the MILO system as a
source of HMP for EMP application research. MILO is con-
sidered as a vacuum element that can generate the highest
level of power among the existing sources of HPM. Further-
more, other organizations worldwide are also developing it
as an EMP device. The performance specifications of the
pulsed electron beam accelerator, applied in this study, were
verified in our previous study. Additionally, the reproducibil-
ity of design, circuit fabrication, and performance experi-
mental studies based on theoretical research on MILO was
confirmed in prior research. In this study, we focus on mode
competition in MILO, which is considered as an HPM gen-
erator. It has been experimentally and theoretically proven
that this mode competition can lead to unstable operation,
an important issue in HPM generators. Specifically, mode
competition was observed via the waveguide at the output
stage and microwave B-dot sensor installed in each resonator.
In the observed mode competition phenomenon, in contrast
to normal mode competition, the fast-growing axial mode
close to the desired m-mode grows initially, but eventually
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FIGURE 1. MILO system as a representative HPM source for application to an EMP generator; (a) Outline of 3D modeling design applicable to EMP,
(b) 3D aerial view of MILO system with Vlasov antenna center view, (c) top view of the MILO system, and (d) side view of the MILO system.

shifts to a slow-growing stable mode. We determined that
the kinetics of this mode competition is highly dependent on
the temporal change of the magnetically insulated electron
beam drift velocity. This is related to the dependence on the
pulse shortening phenomenon according to the output power.
The influence of the anode plasma generated between the
cathode and anode of the diode was confirmed in a previous
experimental study [21].

To verify the performance of MILO, a pulse power device
capable of accelerating an electron beam to a maximum of
1 MeV with a maximum acceleration voltage of 800 kV
and variable impedance control based on the property con-
servation law were used. In the case of a diode impedance
characteristic of approximately 14 €2, MILO can generate up
to 45 GW of electron beam. By using this electron beam
to generate electromagnetic waves with a power efficiency
of 10-15%, it was possible to create an RF output power
of 3 GW. Additionally, based on previous research results,
the rise time of RF output is formed in several tens of ns.
Therefore, based on the 100-150-ns pulsed electron beam
accelerator used in this experimental study, an RF output
power of 20-50 ns can be realized [38].

Fig. 1 shows the three-dimensional model of the MILO
system. Fig. for the theoretical study, design data, and produc-
tion performed in advance. Based on the 3D modeling results
shown in Fig. 1, the reproducibility of the MILO system is
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sufficiently secured through more than 1000 shots. This was
conducted in a prior study to build a reliable database for
performance verification. Fig. 1-(a) shows a Marx genera-
tor filled with insulated oil and trigger generator consisting
of R-L-C circuits for high-voltage applications and compo-
nents of spark-gap gas switches, which serve as an impor-
tant overall system controller for remote and synchronous
control. Specifically, acceleration voltages of up to 800 kV
can be generated. By using the Blumlein pulse forming line
(Blumlein PFL), the underdamping sinusoidal waveform
generated via the Marx generator maintains the applied max-
imum acceleration voltage. This proceeds as a square pulse
and aids the electron beam to accelerate favorably. Simulta-
neously, 1500 liters of deionized water is contained inside
the Blumlein PFL to ensure that the relative permittivity is
78 and specific resistance is maintained at approximately
18 MQ:-cm. This ensures that there is no insulation break-
down problem. The red velvet cathode in the MILO circuit
shown in Fig. 1-(a) has a very low concentration of impu-
rities in the plasma state in vacuum. Hence, the probabil-
ity of a break-down inside the vacuum is very low. Self
without external magnetic field characteristic of the MILO
circuit It is characterized as a very advantageous material
for forming magnetization. After the formation of field emis-
sion on the surface of velvet cathode through the MILO cir-
cuit, RF oscillates through the beam—wave interaction in the
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FIGURE 2. MILO circuit (synchronism condition: Vpeam = VRrphase)-

several cavities between a relativistic electron beam and slow
wave structure. Simultaneously, the resonant frequency is
determined (approximately 1.15 GHz) due to the specially
designed cavities and its dimension characteristics, and it can
radiate to the exterior in the air while intactly propagating or
converting a specific mode through the antenna.

As shown in Fig. 2, MILO is composed of several con-
tinuous resonators in a vacuum coaxial diode composed of
a cathode and an anode. In Fig. 2, when a negative input
pulse is transmitted from the left, electrons flow through
the central conductor and are emitted through the cathode.
At this time, this flow of electrons creates a magnetic field
in the direction of rotation, and if the current is sufficiently
high, then it acts together with the electric field in the given
radial direction to form E x B drift motion in the axial
direction. Eventually, the electrons do not reach the anode and
flow in the axial direction, which is termed as self-magnetic
insulation. This electron beam is decelerated or accelerated in
this manner by a specific mode of the resonator. Specifically,
this corresponds to the 7 mode with a phase difference of =
for each vane. If the speed of the electron beam is similar to
the phase speed of this mode, then an electron beam bunch
is formed in this manner, and this bunch releases energy to
generate strong coherent radiation (synchronism condition).

B. VLASOV ANTENNA

The fundamental mode of electromagnetic waves generated
from MILO circuit in Fig. 2 is either TEM or TMp; mode.
In the electric field distribution, the central electric field is
zero. This implies that when the electric filed is analyzed
with a three-dimensional radiation pattern, the radiation pro-
ceeds in a donut shape. Hence, it is impossible to reach a
desired target when the electromagnetic waves are radiated
in air through the antenna. To overcome this limitation in this
study, an antenna design with a mode conversion function to
transform TMp; mode to TE;{; mode, in which the electric
field is the highest in the center, is required. It is necessary
to design an optimized design via computational simulation
studies. Based on Fig. 3, the actual fabrication was conducted
by securing the data from the simulation.

As shown in Fig. 3, the Vlasov antenna is basically com-
posed of a circular waveguide and can be used with a reflector
or a lens that can provide a phase difference according to the
application. The Vlasov antenna cuts the end of the circu-
lar waveguide at a certain angle and connects the end with
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FIGURE 3. 3D modeling of a vlasov antenna.

a polyethylene-based lens. Additionally, it interacts with the
low-speed structure in the MILO circuit, exhibits a resonant
frequency, converts the mode of the electromagnetic wave
that travels, and plays an important role in radiating the elec-
tromagnetic wave in air via the lens. Given that the Vlasov
antenna operates as an antenna using the cross section of
the waveguide, it is generally suitable for cases with large-
diameter waveguide, which is widely used in L-band with
a relatively low operating frequency or resonant frequency.
Additionally, the Vlasov antenna, which has a small aperture
when compared to the wavelength according to frequency,
exhibits the advantage of reducing the area of electric field
distribution because of its relatively low gain. However, given
that electromagnetic waves radiate in a tilted propagation
direction, they exhibit frequency dependence due to ellipti-
cally polarized light. This serves as a disadvantage for the
Vlasov antenna. Furthermore, it has the characteristic of a
narrowband antenna, in which the direction of the antenna
should be changed by the resonant frequency because the
direction and tendency of the radiation pattern vary according
to the operating frequency.

Based on the modeling-based design optimization data
in Fig. 3, the radiation pattern in the air was predicted and
analyzed via simulation. In Fig. 4, the center is 0° in the
vertical plane, and the angular width is 100°. With respect
to the horizontal plane, the center is 45° and angular width is
38°. The three-dimensional radiation pattern can be expected
as elliptical.

Based on the aforementioned results, a Vlasov antenna
is manufactured and externally configured for a cold test
as shown in Fig. 5. With respect to the combination of the
separately manufactured mode converter and Vlasov antenna,
the operating frequency of MILO is 1.15 GHz, the input of
the mode converter is TEM mode, and the output corresponds
to the circular waveguide in TE;; mode, which is converted
by the mode converter. The measurement items of the com-
bination of the mode converter and Vlasov antenna include
reflection coefficient, radiation pattern, and gain. Given that
the measurement of the reflection coefficient of the antenna
should be obtained independently of the surrounding environ-
ment, the measurement cable of the calibrated vector network

VOLUME 9, 2021



S.-H. Min et al.: Analysis of Electromagnetic Pulse Effects Under HPM Sources

IEEE Access

Farfield

Type
enabled (kR >> 1)

Approximat ion
Monitor
Component
Output
Frequency

farfield (f=1) [1(3)]
Abs

P-Field(r=2Zm)

1

Rad. effic.
Tot. effic-
Pmax

0.9865
0.9686
-6.358 dBWm2Z

Farficld 'farfield (f=1) [1(3))' P-Field(r=2m)_Abs(Phi); Theta= 45.0 deg.
90

180

| o
0 [dBWm2]

Frequency =1
Main lobe magnitude = -6.4 dBWm2
Main lobe direction = 90.0 deg.

Angular width (3 dB) = 99.5 deg. 240
Side lobe suppression = 20.3 dB

270

FIGURE 4. Simulation (CST) results of a vlasov antenna.

FIGURE 5. Cold test of a vlasov antenna.

analyzer should be fixed to eliminate the phase change error
due to the cable. Hence, it is necessary to install a radio wave
absorber around the cable to reduce the influence of the signal
reflected on the ground or surrounding objects. To measure
the radiation pattern and gain, a long-distance measurement
method was used. Given that the distance measurement is
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FIGURE 6. Cold test result of vlasov antenna: reflection coefficient.

performed by only using 8- and ¢-direction glottal gates,
as there is no radial component in the spherical coordinate
system, the measurement process is simple. However, a loca-
tion that satisfies the distance condition is required. In the
measurement method, the radiation pattern is measured via an
antenna operating in the same frequency band, and the gain
is calculated by comparing the relative value with the data
measured under the same conditions with an antenna with a
known gain. Hence, the radiation pattern is normalized. Given
that the cut-off frequency of the mode converter and antenna
assembly in the cold test is 1 GHz, applying to the formula
of 2D%/x, which is a long-distance condition, is about 2 m.

First, the reflection coefficient of the Vlasov antenna was
measured. The result is shown in Fig. 6. The reflection
coefficient measurement result showed an error of approx-
imately 4 dB when compared to that of the design case.
Fig. 7 shows the result of the cold test measurement in
terms of the radiation pattern and antenna gain. The radiation
pattern and gain were measured at 1.0 GHz and 1.2 GHz
with the operating (resonant) frequency of 1.15 GHz as the
center. The results in Fig. 7 show that the gain of the Vlasov
antenna is maximum at the center with an approximate value
of 10 dB. This shows that the mode conversion was performed
correctly from TMo; to TE . Hence, the targeting is expected
to function accurately on the desired object.

The main beam formation angle was compared with the
design value and experimental value for each frequency
in Table 1.

Ill. EXERIMENTAL PERFORMANCE RESULTS

A. PERFOMANCE EXPERIMENT FOR THE MILO SYSTEM
As shown in Fig. 8, the MILO system was fabricated and
the experimental configuration for performance test was com-
pleted. Fig. 8-(a) shows the overall MILO system, in which
the Marx generator and Blumlein PFL are assembled with
a Vlasov antenna that modulates electromagnetic waves and
radiates them outward. Fig. 8-(b) shows the cathode that
covers the velvet. Hence, the velvet is mounted on the sur-
face of the anode to facilitate the emission of electrons.
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FIGURE 7. Distributions of radiation pattern and gain for vlasov antenna;
(a) 1.15 GHz, (b) 1.0 GHz, and (c) 1.2 GHz.

The output power facilitates the emission of electrons as
the work function value is lowered when compared to the
material of the existing cathode by mounting the velvet.
Finally, a dielectric material, such as velvet, was attached to
the surface of the cathode to generate high-quality electron
beams on the surface of the cathode. This was performed
using a shape that facilitated uniform electron emission by
forming fine gas columns. Based on these results, the weak-
ness of MILO, which has a relatively low output conversion
efficiency of 10% or less, can be compensated to some extent.
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TABLE 1. Main beam forming angle from the cold test of vlasov antenna.

Design Measurement (cold test)
Frequency
6 ¢ 0 [0}
1.0 GHz 49 0 59 -4
1.15 GHz 42 0 45 -6
1.2 GHz 39 0 46 -15

When connected to each other, as shown in Fig. 8-(c) and
Fig. 8-(d), the velvet cathode (to which the velvet is attached)
and central anode are positioned at a certain distance. This
enables mode-converted radiation of electromagnetic waves
under a resonant frequency mode due to the beam—wave inter-
action from the cathode to the central anode via the Vlasov
antenna. This leads to a circularly symmetrical mode via the
circularly symmetrical central anode when the monopole’s
electromagnetic field affects the inner core conductor under
the influence of the separation distance between the central
anode and velvet cathode, which has the characteristics of an
inner conductor.

Fig. 9 shows the performance test results of the MILO
system. In Fig. 9-(a), the applied acceleration voltage can be
approximated as 600 kV considering the full width at half
maximum, and the RF output power is observed at 3- GW
level. Furthermore, the range for the beam current can be
calculated by using a diode impedance of 14 Q2. In Fig. 9-(a),
the maximum beam current is observed approximately at
40 KA. In the study, the beam current was measured with a
B-dot probe. Fig.9-(b) confirms the oscillation frequency via
fast Fourier transform (FFT) operation based on the RF power
signal measured by the power meter. Furthermore, it was
confirmed that the resonance frequency for the main mode
oscillates at 1.15 GHz. As for the phenomenon that the RF
pulse is shorter than the applied beam voltage in Fig. 9-(a),
the anode plasma generates an ion flow toward the cathode.
As these ions neutralize with electrons near the cathode, they
reduce the space charge limitation, and the emission current
increases. An increase in emission current leads to strong
and fast insulation and prevents the growth of 5/6 = mode,
which competes with 7 mode in the early stage of the diode
operation. This leads to a reduction in the RF pulse when
compared to the length of the applied voltage pulse [21].

Fig. 10 shows the database obtained through hundreds of
experiments to secure reliability and reproducibility, which
are indicators of the performance guarantee of the MILO
system. Fig. 10-(a) shows the RF output power with respect
to the applied beam voltage, and Fig. 10-(b) shows the power
efficiency with respect to the applied beam voltage. In both
plots, as the applied beam voltage increases, the predicted
values of simulation and experimental results tend to differ.
This is related to the phase velocity of electromagnetic waves
wherein the beam——wave interaction should be considered as
the applied beam voltage increases. This is closely related to
the axial mode competition with respect to the formation of
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FIGURE 8. Fabricated MILO system; (a) MILO with vlasov antenna, (b) Velvet cathode, (c) Cavities in MILO, and (d) Central
anode with flexible coupling.

anode plasma. This phenomenon tends to decrease the power
efficiency as the applied beam voltage increases [21].

B. EFFECTIVENESS OF ELECTRONICS EXPOSED TO

EMP WITH MEASUREMENT

Previously, the performance of the EMP was verified via
the experimental results of the MILO system. Subsequently,
we analyzed the effect on electronic devices via GW-class
electromagnetic pulses generated by the MILO system. Then,
by setting the experiment shown in Fig. 11, it is easy to
analyze the effects under the EMP exposure condition on
electronics such as mobile phones. In Fig.11-(a), a mobile
phone is placed as a sample electronic device, and a D-dot
probe is used to measure the electric field in a position
close to it is configuration. In this experimental system, var-
ious calibration methodologies have been suggested in other
experimental areas in advance and numerous experiments
have been performed. Furthermore, a database has already

VOLUME 9, 2021

been established based on experimental data obtained through
HPM sources with the exception of the MILO [13]. Fig.11-(b)
confirms the degree of electrical damage to a mobile phone,
which serves as a sample for analyzing the effects of elec-
tronic devices before and after the experiment. The mobile
operated properly before the experiment. However, after the
experiment, even when the power was turned on, only a white
screen was displayed. Subsequently, the power was turned
off and the device did not work at all. This can directly
confirm that the function of the electronic device was dis-
abled due to the permanent damage. Given the limitations
of the experimental space and safety, environmental con-
ditions were not secured for outdoor testing. Furthermore,
the exposure range of the electronic devices was at a dis-
tance of approximately 2 m from the center of the Vlasov
antenna. This was set in a manner similar to the distance
condition of 2 m based on the law of 2D?/A mentioned
above.
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FIGURE 9. Hot test result of the MILO system; (a) The pulsed waveforms
of applied beam voltage (red line), RF output power (blue line), and beam

current (gray line); (b) Operating frequency through FFT (fast fourier
transform).

As shown in Fig.11-(a), in the actual hot test, the value
of the electric field radiated into the air by the TE;; mode
electromagnetic wave was measured through the Vlasov
antenna of the MILO system via the D-dot probe, which was
positioned 2 m away. The results can be confirmed through
Fig.12. The theoretical and simulation prediction values were
also compared. Although there was a slight difference in the
electric field values, the overall trend showed no changes. The
measured value of the electric field of electromagnetic waves,
which were radiated from the MILO system in a far-field
condition, was a few kV/cm and did not reach the breakdown
level in air (30 kV/cm). However, this range of the electric
field can permanently damage electric devices and can lead
to temporary operation errors (100 V/m to 10 kV/cm) [13].

The distribution of the electric field in the MILO system
can be predicted via CST simulation. As shown in Fig. 13,
the electric field distribution around the end of the MILO
circuit and the window of the Vlasov antenna can be verified.
At position (a) in Fig. 13, the electric field value is approxi-
mately 180 kV/cm, which is very high because it is a region
of metal surface breakdown in vacuum. The electric field near

136782

e e A m e e

RF out power (GW)

250 300 350 400 450 500 550 600
Applied beam voltage (kV)
(a)

Power efficiency (%)

250 300 350 400 450 500 550 600
Applied beam voltage (kV)
(b)
FIGURE 10. Arrangement of data; (a) Applied beam voltage vs. RF output
power; (b) Applied beam voltage vs. power efficiency, (the dotted line

shows the computational simulation result, and the solid line denotes the
fitting of the experimental results).

the window ranges from 26.8 kV/cm to 33.2 kV/cm. In this
condition, given that air-breakdown can occur in air, SF¢ gas
(2-3 bar) is injected, as shown in the lower left part of Fig. 11,
to reduce the experimental risk.

By estimating the power density at a distance of 2 m
under the far-field condition, 3 GW of electromagnetic wave
radiated RF power can be expected to exhibit a maximum
value of 52.65 kW/cm?. This provides the basis for estimating
the actual power density under the long-distance radiation
condition by checking the gain and radiation pattern distri-
bution in the cold test result of the Vlasov antenna mentioned
in Section II-B.

IV. APPLICATION TO AN HPM SOURCE MOUNTED ON

A MOBILE VEHICLE BASED ON PERFORMANCE

The performance test of the MILO system was confirmed
based on the results of previous studies and the results men-
tioned above. To apply the system in the defense industry,
it should be mounted on a mobile vehicle on land for practical
applications. A practical example of such an application is
shown in Fig.14. Specifically, in Fig.14-(a) — (d), the right
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Anechoic RF absorber

Vlasov antenna

FIGURE 11. Experiment to test the effectiveness for electronics exposed to EMP in the MILO system; (a) Measurement of electric fields through
D-dot probe; (b) Verification of electrical damage on electronics (a mobile phone).

10

. Meastljrement by f)-dot probe| |

“|----Theory

_|—Simulation (CST)
]

Electric field (kV/cm)

RF output power (GW)

FIGURE 12. RF output power vs. electric field; The electric field values
measured through the D-dot were compared with theoretical calculations
and simulation results. The range of the measured electric field was
considered within the error range of approximately 5%.

side view shows that the control system is included, and the
top view shows the overall configuration at a glance.

A directed energy weapon (DEW) is a weapon system
that instantaneously radiates concentrated energy in a specific

VOLUME 9, 2021

FIGURE 13. The expectation of electric fields through simulation (CST) for
vlasov antenna in MILO system; (a) The maximum electric

field = 180 kV/cm, the electric field range on the window of vlasov
antenna = 26.8 kV/cm to 33.2 kV/cm.

direction to disrupt or overload enemy electronic equipment.
To design and determine the performance of this type of
directed energy weapon, the analysis of the effect on the target
is one of the important factors that should be considered.
The directed energy weapon of EMP based on the MILO
system, proposed in Fig. 14, applies transient voltage and
current to an electronic equipment with a semiconductor
device, as shown in Fig. 15, to induce temporary abnormal
conditions, arc discharge, and spark generation. The system
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FIGURE 14. Potential application for defense industry based on the MILO system mounted in a movable vehicle (3D modeling); (a) 3D modeling view on
the left side, (b) 3D modeling view on the right side, (c) right side view, and (d) top view.

TABLE 2. Classification of HPM-EMP effectiveness.
/
/ Classification Damage effectiveness

Upset Temporary abnormal state
Return to normal state when the cause is
removed
Lock-up Temporary abnormal state

Return to normal state after electrical reset
when the cause is removed
Latch-up Permanent damage due to electrical faults
Burn-out Permanent damage due to physical defects

To obtain the effect of such a directed energy weapon,
FIGURE 15. Conceptual outline of directed energy weapons. electromagnetic waves above a certain level must be delivered
to the target, and it is known that the average power density
that should be applied to the target corresponds to several

can potentially incapacitate the target (cruise missile, drone, mW/cm? (tens of W/m?) or more. To realize the effectiveness
UAV, etc.) by causing permanent damage to the semiconduc- of directed energy weapons, it is necessary to derive the
tor device. The effects of directional energy weapons can be required performance for each component of the weapon
divided into 4 categories as shown and defined in Table 2. system [39]-[41].
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FIGURE 16. HPM-EMP effectiveness area with respect to distance (d) in a
directed energy weapon (DEW).

Based on the conceptual diagram in Fig. 16, the electric
field for the effective radius with respect to the distance
is obtained via the CST simulation for the Vlasov antenna
(Table 3). Furthermore, the power density applied to the
potential target located in the actual effective radius is
obtained and analyzed (Table 4).

TABLE 3. Comparison of simulation with the theory of electric field.

CST simulation Theory (Friis formula)

Distance
(km) HPBW Center HPBW Center
(kV/m) (kV/m) (kV/m) (kV/m)
1 1.0800 1.3100 1.1225 1.3616
2 0.7300 0.9400 0.7937 0.9628
4 0.4800 0.6200 0.5613 0.6808
8 0.3100 0.4200 0.3969 0.4814

TABLE 4. Comparison of simulation with the theory of power density.

CST simulation Theory (Friis formula)

Distance
(km) HPBW Center HPBW Center
(W/ecm?) (W/ecm?) (W/em?) (W/em?)
1 165.8 236.1 167.09 238.71
2 40.8 58.8 41.77 59.68
4 9.8 14.1 10.44 14.92
8 22 32 2.61 3.73

The electric field and power density simulation is per-
formed by irradiating electromagnetic waves of 3 GW of the
RF output power for the proven performance generated in
the MILO system. Then, the electric field and power den-
sity are measured within the effective radius for half power
beam width (HPBW) 90° at various distances (1 km, 2 km,
4 km, and 8 km). The maximum/minimum power density
is generated at the center/edge of the effective radius, and
the difference between the maximum and minimum is 3 dB.
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This corresponds to a beam width of 3 dB of the antenna
radiation pattern. Table 3 shows the comparison between
the simulation results and those obtained via the theory of
the electric field generated from the radiated electromag-
netic wave based on the radiation distance (d) of the Vlasov
antenna. As expected, the electric field appeared to be effec-
tive for the target at approximately several kV/m. Within
the range of this type of an electric field, electronic devices
can potentially affect temporary functional disturbance and
permanent damage. Similarly, Table 4 shows the comparison
between the simulation results and theory for the power den-
sity of radiated electromagnetic waves based on the radiation
distance (d) of the Vlasov antenna. It is formed in the range
of several to several hundred W/cm? based on the distance
and shows the performance is sufficient to seriously affect
electronic devices.

As the incident electromagnetic wave from Vlasov
antenna, in Fig. 16, radiates, an effective cone zone vulnerable
to EMP can be formed. In this condition, the radius of the
effective area that can lead to temporary malfunction or per-
manent damage to an electronic device due to the influence
of intentional EMP from the generated HPM can be predicted
using Eq. (1). In the equation, r denotes the radius of the
covered area, and 6 denotes the beam angle. However, 6 is
based on HPBW as mentioned earlier [42].

=dt o 1
r= an(§> €))

In Fig. 16, HPBW 6 is 90°. Hence, the calculation of the
radius of the covered area can be easily calculated as shown
in Table 5.

TABLE 5. Calculation of the radius of the covered with respect to d based
on HPBW.

The radius of coverage area
1 km 2 km 4 km 8 km
0=45° 1 km 2 km 4 km 8 km

As a feasible technique for causing damage or destruc-
tion of electronic and other equipment, HPM can damage
many possible targets, including computers, communication
systems, aircraft, UAVs, drones, shipboard, land vehicles,
explosive, detonators, and other digital equipment.

V. DISCUSSION
In the previous sections, the technology and measurements
for intentionally generating EMP based on an HPM source
were described. Based on the experimental studies in this
paper, we secured a database on the electric field and power
density of radiated electromagnetic waves. Based on the
results, the technology is at a level that can neutralize poten-
tial military equipment, including temporary malfunction and
permanent damage to objects based on electronic devices at
a distance.

In this section, the damage to electronic devices due to
intentional EMP exposure from HPM sources to mobile
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objects based on electronic devices and military equipment
are described in relation to protection technology.

In modern social infrastructure, various types of informa-
tion and communication equipment are being operated in
conjunction with each other based on the demand for artificial
intelligence (AI) technology corresponding to informatiza-
tion and automation technology. This can not only cause
chaos, but it can also spread throughout the national security
system and can cause enormous damage. Specifically, given
that these effects can spread to almost all electronic equip-
ment, including power grids and communication networks,
it requires a significant amount of time to recover after an
accident.

Recently, as the perception of EMP protection technology
has changed, there is an increasing interest in this technology
as a national project. Hence, advanced countries in defense
have recently become aware of the serious threat posed by
these high-power electromagnetic waves, and thereby are
investing significant amount of effort for building related
protection facilities. However, these types of projects are
experiencing difficulties, such as excessive costs for building
protection facilities, due to the lack of related technologies
and insufficiency in localization of the protection devices.
High-altitude nuclear electromagnetic waves and high-power
non-nuclear electromagnetic waves differ from each other
in field source, spatial coverage, time-domain characteris-
tics, frequency spectrum, and exposure field strength. There-
fore, the effects are different, and the protective measures
against them also differ. Specifically, with respect to the
international standards and standardization applied to HPM-
based EMP protection technology in the defense field, most
of the equipment used for military purposes is designed to
satisfy the electromagnetic compatibility (EMC) technology
standard, which is similar to the MILSTD-461F standard.
Other test items, including frequency ranges and test levels,
are applied. While most of the army’s ground equipment is
not subjected to RS105 among test items (CSI16, RS105)
related to high-power electromagnetic pulses, it is subject
to RSIO3 for radiation immunity in the 2 MHz to 40 GHz
frequency band. Therefore, the army’s ground equipment is
designed to withstand an electric field strength of 50 V/m in
the frequency band of 2 MHz to 40 GHz, and it varies based
on the frequency according to the CS116 test item. However,
it is designed to withstand a damped vibration wave of up
to 10 A. Therefore, the field strength and induced current
directly exposed by high-power electromagnetic waves are
much higher than the radiation immunity and conduction
immunity of the army’s ground equipment. This can lead a
fatal obstacle to mission performance. Additionally, in recent
years, civil equipment has been widely used in major mili-
tary facilities as commercially available off-the-shelf (COTS)
equipment. Hence, some of these civilian equipment are not
subject to electromagnetic compatibility standards and they
often exhibit a significantly lower level of electromagnetic
immunity than that of military standards. Therefore, it is
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necessary to set an appropriate protection target via a detailed
analysis of the protection target facility [44], [45].

The performance and test method must be equipped
with ground-based and mobile protection facilities against
high-power electromagnetic waves. These parameters are
stipulated in comparative detail in the military standard
MIL-STD-188-125-1/2 [47], [48]. Fig.17 shows the electro-
magnetic shielding effect performance required according to
the military standard MIL-STD-188-125-1/2 [46]. However,
this standard is for the protection of ground-based C41 equip-
ment, and there is a limit to its application to private facilities
as well as concrete structures and underground bunkers.
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FIGURE 17. Minimum HEMP shielding effectiveness requirements
(measured IAW procedures) [46].

The principles used in setting protection goals are as
follows:

Protection Target (dB)=Threat Level — Vulnerability Level
+ Safety Margin = (2)

In this equation, the safety margin should be more than
6 dB according to the military standard MIL-STD-464C [48].
For example, by assuming that the field strength generated by
high-power electromagnetic waves is 65 kV/m, the electro-
magnetic shielding effect required to protect military equip-
ment with a radiation immunity of 50 V/m is based on Eq. (2).
Hence, the same result, as that in Eq. (3), can be obtained [49]
as follows:

65kV /m
50V/m

Therefore, the result of Eq. (3) can be protected with a
protection facility with the same performance as Fig. 17.
However, if a commercial off-the-shelf product with a radi-
ation tolerance of 3 V/m is included in the system, then

the required electromagnetic wave shielding effect can be
expressed in Eq. (4) as follows:

65kV /m
3V/m

Therefore, there is a limit to realizing complete pro-
tection with a protection facility according to the military

SE (dB) > 20log ( ) 1+ 6[dB]~ 68dB  (3)

SE (dB) > 20log < ) +6[dB]~93dB (4
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standard MIL-STD-188-125-112. Although the electromag-
netic wave shielding effect is often emphasized in the
performance of EMP protection facilities, the high-power
electromagnetic pulses that are induced in the power lines
and signal lines and transient signal that can enter the facil-
ity through the point of entry (PoE) are more important
performance metrics. It can be seen that it depends on
how to effectively reduce the coming. Therefore, the mili-
tary standard MIL-STD-188-125-1/2 stipulates not only the
requirement for electromagnetic wave shielding effect, but
also the pulse current injection (PCI) test and continuous
wave immersion (CWI) test. A short circuit injection of up
to 5 kA for various types (inter-site, intra-site) of power
lines, audio/data lines (inter-site), control and signal lines
(intra-site), conduit pipes, and RF antenna lines for pulses is
specified. Furthermore, a maximum residual internal stress
of 10 A or less under different load conditions is specified.
More details on this are available in the military specification
MIL-STD-188-125-1/2 [46], [47].

When considering the performance specifications of the
MILO system again, if electromagnetic waves of peak RF
exceed 3 GW of RF output power and are radiated into the
air, then the range of the effective radiated electric field
with respect to distance can be estimated using the results
of Table 3 and Table 4. If 68 dB is attenuated and shielded
by applying the result of Eq. (3), then the electric field of
radiated electromagnetic waves is distributed in the range
of 130 — 155 V/m at d = 1 km and in 60 — 90 V/m at
d =2 km. It is in the range of V/m. This is within the range
of 30 — 70 V/m, where temporary system malfunctions occur,
and in the range of 150 V/m, where permanent hardware
damage and system software damage occur. When viewed
as an illusion of power density, it is included in the level of
60 — 300 mW/cm?. This can lead to malfunction and damage
to electronic devices [13], [50]. However, the distance is in the
range of 1 —2 km, and it is estimated that the effective distance
and effectiveness of the electromagnetic waves are reduced
by 1/4 when compared to the case where the protection
system is not installed.

In the case of applying a protective facility and metal grid
structure, as shown in Fig. 17, a shielding effect of 70 — 80 dB
or more can be obtained in general. This leads to a potential
design for effective protection. However, in the case of a
metal grating structure, the interval between the periodically
arranged grating structures is related to the wavelength of
electromagnetic waves. Hence, there is a limit to the shielding
effect for high-frequency signals of several hundred MHz or
more. Therefore, there is a protection limit even if the EMP
protection system is built under the radiated electromagnetic
wave condition of a system that can oscillate the RF output of
the GHz class GW based on the HPM source such as MILO.
Additionally, even if EMC shielding is applied to aircraft,
such as cruise missiles, UAVs, and drones, it is difficult to
prevent the influence due to the presence of metal antennas
and structural apertures. Hence, even if a protection system
is built through electromagnetic shielding with a GW-level

VOLUME 9, 2021

of GHz ultra-high frequency electromagnetic wave radiation
condition, it can inevitably be affected by a risk factor for
malfunction or damage. It is evident that in the private sector,
RF shielding facilities of 120 dB or more can be constructed.
However, military equipment is designed with a limit
of 70 — 80 dB.

“r‘ A2 \

#

FIGURE 18. Conceptual diagram of an aircraft equipped with MILO
system for anti-drone applications.

Finally, for high-power electromagnetic wave protection,
a comprehensive approach, including countermeasures at the
protection facility boundary, countermeasures at the overall
system level, and countermeasures at the equipment level,
is required. These approaches include the concept of the
zone of space that should be protected, the selection and
separation and routing of cables that can be exposed to
high-power electromagnetic pulses, methods of shielding
and filtering shielded spaces, and use of devices to detect
transient electromagnetic fields and transiently conducted
signals. These countermeasures typically require electro-
magnetic wave shielding, power line and signal line filters,
and non-linear countermeasures and non-linear countermea-
sures against transient currents and voltages. To prevent the
radioactive coupling of high-output electromagnetic waves,
protection facilities should exhibit appropriate electromag-
netic wave shielding effects and various structural intrusion
points countermeasures. To suppress conductive interference,
high-power electromagnetic wave countermeasure power
lines and signal line filters as well as lightning surges are
required. Specifically, countermeasure parts and transient sig-
nal countermeasure parts should be installed at each electrical
intrusion point. Moreover, the potential of an effective anti-
drone system construction method for protecting important
national facilities from drones used for malicious intent, such
as criminal activities or terrorism, via the establishment of
HPM sources based on the MILO system and analysis of the
intentional EMP environment is high. As shown in Fig. 18,
it is effective to secure flexibility to ensure that the means to
disable cruise missiles, UAVs, and drones can be selectively
used based on the operational environment by inducing the
soft kill method and hard kill method. This implies that

136787



IEEE Access

S-H

. Min et al.: Analysis of Electromagnetic Pulse Effects Under HPM Sources

an illegal drone pre-management system that involves mix-
ing and overlapping operation of detection assets, determin-
ing appropriate countermeasures, and building neutralization
measures should be established. Hence, building a protection
system for important national facilities via the operation of
this type of comprehensive and complex anti-drone system is
urgently required. This can be elucidated by the contradiction
between a spear and shield. Hence, when anti-drone tech-
nology is developed, drone technology also evolves to avoid
anti-drone systems. As the sharpness of a drone’s window
increases, the robustness of an anti-drone defense system
should correspondingly increase. It is difficult to find a sys-
tem that can solve all of these constraints. Hence, it is pos-
sible to create a safe environment only when a complex and
convergent protection system, which utilizes the strengths of
each technology, is built and if the defense network can be
strongly duplicated.

VI. CONCLUSION

In this paper, a high-power electromagnetic wave generating
oscillator termed as MILO, which is typically used in the
HPM field, was used. The performance of the MILO system
was verified via several experimental studies for more than
15 years. The specifications of this system correspond to an
output of up of 3 GW at an operating frequency of 1.15 GHz.
Based on the MILO system, it was possible to create an
intentional EMP environment, which can analyze effective-
ness through the radiated electromagnetic wave electric field
and power density value, for an effective distance and area
to target an electronic device. Additionally, EMP protection
technology is very important. Even if military standards are
applied and if it exhibits the same performance specifications
as those of the MILO system, then it can reduce the effects
of temporary malfunction and damage within an effective
distance of several kilometers to electronic devices equipped
with protection facilities. Finally, it is expected that the results
of this study will significantly contribute to the research on
anti-drone technology for preventing security threats related
to drone shooting of major military facilities and illegal infor-
mation collection.
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