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ABSTRACT This study provides a new development regarding uncertainty and disturbance estima-
tion (UDE) based on fixed-time sliding mode control (FTSMC) for the secure communication of electronic
circuits in a chaos-based system. Takagi-Sugeno (T-S) fuzzy systems were used to remodel chaotic systems
with the aim of softening the control design for the synchronization of the chaos-based system. The master
and slave systems of the secure communication system were maintained in chaotic formats. The originality
of the proposed uncertainty and disturbance estimator is a condition associated with the first derivative of
these values being free. The stability of the system was proven by using the Lyapunov condition. The states
of master and slave systems were used for encryption and decryption, respectively. Finally, the correction of
the proposed control theories was verified by MATLAB simulations, the simulation of the electronic circuits
in OrCAD capture software, and experiments involving electronic circuit communication.

INDEX TERMS Disturbance and uncertainty estimation, Takagi-Sugeno fuzzy system, secure communica-

tion, fixed-time sliding mode control.

I. INTRODUCTION

Disturbance observers are well-known as robust control tech-
niques for the suppression of perturbations from outside and
inside of a control system. There is no exception for a secure
communication system (SCS). A disturbance to an SCS may
be passed from the input channels or through variations in
system parameters. Since secure communication based on
chaotic systems first appeared, many practical papers have
dealt with the problem of synchronization control design and
disturbance and uncertainty compensation. Chen et al. [1]
proposed a secure communication structure based on com-
puter communication. In [2], the secure communication of
two nonidentical logic circuits was archived with the sup-
port of a sliding-mode control (SMC) method. The paper
ignored that, when a circuit is implemented in an exper-
iment, changes in the mainboard uncertainties, capacitors,
and resistors always occur. Therefore, a disturbance observer
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for tolerance control techniques is highly recommended. Our
paper [3] proposed the synchronization of two chaotic sys-
tems based on linear matrix inequality and a time-varying
disturbance observer. That paper stopped at the synchroniza-
tion stage. In [4], a secure communication system with the
synthesis of an adaptive disturbance observer (DOB) and
SMC for chaos-based secure communication was proposed.
The correction of the proposed control method was verified
by an experiment involving computer and electronic circuit
communication. The synchronization of the chaotic system
based on the electronic circuits was applied in a radar appli-
cation [5]. The chaos synchronization application in satellite
secure communication was found in [6]. An application of
chaotic systems in image security can be found in [7]-[10].
Implementations of secure communications based on circuits
systems were presented in [11]-[15]. The synchronization of
a network system was reported in [16]-[20]. The concept
of synchronization was used for stable nonlinear bilateral
teleportation manipulators with the support of adaptive fuzzy
backstepping control [21]. The synchronization concept was
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also considered in [22], wherein a radial basic function neural
network was designed to estimate the parameter variation
in a multilateral telerobotic system. To suppress the distur-
bance and uncertainty of synchronization is a complicated
task, and the MSSs are in chaotic formats. This approach
will decrease the difficulty of perturbation estimator design
if the mathematical portions of these master and slave sys-
tems can be changed into the formats of T-S fuzzy systems.
However, the originality characteristic of the synchronization
system is still maintained if the T-S fuzzy model is used to
build a control algorithm while the master and slave systems
have chaotic formats. Notably, the number of control designs
for the secure communication of the T-S fuzzy chaos-based
system is limited. This paper uses the master and slave in
secure communication in chaotic formats. Control design
based on T-S fuzzy systems is used to feed to the control
input channels. After all, the power of the proposed method
is maintained by precisely synchronizing the states of master
and slave systems (MSSs).

The T-S fuzzy system was found in 1985 [23]. The repre-
sentation of T-S fuzzy system modeling methods was investi-
gated by Tanaka and Wang in [24]. The concepts of sector
nonlinearity was briefly introduced. The T-S fuzzy model
consists of fuzzy membership functions and sublinear sys-
tems. The design of control and synchronization for T-S
fuzzy systems was investigated in [25]-[28]. To the best of
our knowledge, the number of investigations of disturbance
observer-based control for T-S fuzzy systems and the syn-
chronization of chaos-based T-S fuzzy systems are limited.
This paper uses the Chen model from [29]. The states of
the original Chen system are out of the range of [—15; 15].
To apply the mathematical mode of the Chen chaotic system
in an electronic circuit is challenging. To solve this prob-
lem, the system states needs to be rescaled. The details of
the rescaled system procedure are given later. The rescaled
system need to meet the characteristics of the original sys-
tem. To obtain the price synchronization of the chaos-based
system, the disturbances and uncertainty must be completely
deleted.

The disturbance observer is well-known as an unknown
input observer that uses the output signal and control input
to construct compensated perturbations. The perturbations
from both inside and outside the system strongly affect the
desired outcomes and directly influence the performance of
the control system. This paper uses the basic concept of the
nonlinear disturbance observer (NDOB) in [30] to construct
a new DOB. The developments of the basic NDOB was
investigated in [31]-[33]. The perturbation observers require
the assumption that the first derivative disturbance is equal
to zero. To soften this assumption, this paper proposes a
new disturbance observer to delete the perturbations from
both sides of the secure communication system without the
condition of the first derivative of perturbations. To correctly
obtain disturbance values, the precision of the control system
is a very important factor. Here, fixed-time sliding-mode
control was proposed for synchronizing the MSS.
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SMC is well-known as a nonlinear control technique, and
it consists of equivalent control and switching control. These
control values are used to stabilize the system states on a
sliding surface and force state convergences on a predefined
surface [34]. In [35], a new stochastic sliding mode surface
was introduced as the chattering of the sliding mode control
appearing from the switching control gain and the boundary
layer thickness of the switching function [36]. In [4], an
adaptive law with the integration of tracking error values was
used to update the switching control gain. Fuzzy logic control
was used to regulate the fixed sliding mode surface bound-
ary and reduce the chattering value for an active magnetic
bearing system [37]. An adaptive boundary layer SMC was
proposed in [38]. Chattering can be reduced with a suitable
switching control gain [39]. The SMC in this paper includes
a fixed-time control strategy for the reaching phase and a
finite-time strategy for the sliding phase. All the DOB and
SMC components are used for the secure communication of
chaotic systems. Secure communication operation is based
on the synchronization of the states of MSSs. A sent signal
is encrypted by the state of the master system, and a mixed
signal is transferred to a public line. A mixed signal can be
decrypted by the slave system state. The precision of the
recovery data depends on the precision of synchronization
control.

Some motivations from previous published papers are as
follows: In [2], an SMC was used to synchronize the mas-
ter and slave of a logical element chaotic system, and the
synchronization outcome was good under ideal conditions.
However, the synchronization overshoot and settling times
were still high. Additionally, the disturbance and uncertainty
problem was not considered. In our paper [3], the disturbance
observer was still complicated. In [4], the first-derivative dis-
turbance value was removed under the conditions of sliding-
mode control. These limited problems are solved in a simple
way in this paper. Furthermore, in [40], the synchronization
system was proposed based on feedback control. However,
disturbance suppression was ignored. Motivated by previous
papers, this paper proses a new DOB to solve the problem
of perturbation effects for a synchronization system. Fur-
thermore the fixed-time concept may not be found in elec-
tronic circuits. The special consideration of this paper is the
implementation of a fixed-time strategy by using electronic
circuits, which will be introduced from an experimental study.
The calculations of signum functions, and exponential func-
tions can be represented in electronic circuits. The main con-
tributions and novelties of this study are briefly introduced as
follows:

1. In this study, the scale of the Chen system was reduced to
fulfill the request of the electronic circuit voltage ranges.
Then, the chaotic format was converted into the format
of a T-S fuzzy system by using the sector nonlinearity
method. The converted system was used as the control
design implementation. The MSSs are maintained in the
form of chaotic systems. This contribution is a suggestion
for the applications of a recalled chaotic system in the
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secure communication design and in the chaos control

theory field.

2. The effects of perturbations from outside and inside of a
secure communication system were softened by a new dis-
turbance observer to obtain the precision synchronization
goal. The disturbance observer in this paper is developed
based on the DOB in a previously published study [30].
However, the problem of first derivative disturbance value
conjunction is solved completely. The contribution of the
solving problem of the boundary of the first derivative
disturbance will open a direction for the application of
the improved DOB method in other control systems. The
proposed disturbance observer in this paper is first present
for the basic nonlinear systems before it is implemented
in a real synchronization system. This effort provides an
overview of the application of the proposed DOB for
nonlinear systems.

3. To synchronize the MSS, a fixed-time sliding-mode con-
trol was introduced in the secure communication system.
Herein, the fixed-time concept is newly implemented in
electronic circuits. This is a new suggestion for fixed-
time control-based hardware implementation. The origi-
nality of the proposed fixed-time function is represented
by the simple function of sign(s®), which is simpler
and effective in both a small and big initial state. This
contribution is aimed to give a direction to the optimal
fixed-time control method for the micro movement control
system.

4. To verify that the proposed control theories are effec-
tive for secure communication in chaos-based systems in
implementation and theory, the Lyapunov condition was
chosen to solve the stability problem. All the theories
were verified by MATLAB simulations, OrCAD Cap-
ture simulations, and experimental studies of electronic
circuits.

Note that the T-S fuzzy model was used for control design
so that the method used to enhance the synchronization of
the chaos-based system could easily access the perturbations
from both outside and inside the system. The organization
of this work is as follows: The proposed control, related
synchronization, and secure communication techniques are
introduced in the first section. Second, the mathematics of
the master and slave systems are introduced in modeling with
T-S formats. In addition, the preliminaries of the finite and
fixed time operations are briefly introduced. Third, the pro-
posed disturbance observer and the synchronization control
are introduced in detail in section III. Fourth, the illustrative
examples are given in MATLAB simulation, OrCAD Capture
software simulation, and experimental study to verify that the
proposed theories are correct and real. Final, the conclusion
and some comments for our future work are given in the last
section.

Notations: ™™ is identity matrix. AT is transposition
of A. If s = [s1, $2,....,5,17 and s € R" then sign(s) =
sign[ s1, $2,...., 8y 17, and the exponent of the sign function
is calculated as sign(s®) = 5%/ |s]® = sign®(s).
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Il. MATHEMATICAL MODELING, SYNCHRONIZATION
PROBLEMS DESCRIPTION, AND PRELIMINARY
MATHEMATICS

This section presents the mathematical modeling of MSS
into the formats of T-S fuzzy systems, the synchronization
problem formulations, and the basic concept of the fixed-time
sliding mode control and disturbance observer. The origina-
tion of this section is as follows: (A) the mathematical model-
ing of MSS and synchronization problem are presented, and
(B) some mathematical preliminaries are given.

A. MATHEMATICAL MODELING AND

SYNCHRONIZATION PROBLEM

This study used the Chen system in [29] to construct the
MSS. Basically, the magnitude of the system states is used
to determine that the system can or cannot be implemented
on the electronic circuits. The system with full disturbance
and uncertainty values is rewritten as follows:

x1(t) = —(a + Aa)x1 (1) + (a + Aa)xa(t) + dy, (1)

X(t) = —(t 4+ Aa)x1(t) + (c + Ac)xa(t)
—x1(D)x2(1) + du, (1)

X3(1) = x1()x2(t) — (b + AD)xa(t) + dys (1)

ey

where x1(t), x2(¢) and x3(t), are system states. The system
parameters in [29] were chosenasa = 35, b = 3, ¢ = 28, and
T =a—c,Aa, Ab, Ac, and At are the system parameters
variation values of a, b, ¢, and T respectively. dy, (?), dx, (1),
and dy,(t) are the disturbance on the x—, y— and z—axis,
respectively. The performances of system (1) were chaos,
unpredictable, nonperiodic. Furthermore, the system states
are out of the range [—15, 15]. To apply the concept and
phenomenon of the Chen system (1) to the electronic circuits,
the scales of the system states need to be the subsets of the
range [—15, 15]. The rescale process is taken as x(f) —
x1(1)/10,y(t) — x2(¢)/10, and z(r) — x3(#)/20 respec-
tively. System (1) can work as its original phenomenon if the
assumption below is satisfied.

Assumption 1: The system (1) is reliable if the disturbance
on each axis and the parameter variations are all bounded
as follows |Aa| < ay, |At| < 11, |Ac| < c1, |Ab| < by,
|dx1 (t)| <d, de(t)| < db, and ‘dx3(t)| < d3, respectively,
where a1, 11, b1, 1, d1, d2, and dz are all positively defined.

Combining assumption 1 and the rescale process, sys-
tem (1) is now remodeled as follows:

x(@) = —(a+ Aa)x(t) + (a + Aa)y(t) + d(t)

¥(t) = (=t + At)x(t) + (c + Ac)y(r)
—20x(2)z(1) + dy (1)

z2(t) = Sx(t)y(t) — (b + Ab)z(t) + d (1)

(@)

where disturbance on the x—, y—, and z—axes is referred to
as dy(1), dy(t), and d,(t), respectively.

Remark 1: The disturbance and uncertainty on the x—,
y—, and z—axes of the system (2) all need to be bounded as
assumption 1.
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System (2) is now converted to the other format as

x(1) —a a 0 [x(0) ]
yo | =| -t ¢ =20x(2) | | ¥(@)
z(t) 0 5x() -b || ) |
[ —Aa  Aa 0 |[x@®]
+ | —At  Ac 0 y(t)
| 0 0 —ADb | [ z0) |
(1 0 0 d. ()
+10 1 O dy(t) 3)
|0 0 1 d,(t)

System 2 is completely nonlinear. Constructing the dis-
turbance observer for system (3) is still difficult. To convert
system (3) to the T-S fuzzy system, the system as follows

£(t) = h"( (1),
u())S () + g™ (1), u(t)u(t) + Dd(t)
5y =1"( (),
u())¢ (t)

should be considered, where ¢(#) is the system state vector
and §(¢) is the system output vector. A", g, and [ are
smoothing functions. u(¢) is a control input vector and d(¢)
is a disturbance value. The state of the system needs to be a
subset of a fixed range as &;(t) € [Zmin(?); {max(?)]. The fuzzy
variable schedules are now calculated as follows:

“

j g‘max - é‘()
()= 221 o

F) é‘jmax‘_ é‘jmin (5)
() = 1—n()

The fuzzy membership function is w(¢;)(¢), with:
)0 = 11 ¢5(&)0) ©)
J:

where ¢;(£;)(t) = n{) or rté(.). Applying the sector nonlinear-
ity to system (4) yields:

L) =Y GilGONA; + AANL (1)
i=1 7
+ (Bi + AB)u(t) + D;d(1)] @
8(t) = CL (1)

where £(t) € R™™ is the state; u(t) € RP*™ is the control,
and 8(t) € R?*™ is the system output vectors, respectively.
d(t) € RF*™ is the disturbance. A; € R, B; € R™P, and
C € R?*" are approximated matrices. AA; € R"" and
AB; € R™P are uncertainty matrices D; € R"™K is the
approximated matrix of disturbance.

Remark 2: To easily design the controller and observer for
the T-S fuzzy system as in Eq. (7), the approximated matrices
B; and D; should be chosen as the identity matrices.

Assumption 2: System (7) can work as its original charac-
teristics, and the lumped perturbations need to be bounded by
|D;id(t)| < d,|AA;| <@, |AB;| < b, respectively, where d, @,
and b are all positively defined.
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Assumption 3: To simplify the calculation process, the dis-
turbance and uncertainty are assumed to be calculated as one
unique term as AA;x(¢t) + ABju(t) + D;d(t) = E;y(t). The
perturbation is defined by y (t) = [ y1(¢), y2(?), )/3(t)]T.

Remark 3: To easily obtain the information of perturba-
tions, the approximated matrix E; is strongly recommended
to be identity.

System (7) can be simplified as:

() =Y dilGONAL (1) + Biu(t) + Eil(1))
i=1

8(r) = C¢()

Using the sector nonlinearity of the T-S fuzzy modeling,
system (2) is remodeled into the format as follows:

®)

2
(1) = Y $iGONAX @) + Bu(n) + EdD]  (9)

i=1

where
=[x y zI", ¢1(x(®) = (5+x(1)/10,
—a a 0
G2(x(®)) = (5 —x())/10, Aj=| -1t ¢ —100 [,
0 25 -3
—a a 0
Ay = | —1 c 100 |,
0 -25 =3
1 0 O
Ey=E=|10 1 0],
0O 0 1
100
and By = By = | 0 1 0 |. With parameters and initial values

001
as £(0) = [0.1 0.05 —0.0517, u(t) = [0 0017 and d(t) =
[0 0017, system states and the phase trajectories are shown
in Figure 1 below.

These system states in Figure 1 above show that the
rescaled system is chaotic and nonperiodic. The states are
now ranged into the spaces of the subset of [—15, 15]. The
conversion of the Chen system from the format of a chaotic
system into the format of a T-S fuzzy system involves no loss
of system characteristics. The phase portraits of the rescaled
system are used to confirm that the rescaled T-S fuzzy system
is correct according to the original system (1). System phase
trajectories are shown in Figure 2.

Taking the advantage of the Chen system, the master states
of the secure communication are modelled as follows:

Xm(t) = —(a + Aap)xn(t) + (a + Aapy)ym(t)
Im(t) = (=7 + ATy — 202 (1))xm(t)

+ (¢ + Acn)ym(t)
Zm() = 5x,(O)y (1) — (b + Aby)zn(t)

where x,,(¢), yim(2), and z,,(¢) are states of the master system.
The system parameter are maintained as a = 35,0 = 3,

(10)
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FIGURE 1. System states: (a) state on x-axis, (b) state on y-axis, and
(c) state on z-axis.

¢c = 28, and T = a — c.Aay,, Ab,, Acy,, and AT, are
the system parameters variation values of a, b, ¢, and T,
respectively.

Assumption 4: The system (10) can work with its
own characteristics if the disturbance on each axis and
the parameter variations are all bounded as follows:
[Aaxp (D) < aum, [Aaym@)] < awm, |[Atxp(D)] <
Tims |Acym(®)| < cim, |Abzy (1) < b1, respectively. Where
A1m» A2m» Clm, T1im»> and by, are all positively defined.

The slave system mathematical modeling with the control
inputs is presented as follows:

X5(t) = —(a + Aagx(t) + (a + Aay)ys(t)
+ Uy (1) + dys(2)
vs(t) = (=t + Aty — 20z5(t))xs(t) + (¢ + Acs)ys(t) (11)
+ uys(t) + dys(t)
25(t) = Sx5(t)ys(t) — (b 4+ Abg)zs(t) + +uxs(t) + d(1)
where x,(t), ys(t), and zs(¢) are states of the master system.

Uys(t), uys(t), and uy(t) are the control inputs on the x—,
y—, and z—axes, respectively. The system parameters are
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FIGURE 2. Phase trajectories: (a) yx-trajectory, (b) zx-trajectory,
(c) zy-trajectory, and (d) xyz-trajectory.

maintained as a = 35,b = 3,¢c = 28, and t = a —
c.Aag, Abg, Acs, and Aty are the system parameters variation
values of a, b, ¢, and 7, respectively. dy(t), dys(1), dys(t) are
the disturbance on the x;—, y;—, and z;—axes, respectively.

Assumption 5: The system (11) can work as its
own characteristics if the disturbance on each axis
and the parameter variations are all bounded as fol-
lows: [Aaxs(t)] < ais, |[Aays(D)] < ags, dus(D)] <
dis, |Atx(] = s Al = as @] <
dos, |Abzs(t)] < by, |dys(t)] < dsg, respectively, where
ais, azs, dis, Cis, dag, b1, d3s are all positively defined.
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Basically, the secure communication for the data transmis-
sion can be guaranteed by the support of the chaotic system
state.

Remark 4: The accuracy of T-S fuzzy modeling depends on
the antecedent variables for the sector nonlinearity modeling
method and the number of the linearization points for the
linearization method, respectively. The antecedent variables
and linearization points are all experimentally chosen by the
designer.

The operation of the secure communication in this paper is
as follows:

$(t) = ym(®) + S(t) — ys(t) (12)

where S(¢) is the secret signal that needs to be securely
transferred form master area to slave area. S (1) is the received
signal. To obtain the precise secure signal in the slave area,
the master and slave system states precisely track each other
as yn(t) = ys(t). This paper used the T-S fuzzy model to
construct the controller and observer. The MSSs are then
maintained in the form of the chaotic systems. The models of
master and slave systems are temporarily transferred to the
format of the T-S fuzzy systems as follows:

2
n(1) =) $inAm(1) + Eilyn(1)]
= (13)
Li(1) =Y il (DIAL(t) + Bius(t) + Eily(1)]

i=1

where m and s are used to represent the master and slave
notations, respectively. The control input appears on the slave
side. The tracking errors are described as follows:

e(t) = &n(t) — &s(1) (14)
Taking the derivative of both sides of Eq. (14) yields:

2
ety =Y pixnO)NALn(t) + Eily(1)]

i=1

2
- Z Gixs(1)[Aigs(t) + Biu(r) + Eils()] - (15)

i=1

2 2
Due to Z ¢i(x,(r)) = 1 and Z ¢i(x5(1)) = 1, the distur-

i=1 i=1
bance and uncertainty of the synchronization system can be
calculated as a unique term. The calculation is represented as
follows:

2 2
“0) = Gl OAL O] — Y $il AL (1)
i=1 i=1

+ Biu(0)] + Ei(ln(1) — ()] (16)

As shown in remarks 2 and 3, the approximated matrices
are chosen as B; = 343 and E; = [3x3. By referring [ =
Ln(t) — Ig(¢), the derivative tracking error equation (15) can
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be calculated as a new model as follows:

2 2
ety =Y piemNAL(D] = Y $iles(tDIAL(1)]
i=1 i=1
—Bu(t)+ El  (17)

This paper uses fixed-time sliding-mode control for syn-
chronizing the master and slave systems. To soften the effects
of disturbance and uncertainty, a new disturbance observer is
proposed for the synchronization system.

Remark 5: To obtain the precision tracking of master and
slave systems, the states on x—, y—, and z—axes of these
system need to precisely track each other. The precision of
tracking control is dependent on the synchronization control
algorithm.

The preliminaries of mathematical operations are given in
the next following section below.

B. PRELIMINARY MATHEMATICAL CALCULATIONS

This section presents some preliminary mathematical calcu-
lations of fine and fixed-time stability. The beginning con-
cepts for the system are as follows:

X(1) =f(t,x) (18)

Definition 1 ([41]): Finite-time stability concept where
x € RP is the state vector. System (18) is called finite-time
stable if the origin is Lyapunov stable and exists in an open
neighborhood D € RP, and positive T'(x(0)) is the settling
time with:
lim x() — 0
t—T(xp) (19)
x(x0) =0

Theorem 1: System as follows:
s = —ksign(s) (20)

consists of a finite-time stable as

|s(0)]

2n

Ty < Thax =

Proof: Lyapunov candidate should be selected as follows:

l,

V()= ES @) (22)
Taking derivative for both sides of Eq. (22) have
V() = s(t)5(r) (23)
or
V(t) = —ks(t)sign(s(t))

= —«k |s(?)]

= —kV%() (24)

Taking integration for both sides of Eq. (24) corresponding
to the time from zero to settling time Tpy,x yields

V(Tmax) V(Tmax)
f ava) / dr 25)
7 — K
Vl/z(t)
V(0) V(0)
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or
2V (Tiax) — 2V2(0) = —k Tpax (26)
or
s(0
max = bl 27
K

Remark 6: The stability of finite-time was introduced to
the synchronization control system to look for the finite-time
sliding phase.

This complete proof of Theorem 1.

Definition 2 ([42]) Fixed-Time Stability Concept:

If the system (18) is globally finite-time stable and the
settling time is limited by a constant value, as follows:

{ T(x(0)) < Timax

Tinax > 0,

v¢(0) (28)

System (18) is then called fixed-time stable.
Theorem 2: The equation

ap a
S =—y11s()|" sign(s()) — y2 Is(1)|”2 sign(s(t)) (29)
. . .y _ i by L by
Have fixed time stability Ti,x = s ba T @b
Proof: The Lyapunov candidate can be chosen with one
dimension as follows:

1o
V(s@) = 557(1) (30)

Ignoring the time (¢) for softening the writing and taking
the derivative of both sides of Eq. (30) yields

V(s) = s§

a1 a
= s[=y1 Is|"t sign(s) — y2 Is|”2 sign(s)]
2a1+h1 2a2+b2
= —ys 2y _ V2 2by
arthy agthy
=—nV() 1 —pVis) "
aj+by  ap+by ar+by

=[=nV( ™ e

T V) <0 (1)

If V(s) < O system (18) is globally bounded. When
V(§) # 0 have

1 dv(s) al+by 7a2+b2
o g~ Vi) 1 2 —y (32)
V(s) 22
or
1 dv(s) alth) ety
g —yVis) 2t —yp
V(s) 2by
1 B b
S 2 D — aj
byay—byay dr - by (33)

nVis) 12 +p
Integrating (33) over the time from zero to T yields

V(s(c0)) by—ay

dv(s(r)) *2
[’2_“2[([’2"1_b1b2)+1]

vy YiV(s@) 2 - i) T4y,

by —a

by Tmax (34
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or

V(1)
1 dc¢

Toax < —— | —
max bz_az )

R0
V(c0) by—ap
1 dV(s) ™
<bzal—”1h2)+b2—"2
B vy nves) b5, b,
1 b 1 b bi1(by —
_1l b 1 B 1(b2 — a2) (35)
v2by—ay  y1 by —az(bray — b1by)

b—ay

or
LN
v2br—ay  yi(ar —b1)

This complete proof of Theorem 2.

Remark 7: The stability of fixed-time was used to look for
reaching phase control.

All details of proposed control algorithms are shown in the
next sections.

(36)

Thax =

Ill. DISTURBANCE AND UNCERTAINTY REJECTION
BASED ON FIXED-TIME SLIDING-MODE CONTROL FOR
THE SECURE COMMUNICATION OF CHAOTIC SYSTEMS
To delete the disturbance and perturbations of system param-
eters variations, an improvement of DOB is constructed for
the slave system via the control input channel. The illness of
the previous disturbance observer in [30] was proven in our
recent paper [4]. The first derivative disturbance observer can
be softened by a new observer in this paper. Otherwise, to sup-
press these perturbations perfectly, the fixed-time sliding-
mode control was designed for the synchronization system.
These control methods took advantages to perform secure
communication for data transmission. This section presents
in detail the proposed control algorithms as follows:

A. DISTURBANCE OBSERVER FOR A

SYNCHRONIZATION SYSTEM

The proposed disturbance observer of Chen [30] is reconsid-
ered in this paper, and a significantly improved method is
given to solve the problem of the first derivative disturbance
conjunction. The mathematical model of the new disturbance
observer is given for the general system as

X(t) = ax(t) + bu(t) + cd(t) 37

where x(¢) is the system state vector; u(¢) is the control
input vector, and d(t) is the disturbance value. a, b, and ¢
are the approximated matrices of the state, control input,
and disturbance values, respectively. The DOB mathematical
model is shown as:

p(t) = —Lacp(t) — Lglax(t) + bu(t) + cq(t)]
q(t) = Lax(t) (38)
d(t) = L7( ) - (p(t) + q(1))

Ts+ 1

where Ly is observer gain. L~1() is meant to be the inversed
Laplace operation. (-) is the convolution operation.
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Remark 8: In previous papers, [30]-[33] ignored the high
frequency disturbance value. By using Eq. (38), the low and
high frequencies of disturbance values are all rejected.

We have:

d(s) =

39)
or
(Ts + D)d(s) = a[p(s) + q(s)] (40)

Subtracting both sides of Eq. (40) by the disturbance in the
Laplace domain leads to:

d(s) — (Ts + Dd(s) = d(s) — a[p(s) + q(s)]  (41)
or
d(s) — Tsd(s) = d(s) — a[p(s) + q(s)] (42)
Substituting Eq. (39) into Eq. (42) yields:

[P(s)+4(s)] = d(s)—alp(s) +q(s)]  (43)

d(s)—T:
() ST+1

Eq. (43) can be simplified as:

=d(s) (44)
or the disturbance error is described as follows:

d(s) =d(s) — [p(s) + g(s)] (45)

o
Ts+1

Going back to the time domain representation of distur-
bance, the error is now modeled as follows:

dit)y=d@n— L™ -[p() + q(1)] (46)

The disturbance error goes to zero if

d(n)=L"'( ) [p(0) + q(1)] (47)

Ts+1
At this point, the disturbance observer error goes to zero if
the term of d(t) is compensated by the control channel as in
Eq. (38). The details of the sliding mode control are provided
in the following section, below. By applying the concept
of the improved disturbance observer to the synchronization
system, the DOB of the synchronization system is:

2
pit) = —LaEpi(t) — Laily_, ¢iCon(E)IAiGni(0)]

i=1

2
— Y Gile(OIALD] — Bu®) + Eigi()] - (48)
i=1
qi(t) = Ldiei(f)

Ity = L7

) - (pi(t) + qi(1))

T+1

where i = 1 = 3 is the number of disturbance input channels
on the x—, y—, and z—axes, respectively.
By using Eq. (48), we have:

2
pi(t) + gi(t) = —LaEp;(t) — Ldi[z Gi(xm(1)AiEni(t)
i=1

133670

2
— > $ix()AiL() — Biu(t) + Eigi(t)]
i=1
+ Laiéi(t) (49)

Combining Equations (17) and (49) yields:

2
Pilt) + Git) = —LaEipi(t) — Laily_, ¢iCon(tDAiLmi(t)

i=1

2
— > $ixs()AiL(1) — Biu(t) + Eigi(1)]

i=1

2
+Lal ) $ion(D)AGmi(1)

i=1

2
— D Gl (DAL(0) — Biu() + Eil]
i=1
= LaiEil — LaiEi(pi(t) + qi(1))
= LaEilli — (pi(t) + qi(1))] (50)

Taking the Laplace transform for the disturbance observer
equation of Eq. (50) leads to:

li(s) = o 1(1!7(S)-|rqz(S)) (1
Solving Eq. (51) yields:
(Tis + DIi(s) = ailpi(s) + qi(s)) (52)

Using the Laplace transform of the disturbance to subtract
both sides of Eq. (52) yields:

Ti(s) — (Tis + Dii(s) = Ii(s) — ai(pi(s) + gi(s)  (53)
or
Ti(s) — 1i(s) = Tisli(s) + Ii(s) — ci(pi(s) + qi(s))  (54)

By referring ?i(s) =1;(s)— ?i(s), Eq. (54) can be simplified

as follows:
Li(s) = Tisli(s) + 1i(s) — i(pi(s) + qi(s)) (55)
Substituting Eq. (51) into Eq. (54) leads to:

?( ) = T n I(P i(8) + qi(9)) + Li(s) — ai(pi(s) + qi(s))
=Tis+1- 1) (p(s)+q,(s))+l(s)
- Olz(pz(s) + %(s))
= ———(pi(s) + qi()) + Li(s) (56)

T—l—l

Combining Equations (51) and (56), if the estimated is
selected as Eq. (50), the disturbance tracking error value in
Eq. (56) is equal to zero.

Remark 9: The development of the basic nonlinear distur-
bance observer with the support of the low-pass-filter sup-
presses all the low and high frequency disturbances to zero.
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B. FIXED-TIME SLIDING-MODE CONTROL BASED
ON THE DISTURBANCE OBSERVER FOR THE
SYNCHRONIZATION SYSTEM
This paper used a fixed-time reaching phase and finite-time
sliding phase to construct the sliding mode controller for a
synchronization system. The sliding surface is selected as:

t

s(t) =e(t) + A / e(t)dr &)
0
Taking the derivative of both sides of Eq. (57) has:
5(t) = e(t) + re(t) (58)
Solving Eq. (58) with s(t) = 0 yields:
ej(t) = —Ajej(t) (59

Taking integration for both sides of Eq. (59) corresponding
to the time from zero to settling time Tr,x yields:

timax = € imax (60)

The sliding phase is designated as follows:
aj “

5(0) = —aysign™ (5;(1)) — aysign™ (s;1))  (61)
where s(0) = 5o and signk(s(t)) = sign(s(t)k). If a;; >
0,a2i > 0,a17/B1; > 1, and ayj/By; < 1, by applying
Theorem 2, the settling time is calculated as follows:

o +— Bii
ari(ati — 1) a2i(Bai — a2i)
where Ty; is settling time value of the sliding mode surface

j™. Applying the concept of the SMC to the synchronization
system yields:

(62)

Tsi < Timax =

2 2
() =D $ilamONAGn(] = D $ilxa()ALs(1)]
i=1 i=1
+ Biu(t) + Ei(lm(t) — [s(1)] + ret)  (63)
Solving Eq. (63) with the first derivative sliding surface is
equal to zero with no disturbance value yields:

2
egi(t) = [B]Bij1 ™ BI 1D ¢iCom()[AijGmi(1)]

i=1

2
— D il O)NALLGO] + hijei(D]  (64)
i=1
where i = 1 = 2.j = 1 + 3 is the number of the row of the
matrix. The switching control is selected as follows:
0(1 i

i) =[BT B, 1B [aysign™ (si(t))
SWj i,j2n) i,jLej & J

+ aysign™ (s(0)]  (65)

where
1 if s(t) >0
sign(s(t))=4{ 0 if st)=0 (66)
-1 ifs(t) <0
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FIGURE 3. Secure communication system.
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FIGURE 4. Synchronization signals: (a) xm(t) and xs(t), (b) ym(t) and ys(t),
(c) zm(t) and zs(t).

The control values are shown in Equations (64) and (65)
and the disturbance compensations are shown in Eq. (48). All
proposed control algorithms are now applied to synchronize
the chaotic system. The proposed control methods need to
satisfy the convergence condition. This paper used the Lya-
punov theorem to prove the stability of proposed algorithms.
The details are shown in the following section.

133671



IEEE Access

V. N. Giap et al.: Disturbance and Uncertainty Rejection-Based on FTSMC

0.6 ‘
=—cl(t)
304 - e2(t)
= —e3(1)
>
5 0.2 E
g
(0]
g0
<
£-0.2
=
04! ‘ ‘ ‘ ‘ |
2 4 6 8 10
Time (s)
(@)
—cl(t)
vl
& —-c2(t)
= —e3(t)
>
-
o
£
o
o0
g
-
Q
«
S
F
"0 0.002 0.004 0.006 0.008 0.01
Time (s)
(W)

FIGURE 5. Synchronization errors: (a) the errors in the 10 seconds and
(b) the errors in the first 0.01 second.

Remark 10: Take note that, if the disturbance and uncer-
tainty can be completely suppressed, the switching control
gains can be chosen as small values to reduce the chattering.

C. STABILITY ANALYSIS

The necessary condition is used to define the stability of the
system with equivalent control value, which is used to satisfy
the condition as:

2 2
o) = 3 BilomONALHO] — 3 i ONIAL 1)
i=1 i=1
+ Biueq(t)] + E,’Z (67)

or
2 2
&) = Y GilrmONALm(D] = > dilxs()ALs(1)
i=1 i=1
2
+Bi(IB] BB 1) ¢im()Aigm(1)]
i=1
2

= D il (ODIAL(D] + Ae()D]+] (68)

i=1

or

é(t) = —re(t) (69)

The tracking error value goes to zero when the time goes to
infinity if the A is positively defined. The sufficient condition
is selected as follows:

1 1-
Vi) = 2570 + 2d7®) (70)
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FIGURE 6. Synchronization sliding surfaces: (a) the surfaces in the first
10 seconds and (b) the surfaces in the first 0.1 second.
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FIGURE 7. Synchronization errors in the first 0.01 second with
£m(0) = [0.4 0.2 —0.2] and £5(0) = —[0.4 —0.2 0.2].

Taking derivative for both sides of Eq. (70) leads to

Vi) = s;05(0) + di0)di(r)
1 *2j
= s[—ayjsign®V (s(t)) — az;sign™ (s(t)] + 0

L e |
—aij i — a5 <0 (TD)

IA

This completes the verification of the proposed method.

Remark 11: The settling of the control system is fixed-
time. The poof of the fixed-time for Eq. (55) can be found
in [43] when s(¢) > 1 Eq. (55) is completely fulfilled. When
s(t) < 1, the settling-time is limited by the bandwidth of
Timax < 1/(aij + az).

The correction of the proposed theories is verified by the
simulation and experimental studies in the next sections.

IV. AN ILLUSTRATIVE EXAMPLE
This paper focuses on the theory of circuit analysis, which
is used to verify that the finite and fixed time controls can
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4
2
=0 1
-2
==ym-xm phase trajectory
4 = ys-xs phase trajectory
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(a)
4
3 |-
2
T
1 |- 4
O —
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(b)
4 .
3
2 |-

2(t)

0" [=zm-ym phase trajectory
= zs-ys phase trajectory

T4 3 2 -1 0 1 2 3 4

==xmymzm phase trajectory
= xsyszs phase trajectory

z(t)

y(t) T x(t)
(d)
FIGURE 8. Synchronization phase trajectories of the master and slave
systems: (a) the phase on x- and y-axes, (b) the phase on x- and z-axes,

(c) the phase on y- and z-axes, and (d) the phase trajectories on x-, y-,
and z-axes.

be implemented on a circuit. Due to the short distance of
communication between master and slave circuit systems,
the delay-time problem in the circuit was ignored. To achieve
the desired goals, the simulation on MATLAB should be
first given to verify that the effectiveness of the disturbance
observer with all tested disturbance has been canceled by the
proposed method. Furthermore, to illustrate the desired goal
of electronic circuit implementation, simulation on Orcad
Capture software is used to represent control synchronization
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FIGURE 9. Tested and estimated disturbance values. (a) disturbances on
x-axis, (b) disturbances on y-axis, and (c) disturbances on z-axis.

with application in secure communication. The secure com-
munication system is shown as Figure 3 below.
All theories are verified as follows:

A. MATLAB SIMULATION PERFORMANCE
This section is briefly given to illustrate the effect of the
proposed disturbance observer. The control parameters are

001 0 O

selected as follows: A = 0 001 O ,ajp =
0 0 0.01

50,ay1 = 50,a1 = 10,app = 15,a;3 = 10,ap3 =

15,0 =3, =4, 021 =7, 21 =4, 012 =3, 12 =
ap = 5Pn =S5 a3 = 2,p13 = 4, a3 = 3, B3
100
010
001
T3 = 0.001. The initial conditions of MSS are ¢,(0) =
[0.30.15 —0.15] and ¢5(0) = [—0.3 —0.150.15]. The
secure data are encrypted by a system state and transferred
to the public channel. The encrypted data can be recovered

2,01 = oy = a3 = 30,L; = ,and Ty = Ty
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FIGURE 10. High frequency of the tested and estimated disturbance
values. (a) Disturbances on x-axis, (b) disturbances on y-axis, and
(c) disturbances on z-axis.

at the slave system area. The expectations of the secure
transmission are the synchronization of the master and slave
system so that the sent and received data are identical. The
performances of the proposed control algorithms is shown in
the Figures 4-12 below. First, the synchronization signals are
shown in Figure 4 below.

Synchronization was precisely obtained, and the tracking
error values on three axes are very small. The tracking error
values are shown in Figure 5 below.

The settling times of the synchronization system on the
x—, y—, and z—axes are T,; < 0.035(s), T.» < 0.08(s), and
T3 < 0.08, respectively. The tracking errors are in the range
of e;(t) € [—1.25 1.11.1073, ea(r) € [—5.14 : 6.52].107%,
and e3(t) € [ —7.42 8.74 ].10_4, for synchronization on x—,
y—, and z—axes, respectively. The performance of sliding
surfaces are shown in Figure 6, below.

The settling times for the sliding surface reaching the zero
are mostly the same as the settling time of tracking errors.
To inform the chaotic systems after synchronization and still
maintain the original characteristics, the phase trajectories of
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TABLE 1. A comparison of the proposed approach with paper [40].

Values

OUR RESULT

PAPER [40]

* Maximum tracking error

* Maximum Steady-states

Maximum value is
125107

el(t) e

Smallest value is
bigger than [-1; 1]

Bigger than 10_3

[-125 1.1.1072,

Maximum value is  After 1 second

0.08 (second)

* Settling time

* Background Simulation Simulation

the master and slave systems are shown in Figure 7 below.
The performance of different initial condition is as
follows:

With the same control parameters, the different initial con-
ditions of MSSs as ¢,,(0) = [0.4 0.2 —0.2] and ¢,(0) =
[-0.4 —0.2 0.2] leads the reaching times of the track-
ing errors to be mostly same with it in case of £,(0) =
[0.30.15 —0.15] and ¢(0) = [—0.3 —0.15 0.15]. The
phase trajectories of MSSs with £,,(0) = [0.3 0.15 —0.15]
and ¢(0) = [—-0.3 —-0.150.15] are in Figure 8
below.

As shown in the figures above, the proposed control meth-
ods are good at synchronizing master and slave chaotic sys-
tems. To verify the performance of the disturbance observer
in Eq. (22), the tested disturbance is introduced directly to
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FIGURE 13. Synchronization states: (a) xm(t) and xs(t), (b) ym(t) and ys(t),
and (c) zm(t) and zs(t).

the synchronization system via the control input channel.
The performance of the proposed observer can be shown
in Figure 9, below.
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FIGURE 14. Synchronization tracking error values: (a) e1(t), (b) e2(t), and
(c) e3(t).

The tested disturbances were mostly covered by the esti-
mated disturbance. Furthermore, the high magnitude and high
frequency disturbances on three axes were tested on the
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(©

FIGURE 15. Synchronization phase portraits: (a) ym, ys and xm, (b) zm,
zs and xm, and (c) zm, zs and ym.

system, and the performances of the disturbance observer
with the same disturbance observer gains are shown in
Figure 10 below.

Remark 12: The disturbance and uncertainty of the system
were summed as a unique term on each axis. Therefore,
the tested disturbances into the system are total perturbations.
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FIGURE 16. Sent and received signals.

e A——)

X = Oscilloscope

FIGURE 17. Experiment setup.

In the simulation, the disturbance was tested via input chan-
nels. In the experiment, the disturbance can be calculated by
the proposed DOB.

The synchronization system takes advantage to do a secure
transmission of the square wave signal. The sent and received
signals are shown in Figure 11 below.

The encrypted signal is in Figure 12 below.

The effectiveness of the proposed control algorithms is
compared to the previous published result in [40]. The com-
parison is shown as follows:

The control theories can be implemented on electronic
circuits in the next section.

B. ORCAD CAPTURE SIMULATION PERFORMANCE

This section presents the simulation of the above control
algorithms for electronic circuit design. The purpose of this
section is to present the mathematical calculations of the
finite- and fixed-time sliding-mode control for an electronic
circuit. The operations for sign(s(l)'75), and sign(s%'zs) are
shown in the Appendix section. The control system param-
eters are selected as a;; = l,ay1 = 1l,app = 1,
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Run Trig'd

FIGURE 18. System phase portraits, (a) phase yx, (b) phase zx, and (c)
phase zy.

ap = La;z = lyap = 1,011 = 3,811 = 4,02

51 = 4aip = 3,812 = 4an = 5 Bn =
a3 = 3,813 =403 =563 =401 = a2 = a3

>

100 0 O 250 0 O
IL,A=| 0 100 0 |,Lg=| 0 250 O |,and T =
0 0 100 0 0 400

T, = T3 = 0.1, and the initial conditions of the master and
slave systems are determined by the capacitors and resistors
of differential parts. All operations of the proposed method
are shown in the Appendix. These above parameters were
used to confirm that the proposed method can be applied to
the electronic circuits. Furthermore, secure communication is
implemented as shown in the Appendix section with different
gains of DOB. The performance of the proposed algorithms
are shown as Figures 13 to 16.

The master and slave systems mostly tracked with each
other. The simulation was achieved under the ideal con-
ditions so the tracking errors are very small, as shown in
Figure 14 below.
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Trig'd Hoise Filter Off

Trig'd Moise Filter Off

Auto Moise Filter Off

FIGURE 19. Synchronization signals, (a) xm and xs, (b) ym and ys, and
() zm and zs.

The tracking error on the x—, y—, and z—axes are in the
range of ej(¢) € (—40; 125) mV, ex(t) € (—45; 122) mV,
and e3(t) € (—40; 122). The Orcad simulation can show the
phase portrait for one pair of axes, with the minimal errors
of the master and slave system states obtained, and the phase
portrait can be seen in Figure 15 below.

Because the states of the master and slave systems are
mostly identical, the phase trajectories of the slave system
with the master state on the x-, y-, and z-axes are mostly
stacked onside each other. The phase trajectories are used to
verify that the master and slave systems after synchronization
still maintain the chaotic forms. The outcome of the y-axis is
used to decrypt the encrypted signal form the public channel.
The signal is securely transmitted from the master to the slave
system via the public channel with the support of the master
state on the y-axis. The transmitted and received signals are
shown in Figure 16 below.

Sent and received data are quite close to each other, which
is again used to confirm that the proposed control algorithm
is good at synchronizing two nonidentical chaotic systems.
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Trig’d Moise Filter Off

J[4.00ms

Trig'd Moise Filter Off

J[a00ms
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J[a.00ms 0.00000 s |[agi 7000

(©

FIGURE 20. Synchronization errors, (a) el, (b) e2, and (c) e3.

C. EXPERIMENT WITH PROPOSED METHODS ON
ELECTRONIC CIRCUITS

This section presents the experimental results on the
electronic circuit. The control parameters are the same
as the simulation. The disturbance observer gain is

100 0 O
Ly = 0 100 O |. The experimental setup is in
0 0 100

Figure 17 below.

The multiplications and division are achieved by the AD
633 JNZ, and the additions and subtractions were obtained
by the AD 711 JNZ chips. System phase portraits are in
Figure 18 below.

The synchronization of the chaos-based system with the
support of the proposed theories is in Figure 19 below.

The states of the MSS on the x, y, and z-axes are mostly
identical. These state errors are shown in the following
Figure 20 below.

The tracking errors are e1(z) € (—200; 20) mV, ex(t) €
(—220; 40) mV, and e3(¢) € (—200; 250) mV. These errors
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Run Trig'd Moise Filter O

Jfa.00rns

Run Trig'd Hoise Filter D

[[4.00ms

Run Trig'd Hoise Filter Off

Jfa.00ms

FIGURE 21. Perturbations in the circuit, (a) perturbation on x-axis,
(b) perturbation on y-axis, and (c) perturbation on z-axis.

Run huta Moise Filter Off

FIGURE 22. Secure communication data.

used to represent that the proposed methods are good for
synchronization of the chaos-based system. The disturbance
and uncertainty of the system can be estimated in Figure 21
below.

To show the effectiveness of the proposed theories, the data
secure communication outcome is in Figure 22 below.
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-Zm
-Xm
— 590 1
Ym

FIGURE 23. Master system and its T-S fuzzy model calculation.

In the secure communication system, the sent data
were securely transferred from the master area to the
slave area. The received and sent data are mostly identi-
cal. This performance once again suggested that the pro-
posed methods are good regarding secure communication
control.

V. CONCLUSION

This paper proposed a new disturbance observer to delete
the perturbations of the secure communication system. The

VOLUME 9, 2021

RI12

1k

AD711/AD
V+

Lvit Ve

16Vde =

e
{evaa=V20VDC

V- V1-

-0
18Vde =V12VDC

conjunction problem of the first derivative disturbance value
was simply solved. To synchronize two different chaotic
systems, such as a pair of master and slave systems, a fixed-
time sliding mode was designed to meet the synchroniza-
tion goals. A disturbance observer and sliding-mode control
were built based on the format of the T-S fuzzy system for
master and slave systems. The proposed control algorithms
for a synchronization system provided security for a data
communication system. The proposed theories were verified
by simulations of two cases in the MATLAB and OrCAD
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FIGURE 24. Slave system and its T-S fuzzy model calculation.
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FIGURE 25. Synchronization tracking errors.

R350
100k

€26
lu

— R164
-e

100k

-el

29
_ep<—Hk
€2 Tu

166
100k

-€.

— R168
-¢

100k

— encrypted

JR351
50k
VOFF =0
VAMPL = 0.1 5 353
FREQ = 1kHz 10k
AC=0 = Vi=01 4
VSIN ¥|_é, = %mfl
TIR=1ms L
TF=1ms =9
PW = 5ms
PER ="10ms
VPULSE
encrypted G_«&L
10k
361
s 10k

FIGURE 26. Secure communication structure.

Capture environments. Furthermore, an experimental study
was implemented for electronic circuits with high precision
of synchronization outputs. The archived outcomes exhibit
the small overshoot of the synchronization tracking errors
and small errors related to the states of the master and slave
systems. In addition, the sent data in the master area and
the recovered data in the slave area were mostly the same.
The encrypted data were strongly different from the sent
data, which confirms that the rescaled Chen chaotic system
is usable as a secure communication system and that the
proposed control algorithms are good for synchronization

VOLUME 9, 2021

— decrypted

systems. This topic will be further explore in our near future
work on secure communication with fractional-order T-S
fuzzy chaotic systems. The results suggests that the fixed-
time sliding mode, terminal sliding mode, or exponential
convergence control designs can be further considered in
electronics circuit experiment.

APPENDIX
This section is used to show the electronic circuits. See
Figures 23-28.
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