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ABSTRACT Hyperledger is considered to be the most mature consortium chain technology. Compared
with other blockchain technologies, Hyperledger focuses on the application development of enterprise-level
standards. Due to its unique permission management, fine-grained access control, pluggable consensus
algorithm and higher transaction performance, Hyperledger has been increasingly used in the hospital
information systems. Although there are more and more applications of Hyperledger in the field of health
care, there is currently no research to comprehensively classify and compare them. This article obtained the
latest 222 articles related to Hyperledger from the Web of science, Wordlib, and EBSCO databases. And this
article used manual method to filter out the literates needed for this review. This article had comprehensively
analyzed and compared the above literature, then summarized four research directions related to hospital
information systems, includingmedical drug traceability, medical records, medical images and other medical
fields (financial benefits, medical insurance, medical system performance and dynamic processing). Through
in-depth analysis of all solutions, this article reconstructed the architecture diagrams of each solution that
focus on Hyperledger, and showed the most intuitive comparison results. In addition, we summarized each
solution, and analyzed their implementation form four aspects, including traceability, monitoring, security
and privacy. Finally, the future opportunities and prospects were discussed. Four potential medical research
directions of Hyperledger in DNA research, pathological image sharing, protein folding calculation and
machine learning had been identified. Finally, this article discussed the opportunities and prospects for the
future of hospital information systems, and summarized the applications of Hyperledger in four potential
directions, including DNA research, pathological image sharing, protein folding calculation and machine
learning.

INDEX TERMS Hyperledger, blockchain, healthcare application, hospital information system, distributed
information management.

I. INTRODUCTION
The Hospital Information System (HIS) is the necessary
technical support for the operation of modern hospitals. It is
mainly responsible for standardized hospital management,
improving the efficiency of medical work and the quality
of medical services. However, as HIS has spread to medical
institutions around the world, HIS has presented many tech-
nical and management challenges.

Challenges in technology: cost, safe storage and privacy
protection. For example, due to the high cost of information
systems [1], most organizations still use paper materials or
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other incomplete information systems to manipulate medical
information. Medical data is usually stored in a centralized
database, and the patient’s identity and detailed medical
records are completely controlled by a third-party organi-
zation. This will cause individuals or institutions to tamper
with and leak case materials driven by interests. In addition,
most of the medical information has not been systematically
and professionally anonymized, and the privacy of patients
will be exposed to their vision when a third party calls this
information.

Challenges in management: efficiency and sharing. For
example, most of the current medical systems adopt a central-
ized method of processing medical data. However, with the
exponential growth of medical data, this processing method
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will lead to lower work efficiency. Patients may need to go
to different medical institutions for consultation, especially
when the patient moves to another region, city or coun-
try [2]. The lack of interoperability causes the patient to
be re-examined in the hospital. If it involves radiological
examinations, the patient will again bear the risk of radiation
and unnecessary expenses.

Recent studies have shown that blockchain technology pro-
vides new ideas for the reform of HIS. Although blockchain
is widely adopted by the research community, all peers in the
network are treated equally and no reasonable access mech-
anism is provided [3]. Medical records are sensitive data,
which makes users unwilling to share private information on
a publicly anonymous blockchain network. In addition, most
of the current blockchain systems lack the ability to meet
the strict requirements of the operation and business envi-
ronment. For example, scalability, complexity, and cryptocur-
rency market volatility have prevented general blockchain
solutions from being widely accepted [4].

Therefore, the blockchain technology with permissions
has attracted the attention of many researchers. Hyperledger
is currently the most mature consortium chain technology.
It was established in 2015, led by the Linux Foundation
and co-founded by more than 30 companies. Hyperledger is
one of the fastest growing open source collaboration results,
which aims to promote the development of cross-industry
blockchain technology [5]. Since Hyperledger focuses on
the application development of enterprise-level standards,
Hyperledger has many unique designs in addition to the
characteristics common to other blockchain technologies.
For example, Hyperledger supports the management of fine-
grained permissions, so it realizes the function of conducting
a variety of secure transactions in a distributed network. Each
consortium chain in the Hyperledger network is only open to
somemembers, so it has higher throughput and lower latency.
Hyperledger does not need to use consensus protocols and
cryptocurrencies as a reward mechanism, so it has higher per-
formance. The chaincode in Hyperledger (equivalent to the
smart contract in Ethereum) can be implemented by Go lan-
guage [6], which means that developers can implement any
logic implemented byGo language on top of Hyperledger [7],
so Hyperledger can be widely accepted. In addition, a variety
of pluggable components and a highly modular structure
make Hyperledger more flexible, so it can be extended to
any industry. In conclusion, the unique advantages of Hyper-
ledger can promote the reform of HIS and solve the current
challenges faced by HIS to a certain extent. Figure 1 shows
the architecture of a Hyperledger-based medical information
sharing system.

The main contribution of this article is:

(1) In terms of research content: The main purpose of this
article is to study the latest application of Hyperledger
in the healthcare system, and demonstrate the effective-
ness and feasibility of the integration of Hyperledger
technology with the medical industry. This article

extracts the articles in the medical field of Hyperledger,
and summarizes four main research directions, includ-
ing medical traceability, medical records, pathological
images and other medical fields (research on hospital
revenue, medical insurance, medical system perfor-
mance and dynamic processing)

(2) In terms of comparison methods: As most of the solu-
tion architecture diagrams are constructed at a macro
level, many research details cannot be reflected in these
diagrams. Therefore, this article proposes a new com-
parison method to achieve a more intuitive comparison.
Based on the Hyperledger project tested and used in
the article, and the original architecture diagram of
the article, this article has implemented an upgrade
to each architecture diagram, which more intuitively
reflects the characteristics of each program. Through
in-depth analysis of the structure and design details of
each solution, this paper reconstructs the architecture
diagram of each solution and gives the most intuitive
comparison. This new comparison method is the first
attempt in the field of Hyperledger review.

The overall arrangement of this article is as follows: In
the second section, this article introduces the overall architec-
ture and key enabling technologies of Hyperledger in detail,
and comprehensively analyzes the engine of Hyperledger
in the medical field. In Section 3, this article comprehen-
sively reviews the implementation of the solutions in the four
research directions. In the comparison part of this article,
the reconstruct architecture diagram of the article in each
direction was draw and describe one by one in the main
part of the article. In addition, after the text description of
each research direction, this article summarizes each solution
again and compares the implementation of these solutions
in four features, including traceability, monitoring, security
and privacy. In Section 4, this article summarize four poten-
tial research areas with high research value, including DNA
data research, protein folding calculation, pathological image
sharing, and machine learning-assisted therapy.

II. HYPERLEDGER OVERVIEW
A. HYPERLEDGER ARCHITECTURE
Hyperledger system is a highly modular umbrella structure.
It has 9 components [8], including consensus layer, contract
layer, communication layer, data storage module, encryption
module, identity servicemodule, policy servicemodule, APIs
and interoperability module. The consensus layer encapsu-
lates a variety of consensus algorithms and consensus mech-
anisms, and is mainly responsible for confirming whether the
transaction set that creates the block is correct. The contract
layer is responsible for responding to requests sent by the
application and executing business logic. The communication
layer is responsible for the transmission of information of
each peer to realize the sharing of accounts. The data storage
module is responsible for the storage of pluggable databases.
For example, in a consortium chain, each module is allowed
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FIGURE 1. Hyperledger-based medical information sharing platform (The system encrypts the data and uploads it to the hyperledger system after sorting
services. After processing multiple transactions, the system will add new blocks. Then the system will update EHR, etc. Database. surgeon, Clinician and
laboratory physician share medical information with different channels through set permissions).

to use different databases and does not affect the work of
other modules. The encryption module is also a pluggable
component, and the module allows the exchange of multiple
encryption algorithms such as proxy re-encryption, homo-
morphic encryption, and quantum encryption. The identity
service module needs to meet high commercial standards,
so only authorized members can join the distributed network
for data sharing. The identity service of Hyperledger provides
the management of membership, including adding, revoking,
and auditing. The strategy service module is mainly respon-
sible for managing the strategies to be implemented such
as consensus policies or group policies. APIs enable clients
and applications to connect to the Hyperledger system. The
interoperability module is mainly responsible for information
sharing, including between groups, institutions and research
centers.

Hyperledger also provides 6 development collab-
oration tools, including ACCOUNT, ROCKETCHAT,
GITHUB,WIKI, BUG REPORTING andMAILING LISTS.
ACCOUNT is a free and unique community ID that helps
individuals applies. ROCKETCHAT provides an online
communication platform that supports multiple functions.
GITHUB stores all the official codes in the Hyperledger,
which helps beginners to easily obtain development codes.
WIKI enables researchers to obtain real-time information

from the Hyperledger community. BUG REPORTING is a
centralized place for all the latest BUG solutions. MAILING
LISTS provides special communication channels for each
project to ask questions about development. These develop-
ment collaboration tools help developers develop systems
efficiently. Since Hyperledger is a joint project, its main
technology is provided by top projects that contribute to the
platform. This article will introduce key project technologies
in the next section.

B. KEY ENABLING TECHNOLOGY
Hyperledger currently has 18 top projects. These projects
involve multiple businesses, including cross-domain iden-
tity authentication, EVM, mobile applications, professional
blockchain system performance evaluation, etc. They provide
the technology that Hyperledger implements in the Internet
of Things, e-government, medical and artificial intelligence
and other fields, and make Hyperledger suitable for any com-
mercial application. The development of each project goes
through five stages: proposal, incubation, active, promoted
release and end of life. Therefore, if the research team wants
to submit the created project to the official website of Hyper-
ledger, the sponsor will first prepare the proposal materials
(such as the project purpose and scope, etc.), and then the
global technical committee will review and vote. After the
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vote is passed, the project will be incubated, and when the
project is mature, you can apply to enter the active state.
If the project is no longer active and enters the maintenance
phase, the life cycle is finally terminated. The applied project
may execute the above stages in order, or it may go through
multiple iterations. In addition, if a project is in the deprecated
stage, the project will be deprecated after six months of
maintenance by the community (such as Composter, which
has been deprecated). This article will introduce in detail the
five top-level projects that are currently active with many
users.

1) FABRIC
Hyperledger Fabric is the first project submitted to the Hyper-
ledger platform and is currently the most widely used tech-
nology. This project provides Hyperledger with consortium
chain technology that focuses on fine-grained authority man-
agement.

Fabric has many unique designs that are different from
other blockchains, including pluggable consensus, multi-
channel, state-based endorsement strategy, and fine-grained
access control. Fabric does not rely on the native cryptocur-
rency [9], so it has higher performance. For example, in the
case of 32 v-CPU peers, its throughput can reach 3870tps, and
the delay is less than 1.5s [10]. In addition, all Hyperledger
programs run in docker containers. The container provides
a sandbox environment that separates the application from
the physical resources, and isolates the containers from each
other to ensure the security of the application [11].

The Fabric network has four nodes with different roles:
Endorser Peer, Committer Peer, Orderer, and CA. Endorser
Peer is responsible for checking all transaction proposals,
executing smart contracts, calculating the results of transac-
tions and endorsing them. Orderer is responsible for receiving
all transactions and sorting them. Committer Peer is respon-
sible for checking the legitimacy of the transaction results
after sorting and updating the local ledger in real time. The
CA is responsible for issuing and revoking certificates for
all nodes. Figure 2 shows the transaction processing flow of
Fabric 2.0 version.

2) SAWTOOTH
Compared with other projects, Hyperledger Sawtooth pro-
vides a more flexible and energy-efficient technology for
Hyperledger. Each complete node consists of four parts,
including Validator, Transaction Processor, REST API and
Client. Validator is the core component of each node and
the fixed structure of each node. The Validator is respon-
sible for receiving transaction requests and keeping the
global state consistent with other Validators. Except for
Validator, other components are pluggable, and each Val-
idator can dynamically join the network. The Transac-
tion Processor is responsible for processing the transaction
and returning the result. The client generates the request
according to the data structure specified by Transaction
and Batch. REST API is a standardized network transmis-

sion data format. In addition, Sawtooth provides a POET
consensus algorithm. The validator with the shortest wait-
ing time of a specific transaction block is selected as the
leader, so this consensus algorithm ensures the randomness
and security of selecting the leader node (Official home-
page:https://wiki.Hyperledger.org/display/sawtooth). This
makes the participant’s cost low and can provide the possi-
bility for a large number of Internet of Things users to use.

3) IROHA
Hyperledger Iroha provides functions for the development
of Hyperledger on the mobile and web terminals. Iroha
focuses on the needs of mobile terminals and web pages,
and is a framework for a distributed ledger platform (Official
homepage: https://wiki.Hyperledger.org/display/iroha). The
project supports the YAC (Yet another Consensus) consensus
algorithm with high fault tolerance.

4) INDY
Hyperledger Indy provides cross-domain authentication for
Hyperledger (Official homepage: https: //wiki.Hyperledger.
org/display/indy). The project focuses on global digital iden-
tity management, which can solve the problems caused
by isolated management. Indy realizes the interoperability
between different regions, different cities or different coun-
tries for Hyperledger.

5) BESU
Hyperledger Besu provides a client that supports enterprise-
level Ethereum. Besu aims to enable Hyperledger to integrate
with Ethereum faster through a clean interface and mod-
ular structure (Official homepage: https://wiki.Hyperledger.
org/display/besu).

Besu has 8 modules, including EVM, consensus algo-
rithms (POA, IBFT2.0, Clique, and POW), RocksDB key-
value database, P2P network, user-oriented APIs, monitoring
(allows monitoring of nodes and performance), privacy and
permissions. Besu enables users to operate, maintain and
monitor the Ethereum network in Hyperledger.

This article collected the development data of each top
project from the beginning to 2020 (data sourced from
https://www.Hyperledger.org). And this article compared
their active level through five indicators, including the year
of submission, the number of contributions, the proportion of
development languages, the number of codes added and the
number of codes deleted. In Table 1, Fabric is still the most
mature project at present, Besu is a project that has developed
rapidly in recent years, and its users have surpassed Sawtooth.

This article systematically summarizes the advantages of
Hyperledger in order to implement a new generation of infor-
mation systems:

(1) High efficiency: Hyperledger has more peer-to-peer
types. Different nodes are assigned different functions
to coordinate transaction processing, which improves
the efficiency of transaction processing.
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FIGURE 2. The transaction process of Fabric2.0 (the interfaces or methods that need to be passed to execute each step are shown in parentheses).

TABLE 1. Comparison of FABRIC, SAWTOOTH, IROHA, INDY, BESU(The data calculated the active data of each project from the beginning to 2020).

(2) High autonomy: Patients can decide what to share and
who they want to share by setting the function of the
chaincode.

(3) Humanized access control: Hyperledger allows data
providers to create multiple channels according to their
own needs, and medical record books of different chan-
nels are isolated from each other.

(4) Powerful flexibility: failure of any node on the Hyper-
ledger does not affect the operation of the overall
system.

(5) Strong privacy protection and safe storage: The data in
the Hyperledger cannot be tampered with or forged.

(6) Each user’s information will be encrypted by an
encryption algorithm, which is difficult to crack.

(7) Auditability: Every user has the authority to review the
operation records on the chain.

(8) Tracking operations: Once the data in the Hyperledger
is shared, the Hyperledger can track the ins and outs
of these data (including operation records) to prevent
denial.
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Therefore, Hyperledger provides reliable technical support
for large-scale data sharing. These various unique features
make Hyperledger help to encourage individuals and groups
to actively share data. Below, this article elaborates on the
engine of Hyperledger in the new generation of HIS.

C. APPLICATION MOTIVATION OF HYPERLEDGER IN THE
NEW GENERATION OF HIS
HISmanages various types of medical information, including
electronic health records, medical images, surgical records,
laboratory reports, medical allergy history, etc. These data
are the patient’s medical history, personal data, experimental
results, surgical medical records, etc. Once the information is
leaked or falsified, it may endanger the life of the patient.
Researchers will encounter many challenges when imple-
menting HIS. For example, it is difficult for a large number of
private clinics to provide funding for the medical information
system. Individual medical practitioners rarely receive IT
training.When there are technical problems with nursing data
(such as accidental deletion of files by medical staff), these
data will not be restored in time [12]. At present, most HIS
are centralized platforms. Despite the maturity of technology
development, they do not trust each other, which make it
impossible for enterprises to conduct transactions with confi-
dence [13]. In a small number of blockchain-based HIS that
has been implemented, providers of medical information do
not have proper control rights. Patients cannot know who
accessed their medical data, when they were accessed, and
what purpose they were used for.

Based on current research, this article summarizes the
necessary conditions for implementing a new generation of
HIS:

(1) Integrity of medical information.
(2) Data privacy protection and safe sharing.
(3) The data provider has control over the data.
(4) Real-time traceability of data operations.
(5) Regularly review medical information to facilitate

accountability.
(6) Interoperability between different medical institutions.

As mentioned earlier, the unique advantages of Hyper-
ledger can solve the challenges of the existingmedical system
and have the necessary conditions for a new generation of
HIS. Hyperledger provides an unprecedented direction for
HIS research and is of great significance. In the third section,
this article reviews the latest research progress of Hyper-
ledger in the medical field.

III. VARIOUS MEDICAL SYSTEMS BASED ON
HYPERLEDGER
A. APPLICATION IN THE FIELD OF MEDICINES
TRACEABILITY
Fake medicines are a key issue leading to unsafe quality
of medicines. According to a survey of fake medicines in
low- and middle-income countries, 42% of the 1,500 fake
medicines reported to the agency in the past four years

were from Africa, 21% from the Americas and 21% from
Europe [14]. In a survey in Southeast Asia, volunteers pur-
chased 104 random samples in Cambodia, Laos, Myanmar,
Thailand and Vietnam, and 38% were found to be fakes with-
out active ingredients [15]. With the increase in the scale of
medicines sales, the sales of fake medicines have not declined
but increased.

One of the main reasons for this phenomenon is the
globalization of medicines production and distribution.
Medicine companies are setting up manufacturing and
research facilities in remote areas around the world, which
has brought unprecedented new regulations and enforcement
challenges [16]. The second main reason is the contradiction
between the production cost of fake medicines and the cost of
identification. The cost of experimental analysis of medicines
in low-income countries is high. However, the cost of fake
medicines is very low. As far as biological reagents are con-
cerned, fake medicines can range from simple saline to any
diluted version of the medicine [17]. In addition, consumers
cannot obtain all distribution information from medicine
manufacturing to sales. Therefore, the complete record and
security sharing (medicine traceability) of the entire medicine
supply chain can solve the problem of medicine quality and
safety to the greatest extent. As shown in Figure 3, this
article focused on Hyperledger and upgraded the architecture
diagram of each solution.

As shown in Figure 3(a), Sinclair et al. [18] implemented
the four functions in the Composer trade template, includ-
ing participants (manufacturers and retailers), transactions,
access control, and assets. This system verifies the feasibility
of Hyperledger to implement medicine traceability. As shown
in Figure 3(b), Raj [19] proposed a medicine traceability
model. When the circulation information of the medicine
circulation reaches each node (the EPC code needs to be
marked before the medicine transmission), the ownership of
the medicine is transferred at the same time. After the con-
sumer receives the medicine and confirms the bill, the quality
information of the medicine will be updated to each node.
As shown in Figure 3(c), Guggenberger [20] tested the shar-
ing of medicine traceability information among three orga-
nizations (ORG1-ORG3). After each shared transaction flow
is sorted by the Orderer, it is endorsed in the Hyperledger.
The invoice data of each transaction is stored separately in
the PDC.

As shown in Figure 3(d), Sylim [21] developed a medicine
traceability system. Retailer, wholesaler, and manufacturer
are respectively authorized by the FDA in the Hyper-
ledger, and users can query the information circulating in
the medicine traceability documents through WEB or APP.
As shown in Figure 3(e), Jamil [22] combined smart hos-
pitals and Hyperledgers to develop a medicine traceability
ecosystem. The system builds three Hyperledger networks for
the medical department, neurosurgery and cardiology. Users
such as doctors connect to the smart hospital system to verify
their identity with the Hyperledger network, query medicine
information, and trade medicines. As shown in Figure 3(f),
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FIGURE 3. 3(a) DSCSA, 3(b) Proof of ownership/identify-based system, 3(c) Healthtec, 3(d) DFS, 3(e) Faisal
Jamil et al., 3(f) Medledger, 3(g) DSCMR, 3(h) Fabiana Fournier et al., 3(i) Pharmaceutical blood cold chain system,
3(j) Seungeun Kim et al.
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Uddin [23] proposed a method of separately tracing medicine
information. The manufacturer in this model stores the stor-
age conditions and other details of the medicine on the IPFS,
and the hash value of the manufacturing record (by marking
the EAN code or UCC-13 code) and the information such as
the active ingredient of the medicine are separately uploaded
to the Hyperledger. The system sends this information to the
primary wholesale distributor and the secondary wholesale
distributor, both of which store the complete medicine infor-
mation in the Hyperledger. After the patient has registered
in the Hyperledger, he can query the retrospective medicine
information.

How to quickly select the best therapeutic medicine among
the same medicines from multiple trusted manufacturers? As
shown in Figure 3(g), Abbas [24] developed an intelligent
medicine supply chain system combining Hyperledger and
machine learning. In the traceability module, the system
records the entire circulation information from the provider
to the patient. The traceability module uploads medicine
information and patient feedback data to themachine learning
module. The trainingmodel inmachine learning can learn and
update in real time from the comments and ratings provided,
and update the recommendation results accordingly.

Some research focuses on the traceability of cold chain
medicines. Cold chain medicines generally have temperature
restrictions. For example, the tuberculosis vaccine in Kenya
must be refrigerated and can only be transported at a tem-
perature of 2 degrees Celsius to 8 degrees Celsius [11]. The
key to the traceability of cold chain medicines is to ensure
that cold chain medicines are transported within the validity
period. As shown in Figure 3(h), Fournier [25] proposed a
solution based on Composter and Fabric. The temperature of
the medicine is collected by the sensor on the container and
uploaded to the Hyperledger through REST APIS. The user
also connects to the REST APIS through the mobile phone
APP to query the quality of medicines. The system reads the
temperature of the medicine once aminute.When the temper-
ature of the medicine exceeds the normal threshold, the sys-
tem will submit a warning event to the Hyperledger (the gray
exclamation mark in the figure). When the system receives
50 warnings, the system determines that the medicine is
inactive (the black exclamation mark in the picture), and
the user can terminate the transaction. As shown in Fig-
ure 3(i), Hulea [26] developed a system based on the Hyper-
ledger Sawtooth framework. The information detected by the
medicine sensor is batch processed and buffered through the
sensor gateway and the client, and the medicine information
is uploaded to Sawtooth. The sensor transaction processor
and the transmission transaction processor are responsible
for storing the real-time quality of the medicine and updat-
ing the global state of the medicine. The user registers the
identity from the cold chain management platform, and the
medicine information through the management gateway will
be sent to the manufacturer in the form of a transaction.
Users can check the status of cold chain medicines through
Hyperledger. As shown in Figure 3(j), Kim [27] developed

a cold chain traceability platform for emergency blood. The
platform establishes blood transactions between five types
of entities (the dotted lines indicate the flow of transactions
between each entity), including blood banks, hospitals, trans-
port vehicles, inspection centers, and blood service headquar-
ters. Take the hospital as an example. Hospital A makes a
request to the Hyperledger through the APP. After the system
verifies the identity of the hospital, the neighboring hospital
(Hospital B) conducts blood transactions with Hospital A.
Hyperledger will create new blocks and update the ledger.
Each entity in the Hyperledger shares the ledger and provides
timely blood resource information.

As shown in Table 2, this article summarized the above
solutions, and sorted out the implementation of each solu-
tion in terms of traceability, monitoring, security and
privacy.

B. APPLICATION IN THE FIELD OF MEDICAL RECORDS
Electronic medical records are specifically divided into
three types of data: EMR (Electronic Medical Records),
EHR (Electronic Health Records) and PHR (Personal Health
Records). EMR is a health record owned by a specific
organization, such as an individual doctor. It comes from
the information compiled by a doctor during the diagno-
sis and treatment of patients, and belongs to internal data.
Therefore, the advantage of EMR is that it helps to iden-
tify patients who need to be screened or followed up, but
the record is not open to patients. EHR is similar to EMR,
but has a wider range of sources. It is not only an office
data but also a collection of health records of all clinicians
involved in treatment. Therefore, the advantage of EHR
is that it can be shared with multiple medical organiza-
tions, and the same organization can continuously monitor
the health of patients. This record is completely paperless,
and patients can check their health records (information
comes from https://www.continuouscare.io/blog/difference-
between-emr-ehr-phr). PHR is established by a medical ser-
vice provider or patient, and includes information such as
drug history, hospitalization records, health status, family
medical history, and allergy history. PHR is mainly derived
from clinical information, laboratory reports, and wearable
medical device monitoring data from doctors. Therefore,
the advantage of PHR is that patients actively participate in
the management of data and decide on their own sharing
permissions.

Medical records contain a large amount of detailed clinical
information and provide some unique advantages for clinical
research, including cost efficiency, big data scalability, and
the ability to analyze data over time [28]. Its wide applica-
tion provides clinicians and researchers with unprecedented
opportunities for health informatics, disease risk prediction,
actionable clinical advice and precision medicine [29]. This
article focuses on how Hyperledger solves the shortcom-
ings of the existing medical record management system, and
reviews the latest research from two perspectives of EHR and
PHR.
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TABLE 2. Analyze the medicine traceability solutions based on hyperledger.

1) EHR AND EMR SYSTEMS BASED ON HYPERLEDGER
As shown in Figure 4, this article showed the solution of EHR
and EMR.

As shown in Figure 4(a), Dubovitskaya [30] proposed a
system for storing EHR separately. Users and nodes in the
Hyperledger register and obtain identity certificates and keys
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FIGURE 4. 4(a) Action-EHR, 4(b) Mblocks, 4(c) Tagrid Alshalali et al.,
4(d) B4HEALTH, 4(e) Naveen Kumar S et al., 4(f) Jasleen Kaur et al.,
4(g) Mueen Uddin et al., 4(h) eHealth systems, 4(i) Dara Tith et al.,
4(j) MedHypchain, 4(k) ClinicAPPChain, 4(l) Tomas Mikula et al.,
4(m) Healthcare record-keeping, 4(n) Blockchain and quantum blind
signature hybrid scheme, 4(o) PREHEALTH, 4(p) Proxy re-encryption in
permissioned blockchain, 4(q) Hybrid architecture of blockchain and edge
node, 4(r) Medical blockchain for EMR Integrity.

through the CA. When a patient wants to view his EHR,
the patient visits the hospital through the user interface. And

share the EHR directly through the web application, and set
the access permissions (the specific permission information
is in the dotted box). The generated chain code is stored in
CS. When a patient wants to store their own EHR, the patient
stores the metadata in the Hyperledger through mobile or
APP, and stores the real data in the cloud through AWS
(the storage in the cloud must be stored in accordance with
the HIPAA standard provided by the AWS business partner
appendix). As shown in Figure 4(b), Alamir [31] analyzed
the needs of EHR sharing in the UAE and developed a shared
EHR system. The system has three users, including patients,
hospital management and professional physicians. The CA
is assumed by the government of the Emirate of Alin and is
responsible for issuing IDs to users. CA provides a user inter-
face and sets access levels, and creates a shared chain code.
The patient checks the medical history and other information
through the Hyperledger client (inside the dotted box). The
hospital management adds the patient’s detailed information
and verifies the EHR uploaded by the patient through the
Hyperledger client. Professional physicians can viewmedical
history, family medical history and other information (in the
dotted box) through the Hyperledger client. These sharing
requests are sorted through the Orderer, and then the EHR
is shared through two channels. As shown in Figure 4(c),
Alshalali [32] developed an EHR sharing system between
laboratories, hospitals and insurance companies on the Fabric
template. The hospitals, laboratories, and insurance com-
panies in the system can perform two operations through
the client: 1 create a transaction and 2 calls a transaction.
The client accesses the permissions in the chaincode through
Hyperledger. Users with access rights store the encrypted
pointer and patient ID of the EHR in the Hyperledger, and
store the EHR in the off-chain database (provided by the
local healthcare provider). The system takes doctors sharing
EHR as an example: When doctors want to share EHR,
they can access it through the client. The client creates a
shared transaction and sends it to the patient client. After
the patient’s first approval, the doctor will be identified and
the identification will be stored. As shown in Figure 4(d),
Roehrs [33] constructed an EHR sharing model based on the
FHIR standard. The model divides medical data providers
into three roles, including doctor’s office, hospital, and clin-
ician. The EHR provided by the provider is divided into two
types, one conforms to the FHIR standard, and the other
conforms to other standards. The system stores the EHR
conforming to the FHIR standard in the Hyperledger through
the channel. The system automatically converts other stan-
dard EHRs through the data converter and stores them in the
Hyperledger. Hyperledger uses middleware and blockchain
to convert EHR into visual data. Patients can view their
EHR information through the Hyperledger. As shown in Fig-
ure 4(e), Kumar [34] developed a shared EHR system. The
system has three entities, including patient, organization
1 and organization 2.When the patient visits the organization,
the organization will register an ID for the patient and store
the EHR provided by the patient (detailed information in the
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dotted box) in the organization’s own DB. After the patient
finishes the consultation, the DBwill be updated accordingly.
When organization 2 wants to share the EHR in organization
1, it first applies to organization 1, and after organization
1 obtains the patient’s consent, it will share the EHR with
organization 2. As shown in Figure 4(f), Kaur [35] proposed
a shared model of distributed storage EHR. As shown in
the figure, both patients and doctors (Doctor 1 and Doctor
2) must first request registration from the administrator, and
the Hyperledger will issue identity certificates and public and
private keys to the patients and doctors. After the patient has
registered the identity, the entity allowed to access the EHR
can be preset. The visiting doctor (Doctor 1) has the right
to access EHR during the treatment, including adding and
querying. The doctor in the doctor stores the updated EHR
hash value and transaction information on the blockchain
through the smart contract (chain code), and the hyperledger
stores the real EHR in the IPFS. When doctor 2 wants to
access the EHR, he needs to make a request to the system, and
the system will query whether the doctor exists through the
smart contract, and then the query block will return the EHR
directly.When TPA accesses EHR, he needs to request access
rights from the patient through Hyperledger. After the patient
agrees, TPA will access the EHR through the Hyperledger
query block. As shown in Figure 4(g), Uddin [36] proposed
a way to integrate and manage the healthcare ecosystem.
As shown in the figure, the patient registers through the
Registration Desk and obtains the key. The Registration Desk
retrieves the registration status of the patient from the Record
patient information, and determines whether the patient is
already registered or unregistered. The Registration Desk
requests the local CA to create an ECert key and returns
the key to the patient. The Registration Desk will perform
endorsement and sorting of the EHR, and the accounting
node will add a new block. The Primary physican (the steps
performed by the Primary physician are the thick black lines
in the figure) will submit the updated EHR during diagnosis
to theHyperledger for endorsement, and theOrderer will send
the endorsement result to the accounting node to add blocks.
When it comes to the operation of related patients, insurer,
pharmacies, researchers, and laboratories all store updated
EHR(in the dotted box) to the Hyperledger, and the general
ledger of the system provides EHR sharing.

As shown in Figure 4(h), Margheri [37] proposed a proxy-
based re-encryption method to share EHR. The system is
integrated with the XDS EHR system. The system has three
entities, including EHR source, EHR consumer and Hyper-
ledger. Proxy retrieves EHR through chain code and obtains
EHR fromEHR sources. Proxy is responsible for intercepting
EHR documents, digitally signing and standardizing them,
and converting EHR documents into standard documents.
The document is marked with a chain code and converted into
a PROV document. XDS EHR system stores PROV files in
Hyperledger. When the EHR consumer makes a query and
retrieval request, another Proxy obtains the PROV document
from the Hyperledger and shares it with the EHR consumer.

As shown in Figure 4(i), Tith [38] proposed an EHR sys-
tem protected by a proxy re-encryption method. When user
1 wants to share his EHR with user 2, he uses the AFGH
encryption algorithm [39], [40] to encrypt his private key and
user 2’s public key into a re-encryption key. And use your own
public key to encrypt EHR. Hyperledger stores EHR in the
on-chain DB. The agent downloads the encrypted EHR from
the DB, and uses the re-encryption key to encrypt the EHR.
User 2 decrypts the EHR with its own private key. There are
also some studies focusing on the access control strategy in
the EHR of Hyperledger.

As shown in Figure 4(j), Kumar [41] proposed a sys-
tem for sharing EHR in IOT devices. The system has five
entities, including NA, TA, Client, PDA and Hyperledger.
NA is responsible for performing registration, identification
and issuing keys for these five entities. TA is responsible for
tracking malicious users and revoked users from the client.
The data PDA is composed of multiple device data and
Fabric SDK. The client collects data from the PDA, signs
the data with the ECDSA scheme, and stores it in the Hyper-
ledger. In the system, Hyperledger is divided into two types
of nodes: Ordering peers and Endorsing and committing
peers. Ordering peers uses the PBFT consensus algorithm,
which is responsible for ordering transactions from clients.
These transactions will generate corresponding transactions,
encrypted by IDBGSC. The encrypted transaction is updated
to the ledger through Endorsing and committing peers.

As shown in Figure 4(k),Munoz [42] focused on the design
of mobile terminals for users and researchers and devel-
oped an EHR system. The system mainly provides services
for three roles, including patients, doctors and researchers.
Patients can add or delete IOT (internet of things) devices,
store EHR (in the dashed box) in the Hyperledger, and can
grant or revoke the user’s EHR access permission. In addition,
patients can access the projects their EHR is involved in.
Doctors edit their own public files on Hyperledger and access
EHR. Researchers can add or modify the details of existing
research projects and visit EHR. The system stores the text-
based diagnosis in the Hyperledger, and the media-based
diagnosis in the off-chain database.

Some studies focus on the privacy protection of patients
in the EHR system. As shown in Figure 4(l), Mikula [43]
proposed an EHR system that focuses on identity and
access. The user sends the request for storing EHR to the
APP-Server through the mobile terminal, web and Stan-
dalong app. APP-Server delegates the verification work to
Auth-Server, and Auth-Server will verify the user’s identity
through the Hyperledger. The Hyperledger determines the
user’s identity through the chain code and the consensus
of multiple members. After the system confirms the user’s
identity, APP-Server will update the account book to the DB.
As shown in Figure 4(m), Prasad [44] proposed a method
of verifying the public key of the group to protect the pri-
vate key of the patient. The system has a group adminis-
trator who is responsible for creating a master public key
for group members and a private key issued to each group
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member. When a group member wants to store the EHR,
he only needs to sign and encrypt it with the master pub-
lic key, and upload the encrypted EHR to the Hyperledger.
In order to ensure that the group members are not malicious,
the Hyperledger sends a request to verify the identity of the
member to the group member module. After the verification
is received, the Hyperledger will store the EHR. As shown
in Figure 4(n), Bhavin [45] proposed amodel that uses a com-
bination of quantum encryption and Hyperledger to protect
EHR. The model has four participants, including admin, lab
staff, patients and clinicians. The admin is responsible for the
changes of participants, and can add, delete, update and query
participants in the Hyperledger. Lab staff can apply to visit
the EHR and update the EHR when the patient visits. The
patient has the right to read, write and delete EHR. Clinicians
have the authority to apply for access to the EHR and to
update the EHR for treatment. Among them, each shared
transaction is encrypted using quantum encryption. The quan-
tum key is completed by the trader and the block creator.
As shown in Figure 4(o), Stamatellis [46] uses Hyperledger
to construct a hybrid identity verifier. The system has three
verification entities, including health centers, hospitals, and
public health. In every entity there are peers, MSP and ledger.
The MSP is responsible for the identity verification of all
nodes in the entity. The EHR of each entity is endorsed by
peers and updated to the ledger. The health center includes
public ledgers (information in the dotted box) and private
ledgers (information in the dotted box). When three types of
EHR are updated to the system, each transaction is submitted
to the Orderer service for endorsement. The endorsement
result should be verified by at least two validators before
being updated to the system ledger. As shown in Figure 4(p),
Meena [47] developed a patient-centric EHR sharing sys-
tem. The patient submits the appointment ID to the doctor,
and the doctor chooses to accept or reject the appointment
according to the actual situation. After the patient’s visit, the
patient’s laboratory report and other examinations are sent to
the locked prescription. At this time, the hospital will remind
the patient to update the re-encryption key and generate a bill.
After the patient has paid all the bills, the prescription will be
decrypted. The pharmacy generates a bill for the prescription
drugs and sends it to the patient, and the pharmacy sends
the drug to the patient after the patient pays the drug bill.
When a patient needs to make an automatic medical claim,
the insurance company will reimburse it according to the
specific conditions of the patient’s bill in the system.

There are also some studies focusing on the access control
strategy in the EHR of Hyperledger. As shown in Figure 4(q),
Guo [48] designed an access control strategy for edge nodes.
Patients collect EHRs through smart sensors and imaging
devices, store them in Hyperledger, and define access permis-
sions. These sensors and devices send the patient’s EHR to
the edge node, generate a one-time self-destruct URL through
the ABAC (Attribute Based Access Control) access strategy,
and send it to the Hyperledger. Hyperledger will locate edge
nodes and check the accuracy of URL. When doctors and

nurses want to share EHR, they need to access through the
chain code, and the systemwill retrieve the access permission
in the ACL. Users with access permission will get the URL.

Some research focuses on the management of EMR.
As shown in Figure 4(r), Hang [49] proposed the EMR
sharing system. The system allows four types of users
to participate: patients, doctors, nurses and management.
Users interact with Hyperledger through the APP, including
registration, verification and transactions. The Hyperledger
includes four hospital departments. To ensure the safety of
EMR between hospital departments, each two departments
need to pass through different channels (channels 1, 2, 3,
4) when sharing EMR. The user sends a sharing request to
the Hyperledger through the APP, and the Hyperledger will
share the EMR with the user through a specific channel.

As shown in Table 3, this article summarized the above
solutions and compared the implementation of each solution
in four aspects, including traceability, monitoring, security,
and privacy.

2) PHR SYSTEMS BASED ON HYPERLEDGER
As shown in Figure 5, this article shows the comparison of
PHR solutions by reconstructing the architecture diagram.

As shown in Figure 5(a), Im [50] proposed a PHR sharing
system based on the GDPR Act. The system realizes the
sharing of medical records between three entities, including
hospitals, clinical research centers and patients (peer 3). The
hospital includes a medical team (peer 1) and an accounting
team (peer 2), and the clinical research center includes people
engaged in experiments and research (peer 4). The same
ledger pattern in the figure shows the ledger that can be shared
between different peers, and the same chaincode pattern
shows that different peers can share the ledger through the
same smart contract. The system has established two chan-
nels: peer 1 shares the ledger with peer 3 through Channel 1,
and peer 4 shares the ledger with peer 3 through Channel 2.
Peers joining the channel can send sharing requests to other
peers. These requests are first sorted by the Orderer, and
then the system processes these sharing events. As shown
in Figure 5(b), Choi [51] proposed a shared PHR system (the
system creates two blockchains in the Hyperledger, including
a private write set blockchain and a blockchain). The user first
performs the de-identification process (to ensure user pri-
vacy) through the chain code, and stores the de-identification
process and results in a private DB. The private DB stores the
de-identification process and results in the private writing set
blockchain by verifying the user’s signature and de-endorsing
policy. And store the hash value of the above information
in the public state DB. After the above steps, the user visits
the hospital through the chain code. The hospital transmits
the PHR through the chain code, and stores the PHR and
transaction results in the public state DB. The public state
DB stores the hash value and PHR of the transaction in the
blockchain after the two operations of signature verification
and endorsement strategy. After users provide PHR, they
can obtain rewards from healthcare companies through the
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TABLE 3. Analyze the EHR and EMR solutions based on hyperledger.
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FIGURE 5. 5(a) Consortium blockchain in healthcare, 5(b) Healthcare data management and sharing platform, 5(c) Secret data
sharing model for PHRs, 5(d) EACMS, 5(e) Patient-centered Healthcare system, 5(f) DMMS, 5(g) ATEAR, 5(h) Healthcare LOT
blockchain platform, 5(i) Healthcare monitoring.
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signed chain code (the system distributes rewards through
Fab Token). As shown in Figure 5(c), Thwin and Vasupon-
gayya [52] proposed a system for storing PHR separately.
The PHR owner requests the gateway service to store the
PHR and sets the access policy. The gateway stores the hash
value and access strategy of the PHR in the Hyperledger,
and stores the encrypted PHR in the cloud storage. When
a user sends a sharing request to the gateway, the gateway
verifies the authority through the access policy and returns
the result. Users who can pass the access policy retrieve the
hash index from the Hyperledger, and retrieve the PHR in
the cloud through the hash index. Patients can audit access
records through the Hyperledger.

When a patient is being rescued, usually the patient is
unconscious and cannot provide the doctor with a personal
key sharing PHR in time. Therefore, as shown in Figure 5(d),
Rajput [53] proposed a system for sharing PHR during first
aid. In an emergency, the patient can preset the patients
(including family, friends, and doctors) who are allowed to
access the PHR. These users access the smart contract mod-
ule in the Hyperledger through access control. The smart
contract module obtains the PHR from the DB and returns
it to the user. When emergency medical technicians need to
share PHR, they can request the above-mentioned operations
or use Hyperledger. The emergency medical technician first
applies for a sharing request through the smart contract,
and then endorses it through the endorsement module, and
finally returns the PHR to the emergency medical technician.
At this time, Hyperledger will update the access record to
the ledger.

Prescription drugs refer to drugs that must be prepared,
purchased, and used only with a prescription provided by a
practicing physician. Some studies focus on the sharing of
personal prescription drug records. As shown in Figure 5(e),
Duong-Trung [54] developed a system for sharing the history
of prescription drugs(Considering the overall effect of the
architecture diagram, two patient information modules are
designed, and the two patient information modules are indis-
tinguishable). There are five types of participants in the sys-
tem, including doctors, insurance men, medical men, patients
and nurses. Each role needs to be collected and verified by ID
to operate on prescription drug information and PHR through
Hyperledger. Doctors can query and update information, and
the information module will return the relevant record IP
and the time of using the device to the doctors. The medical
men have the authority to query and record the patient ID.
The insurance men can check the patient’s hospitalization
expenses through the Hyperledger. Patients have the right to
inquire and update. Nurses have the authority to generate
and update. As shown in Figure 5(f), Li [55] proposed a
management model for personal prescription drug history.
The hospital in this model has three main entities, includ-
ing endorsement administrators, institutional administrators
and prescribing doctors. After the endorsement manager
endorses, confirm the institutional manager of the hospital.
Institutional management is responsible for creating public

and private keys for clinicians and patients. The public key is
used to call and encrypt prescription drugs, and the private
key is used to decrypt prescription drugs. Each prescriber
uploads his prescription drug information to the Hyperledger
(the specific information is in the dotted box), and generates a
QR code for easy access by the patient. When the prescribing
doctor wants to share the patient’s prescription drug history,
the prescribing doctor client first sends a request to the patient
client. After the patient’s approval, the patient client uses
the prescribing doctor’s public key to convert the encrypted
information into a string, and returns it to the prescribing
doctor’s client. The prescriber uses his private key to decrypt
the information.

Some research focuses on the monitoring of portable med-
ical devices for personal use. As shown in Figure 5(g), Shah-
bazi [56] proposed a system for sharing data from wearable
medical devices. The system monitors three types of data,
including electromyography, monitoring sensors and electro-
cardiogram. These human physiological data are collected by
personal servers and then by Wi-Fi, Bluetooth and Zigbee
devices. These portable devices connect to the Hyperledger
client through an API interface, and encrypt and digitally sign
the data. The encrypted data is uploaded to the Hyperledger
(the solution is run by Docker), and the encrypted data is
finally stored in Couch DB. The system allows insurance
companies, pharmacists and clinicians to access these shared
data through chain codes. As shown in Figure 5(h), Jamil [57]
proposed a vital signsmonitoring system. The system showed
three participants, including patients, nurses and doctors.
Participants can perform two operations through the moni-
toring APP: create a new task and get the response of the
task. Participants need to perform registration and verification
operations with Hyperledger before using the monitoring
system. After registration, patients will store their medical
data (in the dashed box) in the Hyperledger. Hyperledger
stores detailed medical data in an off-chain database, which
is used for data analysis, intensive care and preventive health
care.When doctors and nurses send task requests (monitoring
requests) to IOT, the IOT service connects to the Hyperledger
through the REST interface. Hyperledger will access the
data lake and share the data with medical staff. As shown
in Figure 5(i), Attia [58] proposed a system for multiple
chains to jointly monitor medical equipment information.
The system has four networks, including Medical Devices
Hyperledger Blockchain, Medical Devices Monitor, Consul-
tation Blockchain, and LiveMonitoring System. TheMedical
Devices Hyperledger Blockchain is responsible for collecting
IOT data frommedical devices carried by patients and storing
data on healthcare workers. Medical Devices Monitor uses
NDN mode to retrieve patient data and monitor the patient’s
status.When the patient is in an emergency, the LiveMonitor-
ing systemwill issue a warning to health workers. The system
can analyze the monitored data. Health workers add PHR and
IOT data to the Consultation Blockchain.

As shown in Table 4, this article summarized the above
solutions and compared the implementation of each solution
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TABLE 4. Analyze the PHR solutions based on hyperledger.

in four aspects, including traceability, monitoring, security,
and privacy.

C. APPLICATION IN THE FIELD OF MEDICAL IMAGES
Medical image is an important diagnostic data, which has
a wide range of applications, including medical engineer-
ing, medical physics, and biomedical informatics. For exam-
ple, medical images are an important source of anatomical
and functional information in biomedical research [59]. The
development of medical image models can integrate clinical
and imaging data [60], and pixel-based medical imaging
models can also process EHR context data and pixel data
capabilities [61]. However, a large number of medical images
are managed in an ‘‘island’’ style, which leads to the need for

repeated examinations when patients go to different hospitals.
In a survey in theUnited States, 15%of people report that they
must carry radiological examinations or other test results, and
5% of patients need to repeat the examination or procedure
because they cannot obtain the previous results [62].

Sharing medical images can solve these problems well. For
example, sharingmedical images not only saves patients from
unnecessary repetitive expenses, but also provides clinicians
with more cases and improves the knowledge base of medical
image diagnosis [63]. Community hospitals or clinics also
have the opportunity to obtain diagnosed cases and related
image research from large hospitals. Therefore, this article
summarizes the key reasons for the urgent need for sharing in
medical imaging systems:
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(1) Some medical imaging equipment is very expensive,
and few hospitals have these equipment. And one
equipment failure will affect the operation of the entire
hospital [64].

(2) The cycle of updating medical imaging devices is very
long (usually about 3-7 years), and requires a lot of
legal approvals and sufficient reasons.

(3) The scanning of imaging equipment (such as CT) is
defined in the scanning configuration file in the PC
controlled by the host. Therefore, these images are
vulnerable to various attacks. The impact of this attack
can even control the entire CT operation, putting the
patient at a very high risk [64].

(4) Repetitive medical imaging examinations will increase
unnecessary radiation or other risks for patients.

The sharing technology of medical images also faces
some major challenges: some medical imaging applications
require a large bandwidth to be used as a real-time video
streaming of medical images. These medical images include
real-time video streams of ultrasound imaging, angiography,
and endoscopy. Therefore, many types of medical images are
difficult to compress effectively [65]. Medical image sharing
requires the transmission of physical copies (such as CDs or
DVDs). During the image import process at the receiving site,
the digital assets are transcribed to an optical medium that is
usually read only once. This method has obvious inefficiency
and waste [66]. The emergence of Hyperledger technology
has brought opportunities to solve the above problems. There-
fore, this article reviews related research on Hyperledger’s
solution to the problem of medical image sharing. In Fig-
ure 6, this article provided an intuitive comparison of these
solutions.

As shown in Figure 6(a), Seo [67] developed a medical
image sharing system based on Hyperledger. The system first
preprocesses the image and extracts the Region of Interest
(ROI), and uploads the image to the anonymous module for
processing. The anonymous module sends the SQL K value
of the data owner to the private blockchain, and the private
blockchain returns the anonymous table to the data owner.
The private blockchain stores the original tables and images
in PACS. The system sends the anonymized image to the
voting module, and the experts will vote to decide whether
to share the image. As shown in Figure 6(b), Cho [68] imple-
mented voting-based prediction of the bone age of Korean
adolescents. The system extracts the region of interest from
the bone image and sends it to the image processing module
(including feature maps, basic learners and classifiers). The
image is processed and uploaded to the TW3 prediction
system. The TW3 system creates a new block to store the
bone images of these teenagers. The nodes in Hyperledger
share these images. The Korean Growth Medicine will vote
on the images of each bone and determine the reference
image for the bone age standards of Korean adolescents.
The reference image is stored separately in the reference
database.

D. APPLICATION IN THE OTHER FILEDS OF MEDICAL
There are still a small number of Hyperledger applications
in other medical fields, including hospital financial income,
automatic insurance claims, and improvements in system
performance and dynamic processing. This article summa-
rizes these studies into this chapter for unified analysis and
comparison. In Figure 7, this article gave the most intuitive
comparison of all the solutions.

1) FINANCIAL INCOME OF THE HOSPITAL
As shown in Figure 7(a). Upadhyaya et al. [69] proposed
a shared system based on three German hospitals. A global
channel (i.e. shared channel) is created by a tertiary hospital,
and Hospital A and Hospital B join the channel by submitting
X.509 or RSA certificates. The two hospitals share medical
data under agreed smart contracts. When Hospital A has new
medical information to share, Hospital Amakes a verification
request to Hospital B. Hospital B returns validation results.
Hospital A submits the completed validation and medical
information to Orderer sorting in the form of transactions, and
finally the system updates the global ledger. This solution can
change the internal resource allocation of hospitals, enabling
them to generate 63% of their revenue.

2) AUTOMATIC CLAIMS FOR MEDICAL INSURANCE
As shown in Figure 7(b), Xinchi et al. [70] have developed an
automated claims system based on Hyperledger. The patient
submits his or her medical records (specific information in a
dotted box) to the medical provider, which returns the patient
with a health insurance bill. Patients can check the status
of insurance claims through bills. The insurers signs smart
contract 2 with the patient (the specific information is in the
dotted box), and the medical provider signs the automatic
claim smart contract 1with the insurers. When a patient needs
a medical claim, contracts 1 and 2 are automatically executed
to complete the claim. When an insurance claim transaction
is successful, each entity submits the completed transaction
to the Hyperledger through a different system or client for
endorsement and updating the ledger.

3) MEDICAL SYSTEM PERFORMANCE AND DYNAMIC
PROCESSING
In terms of system performance: Agbo et al. [71] described
the differences in the structure, security and performance
of Bitcoin, Ethereum and Hyperledger, and determined that
Hyperledger is the best of the three technologies for devel-
oping medical systems. In order to enhance the efficiency
of verifying keys, as shown in Figure7(c), Tian et al. [72]
proposed a key sharing model. Patients pre-select the object
of the shared key from the user base (pictured are lawyers
and pharmacists). The patient generates a QR code for the
public key and the selected results and sends it to the attending
physician. The attending physician sends medical advice to
the Hyperledger by sharing the key. Pharmacists send drug
information and expenses to the Hyperledger by sharing keys.
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FIGURE 6. 6(a) PACS, 6(b) Bone-age predication system.

The lawyer sends the diagnostic certificate to theHyperledger
by sharing the key.

In the dynamic processing of medical systems: Bell-
CLaPadula (BLP) model is a classic method to achieve
effective access control and multi-level security (MLS).
But this method lacks dynamics. As shown in Figure 7(d),
Kumar et al. [73] upgraded the Bell-CLaPadula (BLP)model.
The model divides the roles in the system into four types
through smart contracts, including supervisors, managers,

technicians, and employees. Each of the four roles has differ-
ent permissions. Supervisors can comment and read access
control of data. Managers can update, delete, and read data.
Technicians are limited to reading data access. Ordinary
employees are limited to reading data access. The model uses
a variety of roles for dynamic digital medical data processing
and access.

The dynamic management of patient consent in clinical
trials (CTs) will directly affect the efficiency of analyzing
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FIGURE 7. 7(a) Optimal healthcare system, 7(b) Health insurance claim system, 7(c) Cornelius C. Agbo el al., 7(d) Haibo tian el al., 7(e) EBLP, 7(f) SCoDES.

new drugs and (biological) medical devices. As shown in Fig-
ure 7(e), Albanese et al. [74] proposed a module for dynam-
ically processing CTs. There are three roles in the model,
including patients, doctors, and researchers. These three roles
connect to a lightweight service through WEB (and possibly
RED CAP, third-party data collection software). The service
includes Composter and CT trial modules. The user uses
these two modules for the dynamic processing of CT consent
forms. If the patient withdraws the CT with one of them; the
other receives timely cancellation information.

In Table 5, this article summarized the above solu-
tions and compared the implementation of each solution in

four aspects, including traceability, monitoring, security and
privacy.

IV. FUTURE TRENDS AND PROSPECTS
A. SHARING OF DNA DATA
DNA data can help biologists and medical workers advance
research. Such as molecular cloning, breeding, discovery of
pathogenic genes, comparative and evolutionary studies [75].
But each person has about 3 billion base pairs [76], and
personal genetic data requires a lot of storage space. How
to safely store and share genetic data with authority is an
important new business of HIS. Liu et al. [75] pointed out that
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TABLE 5. Analyze the other medical fields solutions based on hyperledger.

companies such as BGI are trying to establish cloud services
to store genetic data. Compared with cloud services, Hyper-
ledger can provide reliable sharing services and distributed
storage of DNA data, alleviating this storage pressure.

B. PROTEIN FOLDING CALCULATION
Protein chains have a large number of folded states that are
difficult to understand. The problem of protein folding is how
the amino acid sequence of a protein determines its three-
dimensional atomic structure [77]. Efficiently predicting the
natural structure of a protein based on the sequence of amino
acids will help drug development and DNA sequencing. Stan-
ford University previously relied on very expensive super-
computers to simulate the protein folding process. However,
the calculation of the protein folding process requires a lot of
cost and is limited to a single protein structure. Hyperledger
can effectively provide distributed computing for protein
folding prediction, and a huge distributed network will bring
high-speed computing power.

C. MEDICAL IMAGE SHARING
How to promote the safe sharing of medical images is a
major challenge. AMA magazine pointed out that compared
with internal organs, especially skin disease images, facial
images, and cancer images. These images make it possible
to distinguish the identity of the patient only by the human
eye. Therefore, these medical images should be vigilant and
sensitive [78]. In addition, the sharing ofmedical imagesmust
not only ensure the privacy of patients, but also respect cul-

tural and religious views. As mentioned earlier, Hyperledger
supports multiple encryption algorithms and can encrypt dif-
ferent types of images. And each provider of medical images
autonomously controls the sharing authority. For example,
patients of different religions can achieve religious sharing
through different Hyperledger communities.

D. MACHINE LEARNING ASSISTED THERAPY
Machine learning technology makes the analysis and diagno-
sis of medical data more intelligent. Bradley J. Erickson et al.
believe that the algorithm system of machine learning is used
to identify important image features, which can effectively
assist medical diagnosis [79]. In addition, machine learning
can help automatically interpret and report CTPA (Com-
puted Tomography Pulmonary Angiogram) inspections. This
method immediately triages emergency cases to doctors,
thereby shortening the time for diagnosis and treatment [80].
But the model of the data set faces the risk of being inferred
and being hacked. The combination of Hyperledger and
machine learning will more effectively promote the develop-
ment of smart hospitals, including forecasting, model secu-
rity, and self-service inspections.

V. CONCLUSION
The application of Hyperledger in the HIS field is an impor-
tant technology to promote the reform of hospital information
systems and improve the security of medical information
storage and sharing.
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This work took the Hyperledger solution in the HIS field
as the object and proposed a new way of comparison and
analysis. In the method, this work extracted the core con-
tent and research details of each article, and upgraded and
reconstructed the original architecture. Readers can intu-
itively observe the differences betweenHyperledger solutions
of the same type, especially how Hyperledger technology
solves HIS problems, including interoperability, secure stor-
age, real-time sharing and other issues. This work proved the
feasibility and potential of Hyperledger in realizing a new
generation of HIS.

In the future, we will upgrade this comparison method to
make all reconstructions more readable and understandable.
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