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ABSTRACT With the rapid economic development and the increasing pressure of work and life, people are
increasingly eager to obtain real-time intelligent healthcare to monitor their sub-healthy bodies. Healthcare
wireless body area network (HWBAN) is one of the key infrastructures to realize intelligent healthcare.
Health data is extremely private information, which makes adversaries prefer to carry out data-related
interception, modification, and destruction attacks against the HWBAN system. To provide secure protection
for HWBAN, many researchers have proposed various HWBAN schemes, but there are still deficiencies
in security, performance, and availability. Our paper proposes a lightweight and amplified secure scheme
for HWBAN by using fewer Elliptic Curve Cryptography(ECC) operations and Physically Unclonable
Function(PUF) to improve security and efficiency at the same time. Furthermore, we allow users to know
their health status in real-time through their mobile phones without initiating additional requests to the
medical server in our system to achieve better availability. In addition, we provide strict formal security
proof to demonstrate the proposed scheme meets the security and reliability requirements in this paper.
The detailed comparative analysis illustrates that the proposed scheme has certain advantages in computing,
communication, and security.

INDEX TERMS Healthcare wireless body area network (HWBAN), intelligent healthcare, private protec-
tion, PUF, lightweight, amplified secure.

I. INTRODUCTION
The world has entered a stage of rapid development, but
it has also brought numerous crises to society. Among
them, the most severe is the human health problem. For
economic development, people in all walks of life have
suffered overwork but ignore their health. Therefore, it is
difficult for sub-health workers to spare time to check
the body in time. Facing busy work, they urgently need
intelligent sensors of HWBAN that can detect their health
status timely. The national health problem is not only
for young people, the advent of the age of the popula-
tion has also presented great challenges to improve human
health.

According to the research of the World Health Organiza-
tion (WHO), the population of the United States over 60 years
old will reach 80 million, while China will reach nearly
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430 million [1], by 2050. As we all know, the growth of the
elderly population is bound to increase the burden of daily
healthcare and disease treatment for the elderly. Young people
are busy with work day after day, making it easier for their
parents to become empty nesters [2]. Without meticulous
care, the healthcare of the elderly will be a huge hidden
danger. Various social phenomena indicate that people now
urgently need a portable intelligent medical system that can
realize real-time health monitoring to relieve social pressure
and protect human health.

An excellent HWBAN system must have a nice way to
solve the above problems [3]. Generally, the HWBAN system
uses sensors to help users detect health status timely [4] and
utilizes smart mobile devices (e.g. phones) to send health
information to themedical server so that doctors can grasp the
health data in time and make appropriate decisions. Fig 1 is
a typical HWBAN system application scenario. In recent
years, many HWBAN security schemes have been designed
around [5]–[9].
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FIGURE 1. HWBAN system application scenario.

In recent years, sudden diseases have taken thousands of
lives. According to medical research and analysis, all sud-
den diseases have related pathological symptoms before the
onset. If the health status can be obtained in real-time and
timely warning can significantly reduce the occurrence of
sudden diseases and save the lives of countless people. There-
fore, real-time perception of health data and timely delivery to
patients or doctors are extremely important for the HWBAN
system. To solve the issues, many researchers have imitated
the design of traditional Internet of Things(IoT) security
schemes in recent years, using XOR operations, hash func-
tion, and message authentication code(MAC) to construct
secure communication schemes [10]. In 2020, the scheme
proposed by Alzahrani et al. [7] wholly uses lightweight
symmetric cryptographic primitives to implement a secure
communication scheme betweenmedical sensors and servers.
Compared with the scheme based on public-key cryptog-
raphy(PKC), the scheme has a great improvement in effi-
ciency. The fly in the ointment is that the storage capacity
of HWBAN sensors is lower [11], so it is difficult to load the
storage burden of the scheme. In addition, like some similar
security schemes of the IoT, it directly uses public channels
to transmit the identity of the sensors, which threatens pri-
vacy [6]. Not only that, these schemes have hidden dangers
of desynchronization attacks during the identity modifica-
tion phase [7], [9]. Summary, the above schemes that com-
pletely use lightweight cryptographic primitives often have
defects of insufficient privacy, security, and sensor storage
overload.

In addition, with the continuous development of mod-
ern network technology, user privacy protection has become
the main challenge. Health information is considered the
most important of all private information. The leakage
of personal sexual orientation, disease history, psycho-
logical and physical defects, and other information will
endanger the stability of the family and even society.
Therefore, a good HWBAN scheme needs to have suffi-
cient security and reliability. To achieve this goal, some
researchers have proposed a healthcare sensor network
security scheme based on PKC. For example, the scheme
proposed by Xie et al. [12] uses the ECC cryptosystem

to implement secure communication between sensors and
medical servers. This greatly improves the security of
the traditional lightweight HWBAN schemes. However,
the IEEE 802.15.6 standard proposed in 2012 strictly reg-
ulates HWBAN. It is difficult for the sensor node in the
scheme to support the complex operations of PKC. Therefore,
the above-mentioned scheme has insufficient usability and
excessive computational costs.

The HWBAN security system in recent years has been
implemented in various ways. However, most lightweight
security schemes are difficult to guarantee the security of the
system, and schemes that completely use public-key cryp-
tosystems cannot guarantee the real-time of medical services.
In addition, many researchers’ schemes ignore the sensor’s
weak computing, communication, and storage capabilities,
resulting in poor system practicability.

To solve the above drawbacks, our scheme combines fewer
ECC point multiplication operations and lightweight crypto-
graphic primitives to reduce computational costs while main-
taining security. Specifically, medical servers and mobile
phones with powerful computing power complete most cal-
culation and communication tasks, while sensor devices are
only responsible for very few lightweight calculations, and
do not store any data and initiate communication requests.
In order to enhance the security of the HWBAN system
and reduce communication costs, the proposed scheme uses
password technology and PUF to form a dual fingerprint,
providing a more portable and practical authentication pro-
tocol. In order to ensure the security of the password, we pro-
pose an offline password modification protocol to further
enhance the security. Aiming at improving the usability of the
HWBAN system, our scheme designs a three-layer network
key agreement protocol of sensor-phone-server, allowing
users to obtain their health status directly through their phone.
In summary, our scheme improves the security, availability,
and performance of the HWBAN system, which is indispens-
able for the realization of intelligent medical services.

A. OUR CONTRIBUTION
Aiming at the requirements of the HWBAN system, we pro-
pose a lightweight, more secure, and more usable scheme.
Our major contributions are summarized as follows:

• Firstly, we present an HWBAN scheme with amplified
security and more efficient performance than traditional
schemes by using PUF chip and fewer ECC operations.

• Secondly, we design a three-level communication net-
work of sensor-phone-server that allows hospitals to
obtain users’ health data securely, and also users can
directly understand their health status in real-time with-
out any request to the medical server.

• Finally, we useMao-Boyd logic to perform rigid security
proof to demonstrate the proposed HWBAN scheme is
provably secure and meets the security requirements of
HWBAN. Moreover, we make a detailed comparative
analysis with the similar schemes proposed by other
researchers in recent years and illustrate our advantages.
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B. ORGANIZATION OF THE PAPER
The rest of the paper is organized as follows. In Section II,
we give a brief review of previous work for intelligent health-
care research. In Section III, we present the background and
notations used in the paper. In Section IV, we present details
of the proposed HWBAN scheme. In Sections V and VI,
we perform the analysis of the security and the performance
of the proposed HWBAN scheme to demonstrate its advan-
tages compared to other similar schemes proposed in the past.
Finally, we conclude the paper in Section VII.

II. RELATED WORK
In recent years, many researchers have devoted themselves
to the research of health sensor networks. Ng et al. [13] and
Stankovic et al. [14] described the importance and challenges
of HWBAN’s security mechanism and security communica-
tion scheme in detail. Then Wu et al. [15], Xu et al. [16], and
Gope et al. [17] designed efficient security communication
schemes, and achieved the real-time goal. In order to achieve
reliability, Ali et al. [18] designed a security scheme based on
bilinear pairs. Then Challa et al. [19] and Garg et al. [20] used
ECC cryptographic operations to implement a more efficient
and reliable HWBAN scheme.

To design an excellent HWBAN scheme, the core require-
ment is to protect the privacy and security of users’ health
data. Different from most sensor devices, HWBAN sensors
have the characteristics of small size, low power, and weak
computing power. In the HWBANmedical service, therefore,
the traditional methods [21], [22] of direct communication
between the sensor and the server or other sensors cannot be
accepted. It is required to use the user’s phone relay to send
to the medical server. However, information is sent through
public channels, which is very vulnerable to security threats
such as eavesdropping, interception, and tampering. These
will lead to interruption or delay of medical services, which
in turn causes the HWBAN system to become unavailable.
It will also cause frequent malicious attacks against the sys-
tem, which will seriously endanger the reliability and security
of the HWBAN system.

To achieve secure communication between sensors, mobile
phones, and medical servers. Many HWBAN schemes use
PKC, but they usually have huge computational burdens.
Considering that the computing power of sensors is relatively
lower, it is not practical to let the sensors bear the burden
of public-key encryption. For example, Kumar et al. [23]
designed a healthcare sensor network scheme utilizing bilin-
ear pair cryptography. Later, Xie et al. [12] improved this
algorithm by using ECC. However, the pure public-key cryp-
tosystem exposes many efficiency problems. For example,
the two HWBAN schemes mentioned above allow sensors
with low computing power to undertake larger public-key
cryptographic operations. However, for some critically ill
users (e.g. cardiovascular and cerebrovascular diseases), time
is life for them. Once the communication delay and other
problems caused by low computing efficiency will be fatal.

In order to achieve a lightweight HWBAN system,
Alzahrani et al. [7] designed a security scheme that entirely
uses lightweight cryptographic primitives. Similar to many
IoT security schemes, however, they have the characteris-
tic of weaker security. For example, the schemes proposed
by Lo et al. [6], Alzahrani et al. [7], and Alladi et al. [9]
all have the risk of information leakage. Because, in their
proposed scheme, the identities of all entities are publicly
transmitted on public channels. Moreover, many IoT schemes
have reduced availability and security in order to improve
performance. Specifically, many schemes allow multiple
communicating parties to store lots of shared secret val-
ues. For example, schemes such as [7], [9] will cause desyn-
chronization attacks and other extremely serious security
threats. In addition, we learn that some other HWBAN
schemes [24]–[26] allow the sensor to store quantities of
security parameters to achieve higher efficiency. This is very
effective in some specific application scenarios, but it is not
feasible under the HWBAN, because the storage capacity of
the HWBAN sensor is usually weak and it is extremely easy
to receive physical attacks that cause the leakage of stored
information.

To balance security requirements and performance require-
ments, we adopt PUF chips that can provide portable authen-
tication [27] and improve the efficiency of computing and
communication [28], [29]. Not only that, but PUF chips
can also achieve good physical security [30] and privacy
protection [31], [32], which will improve the security and
reliability of IoT devices which are exposed to the public
environment.

In addition, we learn that mobile, smart phones, and smart
devices are almost same have strong computing and commu-
nication capabilities, enough to bear the related operations
of PKC algorithms and the costs of more communication
volume. We have combined XOR operations, hash functions,
and a small count of elliptic curve cryptographic primitives
to design a better HWBAN security scheme. We achieve the
goal of zero storage, fewer computation costs, and fewer
communication costs of sensors to improve HWBAN sys-
tem performance. Furthermore, we implement the entirely
anonymous authentication and key agreement protocol which
improves the security of traditional IoT schemes.

III. BACKGROUND AND NOTATIONS
A. PHYSICAL UNCLONABLE FUNCTION
The physical unclonable function has been usually used in the
lightweight IoT security scheme. Distinct from the common
mathematical function, the physical randomness of the PUF
chip directly determines the mapping relationship of the PUF.
Our description of PUF is as follows:

An ideal-PUF can be defined as (lin, lout) − PUF :

{0, 1}lin → {0, 1}lout and it is embedded as a chip in a hard-
ware device with the feature of efficiency, unpredictability,
stability, and unforgeability. Some PUF characteristics are the
basis of security of our scheme, as follows:
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• Efficiency: The evaluation of the PUF chip is
lightweight and efficient.

• Unpredictablility: Within the probabilistic polynomial
time(PPT ), even if adversary A gets a lot of responses
of PUF through challenges other than C , the adversary
cannot get the correct response R = PUF(C). Thus,
the response of PUF chips is unpredictable.

• Reliability: In any operating environment, for the same
PUF, the same input will get the same output.In other
words, we make R1 = PUF (C) and R2 = PUF (C),
let E(R1! = R2) denote the event that R1! = R2,
Pr [E(R1! = R2)] < ε, ε is negligible.

• Unforgeability: The PUF chips are unforgeable,
because their physical randomness and the length of lin
and lout are commonly over 128 bits.

B. ELLIPTIC CURVE CRYPTOGRAPHY
Let q be a large prime number longer than 160 bits and choose
an elliptic curve E (a, b) that meets security requirements on
the finite fieldFq. LetGp is a cyclic group of large prime order
p and point P is the generator of the cyclic group. There are
two difficult assumptions about ECC as follows [33]:

• The ECDL assumption: It is elliptic curve discrete
logarithm(ECDL) assumption. Given the points P and
cP on the elliptic curve E (a, b), for any adversary who
gets several pairs of (P, cP), adversary can not obtain c
through P and cP.

• The ECCDH assumption: It is elliptic curve compu-
tational Diffie-Hellman(ECCDH) assumption. Given P,
k1P and k2P, for any communicating entity that knows
one of k1 and k2 can calculate k1k2P, but others must not
be able to compute the k1k2P.

C. NETWORK MODEL
By analyzing the scheme proposed by recent scholars and
our medical network sensor architecture, the network model
of the PUF-based HWBAN scheme for intelligent healthcare
services is shown in Fig 2. There are three types of par-
ticipants with an HWBAN scheme: a sensor node Sensorj,
a mobile intelligent device Phonei, and a medical serverMS.

FIGURE 2. Proposed HWBAN network model.

• MS: There is a trusted medical server, which is respon-
sible for storing the system security parameters in the

scheme, including the identity of each communication
entity in the scheme and the CR-pairs of every sen-
sor node. In addition, it will authenticate and take key
agreement with the Phonei for obtaining the health data
securely.

• Phonei: The distance between the Phonei and the
HWBAN sensor node Sensorj is close. Its task is to store
some parameters and users’ offline passwords. In addi-
tion, it will complete authentication and key agreement
with the MS and Sensorj for obtaining sensing data and
transmit it securely.

• Sensorj: There is an HWBAN sensor node with weak
storage, communication, and computing capabilities.
It will touch users directly whenworking. In our scheme,
it is embedded with an ideal PUF chip. Will complete
authentication and key agreement with the smartphone
Phonei for forwarding sensing data securely.
Data captured timely and reliably by sensor nodes is the
key to various HWBAN services. Therefore, it poses a
challenge to the efficiency and security of the scheme.
In 2012, HWBAN was standardized as 802.15.6 by
IEEE. Considering the standard as well as it commonly
has the characteristics of no power supply, small size,
etc., its computing, communication, and storage task
needs to be thoughtfully designed.
In the network model of this scheme, the flow of data is
as follows: sensor nodes Sensorj regularly collect health
data, and after authentication and key agreement are
executed, health information is encrypted by the session
key and transmitted to the Phonei and MS. In this way,
the user can pay attention to his health information at any
time, and the medical server can also analyze the user’s
health status in real-time and make more reasonable
medical schemes.

TABLE 1. Some notations and description in our scheme.

IV. THE PROPOSED SCHEME
In this section, we present an exhaustive scheme that can
implement privacy protection, mutual authentication, key

125742 VOLUME 9, 2021



Z. Jiang et al.: Lightweight HWBAN Scheme With Amplified Security

agreement, and offline password modification for HWBAN
medical system by using ECC and PUF chips effectively.
The proposed scheme consists of five phases: System initial-
ization phase, Enrolment phase, Mutual authentication, and
key agreement phase, Parameters update phase, and offline
password modification phase. The symbols that appear in our
scheme are listed in Table 1.

A. ASSUMPTIONS FOR THE PROPOSED SCHEME
In our proposed scheme, wemake the following assumptions:
• Each sensor node Sensorj is embedded with a PUF chip.
Once the PUF chip is artificially taken out or the sensor
is artificially captured, it will be destroyed immediately
and cannot be used.

• The medical server MS is completely credible and has
sufficient data storage, computing, and strong commu-
nication capabilities. Besides, it will not have any mali-
cious behavior. At the same time, the data in its database
will not be leaked, or it will be discovered immediately
after the leak.

• The smartphone Phonei after successfully completing
authentication and key agreement with the medical
server MS is also completely believable.

B. SYSTEM INITIALIZATION PHASE
• Step1 : The HWBAN system will choose a secure
parameter k and generate a security hash function:

h (·) : ∗ → {0, 1}k

And publish the security hash h (·) to each entitiy
• Step2 : Then theMS will select a security elliptic curve:

E (a, b) : y2 = x3 + ax + b

over the finite field Fq, where the q is a large prime and
the a, b ∈ Fq satisfy 4a3 + 27b2 6= 0 (modq), then
generate an additive cyclic group with order of large
prime number p and a secure generatorP ∈ E (a, b).And
distribute the point P to every Phonei in the communi-
cation system.

• Step3 : Finally, the MS will randomly chooses xs ∈ Z∗p
as its master key and calculate the correspondent public-
key Ppub = xsP then publish it.

C. REGISTRATION PHASE
• Step1 : Sensorj randomly selects a 128 bits chal-
lenge Cj and calculate the corresponding response
Rj = PUF

(
Cj
)
by PUF chip, and then sends mrj ={

IDj,Cj,Rj
}
to the Phonei through the secure channel.

• Step2 : The Phonei selects 128 bits random numbers n0,
ni and s. Besides, it will obtain the password when the
user registered: pwi, compute some secure parameters:

αi = h (h (IDi)⊕ h (pwi||ni)modn0)

β∗i = h (s||IDi||n0)

βi = β
∗
i ⊕ h (pwi||ni)

Next, it will store the Storei = {αi, βi, pwi, ni, n0}, then
send mri =

{
IDi, IDj, β∗i ,Cj,Rj

}
to MS through the

secure channel.
• Step3 : After the MS receives the message mri, it stores
Stores =

{
IDi, β∗i , IDj,Cj,Rj

}
in the database.

D. AUTHENTICATION AND KEY AGREEMENT PHASE
Here, we describe the key agreements between the sensor
node and the smartphone and also the smartphone and the
medical server. The protocol is described intuitively in Fig 3.
• Step1 : During the validity period of the password pwi,
the Phonei gets the pwi entered by user and its IDi,
then generate a 128 bits random number bi and a times-
tamp ti. In addition, it calculates the temporary public-
key Bi = biP. Firstly, Phonei verifies that the following
equation holds:

αi
?
= h (h (IDi)⊕ h (pwi||ni)modn0)

then computes that:

β ′i = βi ⊕ h (pwi||ni)⊕ h
(
biPpub

)
PIDi = IDi ⊕ h

(
biPpub||Bi

)
hi = h

(
β ′i ||PIDi||Bi||biPpub||ti

)
Lastly, Phonei sends the request message m1 ={
PIDi,Bi, β ′i , ti, hi

}
to medical server MS.

• Step2 : After the MS receives the message m1, it first
verifies whether ti is fresh. If it is not fresh, terminate
the session. Otherwise, it checks the integrity of the
message:

hi
?
= h

(
β ′i ||PIDi||Bi||xsBi||ti

)
If the above verification fails, the request will be refused,
else MS completes the authentication with Phonei:

β∗i
?
= β ′i ⊕ h (xsBi)

If the above identity verification fails, the session
is terminated. Otherwise, MS calculates the IDi of
smartphone:

IDi = PIDi ⊕ h (xsBi||Bi)

ThenMS retrieves the parameters of Sensorj correspond-
ing to IDi from its database Stores. Selects the timestamp
ts and random number bs and then computes Bs = bsP.
To calculate:

PIDj = IDj ⊕ h (bsBi)

R′j = Rj ⊕ h (bsBi||ts)

βs = β
∗
i ||h (xsBi)

hs = h
(
PIDj||Cj||R′j||ts||Bs||βs

)
Lastly,MS calculates the session key between itself and
Phonei: skis = h (xsBi||bsBi), and then sends response
m2 =

{
Bs, ts,Cj,R′j,PIDj, hs

}
to Phonei.
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FIGURE 3. Mutual authentication and key agreement phases in the proposed scheme.

• Step3 : After receiving the message m2, the Phonei
immediately verifies whether the timestamp ts is fresh,
then executes identity authentication to MS and checks
the integrity of the message from theMS. The next pre-
calculates:

β ′s = (βi ⊕ h (pwi||ni)) ||h
(
biPpub

)
and then to verify:

hs
?
= h

(
PIDj||Cj||R′j||ts||Bs||β

′
s

)
If the above verification is not successful, terminate the
session, otherwise calculates the session key with MS:

skis = h
(
biPpub||biBs

)
after completing key agreement with MS, continue to
calculate the sensor node’s IDj:

IDj = PIDj ⊕ h (biBs)

and the response of the challenge-response pair corre-
sponding to the IDj:

Rj = R′j ⊕ h (biBs||ts)

Lastly, Phonei chooses a random timestamp t ′i and com-
putes the session key between it and the Sensorj:

skij = h
(
Rj||t ′i ||IDj

)
Then calculates the new PID′j:

PID′j = IDj ⊕ h
(
Rj||t ′i

)
and then sends the message m3 =

{
PID′j,Cj, t

′
i

}
to

Sensorj.
• Step4 :When Sensorj receives themessage fromPhonei,
it will check the freshness of timestamp t ′i and if it does
not meet the requirement aborts the session. Otherwise,
Sensorj calculates the Rj = PUF

(
Cj
)
corresponding to

Cj by using its PUF chip. And then to verifies:

IDj
?
= PID′j ⊕ h

(
Rj||t ′i

)
If the verification is passed, computes the session key
between it and the Phonei: skij = h

(
Rj||t ′i ||IDj

)
, other-

wise the session is aborted.
If the session key is not successfully generated, the entity

without the session key will not send the message, nor can it
correctly decrypt the message sent by other parties.
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E. PARAMETERS UPDATE PHASE
In this subsection, we design a protocol to update the CR-pair
of the HWBAN sensor nodes as follows:
• Step1 : Sensorj randomly selects a large integer C ′j
and calculates R′j = PUF

(
C ′j
)
, then encrypts message{

IDj,C ′j ,R
′
j

}
skij

with its session key with Phonei and

sends it to Phonei.
• Step2 : When the Phonei received the message from
Sensorj, it will decrypt the message with the session
key skij. Next, it uses the session key skis to encrypt the
message and sends it to the server MS.

• Step3 : After MS receives this message, it will utilize
the session key between itself and Phonei to decrypt and
update the corresponding CR-pair stored in the database
according to the IDj.

If the process of system parameter update is intercepted
by any adversary, the corresponding parameters will not be
updated.

F. OFFLINE PASSWORD MODIFICATION PHASE
In this subsection, we design an offline password modi-
fication protocol to achieve user-friendliness while ensur-
ing security and improving communication efficiency.
As follows:

The Phonei combines the old password entered by the user
and its own IDi, then verifies the equation:

αi
?
= h (h (IDi)⊕ h (pwi||ni)modn0)

If the above equation does not hold, then rejects the pass-
word modification request. Otherwise, Waiting for the user to
enter a new password pw′i and calculates:

α′i = h
(
h (IDi)⊕ h

(
pw′i||ni

)
modn0

)
β ′i = βi ⊕ h (pwi||ni)⊕ h

(
pw′i||ni

)
Lastly, the Phonei replaces αi and βi with α′i and β ′i ,

respectively.

V. SECURITY ANALYSIS
In this section, we compare the proposed scheme with other
relevant schemes in terms of security and functionality.
Firstly, we describe Mao-Boyd logic primitives and corre-
sponding proof rules. Next, we formally prove the security of
our scheme by Mao-Boyd logic. Finally, we will analyze the
security, the functionality of our scheme and compare it with
the other three related schemes. For convenience, we will use
I , J , and S to represent Phonei, Sensorj, andMS, respectively.

A. MAO-BOYD LOGIC
The seven basic modules of Mao-Boyd logic [34] are listed
as follows. And the commonly used proof rules are shown
in Table 2. They are necessary to understand the formal
security proof of our scheme.

1) I |≡ J : The principal I completely believes the formula
J to be true.

2) I
K
|∼ M : The principal I encrypts the massage M by

utilizing the corresponding key K .

3) I
K
C J : The principal I can sees the messageM by using

the decipherment key K .

4) I
K
↔ J : Both I and J regard K as a good shared

encipherment key.
5) # (N ): It means that N is a fresh message, which means

that it has not been seen before the current round of
scheme run.

6) sup (I ): The principal I is a credible and reliable entity.
7) I C‖ M : The principal I cannot see the message M .

This module provides basic logic primitives for the
confidentiality of the scheme.

In the process of formal proof of the security of our scheme,
we have repeatedly used several rules of the Mao-Boyd logic,
listed in Table 2. In these rules, ’∧’ represents the logical
AND operation, ’∨’ represents the logical OR operation. {J}c

means objects other than entity J . NRM represents the mes-
sageN is transmitted at the same time asM . If two statements
A and B are known, and C can be inferred from them, then it
can be expressed in Mao-Boyd logic as: A∧BC .

TABLE 2. MAO BOYD Logical rules.

B. SYSTEM SECURITY ANALYSIS
In this subsection, we combine the aforementioned
Mao-Boyd logic and public-key cryptosystems to analyze the
security of the system scheme and list some related crypto-
graphic axioms, and some security lemmas and propositions
that need to be proven formally.

axiom 1. According to the assumptions of the proposed
scheme, the medical server S is absolutely credible and
reliable. The formal description is I |≡ sup (S) is true and
J |≡ sup (S) is true.

axiom 2. The smartphone I after successfully completing
the identity authentication with the medical server is com-
pletely credible and reliable. In other words, when the scheme
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progresses to the identity authentication and key agreement
phase between the smartphon and sensor node, J |≡ sup (I ) is
true.

axiom 3. The timestamp used in each round of commu-
nication must have never been used before. In other words,
the timestamps appearing in this scheme must be fresh.
lemma 1: No PPT adversary aganist the proposed

HWBAN scheme can forge a legal authentication request
with a non-negligible probability.

Proof: Assuming that the adversary A successfully
forged the authentication requestm1 sent by themobile phone
to the server, he/she must successfully forge all the contents
of m1, including:

{
PIDi,Bi, β ′i , ti, hi

}
. This means that A

must be able to forge a legal β ′i . According to the HWBAN
scheme of this paper, in order to calculate β ′i , biPpub must
be calculated, and according to the ECCDH assumption in
Section III, it can be known that this is not solvable in PPT .

lemma 2: Rj is a secure shared secret between the phone
I and the sensor J .

Proof: In our HWBAN security scheme, the adversary
A cannot forge the PUF response value Rj in the sensor entity
participating in the current authentication in PPT . First,
according to the Unpredictablility characteristic of the PUF
chip, even if the adversaryA obtains the Rj in the past several
rounds of communication, even if it is very difficult. So he/she
cannot know the Rj of the current communication. According
to the Unforgeability characteristic of PUF, the adversary
cannot make a fake chip exactly the same as the PUF chip
inside the current communication entity Sensorj. Therefore,
the attack method in anyPPT cannot let the adversary know
Rj, so Rj is a secure shared secret value between the mobile
phone and the sensor.

lemma 3: PPT adversary aganist the proposed
HWBAN scheme cannot forge a legal authentication response
with a non-negligible probability.

Proof: In the proof of lemma 1, it can be concluded that
in order to forge a legal authentication response, the entire
content of the message must be forged. If adversary A wants
to forge the response sent by the medical server to the mobile
phone, he/she must forge the correct hs. So we have to forge
the correct βs.According to the scheme, it can be known that
the adversary A must calculate xsBi to forge the legal βs.
According to the ECCDH assumption, it can be known
that this is impossible. Therefore, any adversary A cannot
forge hs in PPT , so it cannot forge the correct message m2.
According to lemma 2, Rj is a secure shared secret value
between the mobile phone and the sensor, so the adversary
cannot forge PID′j. Therefore, in PPT , any adversary cannot
forge the authentication responsem3 sent by themobile phone
to the sensor.

In our security scheme, to prove the security of the session,
we need to prove the security of the session key, these are

written as S |≡ S
skis
↔ I , I |≡ S

skis
↔ I , I |≡ I

skij
↔ J , and

S |≡ I
skij
↔ J . In order to prove the security of these two keys,

it is necessary to strictly prove the following six propositions.

According to the content of the scheme, in order to simplify
the proof, let sv1 = xsbiP = xsBi = biPpub, and sv2 =
bsbiP = bsBi = biBs.
• Proposition 1.S believes that sv1 is the correct shared
secret value between S and I . The corresponding formal

description is S |≡ S
sv1
↔ I

• Proposition 2. I believes that sv1 is the correct shared
secret value between S and I . The corresponding formal

description is I |≡ S
sv1
↔ I

• Proposition 3.S believes that sv2 is the correct shared
secret value between S and I . The corresponding formal

description is S |≡ S
sv2
↔ I

• Proposition 4. I believes that sv2 is the correct shared
secret value between S and I . The corresponding formal

description is I |≡ S
sv2
↔ I

• Proposition 5.I believes that IDj is the correct shared
secret value between I and J . The corresponding formal

description is I |≡ I
IDj
↔ J

• Proposition 6.J believes that IDj is the correct shared
secret value between I and J . The corresponding formal

description is J |≡ I
IDj
↔ J

C. PROVABLE SECURITY
In this subsection, we formally prove the six security proposi-
tions put forward in the previous subsection, and then demon-
strate the privacy security and key security of our system.
Proposition 1: S |≡ S

sv1
↔ I

Proof. To prove this proposition, we need to utilizeGood
Key rule.In other words, this proposition is equivalent to the
following two subpropositions:

S |≡ {S, I }c C‖ sv1 (1)

S |≡ # (sv1) (2)

For subproposition (1), we assume that an adversary has
obtained all the message in the channel. Because our scheme
only sends the public-key during execution, the adversary can
only obtain Bi and Ppub. But sv1 = biPpub = xsBi, so no
matter how many Bi and Ppub the adversary has captured,
as long as the adversary is not either of S or I , sv1 cannot
be calculated. Therefore, the subproposition (1) is true.

Then, in order to prove the subproposition (2), we apply the
Fresh rule, the subproposition is equivalent to the following
two subpropositions:

S |≡ # (Bi) (3)

S C B1Rsv1 (4)

For subproposition (4), obviously Bi and sv1 appear in the
same round of session at the same time, so it is true. To prove
the correctness of subproposition (3), we again use the Fresh
rule, the subproposition is equivalent to the following two
subpropositions:

S |≡ # (ti) (5)

S C BiRti (6)
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Because of the existence of axiom 3, we can obviously
know that subproposition (5) is correct. And through the
content of the scheme, we can know that the timestamp ti and
message Bi are sent to S together, so proposition (6) is also
correct.

According to the above analysis based onMao-Boyd logic,
proposition 1 is proved to be correct. For clarity, steps prove
Proposition 1 is showed in the Proof (7):

S |≡ {S, I }c C ||sv1 ∧
S|≡ #(ti)∧SCBiRti

S|≡ #(Bi)
∧SCsv1RBi

S|≡ #(sv1)

S |≡ S
sv1
↔ I

(7)

Proposition 2: I |≡ S
sv1
↔ I

Proof. To prove this proposition, we need to utilizeGood
Key rule. In other words, this proposition is equivalent to the
following two subpropositions:

I |≡ {S, I }c C‖ sv1 (8)

I |≡ # (sv1) (9)

For subproposition (8), we can prove that it is true by using
the method of proving subproposition (1) above. Now, if we
want to prove the proposition 2, only need to prove subpropo-
sition (9). To prove that it is true, according to Fresh rule, it is
equivalent to proving that the following two subpropositions
are true:

I |≡ # (bi) (10)

I C sv1Rbi (11)

The following proof of subproposition (10): according to
the scheme proposed in this paper, it can be known that bi
is generated by entity I , and bi is generated randomly in
each round of communication. Then I believes bi is fresh,
so subproposition (10) is true.

According to the definition above, we know: sv1 = biPpub.
Obviously, bi and sv1 have a one-to-one correspondence.
In other words, bi and sv1 are a whole, then the subproposition
(11) is proved to be correct. And because bi is fresh, sv1 is also
fresh, so subproposition (9) is true. Combine subproposition
(8) and subproposition (9) to know that the proposition 2 is
proved to be correct. For intuitiveness, steps prove Proposi-
tion 2 is illustrated in the Proof (12):

I |≡ {S, I }c C ||sv1 ∧
I |≡ #(bi)∧SCsv1Rbi

I |≡ #(sv1)

I |≡ S
sv1
↔ I

(12)

Proposition 3: S |≡ S
sv2
↔ I

Proof. To prove this proposition, we need to utilizeGood
Key rule. In other words, this proposition is equivalent to the
following two subpropositions:

S |≡ {S, I }c C‖ sv2 (13)

S |≡ # (sv2) (14)

The proof of subproposition (13) is similar to that of sub-
proposition (1). Since sv2 = bsBi = biBs, and any illegal

entity that is neither I nor S can not calculate sv2 when
acquiring any number of Bi and Bs. Thus, subproposition (13)
is true.

To prove subproposition (14), we only need to prove the
following two subpropositions:

S |≡ # (Bi) (15)

S C sv2RBi (16)

Obviously, subproposition (15) and subproposition (3) are
exactly the same, and according to the previous proof, it is
also correct. Then subproposition (16) and subproposition
(4) can be analogized, Bi and sv2 are also two elements that
appear at the same time in the same round of communication,
so they can be regarded as a whole. So the subproposition
(14) holds. Thus, subproposition (14) is true. Combining
subpropositions (13) and (14), we can get that proposition 3 is
proved to be correct. For convenience, steps prove Proposi-
tion 3 is demonstrated in the Proof (17):

S |≡ {S, I }c C ||sv2 ∧
S|≡ #(ti)∧SCBiRti

S|≡ #(Bi)
∧SCsv2RBi

S|≡ #(sv2)

S |≡ S
sv2
↔ I

(17)

Proposition 4: I |≡ S
sv2
↔ I

Proof. To prove this proposition, we need to utilizeGood
Key rule.In other words, this proposition is equivalent to the
following two subpropositions:

I |≡ {S, I }c C‖ sv2 (18)

I |≡ # (sv2) (19)

According to the proof of proposition 2 above, it can be
inferred that subproposition (18) is correct, and subproposi-
tion (19) can be equivalent to the following two subproposi-
tions according to the Fresh rule:

I |≡ # (bi) (20)

I C sv2Rbi (21)

According to the subpropositions (10) and (11) that have
been proved above, the above two subpropositions can be
proved by analogy, so proposition 4 is correct. For conve-
nience, steps prove Proposition 4 is showed in the Proof
(22):

I |≡ {S, I }c C ||sv2 ∧
I |≡ #(bi)∧SCsv2Rbi

I |≡ #(sv2)

I |≡ S
sv2
↔ I

(22)

Proposition 5: I |≡ I
IDj
↔ J

Proof: To prove this proposition, we need to utilize
Good Key rule.In other words, this proposition is equivalent
to the following two subpropositions:

I |≡ #
(
IDj
)

(23)

I |≡ {I , J}c C ||IDj (24)

For subproposition (23), according to our scheme, it can
be known that the mobile phone I is authorized by S after
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the identity authentication and key agreement of the medical
server S and obtains the IDj of the sensor. Therefore, the IDj
is completely trustworthy for the mobile phone, so subpropo-
sition (23) is true.

For subproposition (24), according to the Confidentiality
rule, it is equivalent to the following three subpropositions:

I |≡ I
Rj
↔ J (25)

I |≡ {I }c C ||IDj (26)

I
Rj
|∼ IDj (27)

For the above three subpropositions, first, according to
lemma 1, know that subproposition (25) is correct. Secondly,
before entity I has completed authentication with J , I must
believe that other entities cannot know IDj, so subproposition
(26) is true. Finally, according to the proposed scheme can
know that I has completed the encryption of IDj with Rj,
so subproposition (27) is true. In summary, the above three
subpropositions are all true, so proposition 5 is proved to be
correct. For clarity, steps prove Proposition 5 is illustrated in
the Proof (28):

I |≡ #
(
IDj
)
∧

I |≡ I
Rj
↔J∧I |≡ {I }cC||IDj∧I

Rj
|∼IDj

I |≡ {I ,J}cC||IDj

I |≡ I
IDj
↔ J

(28)

Proposition 6: J |≡ I
IDj
↔ J

Proof: To prove this proposition, we need to utilize
Good Key rule.In other words, this proposition is equivalent
to the following two subpropositions:

J |≡ #
(
IDj
)

(29)

J |≡ {I , J}c C ||IDj (30)

For entity J , IDj is the response sent by entity I in the
form of a pseudonym, so proving that subproposition (29) is
equivalent to proving the following two subpropositions:

J |≡ #
(
t ′i
)

(31)

J C IDjRt ′i (32)

Referring to axiom 3 and the previous related proofs,
we can know that the above two subpropositions are obvi-
ously established, so subproposition (29) is proved to be
correct.

Next, according to Super-principal rule, we can equiva-
lently convert the subproposition (30) into the following two
subpropositions:

J |≡ I |≡ {I , J}c C ||IDj (33)

J |≡ sup (I ) (34)

The entity I at this time has completed the identity
authentication and key agreement with the medical server
S. According to axiom 2, the entity I at this time is com-
pletely credible to J , so the subproposition (34) is obviously

true. Then according to Confidentiality rule, proving sub-
proposition (33) is equivalent to proving the following three
subpropositions:

J |≡ I |≡ I
Rj
↔ J (35)

J |≡ I |≡ {I }c C ||IDj (36)

J |≡ I
Rj
|∼ IDj (37)

Referring to the previous analysis, subproposition (36) is
obviously true. Next, prove subproposition (35). According
to Nonce-verification rule, it is equivalent to the following
two subpropositions:

J |≡ #
(
IDj
)

(38)

J |≡ I
Rj
|∼ IDj (39)

First, subproposition (38) is equivalent to subproposition
(29), so it is true. Second, according to Authentication
rule, subproposition (39) is equivalent to the following two
subpropositions:

J |≡ I
Rj
↔ J (40)

J
Rj
C IDj (41)

According to lemma 2, we can know that subproposi-
tion (40) is true. Then according to the proposed scheme,
we can know that the subproposition (41) is obviously true.
In summary, subproposition (39) is proved to be correct.
So subproposition (35) is true.

Then the subproposition (37) is exactly the same as the sub-
proposition (39), so the subproposition (37) is also correct.
Based on the above analysis, proposition 6 is formally proved
to be correct. For convenience, steps prove Proposition 6 is
demonstrated in the Proof (42), as shown at the bottom of the
next page.

D. PERFORMANCE COMPARISONS
In this subsection, we compare the proposed HWBAN
scheme with various IoT key agreements such as [6], [35],
and [9] with similar networkmodels in terms of security func-
tions. For convenience, wemark SF−1, SF−2, SF−3, SF−
4, SF − 5, SF − 6, SF − 7, SF − 8, SF − 9, SF − 10, SF −
11, SF − 12 and SF − 13 denote Mutual Authentication,
Identity Protection, Message Integrity, Low-entropy Secrets
Guessing Attack, Impersonation Attack, Replay Attack, Per-
fect Forward Secrecy, Physical Security, Formal Security
Proof, Desynchronization Attack, Offline Password Mod-
ification, Un-traceability, Intermediary device participates
in secure communication respectively. The security com-
parisons and contrasts of the four IoT schemes are listed
in Table 3.

From this section onwards, we use Ref . [35], Ref . [6]
and Ref . [9] to replace the schemes of Alladi et al. [35],
Lo et al. [6] and Alladi et al. [9]

125748 VOLUME 9, 2021



Z. Jiang et al.: Lightweight HWBAN Scheme With Amplified Security

TABLE 3. Comparisons and contrasts of security functions.

Next, we further analyze the result of comparison of
Table3. In the scheme of Ref . [35], the identities of sensors
and access nodes are exposed on public channels. In addition,
although the identity of each participant will be updated after
the end of the session, but the way to update is (IDP)∗ =
H (IDP||IDW ||Rc) and (IDW )∗ = H (IDW ||IDP||Rc). So any
party can calculate not only its own new ID but also the IDs of
other participants. Finally, but also very noteworthy is that in
its identity modification phase. Once any party goes offline
unexpectedly, it will not be able to update its own identity,
and at this time other participants have already updated its
identity. It will cause a desynchronization attack and the
next round of identity authentication cannot be performed
normally.

Not only that, Ref . [6] has some security risks. The protec-
tion of identity privacy also exists deficiencies for the same
reason. However, the most important is that it can get all
challenge-response pairs from PUF. However, this is very
difficult. If this can be done, it means that it’s PUF circuit has
a relatively limited number of bits, which will have a great
impact on physical security.

In the scheme of Ref . [9] also hidden dangers of desyn-
chronization attacks. Assuming that in the last step, when
the communicating entities are updating their own identity,
the power is suddenly cut off, and the power-off entity fails
to update the identity, but at this time the server has completed
whose identity update. Then the next round of conversation
will not be conducted.

TABLE 4. Cryptographic operations costs.

VI. EFFICIENCY ANALYSIS
In this section, we analyze the computing and communication
costs of the proposed scheme in detail. At the same time,
we also compare the computing and communication costs
between our scheme and several other schemes Ref . [35],
Ref . [6], and Ref . [9] with similar network model.

A. ANALYSIS OF COMPUTATION COST
We present the running time of various operations performed
in the proposed scheme andwe compare the results with those
obtained from Ref . [35], Ref . [6] and Ref . [9] in this section.
We use the following notations for the following running
times in this paper:
• Tp: The running time of a operation running on the PUF
chip.

• Tm: The running time of a multiplication Operation on
the addition group of elliptic curve G.

• Th: The running time of a secure SHA256 hash operation
in Z∗q .

• Ta: The running time of a secure AES operation with
256 bits.

Our experimental environment for implementing the
scheme in this paper is the Windows 10 Professional oper-
ating system, with an Intel(R) Core(TM) i5-8300H central
CPU, a clock frequency of 2.30 GHz, and a RAM of 8.00 GB.
In order to better implement related cryptographic operations,
we adopt the MIRACL library and C language to program.
In order to ensure the accuracy of the experiment, we use
10,000 rounds of repeated measurements to take the aver-
age and use the high-precision timer QueryPerformanceFre-
quency function based on theWindows system API to repeat-
edly obtain the running time of each cryptographic opera-
tion. However, because the instruments and equipment that
implement PUF operation are relatively rare, but from [36],
it can be concluded that the running time of PUF, which is
summarized in Table 4.

In addition, we assume that the running time of the
MAC and the non-linear function F (·) is close to that
of the secure hash SHA256 operation. In other words,

J |≡ #(t ′i)∧JCIDjRt ′i
J |≡ #(IDj)

∧

J |≡ #(IDj)∧J |≡ I
Rj
|∼IDj

J |≡ I |≡ I
Rj
↔J

∧J |≡ I |≡ {I }cC||IDj∧
J |≡ I

Rj
↔J∧J

Rj
CIDj

J |≡ I
Rj
|∼IDj

J |≡ I |≡ {I ,J}cC||IDj
∧J |≡ sup(I )

J |≡ {I ,J}cC||IDj

J |≡ I
IDj
↔ J

(42)
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TMAC ≈ TF ≈ Th = 0.006ms. Next, we will use the oper-
ating schedule of cryptographic operations obtained from the
above experiment to compare and analyze the computation
costs of other schemes.

By analyzing the scheme proposed of Ref . [35], the sensor
needs to perform seven times SHA256 hash operations, once
AES operation and once PUF operation. Therefore, its com-
putation costs is 7∗Th+1∗Ta+1∗Tp = 1.042ms. The access
needs to perform twelve times SHA256 hash operations,
twice AES operation and once PUF operation. Therefore, its
computation costs is 12 ∗ Th + 2 ∗ Ta + 1 ∗ Tp = 1.952 ms.
In this scheme, the server performs five times SHA256 hash
operations and once AES operation, so its computation costs
is 5 ∗ Th + 1 ∗ Ta = 0.91 ms. To sum up, the computation
costs of the scheme proposed by Ref .[35] to execute a round
of key agreement is 3.904 ms.
Then we analyze the scheme proposed by Ref . [6]

In its scheme, the sensor node needs to perform twice
SHA256 hash operations and once PUF operation. So the
computation costs of the sensor is 2∗Th+1∗Tp = 0.132ms.
In addition, its WP node performed three times SHA256 hash
operations. This WP node is equivalent to the access node in
the proposed scheme by Ref .[35] and the entity phone of our
scheme. Its run time is 3∗Th = 0.018ms. The server run once
SHA256 and once PUF operation, so its computation costs is
1 ∗ Th + 1 ∗ Tp = 0.126 ms. Overall, the total computation
costs of key agreement of the proposed scheme by Ref .[6] is
0.456 ms.
In the scheme of Ref . [9], The sensor node performs five

times SHA256 and once PUF operation whose computation
costs is 5 ∗ Th + 1 ∗ Tp = 0.150 ms. The access node in
the scheme has completed ten times SHA256 operations and
onece PUF operation, so its run time is 10 ∗ Th + 1 ∗ Tp =
0.180ms. Besides, the server in the scheme of it performs five
times SHA256 operations, so its computation costs is 5∗Th =
0.030 ms. In a nutshell, the total computation costs of key
agreement of the proposed scheme by Ref .[9] is 0.360 ms.
However, in our proposed scheme, sensor node only

perform twice SHA256 operations and once PUF opera-
tion. Therefore, the computation costs of the sensor is only
2∗Th+1∗Tp = 0.132ms. Eleven times SHA256 operations
and three times point multiplication operations are performed
on the smartphone. So the computation costs on the smart-
phone is 11 ∗ Th + 3 ∗ Tm = 5.586 ms. The server has
completed seven times SHA256 operations and three times
point multiplication operations, so its computation costs is
6∗Th+3∗Tm = 5.556ms. In summary, the total computation
costs of the scheme we propose in this paper is 11.274 ms.

The comparison of computation costs is demonstrated
in Table 5. The computing power of sensors is relatively weak
in HWBAN applications. Therefore, the practicability, relia-
bility, and real-time of the HWBAN system largely depend
on the computation costs of the sensor nodes. With this in
mind, we illustrate the comparison of the computation costs
of the sensor nodes of the four schemes in Fig 4. Combining
Fig 4 and Table 5, we can analyze that the proposed scheme

FIGURE 4. The computation costs of sensor nodes in the four schemes.

lets smartphones and servers with strong computing power
bear most of the computing burden of the HWBAN system,
while the costs of sensor nodes with weak computing power
are tiny. Specifically, the computation costs of the sensor node
of our proposed scheme is 0.222 ms, which is better than the
scheme proposed by Ref . [35] and Ref . [9] It is the same as
the scheme proposed by Ref . [6] However, the comparative
analysis of security in Section V-D shows that our scheme is
more secure than them.

B. ANALYSIS OF COMMUNICATION COSTS
According to the above implementation, we know that the
lengths of SHA256 and the point on the elliptic curve are
256 bits and 320 bits respectively. Suppose the length of the
user’s identity is 64 bits and the random number is 128 bits,
the timestamp is 32 bits, the PUF challenge-response pair is
128 bits. The communication costs are analyzed as follows:

In the scheme proposed by Ref . [35] The length of the
message sent by the patient node is 384 bits in total, and
the number of sending is once. Then the message sent by the
wireless link node reaches 1472 bits, and the number of times
the message is sent is three times. Finally, the total length of
the content sent by the server is 640 bits, and the number of
times the message is sent is once. Therefore, the communi-
cation costs of the entire scheme are 384 + 1472 + 640 =
2496 bits.
In the scheme proposed by Ref . [6] The length of the

message sent by the sensor node is 448 bits in total, and the
number of sending is twice. Then the message sent by theWP
node reaches 704 bits, and the number of times the message
is sent is twice. Finally, the total length of the content sent by
the server is 512 bits, and the number of times the message is
sent is once. Therefore, the communication costs of the entire
scheme are 448+ 704+ 512 = 1664 bits.
In the scheme proposed by Ref . [9] The length of the mes-

sage sent by the sensor node is 832 bits in total, and the
number of sending is once. Then the message sent by the
leader drone reaches 1792 bits, and the number of times the
message is sent is five. Finally, the total length of the content
sent by the server is 896 bits, and the number of times the
message is sent is twice. Therefore, the communication costs
of the entire scheme are 832+ 1792+ 896 = 3520 bits.
Then, in our scheme. The length of the message sent by

the sensor node is 0 bits in total, and the number of sending
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TABLE 5. Computation costs contrast.

FIGURE 5. The communication costs of sending by sensor nodes in the
four schemes.

is zero times. Then the message sent by the leader drone
reaches 1536 bits, and the number of times the message is
sent is twice. Finally, the total length of the content sent by
the server is 1120 bits, and the number of times the message is
sent is once. Therefore, the communication costs of the entire
scheme are 0+ 1536+ 1120 = 2656 bits.
The communication costs of sending by sensor nodes in

the four schemes is shown in Fig 5. From Fig 5 we can see
that the communication costs of sending by sensor nodes
in our scheme are 0 bit, which will greatly improve the
battery life and stability of the HWBAN system. In addition,
the communication costs by four scheme analysis, we can
find the number of communications performed by our scheme
is the least among other similar, which not only improves
the efficiency of the HWBAN system, and more to enhance
system security.

In summary, our proposed scheme has amplified security
and lower computation and communication costs than the
related HWBAN protocol proposed in recent years. There-
fore, our HWBAN scheme ismore practical for smart medical
applications. In addition, the offline password modification
protocol proposed by this paper ensures the security of the
password and makes the system more stable and reliable.

VII. CONCLUSION
Aiming at the deficiencies of security, availability, and effi-
ciency in the existing HWBAN system. Our paper proposes
a secure and lightweight HWBAN scheme using PUF and
password. The proposed scheme uses only fewer ECC point
operations, XOR operations, PUF functions, and hash func-
tions. In addition, the proposed authentication protocol uses
passwords flexibly and designs corresponding offline pass-
word modification protocols, which reduces communication
costs and improves security and usability. At the same time,

it is also a practical HWBAN system by implementing a
sensor-phone-server three-layer network security communi-
cation, allowing users to know their health status through their
mobile phones at any time. Formal security proof and per-
formance analysis demonstrate the proposed protocol meets
more security and usability requirements and takes less com-
putation and communication costs than related protocols pro-
posed recently.
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