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ABSTRACT The data collected, stored, shared, and accessed across different platforms in the dynamic
IoT is mostly confidential and privacy-sensitive. Data security and access control issues urgently need
to be addressed. Multi-authority attribute-based encryption (MA-ABE) is seen as a potential solution for
addressing data access control security concerns in the dynamic IoT since it allows for dynamic access
control over encrypted data. However, the existing key abuse problem is severely destroying the security
access control of MA-ABE. The existing accountable attribute-based encryption schemes only support small
attributes (users) universe and single authority. Moreover, they do not support revocation. Some schemes are
inefficient since they are constructed in the composite order bilinear group. In this article, the author proposes
the first accountable and revocable large universe decentralized multi-authority attribute-based encryption
scheme with outsourcing decryption based on prime order bilinear groups. The proposed scheme allows for
the dynamic capacity expansion of attributes, users, and authorities. An audit mechanism is given to judge
if the suspicious key was leaked by a malicious user or by authorities and to determine the identity of the
leaker. The malicious user who divulges key can be punished by user-attribute revocation. The revocation
mechanism is resistant to collusion attacks undertaken by revoked users and non-revoked users. Meanwhile,
it satisfies the requirements of forward and backward security. The proposed scheme is static security in
the random oracle model under the -DPBDHE?2 assumption. To save resources, the outsourced decryption
module is optional for users with restricted resources. According to the results of the performance analysis,
it is suited for large-scale cross-domain cooperation in the dynamic cloud-aided IoT.

INDEX TERMS Decentralized, multi-authority attribute-based encryption, accountability, user-attribute

revocation, outsourcing decryption, collusion attack.

I. INTRODUCTION

The Internet of Things (IoT) is a new paradigm that inte-
grates more and more physical things in the real world across
different areas into communication networks by ubiquitous
enabling device technologies such as near field communica-
tion (NFC) devices, RFID tags and readers, and embedded
sensor and actuator nodes. It collects, analytics, stores, shares,
and access data across different platforms, then provides
intelligent services in the form of smart cities, smart grids,
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smart homes, smart transportation, smart healthcare with the
help of other technologies such as cloud computing and
artificial intelligence. Since the data is mostly confidential
and privacy-sensitive, IoT security and access control issues
urgently need to be addressed.

Encryption is an ideal way to protect data confidentiality.
Attribute-based encryption (ABE) is considered an ideal tech-
nology to realize fine-grained access control on encrypted
data which is introduced by Sahai and Waters [4]. In 2006,
Goyal et al. distinguished ABE into key-policy attribute-
based encryption (KP-ABE) and ciphertext-policy attribute-
based encryption (CP-ABE) [5]. In KP-ABE, secret keys are
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associated with access policies, and ciphertexts are associated
with attributes, while in CP-ABE the ciphertexts are associ-
ated with access policies, and secret keys are associated with
attributes. A user can decrypt the ciphertext (i.e. access data)
if and only if her/his attributes (i.e. access privileges) satisfy
the ciphertext access policy. Therefore, ABE is often used to
solve the challenging issue in secure data storage [6].

However, in the Internet of things, data are shared and
applied across different domains and organizations, which
means that the attributes of users are authorized by different
authorities in the same system. So multi-authority attribute-
based encryption is more practical than single-authority
attribute-based encryption for the Internet of things.

Moreover, the dynamic capacity expansion of attributes
and users is necessary for the Internet of things. So large
universe ABE is more practical than small universe ABE.
In small universe ABE, all the attributes are fixed and enumer-
ated when the system is initialized. After that, even adding
only one attribute will lead to rebuilding the system and
possibly re-encrypting all the data. Conversely, in the large
universe ABE, any string can be used as an attribute, and the
attributes do not need to be enumerated during system setting,
which is more flexible and practical for the dynamic IoT.

Nevertheless, the existing key abuse problem is severely
destroying the security access control of multi-authority
attribute-based encryption systems. On the one hand,
the user’s secret key is only associated with attributes. Dif-
ferent users may have the same attributes, so it is impossible
to determine the owner of the secret key from the attributes.
Malicious users leak their secret keys without fear of being
caught. Therefore, they may leak the partial or modified
decryption keys to others for profits. On the other hand, any
party can simply become an authority by creating the public
key, so the authority is semi-trusted, even compromises or
colludes with malicious authorities or users. Authority may
forge user’s secret key by using user’s information, and uses
or leaks the user’s secret key for profits. Authority also may
re-distribute the user’s secret key to others. If unauthorized
users obtain the decryption key through the above ways, they
can access the data that they have no right to access, which
severely damages data security.

The purpose of this study is to determine who leaked the
key and punish them, so as to prevent the misuse of the key in
the large universe multi-authority attribute-based encryption
system for the Internet of things.

A. RELATED WORK

1) MULTI-AUTHORITY ABE

In 2007, Chase proposed the first multi-authority attribute-
based encryption (MA-ABE), which supports multiple
attribute authorities [7], but the central authority (CA) has the
power to decrypt every ciphertext. Chase and Chow proposed
the first decentralized MA-ABE which removes the trusted
central authority [8]. Lewko and Waters proposed the first
decentralized MA-CP-ABE system by using the dual sys-
tem encryption methodology based on the composite order
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bilinear group [9]. In decentralized MA-ABE, a party can
simply become an authority by creating the public key
and issuing the user’s private key according to her/his
attributes [9].

2) LARGE-UNIVERSE ABE

In 2012, Lewko proposed the first large universe KP-ABE
on prime order bilinear groups [10]. Rouselakis and Waters
proposed two large universe attribute-based encryption con-
structions (CP-ABE and KP-ABE) on prime order bilinear
groups [11]. However, these schemes only support single-
authority. Rouselakis and Waters constructed a large-universe
MA-CP-ABE scheme in prime order bilinear groups, which
is more efficient than composite order bilinear groups [12].
Now, large universe MA-ABE is considered a promising tech-
nique to achieve fine-grained access control on the encrypted
data in large-scale cross-domain applications for the IoT.

3) ACCOUNTABLE ABE

a: TRACEABLE SINGLE-AUTHORITY ABE

There was much work devoted to traceable single-authority
ABE. White-box tracing algorithm can identify which user
leaked the key. The suspicious key to be tracked is a
well-formed decryption key. Li et al. firstly proposed two
traceable ABE schemes [13]. One of the schemes is to
identify the dishonest user who shares the decryption key.
Another solution is to detect the misbehavior of authority.
But both schemes only support the small attributes universe
and AND-gate with wildcard access structure. Liu et al.
proposed a new traceable CP-ABE system that supports
policies expressed in any monotone access structures [20].
But the scheme is constructed based on composite order
bilinear group and only supports the small attributes uni-
verse. Ning et al. adopted Shamir’s (t,n) threshold scheme
and proposed a practical large universe CP-ABE system
supporting white-box traceability by which malicious users
who leak their decryption keys could be traced [15]. But
the scheme is only selective security, so they subsequently
presented a fully secure traceable CP-ABE system from their
proposed non-interactive commitments [16]. But the scheme
is constructed based on composite order bilinear group.
Cui et al. presented a large universe CP-ABE scheme with
secure provenance by using techniques including embedding
identification information in the private attribute key and
generating signatures via signature of knowledge to subtly
achieve user traceability [17]. The scheme also supports user
revocation. In 2020, they provided a generic transforma-
tion to convert CP-ABE schemes of a certain type to key
regeneration-free CP-ABE schemes [18]. A user can only
delegate his/her decryption key in the same form without
any modification so that any abused or pirated key can be
traced back to its original owner [18]. Yan et al. proposed
a white-box traceable CP-ABE scheme in a multi-domain
environment by linkable ring signature technology which
supports two-layer white-box tracing at both domains and
intradomain users [19].
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Black-box tracing algorithm can identify whose key(s)
have been used in constructing a decryption black-box. The
suspicious key in the decryption black box to be tracked
is could be hidden. Liu et al. proposed the first black-box
traceable CP-ABE which can identify a user whose key has
been used in building a decryption device from multiple
users [20]. The scheme is constructed based on the com-
posite order bilinear group and supports the small attributes
universe. In 2015, they further proposed a black-box trace-
able ABE scheme based on the prime order bilinear group.
It is full security in the standard model [21]. They gave
the first black-box traceable CP-ABE schemes simulta-
neously supports revocation and large attribute universe
Liu and Wong [22]. Ning et al. developed a new methodol-
ogy for constructing traitor tracing functionality, and present
the first black-box traceable CP-ABE with short ciphertexts
which are independent of the number of users [23].

However, in those schemes, the size of the decryption
key and the public parameters depend on the number of
system users. Xu et al. presented a generic construction
of the black-box traceable ABE scheme from their pro-
posed attribute-based set encryption scheme and fingerprint
code [24]. The decryption key size is reduced to be irrel-
evant to the number of system users. Ye ef al. proposed
an unbounded KP-ABE scheme with black-box traceability.
The scheme has a constant size of public parameters. But
the scheme is constructed based on composite order bilinear
group [25]. Liu et al. proposed a way of transforming (non-
traceable) ABE schemes satisfying certain requirements to
fully collusion-resistant black-box traceable ABE schemes,
which adds only O(v/K) elements to the ciphertext where K
is the number of users in the system [26].

b: ACCOUNTBLE SINGLE-AUTHORITY ABE

Traceability technology cannot determine whether the user
or the authority leaked the key. The audit is a combination of
traceability technology and other technologies to identify the
leaker of the suspicious key. Ning et al. proposed the first
accountable authority CP-ABE with white-box traceability
that provides an auditor to judge publicly whether a suspected
user is guilty or is framed by the authority [27]. But the
scheme is constructed based on composite order bilinear
group and supports the small attributes universe. Yu et al. pro-
posed an accountable CP-ABE scheme that allows any third
party to publicly verify the identity embedded in a leaked
decryption key, allows an auditor to publicly check whether
a malicious user or the authority should be responsible for an
exposed decryption key [28]. Based on a short signature of
partial decryption key signed by the user, the malicious user
or the authority can’t deny the judgment [28]. But the scheme
is constructed based on the composite order bilinear group
and supports the small attributes universe. In the same year,
Zhang et al. proposed an Accountable CP-ABE that simulta-
neously supports large universe and full security [29]. But the
scheme is constructed based on the composite order bilinear
group. Yu et al. improved the scheme [28] by constructing
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it based on prime order bilinear group [30]. But the scheme
only supports the small attributes universe.

Lai et al. gave the first black-box traceable ABE with
authority accountability which only doubles the ciphertext
size of the underlying ABE scheme [31]. However, the size of
the decryption key and the public parameters depend on the
number of system users.

Li et al. constructed an accountable attribute-based encryp-
tion scheme with hiding ciphertext-policy, which guarantees
the privacy of the users and traces the malicious user [32].

¢: ACCOUNTBLE MULTI-AUTHORITY ABE

There was only a little work devoted to traceable
multi-authority ABE and accountable multi-authority ABE.
Li et al. proposed an MA-CP-ABE scheme, which allows
tracing the identity of a misbehaving user who leaked the
decryption key to others [33]. They improved their scheme
to support hiding the attribute information in the ciphertext
in 2018 [34]. But both of the schemes only support small
attributes universe and AND-gate with wildcard access struc-
ture. Zhang et al. presented a large universe multi-authority
CP-ABE with white-box traceability [35]. But those schemes
can’t judge whether a suspected decryption key is leaked by
the user or is framed by the authority.

Xue et al. proposed the auditable MA-ABE with an audit-
ing mechanism to detect which authority has incorrectly
or maliciously performed the legitimacy verification pro-
cedure [36]. But central authority in the scheme has the
right to decrypt all the ciphertext by using users’ keys.
Moreover, the scheme only supports the small attributes
universe.

4) REVOCABLE ABE
After that Boldyreva et al. proposed the first revocable
KP-ABE scheme [37], there was much work devoted to
revocable ABE [38]. Attrapadung and Imai proposed the
first directly revocable ABE scheme [39], and the first
hybrid revocable ABE scheme that allows senders to select
on-the-fly whether to use either direct or indirect revoca-
tion mode when encrypting [40]. Hur et al. proposed an
access control mechanism using CP-ABE to enforce access
control policies with efficient user-attribute revocation [41].
However, Li et al. pointed out it does not resist collusion
attacks launched by revoked users and non-revoked users
and presented a user collusion avoidance CP-ABE scheme
with attribute revocation [42]. Yang et al. constructed new
MA CP-ABE schemes with user-attribute revocation, i.e., it
supports revoke an attribute from a user [43], [44]. Qian et al.
proposed a multi-authority attribute-based encryption scheme
with revocation [45]. To save space, readers can learn more
from [38]. But these revocable ABE schemes do not support
accountability.

Last but not the least, outsourcing decryption or sharing
decryption can be used to reduce the overhead of decryption
for users [38], [46], [47].
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B. MOTIVATION AND CONTRIBUTIONS

To prevent the misuse of keys, the author revisited the existing
solutions. Most of them only support tracing the users who
have leaked their keys. Only some of them support audit. But
some issues make them unsuitable to the dynamic Internet
of things. Firstly, they only support small attributes (users)
universe and single authority, which implies that the dynamic
capacity expansion of attributes (users) and authorities is not
supported. Moreover, they do not support revocation, which
implies that the key leaker can continue to use or leak the key
even after being caught. Last but not the least, some schemes
are inefficient since they are constructed in the composite
order bilinear group, and do not use outsourcing decryption
or sharing decryption to reduce the overhead of decryption
for users.

As far as the author’s knowledge, there is not an account-
able ABE solving all the issues simultaneously. In this arti-
cle, the author designed an accountable and revocable large
universe MA-ABE based on prime order bilinear groups by
improving the previous scheme [38]. The proposed scheme
simultaneously supports the following properties:

(1) As the same as the previous scheme, the pro-
posed scheme supports the dynamic capacity expansion of
attributes, users, and authorities. It is suitable for large-scale
multi-domain collaboration in the dynamic IoT [38].

(2) The proposed scheme provides an audit mechanism
to judge whether a malicious user or authorities leak the
suspicious key, and to determine the identity of the leaker.

(3) The malicious user who divulges key can be punished
by user-attribute revocation, i.e. the revoked user will lose
one or more attributes (corresponding to the leaked key),
and she/he can access the data so long as her/his remaining
attributes satisfy the access policy. The revocation mech-
anism is secure against the collusion attack launched by
revoked users and non-revoked users. Meanwhile, it meets
the requirements of forward and backward security [38].

(4) The limited-resource user can choose to outsource
decryption for saving resources. The performance analysis
results indicate that the proposed scheme is more efficient and
suitable for the IoT [38].

C. PAPER ORGANIZATION

The rest of this paper is organized as follows. Some
related preliminaries are reviewed in Section II. The system
model and security model are presented in Section III and
Section IV respectively. The concrete construction is pro-
posed in Section V. The security analysis of the proposed
scheme is given in Section VI. The performance analysis
and experimental results are shown in Section VII. Finally,
the author concludes the paper in Section VIIIL.

Il. PRELIMINARIES

A. NOTATIONS

In order to facilitate the understanding, the author explain
some notations used throughout this article in Table 1.
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TABLE 1. Entities.

Symbol  Description
[n]  The integer set {1,2,...,n}.
[¢,5]  The set containing consecutive integers from i to j.
R The variable s is chosen uniformly at random from
s+ S
the set S.
PPT  Probabilistic Polynomial Time.
Z;  ThesetZp — {0}.
Zmxn The set of matrices of size m X n with elements
P inZyp.
aid/uid Attrﬂ?ute authority global identity/User global
identity.
U/Uaa  The system attribute/authority universe.
GP  The system global public parameter.
The hash function maps each wid/attribute to a
H/F
element of G.
T The function maps each attribute to the unique
attribute authority who controls it.
Suwia  The attribute set of user wid.
ULa  The user list of attribute a.
ASKia/APKgaiq  The secret key/public key for authority aid.
SCK,  The public key of attribute a for key sanity check.
USKyid,a  The private key of attribute a for user wid.
ReK, The re-encrypt key of attribute a.
UpKg,uia  The update key of attribute a for user uid.
TK The transformation key of attribute-set .S,,;4 for
widSuid  user uid.
RK;q  The retrieving key for user uid.
CT  The original ciphertext generated by the data owner.
CTra The ciphertext generated after CSP re-encrypts
€SP COT by using the latest re-encrypt key.
CTyia  The pre-decrypted ciphertext generated by user uid.
CTout  The partial decrypted ciphertext generated by CSP.

B. BILINEAR PAIRINGS AND COMPLEXITY ASSUMPTION

Definition 1 (Bilinear Pairings): Let G and Gr be the
cyclic multiplicative groups with prime order p. The identities
of G and Gt are denoted as 1 and 1, respectively. We say
amap e : G x G — Gr is a bilinear pairing if it satisfy the
following properties.

(1) Bilinear. Vg1,20 € G,Va,b € Z*,e(g‘ll,gg)
e(g1, 82).

(2) Non-degenerate. 3g1, g2 € G, s.t.e(g1, 82) # 1G;-

(3) Computable. There is an efficient algorithm to compute
e(g1, g2) forany g1, g2 in G.

Definition 2 (gq-Decisional Parallel Bilinear Diffie-Hell-
man Exponent 2 Assumption [48], q-DPBDHE?2): The
g-Decisional parallel bilinear Diffie-Hellman exponent 2
(q-DPBDHE?) problem is stated as follows: Let G and Gt be
the bilinear groups with prime order p, and g be a generator
of G.e : G x G — Gr is a bilinear map defined on
G. Pick s,a,b1,ba, ..., b, <Ii Z; and R <R— Gr. Given
D = G.pegg. g g g ic2qljelqi#
g+ 1,8"" i € lq+11j € [q.] € lqlj # J, and
asked to distinguish (D, e(g, g)sanrl ) from (D, R).

An algorithm A solves the g-DPBDHE?2 problem in group
G with advantage € if

\PrLAWD, e(g. ") = 0] — PrLA(D, R) = 0]| > ¢

The g-DPBDHE?2 Assumption holds in G if no probabilistic
polynomial time algorithm has a non-negligible advantage €
in solving the g-DPBDHE? problem in G.
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Definition 3 (q-Strong Diffie-Hellman Assumption [49],
q-SDH): The g-Strong Diffie-Hellman (q-SDH) problem is
stated as follows: Let g be a generator of a cyclic group G of
&)
and asked to compute a pair (r, gﬁ ), where r is chosen freely
from Z; \ {—s}.

An algorithm A solves the qg-SDH problem in group G with
advantage € if

order p. Pick s & Z;. Givena g+ 1-tuple (g, g°, gsz, e

2 1
PriA(g, ¢, 8 . ....8" ) =(r.gF)] > ¢

We say that the q-SDH assumption holds in G if no
probabilistic polynomial time algorithm has a non-negligible
advantage € in solving the q-SDH problem in G.

Definition 4 (Discrete Logarithm Problem Assumption,
DLP): The Discrete Logarithm Problem (DLP) is stated as
follows: Let g be a generator of a multiplication cyclic group

G with prime order p. Pick x & Z[’,". Given g° and asked to
work out x.

An algorithm A solves the DL problem in group G with
advantage € if

PrlA(g ) =x]>¢€

We say that the DLP assumption holds in G if no probabilis-
tic polynomial time algorithm has a non-negligible advantage
€ in solving the discrete logarithm problem in G.

C. ACCESS STRUCTURES AND LINEAR SECRET-SHARING
SCHEMES

Definition 5 (Access Structure [50]): Let P =
{P1, P, ..., P,} be a set of parties. A collection A C 2P s
monotone if VB,C : if B € Aand B € C then C € A.
An access structure (respectively, monotone access struc-
ture) is a collection (respectively, monotone collection)A of
non-empty subsets of P, i.e., A € 2P\{@)}. The sets in A are
called the authorized sets, and the sets not in A are called the
unauthorized sets.

In attribute-based encryption scheme, the parties are
replaced by the attributes. An access structure A will con-
tain some authorized sets of attributes. Similarly, an access
structure we mean a monotone access structure in this study.

Definition 6 (Linear Secret-Sharing Schemes (LSSS) [50]):
Let p be a prime and U the attribute universe. A secret-
sharing scheme w with domain of secrets Z,, realizing access
structures on U is linear over Zy, if

1. The shares of a secret s € Zjp for each attribute form a
vector over Zy.

2. For each access structure A on U, there exists a matrix
M e Zﬁf‘”, called the share-generating matrix, and a func-
tion p, that labels the rows of M with attributes from U,
i.e., p : [I] — U, which satisfy the following: During the
generation of the shares, we consider the column vector v =
(s,r, ..., r,,)T, wherer, ..., 1, i Zp. Then the vector of |
shares of the secret s according to w is equal to MV € Zﬁ,X].
The share (Mv); where j € [I] “belongs” to attribute p(j).
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FIGURE 1. System model.

We will be referring to the pair (M, p) as the policy of the
access structure A.

D. ZERO-KNOWLEDGE PROOF KNOWLEDGE OF
DISCRETE LOGARITHM

A zero-knowledge proof of knowledge (ZK-POK) of discrete
logarithm protocol enables a prover to prove that it possesses
the discrete logarithm x of a given group element y in question
to a verifier.

A ZK-POK protocol has two distinct properties: the zero-
knowledge property and the proof of knowledge property.
The property of zero-knowledge implies that there exists a
simulator S which is able to simulate the view of a ver-
ifier in the protocol without being given the witness as
input. The proof of knowledge property implies there exists
a knowledge-extractor which interacts with the prover and
extracts the witness using rewinding techniques. The reader
can get more details about ZK-POK in [51].

Ill. SYSTEM MODEL

As shown in Figure 1, the proposed accountable and
revocable large universe decentralized multi-authority
attribute-based encryption for cloud-aided IoT consists of the
following entities. As the same as the other decentralized
attribute-based encryption schemes [9], [12], the system is
created during a trusted setup and publishes the global public
parameters without secret.

Attribute Authority (AA). Any party can simply become
an attribute authority (AA) by creating its correct authority
public key. Each AA is independent and manages a disjoint
attribute set respectively which implies that each attribute
is assigned to a single AA. Each AA authenticates users’
attributes and distributes the matching private keys. It also
can revoke and update users’ attributes by using attribute
keys. For example, if using the proposed scheme in social
networks, a user Bob can simply become an attribute author-
ity by creating his authority public key and issuing some
attributes (i.e. labels like ““Bob’s friend”’, “‘Bob’s colleague”,
“Bob’s family member”, etc.). If he encrypts one photo with
the access policy as “Bob’s friend” and “Bob’s colleague”,

VOLUME 9, 2021



K. Huang: Accountable and Revocable Large Universe Decentralized MA-ABE for Cloud-Aided loT

IEEE Access

then only the users who own the decryption key of both of
attributes “Bob’s friend” and “Bob’s colleague’ can access
this photo. If Bob is a malicious user (authority) who gener-
ates a wrong public key, then no one can access the data which
is encrypted with the attributes issued by Bob. However,
it will not affect the normal operation of other honest users
but causes wrong redundancy and waste system resources.
Therefore, in practical application, some measures can be
taken to reduce malicious authorities and error redundancy.
E.g. the authority should be certified and issue the correct
authority public key.

Cloud Service Provider (CSP). CSP is semi-trusted
(honest-but-curious). It will honestly and correctly execute
the tasks but be curious about the data messages it receives.
As the same in [38], [44], CSP will not collude with the
malicious users. It has both computational power and large
storage. It re-encrypts the original ciphertext from users by
using the latest re-encrypt keys and saves the re-encrypted
ciphertext. It is also responsible for re-encrypting the cipher-
text when a revocation happens. Furthermore, it provides
outsourcing decryption for resource-limited users if they
require it.

Data Owner (DO). To ensure data confidentiality and
achieve flexible access to data, data owners encrypt the
data file using a symmetric encryption technique which is a
lightweight encryption method, then encrypt the symmetric
key under the access policy.

Data User (DU). The data user obtains a set of attributes
as well as corresponding decryption keys from authorities.
She/He can verify whether they are legal and available or
not. The data user can freely obtain any encrypted data from
CSP, and decrypt the ciphertext if and only if her/his attributes
satisfy the access policy. Also, data users with insufficient
resources can outsource decryption to CSP.

Auditor. The auditor is trusted. Any party can submit the
suspicious key found in the system to the auditor for trial. The
auditor will honestly execute the audit procedure and return
the audit result.

A. FRAMEWORK
This proposed scheme mainly contains the probabilistic poly-
nomial time algorithms as follows.

GlobalSetup(1*) — GP. The system is created during a
trusted setup. It takes the system security parameter A as input
and outputs the global public parameters GP.

AASetup(GP, aid) — (APK iy, ASK,i4). The attribute
authority setup algorithm is run by each attribute authority.
It takes the global public parameters GP and the authority’s
identity aid as input and outputs the authority’s public key
APK ;g and secret key ASK,q. The authority keeps the secret
key and publishes the public key.

Encrypt(m, (M, p), GP,{APK,ijq}) — CT. The encryp-
tion algorithm is run by data owners. It takes a plaintext
message m, an access structure (M, p), the global public
parameters GP, and the involved authorities’ public keys
{APK,iq} as input and outputs the ciphertext CT .
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ReEncrypt(CT, ReK,;) — CTcsp. This algorithm is run
by CSP. On receiving the ciphertext, CSP re-encrypts it
by using the latest re-encrypt keys {ReK,} corresponding
to the attributes set {a} in the ciphertext. And outputs the
re-encrypted ciphertext CTcsp.

If there is a new attribute in the ciphertext, CSP will ask the
re-encrypt key to its attribute authority 7' (a). On receiving the
require of the re-encrypt key for a new attribute a, the attribute
authority T (a) initializes a list of users UL, = @, then chooses
a random number v, € Z;f as the attribute key, and sets the
public key SCK, = g" and the re-encrypt key ReK, = v,.
At last, it saves the public key SCK,, and sends the re-encrypt
key ReK, to CSP via secure channel.

USKGen(uid, T(a),a € U) — USK,igq. Since the
attribute a is managed by the authority T'(a), the user key
generation algorithm is run by the authority T'(a). If a is a
new attribute in the system, the attribute authority initializes
a list of users UL, = @, then chooses a random num-
ber v, € Z;; as the attribute key, and sets the public key
SCK, = g' and the re-encrypt key ReK, = v,. At last,
it saves the public key (SCK, and sends the re-encrypt key
ReK, to CSP via secure channel. The user uid submits a
tuple (H (uid)Xvid-a, ZK — POK\iq.4) to the authority, where

Xuid.a <R— Z;,", and ZK —POK ;4  is the zero-knowledge proof
of knowledge of discrete logarithm y,z 4. The authority first
checks whether the proof of knowledge is valid. It aborts if it
is invalid. It takes the data user’s identity uid, his attribute a
and the authority’s secret key as input, and outputs the private
key USK,iq 4 for the user uid.

The authority sends (SCK,, USK,iq.4) to the user.

The user sets Kyid.a,0 = Xuid.a» and saves the private key

USK,,iid,a = Kuid,a,() ) USKuid,a-
Trace(GP, USK;’W APK7(), SCK,) —  ((uid, Ky 42),

or _L). This algorithm can be run by the auditor or the data
users. It take the suspicious key USK, , of the attribute a, GP,
APK7(4), SCK, as input and outputs (uid, Ky 4,2), or L.
Audit(GP, USK;, ,, APK1(a), SCKy) — (uid, or T(a),
or ). This algorithm is run by the auditor. It take the sus-
picious key USK;’ ., of the attribute a, GP, APKt (), SCK, as
input and outputs _L or uid or T'(a).

Decrypt(CTcsp, GP, USKyia,s,,;) — m. The decryption
algorithm is run by the data user. It takes the ciphertext
CTcsp, the global public parameters GP, and the private key
USKia,s,,, as input. If the set of user’s attributes S,q =
(M, p), it outputs the message m. Otherwise, it outputs L.

The data user can choose to outsource decryption if he
owns limited resources or for saving resources. This feature
is implemented in four algorithms.

TKGBH(USKmd’Suid) — (RKm‘d, TKuia’,Su,-d)- This algo—
rithm is run by data users uid. It chooses a random nonzero
number as the retrieving key RK,;s, and takes the private
keys USK,i4,s,,, as input, then outputs the transformation key
TKuid,Su,-d .

PreDec(USK,i4,5,.4- CTcsp, GP) — CT,iq. This algo-
rithm is run by data users. It takes the ciphertext CTcsp,
the global public parameters GP, and the private keys
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USKia,s,;, as input and outputs the pre-decrypted ciphertext
CTyia.

PartDec({TK ;4 4}, CTyia, GP) — CTyy. This algorithm
is run by CSP. It takes the transformation key {7K;4 o} and
the pre-decrypted ciphertext CT,;; as input, then outputs the
partial decrypted ciphertext CT,y;.

FinalDec(CT,,;, RK,;;) — m. This algorithm is run by
data users uid. It works out the massage m by using the partial
decrypted ciphertext CT,,; and the retrieving key RK ;-

Revoke(uid, a, UL,) — (SCK}, ReK),, {UpK, yia'}uid'e
UL, — {uid}). This algorithm is run by the attribute authority
who manages the attribute a. It takes the attribute a, the user
uid as input, then publishes the new public key SCK], of the
attribute a, the new re-encrypt key ReK/, for CSP to update the
involved data. Meanwhile, it sends the update key UpK,, iz
for the non-revoked users uid’ update the involved private
keys.

If an attribute authority wants to revoke the attribute a from
the system, it revokes the attribute a from all the users who
own a from UL,, by running the above algorithm.

If the system wants to revoke a user uid from the system,
it asks all the involved attribute authorities to revoke all the
attributes from the user uid, by running the above algorithm.

IV. SECURITY MODEL

A. STATIC SECURITY MODEL

In this section, the security model is similar to [12] which is
named statically security. In the security game, the adversary
should claim the corrupt authorities. The challenge message
can be encrypted by some attributes from some of these
corrupt authorities, but should at least one attribute from
the honest authority, which means that the ciphertext still
cannot be attacked successfully if only part of the encrypted
attributes are from corrupted authorities.

The security game played between adversary A and chal-
lenger C as follows:

Global setup. The challenger C runs the GlobalSetup(1%)
— GP algorithm to get the global public parameters GP.
It sends GP to A.

Adversary’s queries. The adversary A issues a polynomi-
ally bounded number of queries statically:

e Authority’s public key queries. A submits a set of the
non-corrupt authorities Nag € Ugq, and a set of the corrupt
authorities Cqa C Uga, Where Nag N Cap = 9.

e User’s secret key queries. .4 submits a sequence
{(uid;, {H (uid;y%, ZK — POKuidy.a)acs; S)ier, Where
Si € U, T(S)) N Caa = B, and ZK — POK,q; o denotes
the zero-knowledge proof of knowledge of discrete logarithm
Xuid;,a- (uid;, {H(uidi)Xllidi’a: ZK — POKuid,-,u}aES,-’ S;) denotes
that the adversary requests the secret keys for the attributes
set S; of the user uid;.

e Transformation key queries. .4 submits a sequence
{(uidj, {H(uidj)xuidj‘a, ZK _POKuidj,a}aeSjs Sj)}jej, where J N
I=0,5CUTS)H)NCaa =9, and ZK—POKm-dJ.,a denotes
the zero-knowledge proof of knowledge of discrete logarithm
Xuid;.a- (uid;, {H(uidj)x“"".f’“, ZK — POKyid;.a}aes;» Sj) denotes
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that the adversary requests the transformation keys for the
attributes set S; of the user uid;.

e Revocation queries. .4 submits a sequence
{(uidy, St)}kek, where Sy € U and T(Sx) N Can = 0.
A pair (uidy, Sr) denotes that the adversary asks to revoke
the attributes set Sy from the user uidj.

e Encryption queries. A submits a challenge access
structure (M, p), and two equal-length messages mg, m;.
It requires that the attributes set ‘e}JuJ Si U fa € aid}uigeca,

1

does not satisfy (M, p).

Challenger’s replies. The C randomly chooses a bit
b € 0, 1 and replies to the queries as follows:

e Authority’s public key replies. For each non-corrupt
authority aid € Naa, C runs the algorithm
AASetup(GP, aid) — (APK,iq, ASK,iq) to get the author-
ity’s key pair, then replies to A with the corresponding public
keys. A can create the public keys of the corrupt authorities
by themselves.

e User’s secret key replies. C runs the algorithm
USKGen(uid;, T(a),a € U) — USK,i4; q to get the users’
secret keys, then sends them to .A.

e Transformation key replies. Firstly, C runs the
algorithm USKGen(uid;, T(a),a € U) — USKuig.a
to get the users’ secret keys, then runs the algorithm
TKGen({USKyid;.a}) — ({TKuid;,a}) to get the transforma-
tion keys and sends them to .A.

e Revocation replies. For each pair (uidy, Sx), each
attribute a € S, C runs the algorithm Revoke(uidy,
a,UL,) — (SCK, ReK, {UpKy yia' }uid’ cUL,~{uidy)) tO get
the update keys and sends them to A, then updates all the
involved data with the last re-encrypt keys {ReK,}.

e Encryption replies. C runs the algorithm

Encrypt(m, (M, p), GP, {APK,iq}) — CT to encrypt my,
with (M, p), then runs the algorithm

ReEncrypt(CTcsp, ReK,;) — CTcsp to re-encrypt CT
with the last re-encrypt keys {ReK,}. At last, it sends CTcsp
to A.

Guess: A outputs a guess bit 5’ € {0, 1} and wins the game
if o' = b.

Definition 7: The proposed scheme is static security in
the random oracle model if no probabilistic polynomial time
adversary can break the above security game with non-
negligible advantage.

B. ACCOUNTABILITY MODEL

In this section, the accountability model is defined from three
aspects based on the scheme in [27]. Firstly, the identity of
the user (uid) in the available decryption key (including the
forged decryption key) can be traced. Secondly, it is difficult
for a data user to modify or forge his legal key. Thirdly, it is
difficult for an attribute authority to forge the legal decryption
keys of a legitimate user.

1) TRACEABILITY

The intuition behind this game is that a dishonest data user
attempts to change s/he identity (#id) embedded in the legal
decryption key or forged available decryption with a new
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identity (uid) to avoid being caught. i.e. the identity of the
user (uid) in the available decryption key (including the
forged decryption key) can be traced. The traceability of
the proposed scheme is described by a game between an
adversary A and a challenger C as follows.

Setup. C runs the algorithm GlobalSetup(1*) — GP to
get the global public parameters GP, then runs the algorithm
AASetup(GP, aid) — (APKgiq,ASK,iq) to get the key
pairs {(APKgiq, ASK4id)}aideu,, - At last, C sends the global
parameters GP and the public keys {APKyiq}aidev,, to the
adversary A.

User’s secret key queries. A submits a sequence
{(uid;, (H (uid;)*“*, ZK — POKuyidg;.a}aes;» Si)}ier, Where
Si € U, T(Si) N Caa = B, and ZK — POK,jq4, o denotes
the zero-knowledge proof of knowledge of discrete logarithm
Xuids,a- (uid;, {H (uid;)*idie | ZK — POKyid; a}aes;» Si) denotes
that the adversary requests the secrect keys for the attributes
set S; of the user uid;.

C runs the algorithm USKGen(uid;, T(a),a € U) —
USK,ig;,,a to get the users’ secret keys, then sends
{USKyid; s, }ier to A.

The secrect keys for the attributes set S; of the user uid; is
set as

USKuid,',Si
= {Kuid;, 1, (Kuid;,a,2> Kuid;,a,3> Kuid;,a,4> Kuid;,a,5)aes; )

where Kiq;,1 = uid,.
Key forgery. A outputs a decryption key USK, in the form
of

{K*,lv (K*,a,O: K*,u,27 K*,a,3, K*,(l,45 K*,u,S)aES*}

to C and wins the game if there exist a € Sy, such
that the algorithm Trace(GP, USK, ,, APK7(a), SCK,) —

((Mld, K*,a,z): or J—) Outputs (K*,lv K*,a,Z)» but
(K1, Ky a,2) # (uid;, Kyig;a2), Vi€l

where
/
USK*,a = (K*,a,Oa K*,11 K*,a,2» K*,a,?n K*,a,4’ K*,a,S)-

Definition 8: The proposed scheme is fully traceable if no
probabilistic polynomial time adversary can win the above
traceability game with non-negligible advantage.

2) DISHONEST USER GAME

The intuition behind this game is that a dishonest data user
attempts to forge the legal decryption keys with a new secret.
The new secret is different from the secret submitted to the
attribute authority by the data user and embedded in the legal
key. The dishonest user game is played between an adversary
A and a challenger C as follows.

Setup. C runs the algorithm GlobalSetup(1*) — GP to
get the global public parameters GP, then runs the algorithm
AASetup(GP, aid) — (APKgiq, ASK,iq) to get the key
pairs {(APKuiq, ASK4id)}aideu,,- At last, C sends the global
parameters GP and the public keys {APK;q}aidcu,, to the
adversary A.
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User’s secret key queries. .4 submits a sequence
{(uid;, {H (uid;)*%-2, ZK — POKyig;a}aes;» Si)}ier» Where
Si € U, T(Si) N Caa = B, and ZK — POK,q; 4 denotes
the zero-knowledge proof of knowledge of discrete logarithm
Xuids,a- (uid;, {H (uid;)*idi« | ZK — POKyid; a}aes;» Si) denotes
that the adversary requests the secrect keys for the attributes
set S; of the user uid;.

C runs the algorithm USKGen(uid;, T(a),a € U) —
USKuig;,a to get the users’ secret keys, then sends
{USKuyid;,s; }ier to A.

The secrect keys for the attributes set S; of the user uid; is
set as

USKuid,',S,'
= {Kuia;, 1, (Kuid:,a,2+ Kuidy,a,3> Kuid:,a,4+ Kuid;a,5)aes:}

where K,;4,,1 = uid;.
Key forgery. A outputs a decryption key USK], in the form
of

{K*,l s (K*,a,Oy K*,a,Z, K*,a,3a K*,a,4a K*,a,5>aeS*}

to C and wins the game if there exist a € S,,i € I, such
that the algorithm Trace(GP, USK, ,, APKr(4), SCK;) —
((uid, Ky 4,2), or L) outputs

(Ks,15 Ky a,2) = (uid;, Kyig;a,2),

,a

where
/
USK*,a = (K*,a,O, K*,l P K*,a,Zv K*,a,37 K*,a,4a K*,a,S)-

But gK*ya,() ;é gKuid,-,a.O.

Definition 9: The proposed scheme is tamper-resistant if
no probabilistic polynomial time adversary can win the above
security game with non-negligible advantage.

3) DISHONEST AUTHORITY GAME

The intuition behind this game is that a dishonest attribute
authority attempts to forge the legal decryption keys with the
same secret which is embedded in the key by the data user.
The dishonest authority game is played between an adversary
A and a challenger C as follows.

Setup. A with an identity aid € Uay runs the algorithm
GlobalSetup(1*) — GP to get the global public param-
eters GP, then runs the algorithm AASetup(GP, aid) —
(APKgiq, ASK,4iq) to get the key pairs (APKuiq, ASKaid).
Atlast, A sends the global parameters GP and the public keys
APK 4 to the challenger C.

User’s secret key queries. C with an identity uid submits
(uid, H(uid)*vida, ZK — POKiq.q), where T'(a) = aid, and
ZK — POK,jq.4 denotes the zero-knowledge proof of knowl-
edge of discrete logarithm xyig 4.

A runs the algorithm USKGen(uid, T(a),a € U) —
USK i4 4 to get the user’s secret key, then sends USKyiq 4 to C.

The secrect key for the attribute a of the user uid is in the
form of

(Kuid,a,l 5 Kuid,a,Z’ Kuid,a,& Kuid,a,4» Kuid,a,S)-
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Key forgery. The adversary A outputs a decryption key
USK;, in the form of

(K*,()’ K*,] ’ K*,25 K*,39 K*,47 K*,5>

to C and wins the game if Ky 0 = Kyig.4.0-

Definition 10: The proposed scheme is key-stolen-resistant
if no probabilistic polynomial time adversary can win
the above dishonest authority game with a non-negligible
advantage.

Definition 11: The proposed scheme is fully accountable if
no probabilistic polynomial time adversary can win the above
three security games with non-negligible advantage.

V. CONCRETE SCHEME

In this section, the author presents the concrete construction
of accountable and revocable decentralized MA-ABE for the
IoT based on prime-order bilinear groups as follows.

GlobalSetup(1*) — GP. The system is created during a
trusted setup. It takes the system security parameter A as
input. It chooses two suitable multiplicative cyclic groups
G and Gr with large prime order p € ©{2"}. Let g be a
generator of G, and defines a bilinearmape : G x G — Gr
on G. The attribute universe is U = Z,. Usa denotes the
set of all attribute authorities. Additionally, it chooses two
hash functions H and F maps user identities and attributes
to elements of G respectively. The function 7 maps each
attribute to the unique attribute authority who controls it.
Finally, the algorithm outputs the global public parameters
GP={p,g,G,Gr,e,U,Upn,H,F,T).

AASetup(GP, aid) — (APK,iq, ASK,iq). This algorithm
is run by attribute authorities. For each authority aid € Uga,
it chooses &giq, Baids Yaids Naid € Z; as its secret key ASKiq,
and publishes the public key

APK g = (e(g, g)%d, gﬁaid’ glaid | gMaid

Encrypt(m, (M, p), GP, {APK,;4}) — CT. This algo-
rithm is run by data owners. It takes a plaintext message m,
an access structure (M, p), and a set of authority public keys
{APK,i4} as input, where M € ZIZ,X" and p is a map from each
row ]\711- of M to an attribute p(i) € U. Let § be a function
maps each row M; to the authority who manages attribute
p(@). ie., 8(i) = T(p(i)). For encryption, the algorithm

randomly picks numbers s, vo, ..., V,, W2, ..., W, € Zlf.
Letv = (s,v2,---,vy) and w = (0, wp, ---,w,)". For
i =1,---,1,1it computes A; = M;v, and w; = M;w. The

algorithm picks randomly numbers r; € Z;,", and computes:

Co = me(g, g)°, C1;=e(g, g)e(g, g™,
Coi=g ", C3,;=gPiighi,  C4;=F(p(i)",
Cs; =g 1ol Co;=g Mo,

At last, the original ciphertext is
CT = {(M, p), Co, {C1i, Ca,is C3.i, Ca iy Cs iy Co b, -
Finally, the ciphertext is sent to CSP.
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ReEncrypt(CT, ReK,;) — CTcsp. This algorithm is run
by CSP. On receiving the ciphertext, CSP re-encrypts it by
using the latest re-encrypt keys {ReK,} corresponding to the
attributes set {a} in the ciphertext. If there is a new attribute in
the ciphertext, CSP will ask the re-encrypt key to its attribute
authority 7' (a). On receiving the require of the re-encrypt key
for a new attribute a, the attribute authority 7'(a) initializes a
list of users UL, = ¥, then chooses a random number v, € Z;
as the attribute key, then sets the public key SCK, = g"« and
the re-encrypt key ReK, = v,. At last, it keeps SCK, sends
the re-encrypt key ReK, to CSP by secure way.

The algorithm takes the original ciphertext CT and the
lastest re-encrypt keys {ReK,} as input, and computes:

7R€Kp(l‘) _

Cé,i — CS,iCZJ gﬁsa)rigvp(i)rigw,"

At last, the re-encrypted ciphertext is
CTesp = {(M. p). Co. {C1.i, Ca.i C5 4, Cair Cs.ir Coitiey ).

USKGen(uid, T(a),a € U) — USKyiaq. Since the
attribute a is managed by the authority 7'(a), then this algo-
rithm is run by the authority T'(a). If a is a new attribute in
the system, the attribute authority 7'(a) initializes a list of
users UL, = ), then chooses a random number v, € Z;
as the attribute key, and sets the public key SCK, = g"* and
the re-encrypt key ReK, = v,. At last, it saves the public
key (SCK, and sends the re-encrypt key ReK, to CSP via
secure channel. To generate the user’s private key, the user
uid randomly chooses xuid.a € Z; as the secret key, and
computes the commitment value H (uid)*vid-«. She/He sends
H(uid)Xud.a and the zero-knowledge proof of knowledge of
discrete logarithm x4, 4 to the authority 7' (a). The authority
first checks whether the proof of knowledge is valid. It aborts
if it is invalid. Otherwise, it chooses two random numbers

% _ Yr(tuid | .
tq € Ly and yg € Zp \ { e }, i.e.

Y1(a) + uid + N7(@)Ya 7 0(modp).

Then it saves (uid, y,, H(uid)*4d.«) into the list of users
UL,, and sets
Kuid,a,l = uid,

17
Kuid,a,Z = Ya, Kuid,a,3 =g,

+ t
Kuid.as = g()/r(a> rIT(a)ya)a’

and
T (a) Pr(@)tva
Kuid,a,S — gVT(a)+t«zd+nT(a).Va H(uid) YT (@) THdFNT (g)Va

[
. F(a)’“ (H(uid)X“"”’v“ ) YT (a) TUd+0T (q)Ya ,
— g yT(a)+md+r]T(a)ya H(Mld) )/T(a)+tlld+r)7"(a)yg F(a)’“ .

Finally, the private key of the attribute a for the data user
uid is
USKuid,a = (Kuid,a,h Kuid,a,L Kuid,a,37 Kuid,a,47 Kuid,a,S)-
The authority sends (SCK,, USKyiq,4) to the user.

The user sets Kuid.a,0 = Xuid.a> and saves the private key

USK,

uid,a

= <Kuid,a,0, Kuid,a,l , Kuid,a,Z, Kuid,a,?n Kuid,a,éh Kuid,a,5>-
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Remarks: on receiving each user the private key USKyig 4,
the user uid can verify whether it is legal and available or not
as follows.

Firstly, s/he checks whether Kz 41 = uid or not.
S/He rejects the key if Kyig.qa1 F# uid. Otherwise, s’he
runs the algorithm Trace(GP, USK; d.00 APKT(a), SCKy) —
((uid, Kyid,a,2), or L). S/He rejects the key if it outputs L.
Otherwise, s/he accepts the key.

The user also can save only one uid for all the USK:;id,a'
i.e. the user saves the private keys as USKi4,s,.,
{Kuia',l s (Kuia',a,()v Kuia’,a,Zv Kuia’,a,37 Kuia’,a,4v Kuia’,a,S)aeSuid}s
where K,;s 1 = uid and S,;4 is the user’s attribute set.
Trace(GP, USK;’Q,APKT(Q), SCK,) — ((uid, Ky 4,2), or
). This algorithm can be run by the auditor or the data users.
It takes the suspicious key USK;’ . of the attribute a, GP,
APK7(a), and SCK, as input. If USK , is not in the form of

(K*,a,O» K*,a,l s K*,a,2a K*,a,?n K*,a,4, K*,a,S)a

it outputs L. Otherwise, it runs a key sanity check on USK ,
as follows.

K*,a,07 K*,a,l’ K*,G,Z € Z ’ K*,a,S’ K*,a,47 K*,a,S € Gs

5.1
(g, Kiaa) = e(Ki g3, g @gm@ a2y (52)
e(Ky.as, gVT(u)gK*,a,lgnT(u)K*,u,Z)

= e(g, 9"
~e(H(Ks,q,1), 8770 SCK,g"+0)
e(F(@), K5 Kuat) (53

We say USK, , passes the key sanity check if the
Egs. (1)-(3) hold for the attribute a. If USK], , passes the key
sanity check, the algorithm outputs uid = K, 4,1 and K, 42.
Otherwise, it outputs L.

Audit(GP, USK}, ,, APKT(a), SCK;) — (uid, or T(a),
or ). This algorithm can be run by the auditor.
It takes the suspicious key USK, , of the attribute a,
GP, APKr(4), and SCK, as input. Firstly, it run the algo-
rithm Trace(GP, USK}L’a,APKT(a), SCK,) — ((uid, Ky 42),
or ). It aborts and outputs L if the Trace-algorithm out-
puts L.

Otherwise, the Trace-algorithm outputs uid = K 4.1, then
the auditor makes the following judgment.

If uid exist, the data user is asked to submit his/her private
key USKuid,a =
<gKuid'"'0’ Kuid,a,l , Kuid,a,Z’ Kuid,a,?n Kuid,a,4’ Kuid,a,5>a65m-d ,
where gKuid.«.0 instead of K,ig.q.0 to keep Kyid.4.0 in a secret
state. If USK},i4 o does not pass the key sanity check, it outputs
“uid” which indicates that the user with uid is dishonest. If
USK .o passes the key sanity check, and gK+a0 = gKuid.a0,
it outputs “uid” which indicates that the users with uid is
dishonest. Otherwise, it outputs “7'(a)”” which indicates that
the attribute authority 7'(a) is dishonest.

Decrypt(CTcsp, GP, USKy4,s,,;) — m. This algorithm
is run by data users. Suppose a user uid with a set of unre-
voked attributes S,;; wants to decrypt the ciphertext CTcsp.
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If Syuia = (M, p), this algorithm outputs L. Otherwise, it exist
a subset {p(i) : i € I C [I]} of Sy,iq satisfy the access policy
(M, p). Then it calculates constants {¢; : i € I} such that
Zie[ C,'M,' = (1,0, ---,0). Then it computes: for all i € I,

Kyid,1 Kuid, p(i),2

D; = C1ie(Kuid,p(i,5, Coi C5,iCq ")
1~ Kuid, p(i),0
-e(H (Kuia,1), C3,;C, ;")

Kuid,l
~e(K i iy 3Kuid p(i.4> Ca.i),

[0 = ets. 9.
iel

Co  me(g, 8"
e(g, g’ e(g, g)°

Outsourcing Decryption. The data user can choose to out-
source decryption if he owns limited resources or for saving
resources. This feature is implemented in four algorithms.

TKGen(USKyia,5,.;) — RKyid, TKyid,s,;,)- This algo-
rithm is run by data users. Assuming that a user uid with a set
of unrevoked attributes S,;; wants to decrypt the ciphertext
CTcsp. Firstly, it chooses a random numbers z € Z; as the
retrieving key, i.e., RK,;jqs = z, then computes:

K;tkid,a,4 = K:ﬁ;’l,dz;SSK”idsas“’ K:id,a,S = Kzfid,a,S’

Then it sets the transformation key TK4,s,.; =

* *
{Km'd, L <Kuid,a,4’ Kuid,a,5>a€5uid }

PreDec(USKyi4,5,.4- CTcsp, GP) — CT,iq. This algo-
rithm is run by data users. Assuming that a user uid with a set
of unrevoked attributes S,;; wants to decrypt the ciphertext
CTcsp. Firstly, it pre-decryptes the ciphertext by computing:

Cék,i _ Cé,iCZ,- u[d,p(i)‘O’ Cé'f,,- _ C(If?id.p(i)l.

Then it set the pre-decrypted ciphertext as CT,q; =
{(M, p), Co, {C1is Ca,is C5 ;> Cais Cs.i5 C& Yiy )

At last, it sends TKy;q4,s,;,, and CTy;y to CSP.

PartDec(TK 4 s,,;» CTuia, GP) — CT,y. This algorithm
is run by CSP. Assuming that the subset {p(i) : i € I C [I]} of
Suiq satisfies the access policy (M, p). It calculates constants
{¢; - i € I} such that ¥, ciM; = (1,0,---,0), then it
computes:

iel

CTy = [[(Crie(H (Kuia.1). CE)e(K g iy an Co.))
iel
and
Kui )
CT, = l—[(e(K;ii o5 Co it CsiCE .
iel
Finally, it sets CT,,; = (CT, CT,) and sends it to the data
user.
FinalDec(CT,,;, RK,;q) — m. This algorithm is run by
data users. It computes:
Co  me(g.g)
e(g, g’

1
CTiCT;
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Revoke(uid, a, UL,) — (SCK,, ReK],
{UpKy,uid' Yuid’ cUL,—(uiay)- If an attribute a is revoked
from the data user uid, the authority 7 (a) deletes

(uid, yq, H (uid)*«id.«) from the list UL,, and chooses a new
. R .
attribute key v, < Z;. Then the authority calculates the
new SCK! = g, the new re-encrypt key ReK, = v/, and
Va—Va
the update key UpK,  ig = H(uid")'T@4+11@Y for the
non-revoked user uid’ in UL,.

At last, the authority sends SCK, to auditor, ReK,, to CSP,
and (SCK, UpK,, ,ia") to the non-revoked user uid’ respec-
tively.

After receiving the update key, the non-revoked user uid’
updates the private keys by calculating:

Ko a5 = Kuia'.a, 5UPKauiar

) BT (a) M+ Xuid a
= gT@ T @ya f (yid") Tt e F(g)fa,

After receiving the new re-encrypt key, CSP updates the
involved data by running the algorithm ReEncrypt(CTcsp,
ReK] — ReK,) — CTcsp.

” / —(ReK! —ReK, / -y
CY; = Cy (Cy )~ KRR = 5 (Cp )"
. . . / . s Vo .
— gﬂé(t)rlgvp(t)rlngg(Va Va)ti — glga(z)rrg (i) lng’

where a = p(i).

If an attribute authority wants to revoke the attribute a from
the system, it revokes the attribute a from all the users who
own a in UL, by running the above algorithm.

If the system wants to revoke a user uid from the system,
it asks all the involved attribute authorities to revoke all the
attributes from the user uid, by running the above algorithm.

Correctness.

Kuid 1 Kuid p(i),2
D; = Cy,ie(Kuid, p(i),5 C27Ll-” Cs,iCq L2y

N
Kz oo
-e(H(Kuyia 1), C3,;C, ;"""

Kyian
: e(Km'd’p(i)’3Kuid,p(i),4v Ca.i)

e(g, )"e(g, )"
(i) ﬁS(i)+"g(i)+Xz4id,p(i)
- e(g TN H (uid) Y@ soYoh F(p(i))e0,

g—riuidg—Vs(i)rig—ﬂa(i)riyp(i))
- e(H (uid), gﬂa(z‘)rigvp(i>rigwigxuid,p(i)ri)
- e(grtid (s FMs@Yo® o) | F(p(i))7)

A -
= e(g, g)te(g, g)¥0"i
*5(i) ﬁs(i)+v/]_(i)+xllid,p(i)
- e(g PO 060 H (uid) Y5O Is000) F(p(i))'e®,
g*”(VB(i)+”id+na(i)y,,(i)))

-e(H (uid), g<ﬁ8(i)+V,D(i)+Xuid,p(i))ri 2"

. g(g()/5(i)+Mid+ﬂ§(i)yp(i))[p(i)’ F(p(i)))
= e(g. 8)"e(g, §)"Mie(g, )W

- e(H (uid )Ppo Voot uid o) | g=1i)

-e(F(p(i))e®, g—ri(VS(i)+uid+n3(i)yp (l_)))

- e(H (uid), g(,BzS(i)+Vp(i)+Xuid,p(i))rigWi)
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. e(g(yé(i)+uid+n6(i)y,o(i))tp(i)’ F(p(i)™)
= e(g, 8)"e(H (uid), 8)"",

If Suia = (M, p), it exist a subset {p(i) : i € I C [I]}
of Syiq satisfy the access policy (M, p). Then it can calculate
constants {c; : i € I} such that > ._, ¢;M; = (1,0,---,0).
Then, it has

Y i =Y FMici = %(1,0, -+, 0) =5,

iel

iel iel
and
Zwici = vaﬂici =(1,0,---,0)=0.
iel iel
Therefore,
[ 107 =] tete, @) eH wid), gy
iel iel
= [ ete. 9 “ie(H id), gy
iel
S hici . wici
= e(g, gy e(H(uid), gy«
=e(g, g)’,
: Go me(g. )
Hence, it has = e =M

e(g. g  °
In the outsourcing decryption mode,

e(H (Kyia 1), C3 De(Kyig oy 4> Cani)
— e(H (uid), gP07i g¥o)"i Wi gXuid o1
e glp(i)uid g(VB(i)"l‘n(S(i)J/p(i))tﬂ(,-)’ F(p(i))™)
= e(H(uld), g(ﬁ‘“")+V/J<i)+Xuid,p(i))r,'gw,-)
. e(g(uid+}’6(i)+n8(i)y;>(i))tp(,-)’ F(p(i))")
= e(H (uid), )" - e(H (uid), g)<ﬁ5(i)+Vﬂ(f)+Xuid,,)(,-))r,-
- e(g, F(p(i)))“d7satmayo)loari
- H(Cl’ie(H(K”id’l)’ C3.0eK i, piiy 40 Co.0)
iel
— [T ete &0 “teCt wia), g e(s, g0
iel
- e(H (uid), g)\Poo o Xuid p)rici
(g, F(p(i))Hd+vsotnsayom)iporici
= (8.8’
. l_[ e(g, )MV e(H (uid), g)(ﬂam+V/’(i)+Xuid,p(i))r,~c,~
iel
- e(g, F(p(i))d+vsotnsayoo)iporici
Kui
e(K;id,p(i)j, Cz,ileCS,ng’i)

(i) Bs(i)+Vp(iy HXuid p(i))
= e(g "0 5000 H (uid) 30186 p6)

. F(p(l'))ztp(i), g*rfuidg*V(S(i)r[g*né(i)riy/o(i))
(i) 2Bs() V(i) Fuid. p(i)
= e(g P Ts@ o) H (uid) 16O T80 000

-F(p(i))¥r®, g*r;(V(S(i)+uid+n5(i)yp(i)))
= e(g, §) N0 ie(H (uid), g) 2P0V T Xuid. p))"i
- e(g, F(p(i))) ™ 2d+ysatnsmYp@)lpwi

VOLUME 9, 2021



K. Huang: Accountable and Revocable Large Universe Decentralized MA-ABE for Cloud-Aided loT

IEEE Access

Kuiz s i
CTy = [ [y pi 5+ Cof"' Cs.1C6 )
iel
= 1_[ e(g, )0 o(H (uid), g) 2P0 Voo Xuid. p)Tici
iel
-e(g, F(p(i)))_Z(L‘id+75(i)+775(i)y/)(i))t/)(i)rici.

Hence,

Co  me(g, 8"
e(g, g)°

1
CTiCT;

VI. SECURITY ANALYSIS

A. STATIC SECURITY

Then Theorem 1 proves that the proposed scheme is statically
secure as the RW15 scheme [12].

Theorem 1: The proposed concrete scheme is statically
secure in the random oracle model under the g — DPBDHE?2
assumption.

Proof: Suppose that there exists a PPT adversary .4 who
can break the proposed scheme with non-negligible advan-
tage &, then the author can build a simulator B to break the
RW15 scheme [12] with the same advantages. Denote the
challenger of the RW15 scheme by C.

System Setup: B gets the global parameters GP =
P, 8 G,Gr,e,U,Upa, T, F, H) from C, then passes them
to the adversary A, where the random oracles H and F are
programmed by C.

Adversary’s queries: The adversary B issues a polynomi-
ally bounded number of queries statically:

e Authority’s public key queries: .4 submits a set of the
non-corrupt authorities Ngag € Uga, and a set of the corrupt
authorities Cqg € Uga, where Ngg NCaa = @, and A creates
the public keys of the corrupt authorities by himself.

e User’s secret key queries: A submits a sequence
{(uid;, {H (uid;Y%, ZK — POKuidy.a)acs; S)ier, Where
Si € U, T(S)) N Caa = B, and ZK — POK,q; o denotes
the zero-knowledge proof of knowledge of discrete logarithm
Xuid;,a- (uid;, {H(uidi)Xllidi’a: ZK — POKuid,-,u}aES,-’ S;) denotes
that the adversary requests the secrect keys for the attributes
set S; of the user uid;.

e Transformation key queries: .4 submits a sequence
{(uidj, {H(uidj)xuidj‘a, ZK _POKuidj,a}aeSjs Sj)}jej, where J N
I=0,5CUTS)H)NCaa =9, and ZK—POKm-dJ.,a denotes
the zero-knowledge proof of knowledge of discrete logarithm
Xuid;,a- (uid;, {H(uidj)x“"".f’“, ZK — POKyid;.a}aes;» Sj) denotes
that the adversary requests the transformation keys for the
attributes set S; of the user uid;.

e Revocation queries: A submits a sequence
{(uidy, Sk)}kekx, where Sy C U and T(S;) N Caqa = 0.
A pair (uidy, Sx) denotes that the adversary asks to revoke
the attributes set Sy from the user uidy.

e Encryption queries: A submits a challenge access
structure (M, p), and two equal-length messages myg, mj.
We require that the attributes set _E}JUJ Si Ula € aid}aidgecys

l

does not satisfy (M, p).
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Challenger’s replies: After receiving the adversary’s
queries, the simulator B sends Cpa, Naa, {(uid;, Si)}icrus,
(M, p), mg, m to C for request the corresponding public keys,
secret keys, ciphertext. C returnes the public keys

{APKaia = {e(8. 8)*, §%)}aidenyu
the secret keys
{{g"T@ H (uid)PT@ F (a)'*, ") aes,}ierur
and the challenge ciphertext CT as follows:
Cri = e(g, g)ie(g, &)™,
Cai = F(p()",

where i = 1, -- - , [. Then B replies the queries as follows:

o Authority’s public key replies: For each authority aid €
Naa, B randomly chooses Yaiq, Naid € 27, and sets the public
key as

Co = mpe(g, g)°,
Cri=g "I, C3;=ghomigh

APK};y = (e(g. g)*, ghid, gleid | gheid).

For each attribute a € aid, B initializes a list of users
UL, = @, then chooses a random number v, € Z; as the
attribute key.

e User’s secret key replies: For each pair (uid;, {H
(uidp)Xidia | ZK  — POKyid;.a}aes;» Si), and each attribute

a € S;, B picks randomly y, € Z7 \ {_m;;;—:r::id,-}’ ie.

YI(a) + uidi + N1(a)Ya 7 O(modp),

. . . ;o t
and implicitly sets 7, = WM

the secret key of each attribute a € ;.

. And B computes

Kuidi,a,l = uid,, Kuid,-,a,Z = Ya,
1
—_—g ’
Kuidia3 = (') @ iirae = gla,

Yr@HNT@Ya _ _(yr@+nT@ya)l.
Kiidia3 = g ol

Kuid,~,u,4 =
.t
Kuida's = (87 H (uidy )P F (a)'*H (uid)"*) T ™ 7w

I
. (H(uidi)Xuidi.a ) YT(a) Hiditn7 (q)Ya
M@ 1@ tatKuid;a_ ,
= g itrwya g (yid;) @ iditrwye F(g)la,

At last, B sets the secret key as
USKuidi,Si
= (Kuidi,a,l s Kuidi,a,Z’ Kuid,-,a,?aa Kuid,-,a,4a Kuid,-,a,S)aeS,--

e Transformation key replies: For each pair (uid;, {H
(uid))"“5*, ZK — POKyig;.alacs;» Sj), B generates the secret
keys as the same as it in user’s secret key replies:

USKuidj,S]-
= {Kuidj,l ’ (Kuid_,-,a,Z, Kuid,-,a,l%a Kuidj,a,4’ Kuid,-,a,S)aeSj}y

where Kuia;1 = uid;.
Then B picks randomly z; € Z,, and computes:

* Kuigy.1 * 3
uidj a4 = Kiiga,3Kuidja4: Kyig a5 = Kyig o 55
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Then it sets the transformation key TKyiq;,s; =
* *
{Kuid;.1- (Kuid_,-,a,4’ Kuidj,a,s)aeSj}-

e Revocation replies: For each pair (uidy, Sx), each
attribute @ € Sy, B deletes (uidy, yq, H(uidy)*-<) from

. . R
the list UL,, and chooses a new attribute key Vf; <~ Z;.

Then it calculates the new public key SCK), = g“/a, the re-
encrypt key ReK/, = v/, and the update key UpK, ,iq0 =

.
H (uid")"T@*"'11@ye | where uid’ is the non-revoked user.
At last, it updates the involved data by running the algorithm
ReEncrypt(CTcsp, ReK), — ReK,;) — CTcsp.

e Encryption replies: Fori = 1, --- , [, 5 computes

Cé,i — C3,iC2_’:»/p(i) — gﬁa(i)rigwigvp(i)ri,
CS,i — C;’:Si(i) — g—}/g(,')r,', C6,i — Cgi'(i) — g—na(i)r,',
then sets the challenge ciphertext as
/ / [
CT" = (Co, {C1,is Ca,i, C3 4, Cai, Cs i, Coi}i—y)-

Guess: A outputs a guess bit b’ € {0, 1}, then B sends 2’
toC.

If A has advantage Adv4(L) = € in breaking the con-
crete scheme, then B can break the RW15 scheme [12]
with the same advantage Adv 4(A) = €. As shown in [12],
the RW15 scheme is statically secure in the random oracle
model under the ¢ — DPBDHE? assumption, so is the pro-
posed scheme.ll

B. ACCOUNTABILITY

Theorem 2 proves that the identity of the user (uid) in the
available decryption key (including the forged decryption
key) can be traced.

Lemma 1 [49]: If the g-SDH assumption holds in G, then
the Boneh-Boyen full signature scheme is secure against
strong existential forgery under an adaptive chosen message
attack.

Lemma 2: If the Boneh-Boyen full signature scheme [49]
is secure against strong existential forgery under an adaptive
chosen message attack, then the proposed scheme is fully
traceable.

Proof: Suppose that there exists a PPT adversary .4
wins the traceability game with a non-negligible advantage
g, then the author can build a simulator B has the same
advantages to break the Boneh-Boyen full signature scheme
(BB scheme, [49]) under an adaptive chosen message attack.
Denote the challenger of the BB scheme by C.

Since the attribute authority does not know xuiz. in
H (uid)*ud.a  the proposed scheme is difficult to be proved
fully traceable. Such situation occurs in the schemes [52],
the simulator used a knowledge extractor to get x4 4 in their
security proof. In the proof, it assumes that the simulator
knows xuid.q by using the same technology.

Setup. Let Uyy be the authority universe. For each aid €
Uaa, Sigaia is a BB scheme in the prime order group G with
the public key {p, G, g, g¥«, g"«id}. The challenger C sends
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the public keys {p, G, g, g¥*, g"4} iqecu,, to the simulator
B. B chooses a suitable multiplicative cyclic groups Gr with
the prime order p, and defines a bilinearmape : GXG — Gr
on G. The attribute universe is U = Z,,. For each aid € Uya,
B randomly picks agig, Baia € 7, and sets the public key as
APKiq = {e(g, g)%id , ghaid  gYaid  gaid} 13 sends the global
parameters GP = (p, g, G, Gr, e, U, Uaa, T, F, H) and the
public keys {APKiq}aideu,, to the adversary A, where the
random oracles F' and H are programmed by B.

B initializes two empty tables T, 7> and answers the ran-
dom oracles as follows:

(1) Random oracle hash H(uid): If there is an entry
(uid, hyig, g™) in Ty, then B outputs gMid . Otherwise, B
randomly chooses h,;; € Z;f, then outputs gh”id and saves
(uid, hyig, gd) in Ty.

(2) Random oracle hash F'(a): If there is an entry (a, fg, gﬂ')
in T», then BB outputs g/*. Otherwise, 3 randomly chooses f;, €
Z;,k, then outputs gf“ and saves (a, fg, gf“) in 75.

User’s secret key queries. A submits a sequence
{(uid;, {H (uid;)* e, ZK — POKyid; a}aes;» Si)}ier» Where
S € U, T(S;) N Caa = 9, and ZK — POK,q; 4 denotes
the zero-knowledge proof of knowledge of discrete logarithm
Xuidg,a- (uidi, {H (uid;)*4-« | ZK — POKyig; a}aes;, Si) denotes
that the adversary requests the secrect keys for the attributes
set S; of the user uid;.

For each (uid;, {H (uid;) ¢, ZK — POKyid;.a}acs;» Si), B
extracts { xuid,.«} as anaylsis at the begining.

For each a € ;, if there is no a list of users for the
attribute a, B initializes a list of users UL, = @, then
chooses a random number v, € Zj as the attribute key.
B submits (uid;, Tl(a)) to C and obtains the corresponding

signature (g!T@™itr@ya 'y y where y, is a random value
. Y tuidi y . .

in 75\ {——T(g;(a) 1, ie. yrw) + uidi + nr@yyq # 0(modp).
B chooses a random numbers 7, € Z; and computes

17
Kuidi,a,Z = Ya; Kuid,-,a,3 =g,
(gVT(a))ta(gUT(a))yala — g()/T<a)+77T(a))’a)ta

Kuid; a1 = uid;
Kuid,-,a,4 =
and
Kuid,-,u,S
1
= gm )am)+(ﬂm)+va+xuid,-,a)huid,- gfuta

AT (a) W ﬂT(n)+"a+Xuidi.a
— gVT<a)+l4idi+WT(a)>'a g Uid; YT () T (g)a g}‘ata

AT (a) BT(a) +vatXuid;,a
=g yT(,,)+md,-+nT(a)yg H(Mldl) VT(a)‘*'“ldi‘*"YT(a)}'a F(a)ta .

The secrect keys for the attributes set S; of the user uid; is
set as

USKuid;,S,'
= {uidiv (Kuid,-,a,% Kuid,-,a,39 Kuidi,a,4v Kuidi,a,5>a€Si}~

Finally, B sends {USK 4, s, }icr to A.

Key forgery. A outputs a decryption key USK, to B.
Since A wins the traceability game with a non-negligible
advantage ¢, the decryption key USK, is in the form of
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USK, = {K*,h (K*,a,09 K*,a,2v K*,a,3’ K*,a,4s K*,u,S)aeS*}.
Moreover, there exist a € Sy, such that the algorithm
Trace(GP, USK*:JI, APKrt(q), SCKy) — ((uid, Ky 4,2), or 1)
outputs (K 1, Kx.4,2), but

(K*,lv K*,a,Z) # (uid;, Kuid,-,a,Z)s

Hence,

Viel.

K*,a,O, K*,l) K*,a,Z € Z ’ K*,a,Sv K*,a,4, K*,a,S € Gr
(6.4)
e(8 Kea4) = (K a3, g7 g @ wa2)  (6.5)

e(Kyas, g)/T(a)gK*,lgﬂT(a)K*,a,Z)
= e(2, 91 - e(H(Ky.1), g7
K.
- SCKag" e 0)e(F(a), K, ;5 K.a.4).

(6.6)

Without loss of generality, assume that .4 has made the ran-
dom oracle hash H(K, 1) and F(a) before outputting USK,
which passes the key sanity check. Hence, B obtains that
H(K.1) = ghK*»l and F(a) = gﬂ‘ by extract the records from
Ty and T. Since Ky 43 € G, BB can assume that K, ;3 = g
where 13 € Z; is unknown. So, according to (6.5), we have

K
€8, Kuad) = e(Ko g3, 108" w02)
_ 6(813’gVT(a)+nT(c1)K*,a,2)

= e(g, g()/T(a)""rlT(a)K*,a,Z)B).

It implies that Ky 4 4 = g/T@Mr@kea2)is,
According to (6.6), we have
e(Ky.as, gVT(u)gK*,lngT(u)K*,a,Z)
= e(g, &)@
K,
-e(H(Ky.1), 877 SCK, 8" +0)e(F (a), K, K+ 0.4)
= e(Kx a5, gVT(a)+K*,l+77T(a)K*.a,2) = e(g, 9)MT@
. e(ghK*J , gﬁT(a)gVagK*,a.O)e(gfa’ gtSK*,lg(VT(a)‘l’nT(a)K*,a,Z)fB)
= e(g g)‘x’l"(a)+(ﬁT(a)+Va+K*‘a,O)hK*’1
-e(g a3 , gK*,] +VT(n)+'7T(a)K*,a,2)

o7 (@) tBT(a)tVa+Ky 0,0k,

= e(g K 17T (@) T 1T (@) Ka.2 gfati%’gK*.l"l'VT(a)“l'nT(a)K*,a.Z).
o7 (@)t BT (@) tVatKy 0,0k, |
= Kyas=g K 1 77T (@) T 1T (@) Kya,2 g‘m

o7 (@) BT (@) tvatKy a 0K, |

— Ky 17T (@) 1T (a) K a,2 a
= & K*,a,?:’

Then B computes

1
Ky.q5 | ‘T@rPr@bathaol, ,
OT(a) =

1
— gK*.ﬁVT(a)HT(a)K*,a,z .

Since Ky 4,0, Ke1, Ks,a2 € Zp, (0T(a), Ks,a,2) 15 a valid
signature on message K 1 in the BB scheme Sigr (), but

(K*,l , K*,a,Z) # (uid,, Kuid,-,a,Z)’

where Kyid; a2 = Ya-

Viel.
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Therefore, (07(a)> Ks,a,2) is different from
1

(grr@Titir@ya -y Y which implies that B breaks the
Boneh-Boyen full signature scheme with the same advan-
tage ¢.l

Theorem 2: If the g-SDH assumption holds in G, then the
proposed scheme is fully traceable.

Proof: It follows directly from Lemma 1 and
Lemma 2.1

Theorem 3 proves that no dishonest data user can forge the
legal decryption keys.

Theorem 3: If the DLP assumption holds in G, then No
PPT adversary can win the dishonest user game with non-
negligible advantage.

Proof: Suppose that there exists a PPT adversary .4
who can win the dishonest user game with a non-negligible
advantage ¢, then we can prove that A break the DLP assump-
tion with the same advantages. Denote the challenger of the
propose scheme by C.

Setup. C runs the algorithm GlobalSetup(1*) — GP to
get the global public parameters GP, then runs the algorithm
AASetup(GP, aid) — (APKgi4, ASK,iq) to get the key
pairs {(APKiq, ASKaid)}aideu,,- At last, C sends the global
parameters GP and the public keys {APKiq}aideu,, to the
adversary A.

User’s secret key queries. .4 submits a sequence
{(uid;, {H (uid;)* -2, ZK — POKyid; a}aes;» Si)}ier» Where
S; € U, T(S;) N Caa = 9, and ZK — POK,q; 4« denotes
the zero-knowledge proof of knowledge of discrete logarithm
Xuidg,a- (uidi, {H (uid;)* 4« | ZK — POKyig; a}aes;, Si) denotes
that the adversary requests the secrect keys for the attributes
set S; of the user uid;.

C runs the algorithm USKGen(uid;, T(a),a € U) —
USKuig;,a to get the users’ secret keys, then sends
{USK.ia;,s; }ier to A.

The secrect keys for the attributes set S; of the user uid; is
set as

USKuid,',S,'
= {Kuid;,l , (Kuid,',a,Z, Kuid;,a,3, Kuid,',a,4’ Kuid,-,a,S)uESi}y

where K;4,1 = uid;.
Key forgery. A outputs a decryption key USK], in the form
of

{K*,h (K*,a,O, K*,a,2v K*,a,37 K*,a,4a K*,a,5>aeS*}

to C and wins the game a non-negligible advantage e¢.
Hence, there exist a € Sy, i € I, such that the algorithm
Trace(GP, USK, ,, APK7(a), SCKy) — ((uid, Ky q2), or L)
outputs

(Ks,1, Ks,a,2) = (uid;, Kyid; a,2),
where
USK;,H = (K*,H,Os K*,la K*,a,Z» K*,a,37 K*,a,4’ K*,a,S)-
But gK+a0 £ gKuidi.c0 which implies that

H (uid;)®~0 # H (uid;) a0,
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Therefore,
Kia0 € Zy, Kia3,Kias, Kias €G, 6.7)
e(8. Ku.aa) = e(Ky a3, g/ g @Kuidia), (6.8)

e(Ky a5, gyT(“)g“idig”T(a)Kttidi,a,z)
= e(g, )% - e(H (uid;), gPT@ SCK,gK*0)

e(F (@), K.y 1K .0.4). (6.9)

Since Ky.43 € G, B can assume that Ky ,3 = g3 where
13 € Z; is unknown. So, according to (6.8), we have

e(g, K*,u,4) = e(K*,a,3, gy (”)g @i "“'2)
t + K, ..
— e(g 3 , g)/7 (a) TNT(a) mdl‘a,Z)

= e(g, g()/na)+777(a)1<uid,-,a.2)t3)

It implies that Ky 4 4 = g(VT(a)+nT(a)Kuid1,a.2)t3.
According to (6.9), we have

e(Ky.a5, g)/r(a)+mdi+nr(a)Kuid,-,a,2)

= e(g’ g)aT(“) . e(H(Mldl), glgT(a)gVagK*,a’o)
-e(F(a), gt3uidig(yT(H)+77T(a)Kuidl-.a,2)l3)

= e(Kya5, gyT(ﬂ)+uidi+'7T(a)Kuidi,a,2)

— (g7, g) - e(H(uidl.)ﬁT(a)+Va+K*Ya,o’ 2)
-e(F(a)3, g“idiJrVT @FN7@ Kuid a2

= e([(*’a)57 gVT(a>+uidi+nr(a)Kuid,-,a.2)

T (a)
id; Ky id: id; id:
_ e(gm YT (@) T (@) Kuid;,a,2 , guld1+)/T(a)+nT(a)Kmd,,a,2)

_ Br@)tvatKy a0 )
- e(H (uid;) uidi+yT ()07 (a)Kuid;,a,2 , guzd,-+yr(a)+nr<a)l(u,-di'a,2)

. €(F(a)t3 s guid[+y7(d)+’1T(a)Kuid,-,a.2)

= K*,a,S

oT(a) Br@ytva+Ky 4,0
— g”"di+VT(a)+'7T(a)Kuid,-.a‘2 H (uid;) uidi+yT ()07 (a)Kuid;,a,2 F(a)l3

Since A cannot break the hash function H (uid) and F'(a),
we can assume that K, , 5 = Kuid,.,ajH(uidi)dl F(a)dz, where
dy and dp are known by A. It implies that

Ky 0,0 — Xuidi,a,0
uid; + yr(a) + 17 Kuid;.a.2

So A can compute

=d, #0.

K*,a,O — Xuid;,a,0 _
di

Hence, we can conclude that .4 has solved the DL problem
(Kuidy.a,3> Kuidpat) = (g, ge0T@Fm@kuig.a2)y However,
solving discrete logarithm problem is hard in G. Therefore,
No PPT adversary can win the dishonest user game with non-
negligible advantage. B

Theorem 4 proves that no attribute authority can forge the
legal decryption keys of legitimate users.

Theorem 4: If the DLP assumption holds in G, then No
PPT adversary can win the dishonest authority game with
non-negligible advantage.

Proof: Suppose that there exists a PPT adversary .4 who
can win the dishonest authority game with a non-negligible

Yr@) + 17 Kuid;,a2 = uid;.
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advantage ¢, then we can build a simulator 5 can break
the DLP assumption with the same advantages. Denote the
challenger in the DLP assumption by C.

Setup. A with an identity aid € Uay runs the algorithm
GlobalSetup(1*) — GP to get the global public param-
eters GP, then runs the algorithm AASetup(GP, aid) —
(APKgiq, ASK,4iq) to get the key pairs (APKuiq, ASKqaid).
Atlast, A sends the global parameters GP and the public keys
APK ;g4 to the challenger C.

User’s secret key queries. B submits H(uid) to C and
obtains (H (uid), H (uid)*). As the same in [52], by the zero-
knowledge property of the proof system, B3 uses a simulator
to simulate the required proof without of knowledge of x and
submits (uid, H (uid)X) to A.

A runs the algorithm USKGen(uid, T(a),a € U) —
USKyiqa.q to get the users’ secret keys, then sends USK4 4
to .

The secrect key for the attribute a of the user uid is in the
form of

(Kuid,a,1> Kuid,a,2> Kuid,a,3> Kuid a,4, Kuid,a,5)-

Key forgery. The adversary A outputs a decryption key
USK, in the form of

<K*,01 K*,ls K*,Zv K*,39 K*,47 K*,5>'

to B, B sends K.o to C. If A wins the game with a
non-negligible advantage ¢, then B breaks the DLP assump-
tion with the same advantage.ll

C. FORWARD AND BACKWARD SECURITY

Theorem 5 proves that the proposed scheme is secure against
the collusion attack launched by revoked users and nonre-
voked users.

Theorem 5: In the proposed scheme, the revoked user has
no chance to update its secret key even if she/he colludes
with the non revoked users and corrupts with the attribute
authorities which do not manages the revoked attribute.

Proof: As the same in [38], when an attribute a is
revoked from/the data user uid, each update key UpK,, i =
H (uid") "r@*"d'+17@Ye for the non revoked user uid’ # uid
is associated with the hash value of her/his unique identity
which prevents the revoked user from updating her/his secret
keys with the other users’ update keys.

Meqnwhile, it is hard for the non revoked user to calculate
m by solving the discrete logarithm problem,
which prevents her/him from working out her/his update
key even if s/he colludes with the non revoked users and
corrupts with the attribute authorities which do not manages
the revoked attribute.ll

Theorem 6 proves that the proposed scheme meets the
requirements of the forward and backward security.

Theorem 6: The proposed scheme meets the requirements
of the forward and backward security in the context of
attribute revocation.
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Proof: As the same in [38], when an attribute a is
revoked from the data user uid, all the involved ciphertext
whether the previous ciphertext or the newly ciphertext have
been re-encrypted by the lastest re-encrypt key ReK), = v; Q)

Ci; = gﬁ5(i>’igv;><i>r1gwi, where a = p(i). It is hard for the
revoked user to stretch the re-encrypted ciphertext back to the
previous version ciphertext she/he can properly decrypt.

Meanwhile, the newly joined user who has the attribute a
is able to decrypt any a-corresponding ciphertext.ll

VIi. PERFORMANCE ANALYSIS

In this section, the author analyzes and compares the function
and performance of the proposed scheme and several related
MA-CP-ABE schemes in the theoretical method. Then the
author compares their efficiency in the experimental method.
The notations are summarized in Table 2.

A. THEORETICAL ANALYSIS

Firstly, the author compares the proposed scheme’s properties
to those of the previous schemes in Table 3. The proposed
scheme outperforms other existing relevant schemes. All
these schemes are based on the prime order bilinear group and
static security. They all support the large attribute universe.
But only the proposed scheme supports simultaneously user
accountability, authority accountability, user-attribute revo-
cation, and outsourcing decryption.

Although the proposed scheme has more functions than
other previous schemes, it just needs a little more operations
than them in terms of computational performance as shown
in Table 4 and Table 5. In terms of encryption computation
efficiency, the proposed scheme needs the same operations
as the scheme in [35]. It is just a little more exponentia-
tion operations than the schemes in [12], [38]. Concerning
the computation efficiency of the decryption, the proposed
scheme just needs a little more exponentiation operations, and
multiplication operations than the scheme in [35]. Especially
compared to the schemes in the outsource decryption model,
the proposed scheme just needs a little more exponentiation
operations, and multiplication operations than the scheme
in [35] in terms of pre-decryption and CSP-decryption. More-
over, as shown in Table 5, when an attribute is revoked from
a user, the proposed scheme needs the same operations as
the scheme in [38] in terms of updating the involved users’
secret keys and the involved ciphertext. These are shown
more intuitive and clearer in Figure 2.

Finally, the author compares the storage overhead of these
schemes in Table 6. The proposed scheme has the same
storage overhead as the schemes in [12], [35], [38] in terms
of the global public parameters. The attribute authority in the
proposed scheme need a few more storage overheads than it
in the schemes [12], [35], [38], since each attribute authority’s
major storage overhead is derived from its master secret key,
public key, and global public parameters. The storage over-
head for the data owner is derived from the authorities’ pub-
lic keys and global public parameters. So, the data owner’s
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TABLE 2. The notations in performance analysis.

Notation  Description

M/Mr
E/ET  one exponentiation operation on G/Gp

one multiplication operation in the group G/G

P one pairing operation

H  one hash operation

N the number of the attributes in the system
N,  the number of attributes managed by the authority AA,
Sa  the number of the attributes in user’s private key

the complexity of the access structure
I the number of attributes required for the decryption
lz  the size of an element in Zy,
lg  the size of an element in G
lgy  thesize of an element in G

storage overhead in the proposed scheme is not more than it in
the scheme [35]. The data user’s storage cost is mostly driven
by attribute-related secret keys, authorities’ public keys, and
global public parameters, implying that the data user’s storage
cost in the proposed scheme is only slightly higher than in the
previous schemes.

B. EXPERIMENTAL ANALYSIS
The author implemented the ZLMLI18 scheme [35],
the H21 scheme [38], and the proposed scheme in Charm
which is an extensible framework for rapidly prototyp-
ing cryptographic systems, and supports a variety of C
math libraries such as the Stanford Pairing-Based Crypto
library [53], [54]. In the programs, the author used a
super-singular symmetric elliptic curve group (*“SS5127)
whose order and base field sizes are 160-bit order and 512-bit
respectively. The author conducted the programs in 64-bit
Linux Ubuntu 18.04.4 installed on virtual machine platform:
Vmware @ Workstation 15 Pro 15.5.2 build-15785246, run-
ning on a laptop with a 2.30Ghz Intel Cored CPU and 2GB
RAM. The number of attributes is ranging from 1 to 50.
The results of all experiments are the average of 100 trials.
Finally, the graphs were drawn to compare the computation
cost of these schemes in Figure 2. As shown in Figure 2,
the costs of encryption, decryption, updating the user’s pri-
vate keys, and updating the ciphertext increase linearly with
the number of attributes. From Figure 2(a), the encryp-
tion time of the proposed scheme is a little more than it
in the H21 scheme [38] but almost the same as it in the
ZILML18 scheme [35]. In Figure 2(b), it is simple to see that
the proposed scheme requires a little more decryption time
than the ZLML18 scheme [35]. In the outsourcing decryption
model, the final decryption just needs a constant amount of
computation, so its time is almost negligible. Considering
the cost of revocation, Figure 2(d-e) shows that the time of
updating the involved users’ secret keys and the involved
ciphertext in the proposed scheme are almost the same as it
in the H21 scheme [38].

Therefore, the proposed scheme is efficient in terms of the
encryption cost, the decryption cost, and the revocation cost,
even though it has more functions than the previous schemes.
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FIGURE 2. Experimental performance comparisons.

TABLE 3. Comparison of properties with previous works.

Schemes Multi-authorit Large User-attribute User Authority Outsource Securit
Y attribute-universe revocation accountability accountability decryption y
RWI15[12] v 4 X X X X Static-security
ZLML18[35] +/ 4 X Traceable X X Static-security
H21[38] Vv Vv V4 X X VA Static-security
Ours v Vv v V4 v V4 Static-security
123802
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TABLE 4. Comparison of computation cost.

Re- Outsourcing decryption model
Schemes Encryption (DO) encryption  Decryption (DU) TK- Pre- Decryption (CSP) Final-
(CSP) generation decryption decryption
(DU) (DU)
RWIS[12]  IH + (2l + DEr + 0 SIP+IEr+4IMr+  x x x x
UE+(+1)Mp+IM H
ZLMLIS[35] IH + (2l + )Er + 0 3IP+I1Ep+4IMp+ X x x x
6lE+(I+1)Mp+IM 3IE+3IM+H
H21[38] IH + (2l + 1)Er + IE+IM  3IP+IEp+4IMp+ 2IE 0 3IP + 2IEr + (4 —  Ep+2Myp
UE+(I+1)Mp+IM H DMy + H
Ours IH+ 2L+ V)Er + IE+IM 3IP+IEr+4IMp+ 2IE+IM 2IE+ 1M 3IP 4+ 2IEp + IE+ Er+2Mrp
6lE+(I+1)Mp+IM 4IE+4IM + H (41 —2)Mp+2IM+H
TABLE 5. Comparison of computation cost for user-attribute revocationl'].
Schemes User updates USK[2] CSP updates ciphertext(3]
RW15[12] - _
ZLMLI8[35] - -
H21[38] M E+M
Ours M E+M
[ One attribute is revoked from one user.
[210ne user updates his/her secret keys.
Blcsp updates one involved ciphertext.
TABLE 6. Comparison of storage overhead.
Schemes GP AA’s ASK AA’s APK User’s USK Ciphertext
RW15[12] lg + lGT +lz 2l ZGT +la 2Salc (l + 1)ZGT + 3l
ZLMLI18J[35] lg +lgy +lz 4l z lgp +3lg 3Salg + (1 + Sa)lz I+ Dig, +5llg
H21[38] lg+lgy +lz (24 Na)lz lar +la 2Sala I+ Dig, +3lig
Ours lG + lGT +lz (4 + Na)lz ZGT + 3[@ 3Salg + (1 + ZSa)lZ (l + 1)ZGT + 5”0
VIil. CONCLUSION [2] A. Botta, W. Donato, V. Persico, and A. Pescapé, “Integration of cloud

In this article, the author proposes the first accountable
and revocable large universe multi-authority attribute-based
encryption scheme with outsourcing decryption based on
prime order bilinear groups. An audit mechanism is given
to judge if the suspicious key was leaked by a malicious
user or by authorities and to determine the identity of the
leaker. The malicious user who divulges key can be punished
by user-attribute revocation. The revocation mechanism is
resistant to collusion attacks undertaken by revoked users and
non-revoked users. Meanwhile, it satisfies the requirements
of forward and backward security. The proposed scheme
is static security in the random oracle model under the
g-DPBDHE?2 assumption. To save resources, the outsourced
decryption module is optional for users with restricted
resources. According to the results of the performance anal-
ysis, it is suited for large-scale cross-domain cooperation in
the dynamic cloud-aided IoT. However, the author considers
improving the scheme for security without the random oracle
model and more efficiency in future work.
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