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ABSTRACT The data collected, stored, shared, and accessed across different platforms in the dynamic
IoT is mostly confidential and privacy-sensitive. Data security and access control issues urgently need
to be addressed. Multi-authority attribute-based encryption (MA-ABE) is seen as a potential solution for
addressing data access control security concerns in the dynamic IoT since it allows for dynamic access
control over encrypted data. However, the existing key abuse problem is severely destroying the security
access control of MA-ABE. The existing accountable attribute-based encryption schemes only support small
attributes (users) universe and single authority. Moreover, they do not support revocation. Some schemes are
inefficient since they are constructed in the composite order bilinear group. In this article, the author proposes
the first accountable and revocable large universe decentralized multi-authority attribute-based encryption
scheme with outsourcing decryption based on prime order bilinear groups. The proposed scheme allows for
the dynamic capacity expansion of attributes, users, and authorities. An audit mechanism is given to judge
if the suspicious key was leaked by a malicious user or by authorities and to determine the identity of the
leaker. The malicious user who divulges key can be punished by user-attribute revocation. The revocation
mechanism is resistant to collusion attacks undertaken by revoked users and non-revoked users. Meanwhile,
it satisfies the requirements of forward and backward security. The proposed scheme is static security in
the random oracle model under the q-DPBDHE2 assumption. To save resources, the outsourced decryption
module is optional for users with restricted resources. According to the results of the performance analysis,
it is suited for large-scale cross-domain cooperation in the dynamic cloud-aided IoT.

INDEX TERMS Decentralized, multi-authority attribute-based encryption, accountability, user-attribute
revocation, outsourcing decryption, collusion attack.

I. INTRODUCTION
The Internet of Things (IoT) is a new paradigm that inte-
grates more and more physical things in the real world across
different areas into communication networks by ubiquitous
enabling device technologies such as near field communica-
tion (NFC) devices, RFID tags and readers, and embedded
sensor and actuator nodes. It collects, analytics, stores, shares,
and access data across different platforms, then provides
intelligent services in the form of smart cities, smart grids,
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smart homes, smart transportation, smart healthcare with the
help of other technologies such as cloud computing and
artificial intelligence. Since the data is mostly confidential
and privacy-sensitive, IoT security and access control issues
urgently need to be addressed.

Encryption is an ideal way to protect data confidentiality.
Attribute-based encryption (ABE) is considered an ideal tech-
nology to realize fine-grained access control on encrypted
data which is introduced by Sahai and Waters [4]. In 2006,
Goyal et al. distinguished ABE into key-policy attribute-
based encryption (KP-ABE) and ciphertext-policy attribute-
based encryption (CP-ABE) [5]. In KP-ABE, secret keys are
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associated with access policies, and ciphertexts are associated
with attributes, while in CP-ABE the ciphertexts are associ-
ated with access policies, and secret keys are associated with
attributes. A user can decrypt the ciphertext (i.e. access data)
if and only if her/his attributes (i.e. access privileges) satisfy
the ciphertext access policy. Therefore, ABE is often used to
solve the challenging issue in secure data storage [6].

However, in the Internet of things, data are shared and
applied across different domains and organizations, which
means that the attributes of users are authorized by different
authorities in the same system. So multi-authority attribute-
based encryption is more practical than single-authority
attribute-based encryption for the Internet of things.

Moreover, the dynamic capacity expansion of attributes
and users is necessary for the Internet of things. So large
universe ABE is more practical than small universe ABE.
In small universeABE, all the attributes are fixed and enumer-
ated when the system is initialized. After that, even adding
only one attribute will lead to rebuilding the system and
possibly re-encrypting all the data. Conversely, in the large
universe ABE, any string can be used as an attribute, and the
attributes do not need to be enumerated during system setting,
which is more flexible and practical for the dynamic IoT.

Nevertheless, the existing key abuse problem is severely
destroying the security access control of multi-authority
attribute-based encryption systems. On the one hand,
the user’s secret key is only associated with attributes. Dif-
ferent users may have the same attributes, so it is impossible
to determine the owner of the secret key from the attributes.
Malicious users leak their secret keys without fear of being
caught. Therefore, they may leak the partial or modified
decryption keys to others for profits. On the other hand, any
party can simply become an authority by creating the public
key, so the authority is semi-trusted, even compromises or
colludes with malicious authorities or users. Authority may
forge user’s secret key by using user’s information, and uses
or leaks the user’s secret key for profits. Authority also may
re-distribute the user’s secret key to others. If unauthorized
users obtain the decryption key through the above ways, they
can access the data that they have no right to access, which
severely damages data security.

The purpose of this study is to determine who leaked the
key and punish them, so as to prevent the misuse of the key in
the large universe multi-authority attribute-based encryption
system for the Internet of things.

A. RELATED WORK
1) MULTI-AUTHORITY ABE
In 2007, Chase proposed the first multi-authority attribute-
based encryption (MA-ABE), which supports multiple
attribute authorities [7], but the central authority (CA) has the
power to decrypt every ciphertext. Chase and Chow proposed
the first decentralized MA-ABE which removes the trusted
central authority [8]. Lewko and Waters proposed the first
decentralized MA-CP-ABE system by using the dual sys-
tem encryption methodology based on the composite order

bilinear group [9]. In decentralized MA-ABE, a party can
simply become an authority by creating the public key
and issuing the user’s private key according to her/his
attributes [9].

2) LARGE-UNIVERSE ABE
In 2012, Lewko proposed the first large universe KP-ABE
on prime order bilinear groups [10]. Rouselakis and Waters
proposed two large universe attribute-based encryption con-
structions (CP-ABE and KP-ABE) on prime order bilinear
groups [11]. However, these schemes only support single-
authority. Rouselakis andWaters constructed a large-universe
MA-CP-ABE scheme in prime order bilinear groups, which
is more efficient than composite order bilinear groups [12].
Now, large universeMA-ABE is considered a promising tech-
nique to achieve fine-grained access control on the encrypted
data in large-scale cross-domain applications for the IoT.

3) ACCOUNTABLE ABE
a: TRACEABLE SINGLE-AUTHORITY ABE
There was much work devoted to traceable single-authority
ABE. White-box tracing algorithm can identify which user
leaked the key. The suspicious key to be tracked is a
well-formed decryption key. Li et al. firstly proposed two
traceable ABE schemes [13]. One of the schemes is to
identify the dishonest user who shares the decryption key.
Another solution is to detect the misbehavior of authority.
But both schemes only support the small attributes universe
and AND-gate with wildcard access structure. Liu et al.
proposed a new traceable CP-ABE system that supports
policies expressed in any monotone access structures [20].
But the scheme is constructed based on composite order
bilinear group and only supports the small attributes uni-
verse. Ning et al. adopted Shamir’s (t,n) threshold scheme
and proposed a practical large universe CP-ABE system
supporting white-box traceability by which malicious users
who leak their decryption keys could be traced [15]. But
the scheme is only selective security, so they subsequently
presented a fully secure traceable CP-ABE system from their
proposed non-interactive commitments [16]. But the scheme
is constructed based on composite order bilinear group.
Cui et al. presented a large universe CP-ABE scheme with
secure provenance by using techniques including embedding
identification information in the private attribute key and
generating signatures via signature of knowledge to subtly
achieve user traceability [17]. The scheme also supports user
revocation. In 2020, they provided a generic transforma-
tion to convert CP-ABE schemes of a certain type to key
regeneration-free CP-ABE schemes [18]. A user can only
delegate his/her decryption key in the same form without
any modification so that any abused or pirated key can be
traced back to its original owner [18]. Yan et al. proposed
a white-box traceable CP-ABE scheme in a multi-domain
environment by linkable ring signature technology which
supports two-layer white-box tracing at both domains and
intradomain users [19].
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Black-box tracing algorithm can identify whose key(s)
have been used in constructing a decryption black-box. The
suspicious key in the decryption black box to be tracked
is could be hidden. Liu et al. proposed the first black-box
traceable CP-ABE which can identify a user whose key has
been used in building a decryption device from multiple
users [20]. The scheme is constructed based on the com-
posite order bilinear group and supports the small attributes
universe. In 2015, they further proposed a black-box trace-
able ABE scheme based on the prime order bilinear group.
It is full security in the standard model [21]. They gave
the first black-box traceable CP-ABE schemes simulta-
neously supports revocation and large attribute universe
Liu and Wong [22]. Ning et al. developed a new methodol-
ogy for constructing traitor tracing functionality, and present
the first black-box traceable CP-ABE with short ciphertexts
which are independent of the number of users [23].

However, in those schemes, the size of the decryption
key and the public parameters depend on the number of
system users. Xu et al. presented a generic construction
of the black-box traceable ABE scheme from their pro-
posed attribute-based set encryption scheme and fingerprint
code [24]. The decryption key size is reduced to be irrel-
evant to the number of system users. Ye et al. proposed
an unbounded KP-ABE scheme with black-box traceability.
The scheme has a constant size of public parameters. But
the scheme is constructed based on composite order bilinear
group [25]. Liu et al. proposed a way of transforming (non-
traceable) ABE schemes satisfying certain requirements to
fully collusion-resistant black-box traceable ABE schemes,
which adds only O(

√
K ) elements to the ciphertext where K

is the number of users in the system [26].

b: ACCOUNTBLE SINGLE-AUTHORITY ABE
Traceability technology cannot determine whether the user
or the authority leaked the key. The audit is a combination of
traceability technology and other technologies to identify the
leaker of the suspicious key. Ning et al. proposed the first
accountable authority CP-ABE with white-box traceability
that provides an auditor to judge publicly whether a suspected
user is guilty or is framed by the authority [27]. But the
scheme is constructed based on composite order bilinear
group and supports the small attributes universe. Yu et al. pro-
posed an accountable CP-ABE scheme that allows any third
party to publicly verify the identity embedded in a leaked
decryption key, allows an auditor to publicly check whether
a malicious user or the authority should be responsible for an
exposed decryption key [28]. Based on a short signature of
partial decryption key signed by the user, the malicious user
or the authority can’t deny the judgment [28]. But the scheme
is constructed based on the composite order bilinear group
and supports the small attributes universe. In the same year,
Zhang et al. proposed an Accountable CP-ABE that simulta-
neously supports large universe and full security [29]. But the
scheme is constructed based on the composite order bilinear
group. Yu et al. improved the scheme [28] by constructing

it based on prime order bilinear group [30]. But the scheme
only supports the small attributes universe.

Lai et al. gave the first black-box traceable ABE with
authority accountability which only doubles the ciphertext
size of the underlying ABE scheme [31]. However, the size of
the decryption key and the public parameters depend on the
number of system users.

Li et al. constructed an accountable attribute-based encryp-
tion scheme with hiding ciphertext-policy, which guarantees
the privacy of the users and traces the malicious user [32].

c: ACCOUNTBLE MULTI-AUTHORITY ABE
There was only a little work devoted to traceable
multi-authority ABE and accountable multi-authority ABE.
Li et al. proposed an MA-CP-ABE scheme, which allows
tracing the identity of a misbehaving user who leaked the
decryption key to others [33]. They improved their scheme
to support hiding the attribute information in the ciphertext
in 2018 [34]. But both of the schemes only support small
attributes universe and AND-gate with wildcard access struc-
ture. Zhang et al. presented a large universe multi-authority
CP-ABE with white-box traceability [35]. But those schemes
can’t judge whether a suspected decryption key is leaked by
the user or is framed by the authority.

Xue et al. proposed the auditable MA-ABE with an audit-
ing mechanism to detect which authority has incorrectly
or maliciously performed the legitimacy verification pro-
cedure [36]. But central authority in the scheme has the
right to decrypt all the ciphertext by using users’ keys.
Moreover, the scheme only supports the small attributes
universe.

4) REVOCABLE ABE
After that Boldyreva et al. proposed the first revocable
KP-ABE scheme [37], there was much work devoted to
revocable ABE [38]. Attrapadung and Imai proposed the
first directly revocable ABE scheme [39], and the first
hybrid revocable ABE scheme that allows senders to select
on-the-fly whether to use either direct or indirect revoca-
tion mode when encrypting [40]. Hur et al. proposed an
access control mechanism using CP-ABE to enforce access
control policies with efficient user-attribute revocation [41].
However, Li et al. pointed out it does not resist collusion
attacks launched by revoked users and non-revoked users
and presented a user collusion avoidance CP-ABE scheme
with attribute revocation [42]. Yang et al. constructed new
MA CP-ABE schemes with user-attribute revocation, i.e., it
supports revoke an attribute from a user [43], [44]. Qian et al.
proposed amulti-authority attribute-based encryption scheme
with revocation [45]. To save space, readers can learn more
from [38]. But these revocable ABE schemes do not support
accountability.

Last but not the least, outsourcing decryption or sharing
decryption can be used to reduce the overhead of decryption
for users [38], [46], [47].
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B. MOTIVATION AND CONTRIBUTIONS
To prevent themisuse of keys, the author revisited the existing
solutions. Most of them only support tracing the users who
have leaked their keys. Only some of them support audit. But
some issues make them unsuitable to the dynamic Internet
of things. Firstly, they only support small attributes (users)
universe and single authority, which implies that the dynamic
capacity expansion of attributes (users) and authorities is not
supported. Moreover, they do not support revocation, which
implies that the key leaker can continue to use or leak the key
even after being caught. Last but not the least, some schemes
are inefficient since they are constructed in the composite
order bilinear group, and do not use outsourcing decryption
or sharing decryption to reduce the overhead of decryption
for users.

As far as the author’s knowledge, there is not an account-
able ABE solving all the issues simultaneously. In this arti-
cle, the author designed an accountable and revocable large
universe MA-ABE based on prime order bilinear groups by
improving the previous scheme [38]. The proposed scheme
simultaneously supports the following properties:

(1) As the same as the previous scheme, the pro-
posed scheme supports the dynamic capacity expansion of
attributes, users, and authorities. It is suitable for large-scale
multi-domain collaboration in the dynamic IoT [38].

(2) The proposed scheme provides an audit mechanism
to judge whether a malicious user or authorities leak the
suspicious key, and to determine the identity of the leaker.

(3) The malicious user who divulges key can be punished
by user-attribute revocation, i.e. the revoked user will lose
one or more attributes (corresponding to the leaked key),
and she/he can access the data so long as her/his remaining
attributes satisfy the access policy. The revocation mech-
anism is secure against the collusion attack launched by
revoked users and non-revoked users. Meanwhile, it meets
the requirements of forward and backward security [38].

(4) The limited-resource user can choose to outsource
decryption for saving resources. The performance analysis
results indicate that the proposed scheme ismore efficient and
suitable for the IoT [38].

C. PAPER ORGANIZATION
The rest of this paper is organized as follows. Some
related preliminaries are reviewed in Section II. The system
model and security model are presented in Section III and
Section IV respectively. The concrete construction is pro-
posed in Section V. The security analysis of the proposed
scheme is given in Section VI. The performance analysis
and experimental results are shown in Section VII. Finally,
the author concludes the paper in Section VIII.

II. PRELIMINARIES
A. NOTATIONS
In order to facilitate the understanding, the author explain
some notations used throughout this article in Table 1.

TABLE 1. Entities.

B. BILINEAR PAIRINGS AND COMPLEXITY ASSUMPTION
Definition 1 (Bilinear Pairings): Let G and GT be the

cyclic multiplicative groups with prime order p. The identities
ofG andGT are denoted as 1G and 1GT respectively. We say
a map e : G×G→ GT is a bilinear pairing if it satisfy the
following properties.
(1) Bilinear. ∀g1, g2 ∈ G,∀a, b ∈ Z∗p, e(ga1, g

b
2) =

e(g1, g2)ab.
(2) Non-degenerate. ∃g1, g2 ∈ G, s.t.e(g1, g2) 6= 1GT .
(3) Computable. There is an efficient algorithm to compute

e(g1, g2) for any g1, g2 in G.
Definition 2 (q-Decisional Parallel Bilinear Diffie-Hell-

man Exponent 2 Assumption [48], q-DPBDHE2): The
q-Decisional parallel bilinear Diffie-Hellman exponent 2
(q-DPBDHE2) problem is stated as follows: LetG andGT be
the bilinear groups with prime order p, and g be a generator
of G. e : G × G → GT is a bilinear map defined on
G. Pick s, a, b1, b2, . . . , bq

R
← Z∗p and R

R
← GT . Given

D = G, p, e, g, gs, gai , gaibj , gs/bj , i ∈ [2q], j ∈ [q], i 6=
q + 1, gsa

ibj/bj′ , i ∈ [q + 1], j ∈ [q], j′ ∈ [q], j 6= j′, and
asked to distinguish (D, e(g, g)sa

q+1
) from (D,R).

An algorithm A solves the q-DPBDHE2 problem in group
G with advantage ε if

|Pr[A(D, e(g, g)sa
q+1

) = 0]− Pr[A(D,R) = 0]| > ε

The q-DPBDHE2Assumption holds inG if no probabilistic
polynomial time algorithm has a non-negligible advantage ε
in solving the q-DPBDHE2 problem in G.
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Definition 3 (q-Strong Diffie-Hellman Assumption [49],
q-SDH): The q-Strong Diffie-Hellman (q-SDH) problem is
stated as follows: Let g be a generator of a cyclic group G of
order p. Pick s

R
← Z∗p. Given a q+1-tuple (g, gs, gs

2
, . . . , gs

q
)

and asked to compute a pair (r, g
1
s+r ), where r is chosen freely

from Z∗p \ {−s}.
An algorithmA solves the q-SDH problem in group G with

advantage ε if

Pr[A(g, gs, gs
2
, . . . , gs

q
) = (r, g

1
s+r )] > ε

We say that the q-SDH assumption holds in G if no
probabilistic polynomial time algorithm has a non-negligible
advantage ε in solving the q-SDH problem in G.
Definition 4 (Discrete Logarithm Problem Assumption,

DLP): The Discrete Logarithm Problem (DLP) is stated as
follows: Let g be a generator of a multiplication cyclic group
G with prime order p. Pick x

R
← Z∗p. Given gx and asked to

work out x.
An algorithm A solves the DL problem in group G with

advantage ε if

Pr[A(gx) = x] > ε

We say that theDLP assumption holds inG if no probabilis-
tic polynomial time algorithm has a non-negligible advantage
ε in solving the discrete logarithm problem in G.

C. ACCESS STRUCTURES AND LINEAR SECRET-SHARING
SCHEMES
Definition 5 (Access Structure [50]): Let P =

{P1,P2, . . . ,Pn} be a set of parties. A collection A ⊆ 2P is
monotone if ∀B,C : if B ∈ A and B ⊆ C then C ∈ A.
An access structure (respectively, monotone access struc-
ture) is a collection (respectively, monotone collection)A of
non-empty subsets of P, i.e., A ∈ 2P\{∅}. The sets in A are
called the authorized sets, and the sets not inA are called the
unauthorized sets.

In attribute-based encryption scheme, the parties are
replaced by the attributes. An access structure A will con-
tain some authorized sets of attributes. Similarly, an access
structure we mean a monotone access structure in this study.
Definition 6 (Linear Secret-Sharing Schemes (LSSS) [50]):

Let p be a prime and U the attribute universe. A secret-
sharing scheme π with domain of secrets Zp realizing access
structures on U is linear over Zp if
1. The shares of a secret s ∈ Zp for each attribute form a

vector over Zp.
2. For each access structure A on U, there exists a matrix

M ∈ Zl×np , called the share-generating matrix, and a func-
tion ρ, that labels the rows of M with attributes from U,
i.e., ρ : [l] → U, which satisfy the following: During the
generation of the shares, we consider the column vector Ev =

(s, r2, . . . , rn)>, where r2, . . . , rn
$
←− Zp. Then the vector of l

shares of the secret s according to π is equal to MEv ∈ Zl×1p .
The share (MEv)j where j ∈ [l] ‘‘belongs’’ to attribute ρ(j).

FIGURE 1. System model.

We will be referring to the pair (M , ρ) as the policy of the
access structure A.

D. ZERO-KNOWLEDGE PROOF KNOWLEDGE OF
DISCRETE LOGARITHM
A zero-knowledge proof of knowledge (ZK-POK) of discrete
logarithm protocol enables a prover to prove that it possesses
the discrete logarithm x of a given group element y in question
to a verifier.

A ZK-POK protocol has two distinct properties: the zero-
knowledge property and the proof of knowledge property.
The property of zero-knowledge implies that there exists a
simulator S which is able to simulate the view of a ver-
ifier in the protocol without being given the witness as
input. The proof of knowledge property implies there exists
a knowledge-extractor which interacts with the prover and
extracts the witness using rewinding techniques. The reader
can get more details about ZK-POK in [51].

III. SYSTEM MODEL
As shown in Figure 1, the proposed accountable and
revocable large universe decentralized multi-authority
attribute-based encryption for cloud-aided IoT consists of the
following entities. As the same as the other decentralized
attribute-based encryption schemes [9], [12], the system is
created during a trusted setup and publishes the global public
parameters without secret.

Attribute Authority (AA). Any party can simply become
an attribute authority (AA) by creating its correct authority
public key. Each AA is independent and manages a disjoint
attribute set respectively which implies that each attribute
is assigned to a single AA. Each AA authenticates users’
attributes and distributes the matching private keys. It also
can revoke and update users’ attributes by using attribute
keys. For example, if using the proposed scheme in social
networks, a user Bob can simply become an attribute author-
ity by creating his authority public key and issuing some
attributes (i.e. labels like ‘‘Bob’s friend’’, ‘‘Bob’s colleague’’,
‘‘Bob’s family member’’, etc.). If he encrypts one photo with
the access policy as ‘‘Bob’s friend’’ and ‘‘Bob’s colleague’’,
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then only the users who own the decryption key of both of
attributes ‘‘Bob’s friend’’ and ‘‘Bob’s colleague’’ can access
this photo. If Bob is a malicious user (authority) who gener-
ates a wrong public key, then no one can access the data which
is encrypted with the attributes issued by Bob. However,
it will not affect the normal operation of other honest users
but causes wrong redundancy and waste system resources.
Therefore, in practical application, some measures can be
taken to reduce malicious authorities and error redundancy.
E.g. the authority should be certified and issue the correct
authority public key.

Cloud Service Provider (CSP). CSP is semi-trusted
(honest-but-curious). It will honestly and correctly execute
the tasks but be curious about the data messages it receives.
As the same in [38], [44], CSP will not collude with the
malicious users. It has both computational power and large
storage. It re-encrypts the original ciphertext from users by
using the latest re-encrypt keys and saves the re-encrypted
ciphertext. It is also responsible for re-encrypting the cipher-
text when a revocation happens. Furthermore, it provides
outsourcing decryption for resource-limited users if they
require it.

Data Owner (DO). To ensure data confidentiality and
achieve flexible access to data, data owners encrypt the
data file using a symmetric encryption technique which is a
lightweight encryption method, then encrypt the symmetric
key under the access policy.

Data User (DU). The data user obtains a set of attributes
as well as corresponding decryption keys from authorities.
She/He can verify whether they are legal and available or
not. The data user can freely obtain any encrypted data from
CSP, and decrypt the ciphertext if and only if her/his attributes
satisfy the access policy. Also, data users with insufficient
resources can outsource decryption to CSP.

Auditor. The auditor is trusted. Any party can submit the
suspicious key found in the system to the auditor for trial. The
auditor will honestly execute the audit procedure and return
the audit result.

A. FRAMEWORK
This proposed schememainly contains the probabilistic poly-
nomial time algorithms as follows.

GlobalSetup(1λ)→ GP. The system is created during a
trusted setup. It takes the system security parameter λ as input
and outputs the global public parameters GP.
AASetup(GP, aid) → (APKaid ,ASKaid ). The attribute

authority setup algorithm is run by each attribute authority.
It takes the global public parameters GP and the authority’s
identity aid as input and outputs the authority’s public key
APKaid and secret key ASKaid . The authority keeps the secret
key and publishes the public key.

Encrypt(m, (M , ρ),GP, {APKaid }) → CT . The encryp-
tion algorithm is run by data owners. It takes a plaintext
message m, an access structure (M , ρ), the global public
parameters GP, and the involved authorities’ public keys
{APKaid } as input and outputs the ciphertext CT .

ReEncrypt(CT ,ReKa) → CTCSP. This algorithm is run
by CSP. On receiving the ciphertext, CSP re-encrypts it
by using the latest re-encrypt keys {ReKa} corresponding
to the attributes set {a} in the ciphertext. And outputs the
re-encrypted ciphertext CTCSP.
If there is a new attribute in the ciphertext, CSP will ask the

re-encrypt key to its attribute authority T (a). On receiving the
require of the re-encrypt key for a new attribute a, the attribute
authority T (a) initializes a list of usersULa = ∅, then chooses
a random number va ∈ Z∗p as the attribute key, and sets the
public key SCKa = gva and the re-encrypt key ReKa = va.
At last, it saves the public key SCKa and sends the re-encrypt
key ReKa to CSP via secure channel.
USKGen(uid,T (a), a ∈ U ) → USKuid,a. Since the

attribute a is managed by the authority T (a), the user key
generation algorithm is run by the authority T (a). If a is a
new attribute in the system, the attribute authority initializes
a list of users ULa = ∅, then chooses a random num-
ber va ∈ Z∗p as the attribute key, and sets the public key
SCKa = gva and the re-encrypt key ReKa = va. At last,
it saves the public key (SCKa and sends the re-encrypt key
ReKa to CSP via secure channel. The user uid submits a
tuple (H (uid)χuid,a ,ZK − POKuid,a) to the authority, where

χuid,a
R
← Z∗p, and ZK−POKuid,a is the zero-knowledge proof

of knowledge of discrete logarithm χuid,a. The authority first
checks whether the proof of knowledge is valid. It aborts if it
is invalid. It takes the data user’s identity uid , his attribute a
and the authority’s secret key as input, and outputs the private
key USKuid,a for the user uid .
The authority sends (SCKa,USKuid,a) to the user.
The user sets Kuid,a,0 = χuid,a, and saves the private key

USK ′uid,a = Kuid,a,0 ∪ USKuid,a.
Trace(GP,USK ′∗,a,APKT (a), SCKa) → ((uid,K∗,a,2),

or ⊥). This algorithm can be run by the auditor or the data
users. It take the suspicious keyUSK ′∗,a of the attribute a,GP,
APKT (a), SCKa as input and outputs (uid,K∗,a,2), or ⊥.
Audit(GP,USK ′∗,a,APKT (a), SCKa) → (uid, or T (a),

or ⊥). This algorithm is run by the auditor. It take the sus-
picious key USK ′∗,a of the attribute a, GP, APKT (a), SCKa as
input and outputs ⊥ or uid or T (a).
Decrypt(CTCSP,GP,USKuid,Suid ) → m. The decryption

algorithm is run by the data user. It takes the ciphertext
CTCSP, the global public parameters GP, and the private key
USKuid,Suid as input. If the set of user’s attributes Suid |H
(M , ρ), it outputs the message m. Otherwise, it outputs ⊥.
The data user can choose to outsource decryption if he

owns limited resources or for saving resources. This feature
is implemented in four algorithms.

TKGen(USKuid,Suid ) → (RKuid ,TKuid,Suid ). This algo-
rithm is run by data users uid . It chooses a random nonzero
number as the retrieving key RKuid , and takes the private
keysUSKuid,Suid as input, then outputs the transformation key
TKuid,Suid .
PreDec(USKuid,Suid ,CTCSP,GP) → CTuid . This algo-

rithm is run by data users. It takes the ciphertext CTCSP,
the global public parameters GP, and the private keys
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USKuid,Suid as input and outputs the pre-decrypted ciphertext
CTuid .

PartDec({TKuid,a},CTuid ,GP) → CTout . This algorithm
is run by CSP. It takes the transformation key {TKuid,a} and
the pre-decrypted ciphertext CTuid as input, then outputs the
partial decrypted ciphertext CTout .

FinalDec(CTout ,RKuid ) → m. This algorithm is run by
data users uid . It works out the massagem by using the partial
decrypted ciphertext CTout and the retrieving key RKuid .
Revoke(uid, a,ULa) → (SCK ′a,ReK

′
a, {UpKa,uid ′}uid ′∈

ULa − {uid}). This algorithm is run by the attribute authority
who manages the attribute a. It takes the attribute a, the user
uid as input, then publishes the new public key SCK ′a of the
attribute a, the new re-encrypt keyReK ′a for CSP to update the
involved data. Meanwhile, it sends the update key UpKa,uid ′
for the non-revoked users uid ′ update the involved private
keys.

If an attribute authority wants to revoke the attribute a from
the system, it revokes the attribute a from all the users who
own a from ULa, by running the above algorithm.
If the system wants to revoke a user uid from the system,

it asks all the involved attribute authorities to revoke all the
attributes from the user uid , by running the above algorithm.

IV. SECURITY MODEL
A. STATIC SECURITY MODEL
In this section, the security model is similar to [12] which is
named statically security. In the security game, the adversary
should claim the corrupt authorities. The challenge message
can be encrypted by some attributes from some of these
corrupt authorities, but should at least one attribute from
the honest authority, which means that the ciphertext still
cannot be attacked successfully if only part of the encrypted
attributes are from corrupted authorities.

The security game played between adversary A and chal-
lenger C as follows:

Global setup. The challenger C runs theGlobalSetup(1λ)
→ GP algorithm to get the global public parameters GP.
It sends GP to A.
Adversary’s queries. The adversaryA issues a polynomi-

ally bounded number of queries statically:
• Authority’s public key queries. A submits a set of the

non-corrupt authorities NAA ⊆ UAA, and a set of the corrupt
authorities CAA ⊆ UAA, where NAA ∩ CAA = ∅.
• User’s secret key queries. A submits a sequence
{(uidi, {H (uidi)χuidi,a ,ZK − POKuidi,a}a∈Si , Si)}i∈I , where
Si ⊆ U , T (Si) ∩ CAA = ∅, and ZK − POKuidi,a denotes
the zero-knowledge proof of knowledge of discrete logarithm
χuidi,a. (uidi, {H (uidi)χuidi,a ,ZK −POKuidi,a}a∈Si , Si) denotes
that the adversary requests the secret keys for the attributes
set Si of the user uidi.
• Transformation key queries. A submits a sequence
{(uidj, {H (uidj)

χuidj,a ,ZK−POKuidj,a}a∈Sj , Sj)}j∈J , where J∩
I = ∅, Sj ⊆ U , T (Sj)∩CAA = ∅, and ZK−POKuidj,a denotes
the zero-knowledge proof of knowledge of discrete logarithm
χuidj,a. (uidj, {H (uidj)

χuidj,a ,ZK −POKuidj,a}a∈Sj , Sj) denotes

that the adversary requests the transformation keys for the
attributes set Sj of the user uidj.
• Revocation queries. A submits a sequence
{(uidk , Sk )}k∈K , where Sk ⊆ U and T (Sk ) ∩ CAA = ∅.
A pair (uidk , Sk ) denotes that the adversary asks to revoke
the attributes set Sk from the user uidk .
• Encryption queries. A submits a challenge access

structure (M , ρ), and two equal-length messages m0, m1.
It requires that the attributes set ∪

i∈I∪J
Si ∪ {a ∈ aid}aid∈CAA

does not satisfy (M , ρ).
Challenger’s replies. The C randomly chooses a bit

b ∈ 0, 1 and replies to the queries as follows:
• Authority’s public key replies. For each non-corrupt

authority aid ∈ NAA, C runs the algorithm
AASetup(GP, aid) → (APKaid ,ASKaid ) to get the author-
ity’s key pair, then replies toAwith the corresponding public
keys. A can create the public keys of the corrupt authorities
by themselves.
• User’s secret key replies. C runs the algorithm

USKGen(uidi,T (a), a ∈ U ) → USKuidi,a to get the users’
secret keys, then sends them to A.
• Transformation key replies. Firstly, C runs the

algorithm USKGen(uidj,T (a), a ∈ U ) → USKuidj,a
to get the users’ secret keys, then runs the algorithm
TKGen({USKuidj,a}) → ({TKuidj,a}) to get the transforma-
tion keys and sends them to A.
• Revocation replies. For each pair (uidk , Sk ), each

attribute a ∈ Sk , C runs the algorithm Revoke(uidk ,
a,ULa) → (SCK ′a,ReK

′
a, {UpKa,uid ′}uid ′∈ULa−{uidk }) to get

the update keys and sends them to A, then updates all the
involved data with the last re-encrypt keys {ReKa}.
• Encryption replies. C runs the algorithm
Encrypt(m, (M , ρ),GP, {APKaid }) → CT to encrypt mb

with (M , ρ), then runs the algorithm
ReEncrypt(CTCSP,ReKa) → CTCSP to re-encrypt CT

with the last re-encrypt keys {ReKa}. At last, it sends CTCSP
to A.
Guess:A outputs a guess bit b′ ∈ {0, 1} and wins the game

if b′ = b.
Definition 7: The proposed scheme is static security in

the random oracle model if no probabilistic polynomial time
adversary can break the above security game with non-
negligible advantage.

B. ACCOUNTABILITY MODEL
In this section, the accountability model is defined from three
aspects based on the scheme in [27]. Firstly, the identity of
the user (uid) in the available decryption key (including the
forged decryption key) can be traced. Secondly, it is difficult
for a data user to modify or forge his legal key. Thirdly, it is
difficult for an attribute authority to forge the legal decryption
keys of a legitimate user.

1) TRACEABILITY
The intuition behind this game is that a dishonest data user
attempts to change s/he identity (uid) embedded in the legal
decryption key or forged available decryption with a new
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identity (uid) to avoid being caught. i.e. the identity of the
user (uid) in the available decryption key (including the
forged decryption key) can be traced. The traceability of
the proposed scheme is described by a game between an
adversary A and a challenger C as follows.

Setup. C runs the algorithm GlobalSetup(1λ) → GP to
get the global public parameters GP, then runs the algorithm
AASetup(GP, aid) → (APKaid ,ASKaid ) to get the key
pairs {(APKaid ,ASKaid )}aid∈UAA . At last, C sends the global
parameters GP and the public keys {APKaid }aid∈UAA to the
adversary A.

User’s secret key queries. A submits a sequence
{(uidi, {H (uidi)χuidi,a ,ZK − POKuidi,a}a∈Si , Si)}i∈I , where
Si ⊆ U , T (Si) ∩ CAA = ∅, and ZK − POKuidi,a denotes
the zero-knowledge proof of knowledge of discrete logarithm
χuidi,a. (uidi, {H (uidi)χuidi,a ,ZK −POKuidi,a}a∈Si , Si) denotes
that the adversary requests the secrect keys for the attributes
set Si of the user uidi.
C runs the algorithm USKGen(uidi,T (a), a ∈ U ) →

USKuidi,a to get the users’ secret keys, then sends
{USKuidi,Si}i∈I to A.

The secrect keys for the attributes set Si of the user uidi is
set as

USKuidi,Si
= {Kuidi,1, 〈Kuidi,a,2,Kuidi,a,3,Kuidi,a,4,Kuidi,a,5〉a∈Si},

where Kuidi,1 = uidi.
Key forgery.A outputs a decryption keyUSK ′∗ in the form

of

{K∗,1, 〈K∗,a,0,K∗,a,2,K∗,a,3,K∗,a,4,K∗,a,5〉a∈S∗}

to C and wins the game if there exist a ∈ S∗, such
that the algorithm Trace(GP,USK ′∗,a,APKT (a), SCKa) →
((uid,K∗,a,2), or ⊥) outputs (K∗,1,K∗,a,2), but

(K∗,1,K∗,a,2) 6= (uidi,Kuidi,a,2), ∀i ∈ I .

where
USK ′∗,a = 〈K∗,a,0,K∗,1,K∗,a,2,K∗,a,3,K∗,a,4,K∗,a,5〉.

Definition 8: The proposed scheme is fully traceable if no
probabilistic polynomial time adversary can win the above
traceability game with non-negligible advantage.

2) DISHONEST USER GAME
The intuition behind this game is that a dishonest data user
attempts to forge the legal decryption keys with a new secret.
The new secret is different from the secret submitted to the
attribute authority by the data user and embedded in the legal
key. The dishonest user game is played between an adversary
A and a challenger C as follows.
Setup. C runs the algorithm GlobalSetup(1λ) → GP to

get the global public parameters GP, then runs the algorithm
AASetup(GP, aid) → (APKaid ,ASKaid ) to get the key
pairs {(APKaid ,ASKaid )}aid∈UAA . At last, C sends the global
parameters GP and the public keys {APKaid }aid∈UAA to the
adversary A.

User’s secret key queries. A submits a sequence
{(uidi, {H (uidi)χuidi,a ,ZK − POKuidi,a}a∈Si , Si)}i∈I , where
Si ⊆ U , T (Si) ∩ CAA = ∅, and ZK − POKuidi,a denotes
the zero-knowledge proof of knowledge of discrete logarithm
χuidi,a. (uidi, {H (uidi)χuidi,a ,ZK −POKuidi,a}a∈Si , Si) denotes
that the adversary requests the secrect keys for the attributes
set Si of the user uidi.
C runs the algorithm USKGen(uidi,T (a), a ∈ U ) →

USKuidi,a to get the users’ secret keys, then sends
{USKuidi,Si}i∈I to A.
The secrect keys for the attributes set Si of the user uidi is

set as

USKuidi,Si
= {Kuidi,1, 〈Kuidi,a,2,Kuidi,a,3,Kuidi,a,4,Kuidi,a,5〉a∈Si},

where Kuidi,1 = uidi.
Key forgery.A outputs a decryption keyUSK ′∗ in the form

of

{K∗,1, 〈K∗,a,0,K∗,a,2,K∗,a,3,K∗,a,4,K∗,a,5〉a∈S∗}

to C and wins the game if there exist a ∈ S∗, i ∈ I , such
that the algorithm Trace(GP,USK ′∗,a,APKT (a), SCKa) →
((uid,K∗,a,2), or ⊥) outputs

(K∗,1,K∗,a,2) = (uidi,Kuidi,a,2),

where

USK ′∗,a = 〈K∗,a,0,K∗,1,K∗,a,2,K∗,a,3,K∗,a,4,K∗,a,5〉.

But gK∗,a,0 6= gKuidi,a,0 .
Definition 9: The proposed scheme is tamper-resistant if

no probabilistic polynomial time adversary can win the above
security game with non-negligible advantage.

3) DISHONEST AUTHORITY GAME
The intuition behind this game is that a dishonest attribute
authority attempts to forge the legal decryption keys with the
same secret which is embedded in the key by the data user.
The dishonest authority game is played between an adversary
A and a challenger C as follows.

Setup. A with an identity aid ∈ UAA runs the algorithm
GlobalSetup(1λ) → GP to get the global public param-
eters GP, then runs the algorithm AASetup(GP, aid) →
(APKaid ,ASKaid ) to get the key pairs (APKaid ,ASKaid ).
At last,A sends the global parametersGP and the public keys
APKaid to the challenger C.

User’s secret key queries. C with an identity uid submits
(uid,H (uid)χuid,a ,ZK − POKuid,a), where T (a) = aid , and
ZK − POKuid,a denotes the zero-knowledge proof of knowl-
edge of discrete logarithm χuid,a.
A runs the algorithm USKGen(uid,T (a), a ∈ U ) →

USKuid,a to get the user’s secret key, then sendsUSKuid,a to C.
The secrect key for the attribute a of the user uid is in the

form of

〈Kuid,a,1,Kuid,a,2,Kuid,a,3,Kuid,a,4,Kuid,a,5〉.
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Key forgery. The adversary A outputs a decryption key
USK ′∗ in the form of

〈K∗,0,K∗,1,K∗,2,K∗,3,K∗,4,K∗,5〉.

to C and wins the game if K∗,0 = Kuid,a,0.
Definition 10: The proposed scheme is key-stolen-resistant

if no probabilistic polynomial time adversary can win
the above dishonest authority game with a non-negligible
advantage.
Definition 11: The proposed scheme is fully accountable if

no probabilistic polynomial time adversary can win the above
three security games with non-negligible advantage.

V. CONCRETE SCHEME
In this section, the author presents the concrete construction
of accountable and revocable decentralized MA-ABE for the
IoT based on prime-order bilinear groups as follows.

GlobalSetup(1λ)→ GP. The system is created during a
trusted setup. It takes the system security parameter λ as
input. It chooses two suitable multiplicative cyclic groups
G and GT with large prime order p ∈ 2{2λ}. Let g be a
generator of G, and defines a bilinear map e : G×G→ GT
on G. The attribute universe is U = Zp. UAA denotes the
set of all attribute authorities. Additionally, it chooses two
hash functions H and F maps user identities and attributes
to elements of G respectively. The function T maps each
attribute to the unique attribute authority who controls it.
Finally, the algorithm outputs the global public parameters
GP = 〈p, g,G,GT , e,U ,UAA,H ,F,T 〉.

AASetup(GP, aid) → (APKaid ,ASKaid ). This algorithm
is run by attribute authorities. For each authority aid ∈ UAA,
it chooses αaid , βaid , γaid , ηaid ∈ Z∗p as its secret key ASKaid ,
and publishes the public key

APKaid = 〈e(g, g)αaid , gβaid , gγaid , gηaid 〉.

Encrypt(m, (M , ρ),GP, {APKaid }) → CT . This algo-
rithm is run by data owners. It takes a plaintext message m,
an access structure (M , ρ), and a set of authority public keys
{APKaid } as input, whereM ∈ Zl×np and ρ is a map from each
row EMi of M to an attribute ρ(i) ∈ U . Let δ be a function
maps each row EMi to the authority who manages attribute
ρ(i). i.e., δ(i) = T (ρ(i)). For encryption, the algorithm
randomly picks numbers s, v2, . . . , vn,w2, . . . ,wn ∈ Z∗p .
Let Ev = (s, v2, · · · , vn)> and Ew = (0,w2, · · · ,wn)>. For
i = 1, · · · , l, it computes λi = EMiEv, and wi = EMi Ew. The
algorithm picks randomly numbers ri ∈ Z∗p , and computes:

C0 = me(g, g)s, C1,i = e(g, g)λie(g, g)αδ(i)ri ,

C2,i = g−ri , C3,i = gβδ(i)rigwi , C4,i = F(ρ(i))ri ,

C5,i = g−γδ(i)ri , C6,i = g−ηδ(i)ri .

At last, the original ciphertext is

CT = {(M , ρ),C0, {C1,i,C2,i,C3,i,C4,i,C5,i,C6,i}
l
i=1}.

Finally, the ciphertext is sent to CSP.

ReEncrypt(CT ,ReKa) → CTCSP. This algorithm is run
by CSP. On receiving the ciphertext, CSP re-encrypts it by
using the latest re-encrypt keys {ReKa} corresponding to the
attributes set {a} in the ciphertext. If there is a new attribute in
the ciphertext, CSP will ask the re-encrypt key to its attribute
authority T (a). On receiving the require of the re-encrypt key
for a new attribute a, the attribute authority T (a) initializes a
list of usersULa = ∅, then chooses a random number va ∈ Z∗p
as the attribute key, then sets the public key SCKa = gva and
the re-encrypt key ReKa = va. At last, it keeps SCKa sends
the re-encrypt key ReKa to CSP by secure way.

The algorithm takes the original ciphertext CT and the
lastest re-encrypt keys {ReKa} as input, and computes:

C ′3,i = C3,iC
−ReKρ(i)
2,i = gβδ(i)rigvρ(i)rigwi .

At last, the re-encrypted ciphertext is

CTCSP = {(M , ρ),C0, {C1,i,C2,i,C ′3,i,C4,i,C5,i,C6,i}
l
i=1}.

USKGen(uid,T (a), a ∈ U ) → USKuid,a. Since the
attribute a is managed by the authority T (a), then this algo-
rithm is run by the authority T (a). If a is a new attribute in
the system, the attribute authority T (a) initializes a list of
users ULa = ∅, then chooses a random number va ∈ Z∗p
as the attribute key, and sets the public key SCKa = gva and
the re-encrypt key ReKa = va. At last, it saves the public
key (SCKa and sends the re-encrypt key ReKa to CSP via
secure channel. To generate the user’s private key, the user
uid randomly chooses χuid,a ∈ Z∗p as the secret key, and
computes the commitment value H (uid)χuid,a . She/He sends
H (uid)χuid,a and the zero-knowledge proof of knowledge of
discrete logarithm χuidi,a to the authority T (a). The authority
first checks whether the proof of knowledge is valid. It aborts
if it is invalid. Otherwise, it chooses two random numbers
ta ∈ Z∗p and ya ∈ Zp \ {−

γT (a)+uid
ηT (a)

}, i.e.

γT (a) + uid + ηT (a)ya 6= 0(modp).

Then it saves (uid, ya,H (uid)χuid,a ) into the list of users
ULa, and sets

Kuid,a,1 = uid, Kuid,a,2 = ya, Kuid,a,3 = gta ,

Kuid,a,4 = g(γT (a)+ηT (a)ya)ta ,

and

Kuid,a,5 = g
αT (a)

γT (a)+uid+ηT (a)ya H (uid)
βT (a)+va

γT (a)+uid+ηT (a)ya

·F(a)ta (H (uid)χuid,a)
1

γT (a)+uid+ηT (a)ya ,

= g
αT (a)

γT (a)+uid+ηT (a)ya H (uid)
βT (a)+va+χuid,a
γT (a)+uid+ηT (a)ya F(a)ta .

Finally, the private key of the attribute a for the data user
uid is
USKuid,a = 〈Kuid,a,1,Kuid,a,2,Kuid,a,3,Kuid,a,4,Kuid,a,5〉.

The authority sends (SCKa,USKuid,a) to the user.
The user sets Kuid,a,0 = χuid,a, and saves the private key

USK ′uid,a
= 〈Kuid,a,0,Kuid,a,1,Kuid,a,2,Kuid,a,3,Kuid,a,4,Kuid,a,5〉.
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Remarks: on receiving each user the private key USKuid,a,
the user uid can verify whether it is legal and available or not
as follows.

Firstly, s/he checks whether Kuid,a,1 = uid or not.
S/He rejects the key if Kuid,a,1 6= uid . Otherwise, s/he
runs the algorithm Trace(GP,USK ′uid,a,APKT (a), SCKa)→
((uid,Kuid,a,2), or ⊥). S/He rejects the key if it outputs ⊥.
Otherwise, s/he accepts the key.

The user also can save only one uid for all the USK ′uid,a.
i.e. the user saves the private keys as USKuid,Suid =

{Kuid,1, 〈Kuid,a,0,Kuid,a,2,Kuid,a,3,Kuid,a,4,Kuid,a,5〉a∈Suid },
where Kuid,1 = uid and Suid is the user’s attribute set.
Trace(GP,USK ′∗,a,APKT (a), SCKa) → ((uid,K∗,a,2), or
⊥). This algorithm can be run by the auditor or the data users.
It takes the suspicious key USK ′∗,a of the attribute a, GP,
APKT (a), and SCKa as input. If USK ′∗,a is not in the form of

〈K∗,a,0,K∗,a,1,K∗,a,2,K∗,a,3,K∗,a,4,K∗,a,5〉,

it outputs⊥. Otherwise, it runs a key sanity check on USK ′∗,a
as follows.

K∗,a,0,K∗,a,1,K∗,a,2 ∈ Zp, K∗,a,3,K∗,a,4,K∗,a,5 ∈ G,

(5.1)

e(g,K∗,a,4) = e(K∗,a,3, gγT (a)gηT (a)K∗,a,2), (5.2)

e(K∗,a,5, gγT (a)gK∗,a,1gηT (a)K∗,a,2)

= e(g, g)αT (a)

· e(H (K∗,a,1), gβT (a)SCKagK∗,a,0)

· e(F(a),K
K∗,a,1
∗,a,3 K∗,a,4). (5.3)

We say USK ′∗,a passes the key sanity check if the
Eqs. (1)-(3) hold for the attribute a. If USK ′∗,a passes the key
sanity check, the algorithm outputs uid = K∗,a,1 and K∗,a,2.
Otherwise, it outputs ⊥.
Audit(GP,USK ′∗,a,APKT (a), SCKa) → (uid, or T (a),

or ⊥). This algorithm can be run by the auditor.
It takes the suspicious key USK ′∗,a of the attribute a,
GP, APKT (a), and SCKa as input. Firstly, it run the algo-
rithm Trace(GP,USK ′∗,a,APKT (a), SCKa)→ ((uid,K∗,a,2),
or ⊥). It aborts and outputs ⊥ if the Trace-algorithm out-
puts ⊥.
Otherwise, theTrace-algorithm outputs uid = K∗,a,1, then

the auditor makes the following judgment.
If uid exist, the data user is asked to submit his/her private

key USKuid,a =
〈gKuid,a,0 ,Kuid,a,1,Kuid,a,2,Kuid,a,3,Kuid,a,4,Kuid,a,5〉a∈Suid ,
where gKuid,a,0 instead of Kuid,a,0 to keep Kuid,a,0 in a secret
state. IfUSKuid,a does not pass the key sanity check, it outputs
‘‘uid’’ which indicates that the user with uid is dishonest. If
USKuid,a passes the key sanity check, and gK∗,a,0 = gKuid,a,0 ,
it outputs ‘‘uid’’ which indicates that the users with uid is
dishonest. Otherwise, it outputs ‘‘T (a)’’ which indicates that
the attribute authority T (a) is dishonest.
Decrypt(CTCSP,GP,USKuid,Suid ) → m. This algorithm

is run by data users. Suppose a user uid with a set of unre-
voked attributes Suid wants to decrypt the ciphertext CTCSP.

If Suid 6|H (M , ρ), this algorithm outputs⊥. Otherwise, it exist
a subset {ρ(i) : i ∈ I ⊂ [l]} of Suid satisfy the access policy
(M , ρ). Then it calculates constants {ci : i ∈ I } such that∑

i∈I ci EMi = (1, 0, · · · , 0). Then it computes: for all i ∈ I ,

Di = C1,ie(Kuid,ρ(i),5,C
Kuid,1
2,i C5,iC

Kuid,ρ(i),2
6,i )

· e(H (Kuid,1),C ′3,iC
−Kuid,ρ(i),0
2,i )

· e(K
Kuid,1
uid,ρ(i),3Kuid,ρ(i),4,C4,i),∏

i∈I

Dcii = e(g, g)s,

C0

e(g, g)s
=

me(g, g)s

e(g, g)s
= m.

OutsourcingDecryption. The data user can choose to out-
source decryption if he owns limited resources or for saving
resources. This feature is implemented in four algorithms.

TKGen(USKuid,Suid ) → (RKuid ,TKuid,Suid ). This algo-
rithm is run by data users. Assuming that a user uid with a set
of unrevoked attributes Suid wants to decrypt the ciphertext
CTCSP. Firstly, it chooses a random numbers z ∈ Z∗p as the
retrieving key, i.e., RKuid = z, then computes:

K∗uid,a,4 = K
Kuid,1
uid,a,3Kuid,a,4, K∗uid,a,5 = K z

uid,a,5,

Then it sets the transformation key TKuid,Suid =

{Kuid,1, 〈K∗uid,a,4,K
∗

uid,a,5〉a∈Suid }.

PreDec(USKuid,Suid ,CTCSP,GP) → CTuid . This algo-
rithm is run by data users. Assuming that a user uid with a set
of unrevoked attributes Suid wants to decrypt the ciphertext
CTCSP. Firstly, it pre-decryptes the ciphertext by computing:

C∗3,i = C ′3,iC
−Kuid,ρ(i),0
2,i , C∗6,i = C

Kuid,ρ(i),2
6,i .

Then it set the pre-decrypted ciphertext as CTuid =
{(M , ρ),C0, {C1,i,C2,i,C∗3,i,C4,i,C5,i,C∗6,i}

l
i=1}.

At last, it sends TKuid,Suid and CTuid to CSP.
PartDec(TKuid,Suid ,CTuid ,GP) → CTout . This algorithm

is run by CSP. Assuming that the subset {ρ(i) : i ∈ I ⊂ [l]} of
Suid satisfies the access policy (M , ρ). It calculates constants
{ci : i ∈ I } such that

∑
i∈I ci EMi = (1, 0, · · · , 0), then it

computes:

CT1 =
∏
i∈I

(C1,ie(H (Kuid,1),C∗3,i)e(K
∗

uid,ρ(i),4,C4,i))ci ,

and

CT2 =
∏
i∈I

(e(K∗uid,ρ(i),5,C
Kuid,1
2,i C5,iC∗6,i))

ci .

Finally, it sets CTout = (CT1,CT2) and sends it to the data
user.

FinalDec(CTout ,RKuid ) → m. This algorithm is run by
data users. It computes:

C0

CT1CT
1
z
2

=
me(g, g)s

e(g, g)s
= m.
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Revoke(uid, a,ULa) → (SCK ′a,ReK
′
a,

{UpKa,uid ′}uid ′∈ULa−{uid}). If an attribute a is revoked
from the data user uid , the authority T (a) deletes
(uid, ya,H (uid)χuid,a) from the list ULa, and chooses a new
attribute key v′a

R
← Z∗p . Then the authority calculates the

new SCK ′a = gv
′
a , the new re-encrypt key ReK ′a = v′a, and

the update key UpKa,uid ′ = H (uid ′)
v′a−va

γT (a)+uid
′+ηT (a)ya for the

non-revoked user uid ′ in ULa.
At last, the authority sends SCK ′a to auditor, ReK ′a to CSP,

and (SCK ′a,UpKa,uid ′ ) to the non-revoked user uid ′ respec-
tively.

After receiving the update key, the non-revoked user uid ′

updates the private keys by calculating:

K ′uid ′,a,5 = Kuid ′,a,5UpKa,uid ′

= g
αT (a)

γT (a)+uid
′+ηT (a)ya H (uid ′)

βT (a)+v
′
a+χuid,a

γT (a)+uid
′+ηT (a)ya F(a)ta .

After receiving the new re-encrypt key, CSP updates the
involved data by running the algorithm ReEncrypt(CTCSP,
ReK ′a − ReKa)→ CTCSP.

C ′′3,i = C ′3,i(C2,i)−(ReK
′
a−ReKa) = C ′3,i(C2,i)va−v

′
a

= gβδ(i)rigvρ(i)rigwig(v
′
a−va)ri = gβδ(i)rigv

′

ρ(i)rigwi ,

where a = ρ(i).
If an attribute authority wants to revoke the attribute a from

the system, it revokes the attribute a from all the users who
own a in ULa, by running the above algorithm.
If the system wants to revoke a user uid from the system,

it asks all the involved attribute authorities to revoke all the
attributes from the user uid , by running the above algorithm.

Correctness.

Di = C1,ie(Kuid,ρ(i),5,C
Kuid,1
2,i C5,iC

Kuid,ρ(i),2
6,i )

· e(H (Kuid,1),C ′3,iC
−Kuid,ρ(i),0
2,i )

· e(K
Kuid,1
uid,ρ(i),3Kuid,ρ(i),4,C4,i)

= e(g, g)λie(g, g)αδ(i)ri

· e(g
αδ(i)

γδ(i)+uid+ηδ(i)yρ(i) H (uid)
βδ(i)+vρ(i)+χuid,ρ(i)
γδ(i)+uid+ηδ(i)yρ(i) F(ρ(i))tρ(i) ,

g−riuidg−γδ(i)rig−ηδ(i)riyρ(i) )

· e(H (uid), gβδ(i)rigvρ(i)rigwigχuid,ρ(i)ri )

· e(gtρ(i)uidg(γδ(i)+ηδ(i)yρ(i))tρ(i) ,F(ρ(i))ri )

= e(g, g)λie(g, g)αδ(i)ri

· e(g
αδ(i)

γδ(i)+uid+ηδ(i)yρ(i) H (uid)
βδ(i)+vρ(i)+χuid,ρ(i)
γδ(i)+uid+ηδ(i)yρ(i) F(ρ(i))tρ(i) ,

g−ri(γδ(i)+uid+ηδ(i)yρ(i)))

· e(H (uid), g(βδ(i)+vρ(i)+χuid,ρ(i))rigwi )

· e(g(γδ(i)+uid+ηδ(i)yρ(i))tρ(i) ,F(ρ(i))ri )

= e(g, g)λie(g, g)αδ(i)rie(g, g)−αδ(i)ri

· e(H (uid)βδ(i)+vρ(i)+χuid,ρ(i) , g−ri )

· e(F(ρ(i))tρ(i) , g−ri(γδ(i)+uid+ηδ(i)yρ(i)))

· e(H (uid), g(βδ(i)+vρ(i)+χuid,ρ(i))rigwi )

· e(g(γδ(i)+uid+ηδ(i)yρ(i))tρ(i) ,F(ρ(i))ri )

= e(g, g)λie(H (uid), g)wi ,

If Suid |H (M , ρ), it exist a subset {ρ(i) : i ∈ I ⊂ [l]}
of Suid satisfy the access policy (M , ρ). Then it can calculate
constants {ci : i ∈ I } such that

∑
i∈I EciMi = (1, 0, · · · , 0).

Then, it has∑
i∈I

λici =
∑
i∈I

Ev EMici = Ev(1, 0, · · · , 0) = s,

and ∑
i∈I

wici =
∑
i∈I

Ew EMici = Ew(1, 0, · · · , 0) = 0.

Therefore,∏
i∈I

Dcii =
∏
i∈I

(e(g, g)λie(H (uid), g)wi )ci

=

∏
i∈I

e(g, g)λicie(H (uid), g)wici

= e(g, g)

∑
i∈I
λici

e(H (uid), g)

∑
i∈I

wici

= e(g, g)s,

Hence, it has
C0

e(g, g)s
=

me(g,g)s

e(g,g)s = m.

In the outsourcing decryption mode,

e(H (Kuid,1),C∗3,i)e(K
∗

uid,ρ(i),4,C4,i)

= e(H (uid), gβδ(i)rigvρ(i)rigwigχuid,ρ(i)ri )

· e(gtρ(i)uidg(γδ(i)+ηδ(i)yρ(i))tρ(i) ,F(ρ(i))ri )

= e(H (uid), g(βδ(i)+vρ(i)+χuid,ρ(i))rigwi )

· e(g(uid+γδ(i)+ηδ(i)yρ(i))tρ(i) ,F(ρ(i))ri )

= e(H (uid), g)wi · e(H (uid), g)(βδ(i)+vρ(i)+χuid,ρ(i))ri

· e(g,F(ρ(i)))(uid+γδ(i)+ηδ(i)yρ(i))tρ(i)ri ,

CT1 =
∏
i∈I

(C1,ie(H (Kuid,1),C∗3,i)e(K
∗

uid,ρ(i),4,C4,i))ci ,

=

∏
i∈I

e(g, g)λicie(H (uid), g)wicie(g, g)αδ(i)rici

· e(H (uid), g)(βδ(i)+vρ(i)+χuid,ρ(i))rici

· e(g,F(ρ(i)))(uid+γδ(i)+ηδ(i)yρ(i))tρ(i)rici

= e(g, g)s

·

∏
i∈I

e(g, g)αδ(i)ricie(H (uid), g)(βδ(i)+vρ(i)+χuid,ρ(i))rici

· e(g,F(ρ(i)))(uid+γδ(i)+ηδ(i)yρ(i))tρ(i)rici ,

e(K∗uid,ρ(i),5,C
Kuid,1
2,i C5,iC∗6,i)

= e(g
zαδ(i)

γδ(i)+uid+ηδ(i)yρ(i) H (uid)
z(βδ(i)+vρ(i)+χuid,ρ(i))
γδ(i)+uid+ηδ(i)yρ(i)

·F(ρ(i))ztρ(i) , g−riuidg−γδ(i)rig−ηδ(i)riyρ(i) )

= e(g
zαδ(i)

γδ(i)+uid+ηδ(i)yρ(i) H (uid)
z(βδ(i)+vρ(i)+χuid,ρ(i))
γδ(i)+uid+ηδ(i)yρ(i)

·F(ρ(i))ztρ(i) , g−ri(γδ(i)+uid+ηδ(i)yρ(i)))

= e(g, g)−zαδ(i)rie(H (uid), g)−z(βδ(i)+vρ(i)+χuid,ρ(i))ri

· e(g,F(ρ(i)))−z(uid+γδ(i)+ηδ(i)yρ(i))tρ(i)ri
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CT2 =
∏
i∈I

(e(K∗uid,ρ(i),5,C
Kuid,1
2,i C5,iC∗6,i))

ci

=

∏
i∈I

e(g, g)−zαδ(i)ricie(H (uid), g)−z(βδ(i)+vρ(i)+χuid,ρ(i))rici

· e(g,F(ρ(i)))−z(uid+γδ(i)+ηδ(i)yρ(i))tρ(i)rici .

Hence,

C0

CT1CT
1
z
2

=
me(g, g)s

e(g, g)s
= m.

VI. SECURITY ANALYSIS
A. STATIC SECURITY
Then Theorem 1 proves that the proposed scheme is statically
secure as the RW15 scheme [12].
Theorem 1: The proposed concrete scheme is statically

secure in the random oracle model under the q−DPBDHE2
assumption.

Proof: Suppose that there exists a PPT adversaryAwho
can break the proposed scheme with non-negligible advan-
tage ε, then the author can build a simulator B to break the
RW15 scheme [12] with the same advantages. Denote the
challenger of the RW15 scheme by C.
System Setup: B gets the global parameters GP =

〈p, g,G,GT , e,U ,UAA,T ,F,H〉 from C, then passes them
to the adversary A, where the random oracles H and F are
programmed by C.

Adversary’s queries: The adversary B issues a polynomi-
ally bounded number of queries statically:
• Authority’s public key queries: A submits a set of the

non-corrupt authorities NAA ⊆ UAA, and a set of the corrupt
authorities CAA ⊆ UAA, where NAA∩CAA = ∅, andA creates
the public keys of the corrupt authorities by himself.
• User’s secret key queries: A submits a sequence
{(uidi, {H (uidi)χuidi,a ,ZK − POKuidi,a}a∈Si , Si)}i∈I , where
Si ⊆ U , T (Si) ∩ CAA = ∅, and ZK − POKuidi,a denotes
the zero-knowledge proof of knowledge of discrete logarithm
χuidi,a. (uidi, {H (uidi)χuidi,a ,ZK −POKuidi,a}a∈Si , Si) denotes
that the adversary requests the secrect keys for the attributes
set Si of the user uidi.
• Transformation key queries: A submits a sequence
{(uidj, {H (uidj)

χuidj,a ,ZK−POKuidj,a}a∈Sj , Sj)}j∈J , where J∩
I = ∅, Sj ⊆ U , T (Sj)∩CAA = ∅, and ZK−POKuidj,a denotes
the zero-knowledge proof of knowledge of discrete logarithm
χuidj,a. (uidj, {H (uidj)

χuidj,a ,ZK −POKuidj,a}a∈Sj , Sj) denotes
that the adversary requests the transformation keys for the
attributes set Sj of the user uidj.
• Revocation queries: A submits a sequence
{(uidk , Sk )}k∈K , where Sk ⊆ U and T (Sk ) ∩ CAA = ∅.
A pair (uidk , Sk ) denotes that the adversary asks to revoke
the attributes set Sk from the user uidk .
• Encryption queries: A submits a challenge access

structure (M , ρ), and two equal-length messages m0, m1.
We require that the attributes set ∪

i∈I∪J
Si ∪ {a ∈ aid}aid∈CAA

does not satisfy (M , ρ).

Challenger’s replies: After receiving the adversary’s
queries, the simulator B sends CAA, NAA, {(uidi, Si)}i∈I∪J ,
(M , ρ),m0,m1 to C for request the corresponding public keys,
secret keys, ciphertext. C returnes the public keys

{APKaid = 〈e(g, g)αaid , gβaid 〉}aid∈NAA ,

the secret keys

{〈gαT (a)H (uidi)βT (a)F(a)ta , gta〉a∈Si}i∈I∪J ,

and the challenge ciphertext CT as follows:

C0 = mbe(g, g)s, C1,i = e(g, g)λie(g, g)αδ(i)ri ,

C2,i = g−ri , C3,i = gβδ(i)rigwi , C4,i = F(ρ(i))ri ,

where i = 1, · · · , l. Then B replies the queries as follows:
•Authority’s public key replies: For each authority aid ∈

NAA, B randomly chooses γaid , ηaid ∈ Z∗p, and sets the public
key as

APK ′aid = 〈e(g, g)
αaid , gβaid , gγaid , gηaid 〉.

For each attribute a ∈ aid , B initializes a list of users
ULa = ∅, then chooses a random number va ∈ Z∗p as the
attribute key.
• User’s secret key replies: For each pair (uidi, {H

(uidi)χuidi,a ,ZK − POKuidi,a}a∈Si , Si), and each attribute
a ∈ Si, B picks randomly ya ∈ Z∗p \ {−

γT (a)+uidi
ηT (a)

}, i.e.

γT (a) + uidi + ηT (a)ya 6= 0(modp),

and implicitly sets t ′a =
ta

γT (a)+uidi+ηT (a)ya
. And B computes

the secret key of each attribute a ∈ Si.

Kuidi,a,1 = uidi,Kuidi,a,2 = ya,

Kuidi,a,3 = (gta )
1

γT (a)+uidi+ηT (a)ya = gt
′
a ,

Kuidi,a,4 = K
γT (a)+ηT (a)ya
uidi,a,3

= g(γT (a)+ηT (a)ya)t
′
a ,

Kuidi,a,5 = (gαT (a)H (uidi)βT (a)F(a)taH (uidi)va )
1

γT (a)+uidi+ηT (a)ya

· (H (uidi)χuidi,a )
1

γT (a)+uidi+ηT (a)ya

= g
αT (a)

γT (a)+uidi+ηT (a)ya H (uidi)
βT (a)+va+χuidi,a
γT (a)+uidi+ηT (a)ya F(a)t

′
a .

At last, B sets the secret key as

USKuidi,Si
= 〈Kuidi,a,1,Kuidi,a,2,Kuidi,a,3,Kuidi,a,4,Kuidi,a,5〉a∈Si .

• Transformation key replies: For each pair (uidj, {H
(uidj)

χuidj,a ,ZK − POKuidj,a}a∈Sj , Sj), B generates the secret
keys as the same as it in user’s secret key replies:

USKuidj,Sj
= {Kuidj,1, 〈Kuidj,a,2,Kuidj,a,3,Kuidj,a,4,Kuidj,a,5〉a∈Sj},

where Kuidj,1 = uidj.
Then B picks randomly zj ∈ Zp, and computes:

K∗uidj,a,4 = K
Kuidj,1
uidj,a,3

Kuidj,a,4, K∗uidj,a,5 = K
zj
uidj,a,5

,
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Then it sets the transformation key TKuidj,Sj =

{Kuidj,1, 〈K
∗

uidj,a,4,K
∗

uidj,a,5〉a∈Sj}.

• Revocation replies: For each pair (uidk , Sk ), each
attribute a ∈ Sk , B deletes (uidk , ya,H (uidk )χuidk ,a ) from
the list ULa, and chooses a new attribute key v′a

R
← Z∗p .

Then it calculates the new public key SCK ′a = gv
′
a , the re-

encrypt key ReK ′a = v′a, and the update key UpKa,uid ′ =

H (uid ′)
v′a−va

γT (a)+uid
′+ηT (a)ya , where uid ′ is the non-revoked user.

At last, it updates the involved data by running the algorithm
ReEncrypt(CTCSP,ReK ′a − ReKa)→ CTCSP.
• Encryption replies: For i = 1, · · · , l, B computes

C ′3,i = C3,iC
−vρ(i)
2,i = gβδ(i)rigwigvρ(i)ri ,

C5,i = C
γδ(i)
2,i = g−γδ(i)ri , C6,i = C

ηδ(i)
2,i = g−ηδ(i)ri ,

then sets the challenge ciphertext as

CT ′ = (C0, {C1,i,C2,i,C ′3,i,C4,i,C5,i,C6,i}
l
i=1).

Guess: A outputs a guess bit b′ ∈ {0, 1}, then B sends b′

to C.
If A has advantage AdvA(λ) = ε in breaking the con-

crete scheme, then B can break the RW15 scheme [12]
with the same advantage AdvA(λ) = ε. As shown in [12],
the RW15 scheme is statically secure in the random oracle
model under the q − DPBDHE2 assumption, so is the pro-
posed scheme.�

B. ACCOUNTABILITY
Theorem 2 proves that the identity of the user (uid) in the
available decryption key (including the forged decryption
key) can be traced.
Lemma 1 [49]: If the q-SDH assumption holds in G, then

the Boneh-Boyen full signature scheme is secure against
strong existential forgery under an adaptive chosen message
attack.
Lemma 2: If the Boneh-Boyen full signature scheme [49]

is secure against strong existential forgery under an adaptive
chosen message attack, then the proposed scheme is fully
traceable.

Proof: Suppose that there exists a PPT adversary A
wins the traceability game with a non-negligible advantage
ε, then the author can build a simulator B has the same
advantages to break the Boneh-Boyen full signature scheme
(BB scheme, [49]) under an adaptive chosen message attack.
Denote the challenger of the BB scheme by C.
Since the attribute authority does not know χuid,a in

H (uid)χuid,a , the proposed scheme is difficult to be proved
fully traceable. Such situation occurs in the schemes [52],
the simulator used a knowledge extractor to get χuid,a in their
security proof. In the proof, it assumes that the simulator
knows χuid,a by using the same technology.

Setup. Let UAA be the authority universe. For each aid ∈
UAA, Sigaid is a BB scheme in the prime order group G with
the public key {p,G, g, gγaid , gηaid }. The challenger C sends

the public keys {p,G, g, gγaid , gηaid }aid∈UAA to the simulator
B. B chooses a suitable multiplicative cyclic groups GT with
the prime order p, and defines a bilinear map e : G×G→ GT
onG. The attribute universe is U = Zp. For each aid ∈ UAA,
B randomly picks αaid , βaid ∈ Z∗p, and sets the public key as
APKaid = {e(g, g)αaid , gβaid , gγaid , gηaid }. B sends the global
parameters GP = 〈p, g,G,GT , e,U ,UAA,T ,F,H〉 and the
public keys {APKaid }aid∈UAA to the adversary A, where the
random oracles F and H are programmed by B.

B initializes two empty tables T1,T2 and answers the ran-
dom oracles as follows:

(1) Random oracle hash H (uid): If there is an entry
(uid, huid , ghuid ) in T1, then B outputs ghuid . Otherwise, B
randomly chooses huid ∈ Z∗p, then outputs ghuid and saves
(uid, huid , ghuid ) in T1.
(2) Random oracle hash F(a): If there is an entry (a, fa, gfa )

in T2, thenB outputs gfa . Otherwise,B randomly chooses fa ∈
Z∗p, then outputs gfa and saves (a, fa, gfa ) in T2.
User’s secret key queries. A submits a sequence
{(uidi, {H (uidi)χuidi,a ,ZK − POKuidi,a}a∈Si , Si)}i∈I , where
Si ⊆ U , T (Si) ∩ CAA = ∅, and ZK − POKuidi,a denotes
the zero-knowledge proof of knowledge of discrete logarithm
χuidi,a. (uidi, {H (uidi)χuidi,a ,ZK −POKuidi,a}a∈Si , Si) denotes
that the adversary requests the secrect keys for the attributes
set Si of the user uidi.
For each (uidi, {H (uidi)χuidi,a ,ZK − POKuidi,a}a∈Si , Si), B

extracts {χuidi,a} as anaylsis at the begining.
For each a ∈ Si, if there is no a list of users for the

attribute a, B initializes a list of users ULa = ∅, then
chooses a random number va ∈ Z∗p as the attribute key.
B submits (uidi,T (a)) to C and obtains the corresponding

signature (g
1

γT (a)+uidi+ηT (a)ya , ya), where ya is a random value
in Z∗p \ {−

γT (a)+uidi
ηT (a)

}, i.e. γT (a) + uidi + ηT (a)ya 6= 0(modp).
B chooses a random numbers ta ∈ Z∗p and computes

Kuidi,a,1 = uidi, Kuidi,a,2 = ya, Kuidi,a,3 = gta ,

Kuidi,a,4 = (gγT (a) )ta (gηT (a) )yata = g(γT (a)+ηT (a)ya)ta ,

and

Kuidi,a,5

= (g
1

γT (a)+uidi+ηT (a)ya )αT (a)+(βT (a)+va+χuidi,a)huidi gfata

= g
αT (a)

γT (a)+uidi+ηT (a)ya g
huidi

βT (a)+va+χuidi,a
γT (a)+uidi+ηT (a)ya gfata

= g
αT (a)

γT (a)+uidi+ηT (a)ya H (uidi)
βT (a)+va+χuidi,a
γT (a)+uidi+ηT (a)ya F(a)ta .

The secrect keys for the attributes set Si of the user uidi is
set as

USKuidi,Si
= {uidi, 〈Kuidi,a,2,Kuidi,a,3,Kuidi,a,4,Kuidi,a,5〉a∈Si}.

Finally, B sends {USKuidi,Si}i∈I to A.
Key forgery. A outputs a decryption key USK∗ to B.

Since A wins the traceability game with a non-negligible
advantage ε, the decryption key USK∗ is in the form of
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USK∗ = {K∗,1, 〈K∗,a,0,K∗,a,2,K∗,a,3,K∗,a,4,K∗,a,5〉a∈S∗}.
Moreover, there exist a ∈ S∗, such that the algorithm
Trace(GP,USK ′∗,a,APKT (a), SCKa)→ ((uid,K∗,a,2), or⊥)
outputs (K∗,1,K∗,a,2), but

(K∗,1,K∗,a,2) 6= (uidi,Kuidi,a,2), ∀i ∈ I .

Hence,

K∗,a,0,K∗,1,K∗,a,2 ∈ Zp, K∗,a,3,K∗,a,4,K∗,a,5 ∈ G,

(6.4)

e(g,K∗,a,4) = e(K∗,a,3, gγT (a)gηT (a)K∗,a,2 ), (6.5)

e(K∗,a,5, gγT (a)gK∗,1gηT (a)K∗,a,2 )

= e(g, g)αT (a) · e(H (K∗,1), gβT (a)

· SCKagK∗,a,0 )e(F(a),K
K∗,1
∗,a,3K∗,a,4).

(6.6)

Without loss of generality, assume thatA has made the ran-
dom oracle hash H (K∗,1) and F(a) before outputting USK∗
which passes the key sanity check. Hence, B obtains that
H (K∗,1) = ghK∗,1 and F(a) = gfa by extract the records from
T1 and T2. Since K∗,a,3 ∈ G, B can assume that K∗,a,3 = gt3
where t3 ∈ Z∗p is unknown. So, according to (6.5), we have

e(g,K∗,a,4) = e(K∗,a,3, gγT (a)gηT (a)K∗,a,2)

= e(gt3 , gγT (a)+ηT (a)K∗,a,2)

= e(g, g(γT (a)+ηT (a)K∗,a,2)t3 ).

It implies that K∗,a,4 = g(γT (a)+ηT (a)K∗,a,2)t3 .
According to (6.6), we have

e(K∗,a,5, gγT (a)gK∗,1gηT (a)K∗,a,2 )

= e(g, g)αT (a)

· e(H (K∗,1), gβT (a)SCKagK∗,a,0 )e(F(a),K
K∗,1
∗,a,3K∗,a,4)

⇒ e(K∗,a,5, gγT (a)+K∗,1+ηT (a)K∗,a,2 ) = e(g, g)αT (a)

· e(ghK∗,1 , gβT (a)gvagK∗,a,0 )e(gfa , gt3K∗,1g(γT (a)+ηT (a)K∗,a,2)t3 )

= e(g, g)αT (a)+(βT (a)+va+K∗,a,0)hK∗,1

· e(gfat3 , gK∗,1+γT (a)+ηT (a)K∗,a,2)

= e(g
αT (a)+(βT (a)+va+K∗,a,0)hK∗,1

K∗,1+γT (a)+ηT (a)K∗,a,2 gfat3 , gK∗,1+γT (a)+ηT (a)K∗,a,2).

⇒ K∗,a,5 = g
αT (a)+(βT (a)+va+K∗,a,0)hK∗,1

K∗,1+γT (a)+ηT (a)K∗,a,2 gfat3

= g
αT (a)+(βT (a)+va+K∗,a,0)hK∗,1

K∗,1+γT (a)+ηT (a)K∗,a,2 K fa
∗,a,3,

Then B computes

σT (a) =

(
K∗,a,5

K fa
∗,a,3

) 1
αT (a)+(βT (a)+va+K∗,a,0)hK∗,1

= g
1

K∗,1+γT (a)+ηT (a)K∗,a,2 .

Since K∗,a,0,K∗,1,K∗,a,2 ∈ Zp, (σT (a),K∗,a,2) is a valid
signature on message K∗,1 in the BB scheme SigT (a), but

(K∗,1,K∗,a,2) 6= (uidi,Kuidi,a,2), ∀i ∈ I .

where Kuidi,a,2 = ya.

Therefore, (σT (a),K∗,a,2) is different from

(g
1

γT (a)+uidi+ηT (a)ya , ya) which implies that B breaks the
Boneh-Boyen full signature scheme with the same advan-
tage ε.�
Theorem 2: If the q-SDH assumption holds in G, then the

proposed scheme is fully traceable.
Proof: It follows directly from Lemma 1 and

Lemma 2.�
Theorem 3 proves that no dishonest data user can forge the

legal decryption keys.
Theorem 3: If the DLP assumption holds in G, then No

PPT adversary can win the dishonest user game with non-
negligible advantage.

Proof: Suppose that there exists a PPT adversary A
who can win the dishonest user game with a non-negligible
advantage ε, then we can prove thatA break the DLP assump-
tion with the same advantages. Denote the challenger of the
propose scheme by C.

Setup. C runs the algorithm GlobalSetup(1λ) → GP to
get the global public parameters GP, then runs the algorithm
AASetup(GP, aid) → (APKaid ,ASKaid ) to get the key
pairs {(APKaid ,ASKaid )}aid∈UAA . At last, C sends the global
parameters GP and the public keys {APKaid }aid∈UAA to the
adversary A.

User’s secret key queries. A submits a sequence
{(uidi, {H (uidi)χuidi,a ,ZK − POKuidi,a}a∈Si , Si)}i∈I , where
Si ⊆ U , T (Si) ∩ CAA = ∅, and ZK − POKuidi,a denotes
the zero-knowledge proof of knowledge of discrete logarithm
χuidi,a. (uidi, {H (uidi)χuidi,a ,ZK −POKuidi,a}a∈Si , Si) denotes
that the adversary requests the secrect keys for the attributes
set Si of the user uidi.
C runs the algorithm USKGen(uidi,T (a), a ∈ U ) →

USKuidi,a to get the users’ secret keys, then sends
{USKuidi,Si}i∈I to A.
The secrect keys for the attributes set Si of the user uidi is

set as

USKuidi,Si
= {Kuidi,1, 〈Kuidi,a,2,Kuidi,a,3,Kuidi,a,4,Kuidi,a,5〉a∈Si},

where Kuidi,1 = uidi.
Key forgery.A outputs a decryption keyUSK ′∗ in the form

of

{K∗,1, 〈K∗,a,0,K∗,a,2,K∗,a,3,K∗,a,4,K∗,a,5〉a∈S∗}

to C and wins the game a non-negligible advantage ε.
Hence, there exist a ∈ S∗, i ∈ I , such that the algorithm
Trace(GP,USK ′∗,a,APKT (a), SCKa)→ ((uid,K∗,a,2), or⊥)
outputs

(K∗,1,K∗,a,2) = (uidi,Kuidi,a,2),

where

USK ′∗,a = 〈K∗,a,0,K∗,1,K∗,a,2,K∗,a,3,K∗,a,4,K∗,a,5〉.

But gK∗,a,0 6= gKuidi,a,0 which implies that

H (uidi)K∗,a,0 6= H (uidi)Kuidi,a,0 .

VOLUME 9, 2021 123799



K. Huang: Accountable and Revocable Large Universe Decentralized MA-ABE for Cloud-Aided IoT

Therefore,

K∗,a,0 ∈ Zp, K∗,a,3,K∗,a,4,K∗,a,5 ∈ G, (6.7)

e(g,K∗,a,4) = e(K∗,a,3, gγT (a)gηT (a)Kuidi,a,2), (6.8)

e(K∗,a,5, gγT (a)guidigηT (a)Kuidi,a,2 )

= e(g, g)αT (a) · e(H (uidi), gβT (a)SCKagK∗,a,0 )

· e(F(a),K uidi
∗,a,3K∗,a,4). (6.9)

Since K∗,a,3 ∈ G, B can assume that K∗,a,3 = gt3 where
t3 ∈ Z∗p is unknown. So, according to (6.8), we have

e(g,K∗,a,4) = e(K∗,a,3, gγT (a)gηT (a)Kuidi,a,2 )

= e(gt3 , gγT (a)+ηT (a)Kuidi,a,2 )

= e(g, g(γT (a)+ηT (a)Kuidi,a,2)t3 )

It implies that K∗,a,4 = g(γT (a)+ηT (a)Kuidi,a,2)t3 .
According to (6.9), we have

e(K∗,a,5, gγT (a)+uidi+ηT (a)Kuidi,a,2 )

= e(g, g)αT (a) · e(H (uidi), gβT (a)gvagK∗,a,0)

· e(F(a), gt3uidig(γT (a)+ηT (a)Kuidi,a,2)t3 )

⇒ e(K∗,a,5, gγT (a)+uidi+ηT (a)Kuidi,a,2 )

= e(gαT (a) , g) · e(H (uidi)βT (a)+va+K∗,a,0 , g)

· e(F(a)t3 , guidi+γT (a)+ηT (a)Kuidi,a,2 )

⇒ e(K∗,a,5, gγT (a)+uidi+ηT (a)Kuidi,a,2 )

= e(g
αT (a)

uidi+γT (a)+ηT (a)Kuidi,a,2 , guidi+γT (a)+ηT (a)Kuidi,a,2 )

· e(H (uidi)
βT (a)+va+K∗,a,0

uidi+γT (a)+ηT (a)Kuidi,a,2 , guidi+γT (a)+ηT (a)Kuidi,a,2 )

· e(F(a)t3 , guidi+γT (a)+ηT (a)Kuidi,a,2 )

⇒ K∗,a,5

= g
αT (a)

uidi+γT (a)+ηT (a)Kuidi,a,2 H (uidi)
βT (a)+va+K∗,a,0

uidi+γT (a)+ηT (a)Kuidi,a,2 F(a)t3 .

Since A cannot break the hash function H (uid) and F(a),
we can assume that K∗,a,5 = Kuidi,a,5H (uidi)d1F(a)d2 , where
d1 and d2 are known by A. It implies that

K∗,a,0 − χuidi,a,0
uidi + γT (a) + ηT (a)Kuidi,a,2

= d1 6= 0.

So A can compute

γT (a) + ηT (a)Kuidi,a,2 =
K∗,a,0 − χuidi,a,0

d1
− uidi.

Hence, we can conclude thatA has solved the DL problem
(Kuidi,a,3,Kuidi,a,4) = (gta , gta(γT (a)+ηT (a)Kuidi,a,2)). However,
solving discrete logarithm problem is hard in G. Therefore,
No PPT adversary can win the dishonest user game with non-
negligible advantage. �

Theorem 4 proves that no attribute authority can forge the
legal decryption keys of legitimate users.
Theorem 4: If the DLP assumption holds in G, then No

PPT adversary can win the dishonest authority game with
non-negligible advantage.

Proof: Suppose that there exists a PPT adversaryAwho
can win the dishonest authority game with a non-negligible

advantage ε, then we can build a simulator B can break
the DLP assumption with the same advantages. Denote the
challenger in the DLP assumption by C.

Setup. A with an identity aid ∈ UAA runs the algorithm
GlobalSetup(1λ) → GP to get the global public param-
eters GP, then runs the algorithm AASetup(GP, aid) →
(APKaid ,ASKaid ) to get the key pairs (APKaid ,ASKaid ).
At last,A sends the global parametersGP and the public keys
APKaid to the challenger C.
User’s secret key queries. B submits H (uid) to C and

obtains (H (uid),H (uid)χ ). As the same in [52], by the zero-
knowledge property of the proof system, B uses a simulator
to simulate the required proof without of knowledge of χ and
submits (uid,H (uid)χ ) to A.
A runs the algorithm USKGen(uid,T (a), a ∈ U ) →

USKuid,a to get the users’ secret keys, then sends USKuid,a
to B.

The secrect key for the attribute a of the user uid is in the
form of

〈Kuid,a,1,Kuid,a,2,Kuid,a,3,Kuid,a,4,Kuid,a,5〉.

Key forgery. The adversary A outputs a decryption key
USK ′∗ in the form of

〈K∗,0,K∗,1,K∗,2,K∗,3,K∗,4,K∗,5〉.

to B, B sends K∗,0 to C. If A wins the game with a
non-negligible advantage ε, then B breaks the DLP assump-
tion with the same advantage.�

C. FORWARD AND BACKWARD SECURITY
Theorem 5 proves that the proposed scheme is secure against
the collusion attack launched by revoked users and nonre-
voked users.
Theorem 5: In the proposed scheme, the revoked user has

no chance to update its secret key even if she/he colludes
with the non revoked users and corrupts with the attribute
authorities which do not manages the revoked attribute.

Proof: As the same in [38], when an attribute a is
revoked from the data user uid , each update key UpKa,uid ′ =

H (uid ′)
v′a−va

γT (a)+uid
′+ηT (a)ya for the non revoked user uid ′ 6= uid

is associated with the hash value of her/his unique identity
which prevents the revoked user from updating her/his secret
keys with the other users’ update keys.

Meanwhile, it is hard for the non revoked user to calculate
v′a−va

γT (a)+uid ′+ηT (a)ya
by solving the discrete logarithm problem,

which prevents her/him from working out her/his update
key even if s/he colludes with the non revoked users and
corrupts with the attribute authorities which do not manages
the revoked attribute.�

Theorem 6 proves that the proposed scheme meets the
requirements of the forward and backward security.
Theorem 6: The proposed scheme meets the requirements

of the forward and backward security in the context of
attribute revocation.
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Proof: As the same in [38], when an attribute a is
revoked from the data user uid , all the involved ciphertext
whether the previous ciphertext or the newly ciphertext have
been re-encrypted by the lastest re-encrypt key ReK ′a = v′ρ(i):

C ′3,i = gβδ(i)rigv
′

ρ(i)rigwi , where a = ρ(i). It is hard for the
revoked user to stretch the re-encrypted ciphertext back to the
previous version ciphertext she/he can properly decrypt.

Meanwhile, the newly joined user who has the attribute a
is able to decrypt any a-corresponding ciphertext.�

VII. PERFORMANCE ANALYSIS
In this section, the author analyzes and compares the function
and performance of the proposed scheme and several related
MA-CP-ABE schemes in the theoretical method. Then the
author compares their efficiency in the experimental method.
The notations are summarized in Table 2.

A. THEORETICAL ANALYSIS
Firstly, the author compares the proposed scheme’s properties
to those of the previous schemes in Table 3. The proposed
scheme outperforms other existing relevant schemes. All
these schemes are based on the prime order bilinear group and
static security. They all support the large attribute universe.
But only the proposed scheme supports simultaneously user
accountability, authority accountability, user-attribute revo-
cation, and outsourcing decryption.

Although the proposed scheme has more functions than
other previous schemes, it just needs a little more operations
than them in terms of computational performance as shown
in Table 4 and Table 5. In terms of encryption computation
efficiency, the proposed scheme needs the same operations
as the scheme in [35]. It is just a little more exponentia-
tion operations than the schemes in [12], [38]. Concerning
the computation efficiency of the decryption, the proposed
scheme just needs a littlemore exponentiation operations, and
multiplication operations than the scheme in [35]. Especially
compared to the schemes in the outsource decryption model,
the proposed scheme just needs a little more exponentiation
operations, and multiplication operations than the scheme
in [35] in terms of pre-decryption and CSP-decryption.More-
over, as shown in Table 5, when an attribute is revoked from
a user, the proposed scheme needs the same operations as
the scheme in [38] in terms of updating the involved users’
secret keys and the involved ciphertext. These are shown
more intuitive and clearer in Figure 2.

Finally, the author compares the storage overhead of these
schemes in Table 6. The proposed scheme has the same
storage overhead as the schemes in [12], [35], [38] in terms
of the global public parameters. The attribute authority in the
proposed scheme need a few more storage overheads than it
in the schemes [12], [35], [38], since each attribute authority’s
major storage overhead is derived from its master secret key,
public key, and global public parameters. The storage over-
head for the data owner is derived from the authorities’ pub-
lic keys and global public parameters. So, the data owner’s

TABLE 2. The notations in performance analysis.

storage overhead in the proposed scheme is not more than it in
the scheme [35]. The data user’s storage cost is mostly driven
by attribute-related secret keys, authorities’ public keys, and
global public parameters, implying that the data user’s storage
cost in the proposed scheme is only slightly higher than in the
previous schemes.

B. EXPERIMENTAL ANALYSIS
The author implemented the ZLML18 scheme [35],
the H21 scheme [38], and the proposed scheme in Charm
which is an extensible framework for rapidly prototyp-
ing cryptographic systems, and supports a variety of C
math libraries such as the Stanford Pairing-Based Crypto
library [53], [54]. In the programs, the author used a
super-singular symmetric elliptic curve group (‘‘SS512’’)
whose order and base field sizes are 160-bit order and 512-bit
respectively. The author conducted the programs in 64-bit
Linux Ubuntu 18.04.4 installed on virtual machine platform:
Vmware@Workstation 15 Pro 15.5.2 build-15785246, run-
ning on a laptop with a 2.30Ghz Intel Cored CPU and 2GB
RAM. The number of attributes is ranging from 1 to 50.
The results of all experiments are the average of 100 trials.
Finally, the graphs were drawn to compare the computation
cost of these schemes in Figure 2. As shown in Figure 2,
the costs of encryption, decryption, updating the user’s pri-
vate keys, and updating the ciphertext increase linearly with
the number of attributes. From Figure 2(a), the encryp-
tion time of the proposed scheme is a little more than it
in the H21 scheme [38] but almost the same as it in the
ZLML18 scheme [35]. In Figure 2(b), it is simple to see that
the proposed scheme requires a little more decryption time
than the ZLML18 scheme [35]. In the outsourcing decryption
model, the final decryption just needs a constant amount of
computation, so its time is almost negligible. Considering
the cost of revocation, Figure 2(d-e) shows that the time of
updating the involved users’ secret keys and the involved
ciphertext in the proposed scheme are almost the same as it
in the H21 scheme [38].

Therefore, the proposed scheme is efficient in terms of the
encryption cost, the decryption cost, and the revocation cost,
even though it has more functions than the previous schemes.
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FIGURE 2. Experimental performance comparisons.

TABLE 3. Comparison of properties with previous works.
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TABLE 4. Comparison of computation cost.

TABLE 5. Comparison of computation cost for user-attribute revocation[1].

TABLE 6. Comparison of storage overhead.

VIII. CONCLUSION
In this article, the author proposes the first accountable
and revocable large universe multi-authority attribute-based
encryption scheme with outsourcing decryption based on
prime order bilinear groups. An audit mechanism is given
to judge if the suspicious key was leaked by a malicious
user or by authorities and to determine the identity of the
leaker. The malicious user who divulges key can be punished
by user-attribute revocation. The revocation mechanism is
resistant to collusion attacks undertaken by revoked users and
non-revoked users. Meanwhile, it satisfies the requirements
of forward and backward security. The proposed scheme
is static security in the random oracle model under the
q-DPBDHE2 assumption. To save resources, the outsourced
decryption module is optional for users with restricted
resources. According to the results of the performance anal-
ysis, it is suited for large-scale cross-domain cooperation in
the dynamic cloud-aided IoT. However, the author considers
improving the scheme for security without the random oracle
model and more efficiency in future work.
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