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ABSTRACT Pandemic and infectious disease outbreaks put pressure on health authorities and require
lockdowns. These outbreaks, which strain limited healthcare resources, must be swiftly controlled and
monitored. A large number of healthcare authorities are currently investigating automated systems to support
outbreak monitoring and control. However, current contact tracing systems face many privacy, participation,
and power constraints. Furthermore, elderly or less financially able individuals often cannot participate in
automated contact tracing due to not owning a smartphone. This paper proposes a new system that enables
health authorities to track exposure among individuals participating in the automated system, aid health
authorities in interviewing non-participating individuals, andminimize the processing required by offloading
to nearby edge computing devices. The proposed system utilizes edge servers to assist health authorities in
tracking users who withdraw from or are unable to use contact tracing. Edge computing devices have access
to more contextual information, resulting in minimal data collection and thus enabling businesses, houses,
and offices to participate in contact tracing as locations. Edge computing devices enable location-based
data collection of contact tracing data using proximity-based sensors for offices, homes, and shops, thereby
assisting health authorities to notify users of exposure without disclosing the identities of businesses or
individuals. Moreover, the proposed system reduces the overall power for end users up to 97% by delegating
contact tracing to nearby edge computing devices. In addition, the system mitigates data poisoning attacks
that target individuals’ smartphones, edge devices, or cloud servers by utilizing blockchain to store contacts,
delegations, and identities.

INDEX TERMS Edge computing, infectious diseases, COVID-19, blockchain, pandemic contact tracing.

I. INTRODUCTION
Pandemic management overwhelms government and health-
care systems and requires them to have quick and targeted
actions. The most effective method is to quarantine per-
sons and their contacts who may have been infected by the
virus [1], [2]. Health authorities and governments enforc-
ing the quarantine of infected and exposed individuals is
the most effective tool in treating infectious diseases [1].
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However, individuals may not comply with health authori-
ties’ quarantine requests [1], [3]. For example, in Hong Kong,
during the SARS outbreak, police found half of the quaran-
tined individuals were missing or at large, breaking the man-
dated quarantine [3]. Therefore, large-scale enforcement and
compliance are required to deal with COVID-19-like pan-
demics. In this regard, the Singapore Ministry of Health [4]
employed 200 officers at the peak of the outbreak to identify
all contacts of SARS cases. The purpose of such contact
tracing is first to gather data on infected patients’ movements
and identify contacts with other people and then to follow
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up with infected and exposed individuals to ensure quar-
antine compliance. However, this process is overwhelming
for health professionals, particularly when patients cannot
accurately recall all contacts whom they may have met in the
incubation period of the virus [1], [2].

Pennsylvania reported a 72% success rate for manual
contact tracing COVID-19 cases using patient data avail-
able in the electronic health records to communicate with
infected patients [5]. However, a significant number of peo-
ple were not reachable due to incorrect phone numbers
or a lack of alternate means of contact [5]. Additionally,
many researchers have identified issues with manual con-
tact tracing, such as inefficient paper-based reporting sys-
tems, delays that prolong the time from contact detection
to quarantining of suspected cases, and exhausted health
authority resources [1], [2], [5]. Nevertheless, individuals
may not participate in contact tracing process or comply
with quarantine orders for a plethora of reasons, especially
if they are financially or socially affected [6]. Therefore,
health authorities and researchers began developing auto-
mated applications for contact tracing to report and monitor
active cases and infection risks efficiently [7], [8]. The appli-
cations enabled them to collect information using different
sensors to calculate infection spread and gather contacts for
users. Thus, contact tracing applications began collecting
users’ exact locations, proximity to other users, or a com-
bination of both [7], [9]. Accordingly, automated applica-
tions are aimed at detecting the proximity and duration of
users within a given range [10]. However, collected raw data
from Global Positioning System (GPS), Wi-Fi, Bluetooth
Low Energy (BLE), and cellular networks need infrastruc-
ture to store and process data to trace and report contacts
[7], [9], [10]. Google [11] and Apple [12] have thus pub-
lished integrated Application Programmer Interfaces (APIs)
into their mobile operating systems using BLE. Additionally,
application developers are responsible for maintaining the
infrastructure to store, process, or assist in processing. These
developers build their processing and storage infrastructure
according to centralized, decentralized, and hybrid architec-
tures [5], [7]. Centralized contact tracing applications must
be registered to central servers that provide temporary IDs
frequently and receive user-uploaded data. Then, the central
server notifies users if there is a risk of exposure. However,
the central servers (assumed as trusted) have access to all
data and are able to link that data to users’ identities even if
no exposure is detected, which raises privacy issues [6], [7].
On the other hand, decentralized contact tracing applications
do not necessarily require registration, and they generate a
random token string called seed utilized in a pseudorandom
function to generate string tokens called chirps periodically.
Then, the user’s application uploads the seed to a central
server that others can download to detect whether they are
have been in contact with infected users. However, the end
user’s smartphone is required to process published seeds on a
daily basis, demanding more resources and battery for redun-
dant processing of exposure risk, which makes users reluctant

to adopt decentralized applications [6], [7]. Finally, hybrid
contact tracing applications keep the generation of temporary
identity locally and offload the exposure risk analysis to
central servers, thereby reducing the required processing on
local smartphones [6], [7].

However, a malicious or compromised server in all archi-
tectures is able to perform many data poisoning attacks or
user identification attacks by colluding with other malicious
entities. In addition, malicious users may not only delete or
alter uploaded data for any reason [13] but also carry out
de-anonymization attacks to link users’ identities to their
contact tracing information [14]. Hence, attackers may be
able to utilize rely, delayed replay, or poisoning attacks to
compromise the whole system or a given user [7], [14].
Researchers have consequently proposed the utilization of
blockchain, which is a collection of data blocks linked using
cryptographic hashes to ensure that data is immutable and
tamper-proof [9], [13], [15]. Additionally, the immutability of
blockchain has ensured trust of shared data on decentralized
applications [13], [15].

Blockchain-based data sharing has many privacy-
preserving applications, especially in medical data
sharing [13], [15], [16]. Thus, blockchain has mainly
two variations regarding permission to append data: pub-
lic permissionless blockchain and authorized permissioned
blockchain [13]. On the one hand, permissionless blockchain
has privacy issues, as all data blocks are shared in a distributed
environment, and access is permitted to anyone [13], [16].
In addition, users are required to develop a consensus of the
distributed blockchain ledger, which increases the resources
required to maintain a valid blockchain [17]. On the other
hand, permissioned blockchain ensures data blocks are added
only from authorized users [16].Moreover, the central author-
ity is able to reverse updates or delete blocks without public
transparency, thus requiring users’ complete trust in the
authority [16]. The combination of both blockchain variations
is hence required to minimize the aforementioned issues [16].
Furthermore, the combination of blockchain and public-key
cryptography ensures that only the user with the private key
can share data blocks for that anonymous identity. Also,
it enables verification of that data blocks using the user’s
public key [17].

Blockchain-based Public Key Infrastructure (PKI) is the
utilization of public-key cryptography to sign data blocks,
ensuring that all data in the blockchain is from the certifi-
cate owner [18]. Thus, it reduces the processing required
for data validation for a data block without consensus with
others [18]. Also, the complete sequence of data blocks can
be validated using blockchain, ensuring data integrity and
availability. Many researchers [13] have used blockchain as
a scalable and secure data exchange, especially with 5G and
edge computing. Combining blockchain with edge comput-
ing offers low latency and context-aware processing, which
is suitable for medical applications [13], [19]–[21].

Edge computing is the utilization of computational and
network resources in mobile and edge devices for offloading
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processing from centralized or cloud servers on a larger
scale [19]–[22]. Edge devices are more context-aware,
which improves the accuracy of data collection on edge
devices. Accordingly, offloading computing to edge com-
puting enables applications to reduce the overall required
resources and enables real-time applications [22]–[24]. The
integration of edge computing and blockchain provides ver-
ifiable data storage that is scalable on different architectures
[19]–[21]. In addition, edge computing technologies are uti-
lized to secure privacy in medical applications [21].

At any automated or technical rate, not all people have
access to smart or modern phones that can participate in
automated contact tracing [25]. The Pew Research Center
has published the results of a survey of smartphone owner-
ship [25]. This survey indicates that 11% of adults in the US
do not have smartphones; this percentage is higher among
low-income individuals (19%) and people 65+ years old
(29%), who are more vulnerable to pandemics. A solution
is thus required to assist health authorities in their efforts
to perform contact tracing of possible and indirect infec-
tions [7]. Additionally, health authorities are not considered
in the design of the most automated contact tracing applica-
tions. Furthermore, neighbors separated by a physical wall
may be classified as contacts in automated contact tracing
[26], [27]. Besides, contact tracing may ignore indirect ways
in which viruses can spread. Ultimately, contact tracing
enables health authorities to help patients and users at an
individual level [26], [27].

The abovementioned challenges and limitations of existing
work in contact tracingmotivated the solution—an automated
system—proposed in this paper, in addition to our observa-
tion of contact tracing using mobile phone not being an accu-
rate estimate of person-to-person proximation, as detailed
in Section V. Additionally, promising technologies such as
edge computing and blockchain offer innovative solutions
and introduce limitations that motivated the proposed sys-
tem to carefully mitigate them while benefiting from the
technologies.

Through the proposed system, this paper primarily aims
to solve the dependency on central resources, data pointing,
or fake data injection attacks to contact tracing informa-
tion by malicious users or compromised devices. In addition
to that, minimize the risk of de-anonymization attacks by
reducing the exchanged information by utilizing edge com-
puting devices and authenticating devices using blockchain-
based PKI. Additionally, assisting health authorities in the
contact tracing process of users who cannot participate in
automated contact tracing and enforce quarantine orders
for infected individuals. Moreover, the required processing,
broadcasting, and scanning for end users is large, which
may affect participation in contact tracing [28]. To the best
of our knowledge, the proposed system is able to ensure
users’ privacy in edge computing environments and assist
health authorities to monitor outbreaks and ensure quarantine
enforcement.

The contributions of this paper are the following:
1) Preserving users’ identities in a contact-tracking appli-

cation by delegating contact tracing to edge computing
devices, thus reducing the number of broadcasts from
users’ devices.

2) Assisting health authorities in tracking users who with-
draw from contact tracing applications by enabling
homes’, offices’, and businesses’ edge devices to col-
lect contact tracing data to assist health authorities in
the interview process, especially for users who do not
participate in automated contact tracing. Authorities in
the interview process, especially for users that did not
participate in the automated contact tracing.

3) Reducing the power required for smartphones by
offloading tracking and processing contact tracing to
nearby edge devices.

4) Securing against data poisoning attacks by using
blockchain-based PKI for verification of data
exchanges and publishing data to public ledgers.

The remainder of this paper is structured as follows.
Related and existing solutions for contact tracing, as well as
the gap that motivated the proposal of this paper’s system,
are discussed in Section II, and the details of the system
itself are presented in Section III. Thereafter, Section IV
describes the setup used for the experiments and testing of
the system, and the data and observations from the experi-
ments show the benefits of the proposed system in Section V.
Then, Section VI contains a discussion about the proposed
system, data analysis, observations, and security analysis.
Finally, system limitations and future directions are explained
in Section VII.

II. RELATED WORKS
Promising technologies have offered solutions to differ-
ent sets of challenges to control and monitor the spread
of COVID-19. Hence, He et al. [29], Mbunge et al. [30],
Nguyen et al. [17], Ahmed et al. [22] and Mbunge [31] have
discussed the opportunities of emerging and promising
technologies that offer innovative solutions to control the
spread of COVID-19-like pandemics. Table 1 summarizes the
promising technologies along with their general application
and limitations to combat COVID-19-like pandemics. In this
study, both edge computing and blockchain technologies are
employed in the proposed solution.

A. EDGE COMPUTING
Edge computing improves performance by reducing latency
and context awareness. By bringing efficient computing
and data processing at network edge low latency sens-
ing and processing in higher throughput. Most research
on edge computing considers the offloading to edge com-
puting devices. Debe et al. [32] designed a decentralized
blockchain-oriented solution to deploy a reputation-based
trust model for Internet of Things (IoT)-edge applications.
The authors used smart contracts for client registration,
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TABLE 1. Promising technologies to combat COVID-19 like pandemics [17], [29]–[31].

the processing devices’ reputation, and credibility. However,
the authors introduced non-autonomous device registration
and management overhead that may not scale well on
large deployments. Bhat et al. [33] created a comprehen-
sive overview of different research challenges of edge com-
puting along with security issues and current mitigations.
They also identified the challenges, impact, and risks asso-
ciated with integrating blockchain into edge computing.
The authors identified the required processing and stor-
age capacities for public blockchain; for instance, bitcoin
only processes seven transactions per second. In addition
to vulnerabilities and security threats of 51% of attacks
and double-spend attacks. Moreover, the total consumption
of energy is high for edge devices in a public blockchain.
However, Bhat et al. [33] also demonstrated that permis-
sioned blockchains significantly reduce the requirements for
processing and storage. Accordingly, the authors have pro-
posed the integration of blockchain into edge computing
in the future. Ernest and Shiguang [20] proposed a pri-
vacy enhancement scheme using randomly generated pub-
lic keys based on the elliptic curve cryptosystem to ensure
user anonymity and message integrity. In addition, to ensure
that messages are tamper-proof, the authors used blockchain
by including the prior message hash with the next mes-
sage. Buda et al. [23] proposed an edge computing-based
scheme to enable a lightweight blockchain in decentralized
vehicular environments. The proposed solution employed

a fuzzy logic-based edge node selection approach using
different factors that reduced the communication overhead.
Akkaoui et al. [21] presented a hybrid, edge blockchain-
based, distributed health-data-sharing framework to over-
come the computational and storage requirements of scaling
blockchain and to ensure secure and transparent medical
data sharing, fulfilling the healthcare requirements using less
computing and storage resources. Furthermore, the authors
proposed the integration of artificial intelligence into edge
computing and blockchain. Ali et al. [24] identified security
risks and mitigations to ensure trustworthy edge comput-
ing environments. In addition, they highlighted the features
of low latency, cost effectiveness, and context awareness
for adopting edge computing that benefit many use cases,
such as location-based services and distributed content and
caching. Moreover, Ali et al. [24] pointed out the inherent
risks in cloud computing and the additional security risks
that could be mitigated using different approaches, mainly
by using a hierarchical architecture to ensure security com-
pliance. Zhou et al. [34] outlined the key concepts and future
directions for IoT 2.0, and they detailed many enabling tech-
nologies for modern applications. Edge computing is a key
enabling technology that reduces latency, thus significantly
enabling many real-time applications. Adámek et al. [35]
demonstrated the benefit of using edge computing to reduce
the total power consumption of data processing. In addition,
the authors demonstrated an average of 43% reduction in
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power consumption by optimizing the frequency scaling of
core clocks onNVIDIAA100GPU. Sun et al. [36] optimized
the energy efficiency of the wireless edge computing net-
work model by proposing an energy-efficient task offload-
ing method optimized by differential evolution. Furthermore,
the authors have indicated a future improvement to resolve
slight fluctuations that result from randomness differential
evolution optimization. Silva et al. [37] proposed a queuing
model to evaluate the performance of health monitoring in
the context of IoHT. The evaluation included IoT sensors and
edge, fog, and cloud components while estimating metrics
such as mean response time, the utilization level, and mes-
sage drop rate. The authors showed a significant benefit of
increasing low latency processing, which reduced the arrival
rate of messages and thus enabled efficient data collection.

B. BLOCKCHIAN
Blockchain technology has contributed improvements and
innovations in data management in healthcare. Various
published research papers have examined the potential of
blockchain technology in contact tracing and medical data
exchange. Ricci et al. [9] conducted an in-depth analysis of
the utilization of blockchain in contact tracing efforts regard-
ing COVID-19 infections. The authors identified the fol-
lowing general challenges that contact tracing blockchain
solutions face: permissionless lower throughput, public data
publishing nature and privacy of permissionless throughput,
and susceptibility to Paparazzi attacks [14]. Accordingly,
Ricci et al. [9] proposed the utilization of self-sovereign
identity systems with blockchain technology that might
enable private and secure systems. Hasan et al. [38] proposed
decentralized, immutable, and tamper-proof COVID-19 con-
tact tracing using Ethereum blockchain smart contracts. Their
solution is customizable to the different requirements of
various infectious diseases. However, the proposed solu-
tion requires the registration of oracles to central sys-
tems and only collects proof of location, which impose
privacy issues of location-based data registration. Further-
more, Ali et al. [39] presented a comprehensive study of
blockchain benefits, challenges, and functionalities in gov-
ernment, financial, manufacturing, and healthcare sectors.
The authors categorized each dimension of their study,
with the most important being the aspects of privacy
and usability of data using blockchain in the healthcare
sector. Accordingly, Ali et al. [39] summarized the benefi-
cial impact of blockchain in healthcare by ensuring data
sharing, quality, and integrity. However, there are challenges
in utilizing blockchain in healthcare. They include inter-
operability with existing systems, adoption, and scalabil-
ity challenges, with emphasis on the power consumption
issues of using blockchain. Madine et al. [40] proposed a
decentralized, integrated, blockchain-based, peer-to-peer file
storage system to share medical data. The proposed sys-
tem trusted reputations-based re-encryption proxies to ensure
that data is encrypted to intended users. However, data is
stored on-chain, which prevents data deletion for any reason;

registration is centralized; and there is assumed trust in
proxy re-encrypted oracles. Hasan et al. [41] proposed a
blockchain-based solution to track and verify both COVID-19
tests taken and immunity passports. The proposed solution
integrates proxy re-encryption schemes with peer-to-peer
file storage to share users’ medical information, identity,
and travel information. However, the system is only usable
by government agencies that require immunity for users to
travel. Malamas et al. [42] proposed hierarchical blockchain
fine-grained access control to medical data. The proposed
architecture enables design policy enforcement auditing and
transaction verifiability. However, the authors outlined the
scalability limitation and the security balance with using
the proof-of-stack public blockchain consensus algorithm.
Xiang et al. [43] presented a permissioned, blockchain-based
identity management and user authentication healthcare sys-
tem, which has a lightweight computation requirement that
can be applied to terminal devices. However, the presented
work assumes the trust of central medical servers in addi-
tion to using public leaders, which introduces consensus
overhead computing. Shala et al. [44] proposed a decen-
tralized, blockchain-based trust evaluation system using a
lightweight and trust-based consensus protocol. However,
the proposal introduces overhead in the consensus computa-
tion that increases the total power required by the system.

C. CONTACT TRACING
Contact tracing applications employ different data and pro-
cessing architectures. Many researchers and application
developers have utilized proximity, location, or a combi-
nation of both. The collected data requires processing to
calculate the risk of infection [7], [17], [18], but different
processing architectures have varying privacy or data collec-
tion constraints. Processing architectures can be categorized
mainly into centralized, decentralized, or hybrid architec-
tures. Accordingly, the related work examined processing
architecture and collected data in those areas.

Contact tracing applications utilize different types of data
to calculate the risk of infection. First, location-based data
(e.g., from GPS, Wi-Fi, and cellular networks) refers to the
absolute location of the user at a given time [7], [9]. However,
location-based data needs a substantial central server that
can process thousands of data points to calculate the risk
of infections. In addition, its accuracy is low, especially in
cities and close spaces [7], [9]. Second, proximity-based
data is able to calculate contacts on a device-to-device basis
[7], [9], [11], [12]. In addition, the user’s absolute location is
not disclosed, and only contacts are shared with other users
or central servers. However, proximity sensors go beyond
physical objects by registering neighbors separated by walls
as close contacts. Utilizing a combination of both location
and proximity data ensures accurate risk estimation [7], [9].
Thus, BLE [11], [12] was standardized for contact tracing,
as announced by Google [11] and Apple [12], and many
contact tracing applications are now using the APIs pro-
vided by the two companies for Android and IOS mobile
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operating systems. However, many applications are relying
on those APIs with different configurations of where the
processing for notification and risk calculation.

These are the centralized, decentralized, and hybrid archi-
tectures, detailed in depth in the work of Ahmed et al. [7].
Central servers’ role determines the architecture and pre-
cisely users registration, processing infection risk, and push
notifications regardless of utilized data types and structures.
In a centralized architecture, the user registers their infor-
mation on central servers to gain the ability to participate
in automated contact tracing. Moreover, it is the most com-
monly used architecture due to the low cost of development
and more information, especially for government-developed
applications [45]. Tawakkalna [46], TraceTogether [47],
CovidSafe [48], among many others [45], use a centralized
architecture. However, this type of architecture has a single
point of failure and faces privacy issues, as central servers are
able to link users’ identities and their contact tracing regard-
less of infection [7], [45]. In contrast, a decentralized archi-
tecture enables users to participate in contact tracing without
registering on central servers; this ensures the privacy of their
identities. However, users must share data with other users at
scale; therefore, central servers only facilitate the exchange of
contact tracing information between users. SwissCoviD [14],
CovidWatch [49], COVID Safe Paths [50] are examples of
systems using a decentralized architecture [7], [45]. However,
users’ devices have ample overhead storage and processing
capacity to identify their risk of infections by downloading
and process infected users’ data from central servers on a
daily basis [7], [45]. A hybrid architecture combines both
centralized and decentralized architectures: it ensures privacy
using decentralization and employs centralized servers for the
processing of infection risk and notification. EpiOne [51],
ConTra CORONA [52], and DESIRE [53] make use of a
hybrid architecture [7]. However, on all architectures, central
servers have access to shared data and play a significant role
in the exchange. Thus, a malicious or compromised cen-
tral server could perform user de-anonymization attacks [7].
Additionally, for users, closer computing resources exist
that are not employed in the contact tracing processing
architecture.

Furthermore, researchers have proposed the utilization
of edge computing devices in close proximity to the user
ensure privacy and eliminate the requirement for a central
server [13], [54]. Whaiduzzaman et al. [54] presented a con-
tact tracing framework that utilizes edge computing devices
and preserves privacy by limiting the collected data and
ensuring differential privacy by clustering analysis results.
Vangipuram et al. [55] presented a framework to ensure data
integrity originating from Internet of Medical Things sen-
sors to cloud servers’ processing and storage resources using
edge computing gateways. Zhang et al. [13] utilized the edge
resource in contact processing to push status only to central
servers, thereby reducing the amount of uploaded data and
ensuring privacy. In addition, users were able to check the risk
of exposure at locations they visited using public blockchain.

Similarly, Xu et al. [56] proposed blockchain-enabled
privacy-preserving contact tracing (BeepTrace) that employs
two public blockchains. Desensitize location blockchain
authorizes only geo solvers to calculate the risk of infections
and then pushes data to a notification blockchain that is
accessed by users.

Table 2 compares our proposed solution with related work.
The proposed solution ensures the privacy of a user’s identity
by utilizing edge computing and blockchain, and it considers
elderly or low-income individuals who do not have access to
contact tracing applications. In addition, the proposed solu-
tion reduces overall power consumption by utilizing a secure
private delegation of contact tracing to edge devices.

III. PROPOSED METHODOLOGY
The overall system relies on a permission blockchain that
contains many contacts, where each user has a ledger of
blocks sorted by time intervals. Additionally, blockchains
can be used to serve users on different settings using time
intervals. Users can also utilize edge devices and delegate
collections of contact tracing data in both home and office
environments to edge servers. Figure 1 illustrates the overall
system view and shows that edge servers are closer to users
who are provided with many multimedia and networking ser-
vices. Furthermore, internet service providers are the largest
providers of edge servers for other service providers [57].
Figure 2 presents an overview of how user contacts and data
are collected on the overall system. Edge devices actively
participate in the contact tracing system to help reduce the
amount of processing on users’ smartphones. Each user
broadcasts a two-part message, as depicted in Figure 3. First,
the identity block with a timestamped block signs the same
identity block for the user to verify both blocks. The iden-
tity block is used to defend against disk operating system
attacks and poisoning attacks, and it requires an identity
provider (government agency, or hospitals, a private company
registered on the public ledger). Additionally, the user can
generate an anonymous root identity block on a public ledger.
When the user remains in a location within the edge device’s
coverage, they send a sync message stating the location,
as shown in Figure 4. An edge server sends an additional
public key to the user to verify the edge server’s identity and
owner. Then, the user’s device sends a delegation message
that includes the identity block, the delegation block, and
the private key of that block. The delegation block should be
shared with other devices that broadcast in the edge server’s
coverage, thereby reducing the number of broadcasting users.
Each broadcast heard at the edge server shares an encounter
list based on distance and direction, in addition to every user’s
delegation block in that area. This will reduce the messages
that need to be sent and increase the accuracy of contact
tracing, as edge servers have more power and better wireless
sensors. An identity provider generates a root identity for
employees and staff that can be used to generate identity
blocks and then generates temp identities that can be changed
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FIGURE 1. System overall overview.

FIGURE 2. Contact tracing and exposure notification overview.

on different intervals, as depicted in Figure 5. This process
enables the user’s device to verify the employee’s contacts.
The health authorities identify the business and users affected
by contacts even if the user has utilized services with indirect

contacts for a given business or an employee in a given
time frame. Additionally, a user can use a business identity
while working, thus showing more information to health
authorities to identify businesses that are heavily affected
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TABLE 2. Comparison of contact tracing application and our proposed solution.

FIGURE 3. Encounter process with other users and edge servers.

FIGURE 4. Delegation process for encounter processing.

by an outbreak rather than continuing to interview infected
patients to know which businesses are affected. The identity
block can be employed to generate temporary identity blocks
that are used in contact tracing contacts. Figures 6 and 7
display the approaches of generating the identity block by

FIGURE 5. Direct identity block.

FIGURE 6. Self-generated root identity block.

FIGURE 7. Identity provider generated root identity block.

self-generation on a public ledger and by an identity provider,
respectively. Additionally, Figures 9 and 8 present the details
of the data recorded in the blocks for delegation and time
blocks.

IV. EXPERIMENTAL SETUP
The evaluation of the current contact tracing implementa-
tion setup took place on a Raspberry pi 4 model B using
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FIGURE 8. Time block.

FIGURE 9. Delegation block.

Dka et al. [58]. We followed Google’s and Apple’s API
recommendations for broadcasting and scanning to mainly
have a rolling window of 10 to 20 min for temporary
keys and broadcasting intervals between 200 and 270 ms
long [11], [12]. Additionally, the two APIs represent the
primary implementation of Bluetooth contact tracing on end
users’ devices [7], [11], [12], and each application must have
its own implementation of key generation and notification
management. Accordingly, two smartphones and six different
Raspberry pi versions (2, 3B, and zero W) were used to
broadcast in the range of Raspberry pi 4 model B. Then, all
data was gathered using an Intel i5 computer connected using
wired Ethernet cables to ensure that only wireless resources
were used by each device in the experiment, as illustrated
in Figure 10. Before each experiment for recording the con-
sumed power and the number of broadcasts, a full central
processing unit (CPU) workload was executed to calibrate all
measurement devices fill heat capacity to average working

FIGURE 10. Overview of experimental setup.

temperatures ensure all experiments are performed at the
same CPU and wireless processing conditions (affects power
consumption and performance [59]). Regarding the number
of broadcasts given, the number of users was simulated when
hardware resources showed no limitation of running contact
tracing implementation of Google’s and Apple’s [11], [12]
at a large scale. Additionally, the total power consumed was
measured using MakerHawk’s USB power meter to collect
the total current used during any part of the experiments.
Additionally, the number of users to be supported by a sin-
gle board computer such as the Raspberry pi 4 model B
and similar in CPU and memory architecture to modern
smartphones [60]. Accordingly, increasing user privacy by
reducing the amount of information broadcasted from their
phones and devices. Hence, the total power and the number of
broadcasts confirm the privacy benefits of a reduced number
of broadcasts and a reduction in the amount of power needed
for the proposed solution.

V. EXPERIMENTS
Contact tracing can take place in a home, an office, or a
coffee shop. Thus in our proposed system, users can delegate
the contact tracing to the edge devices nearby to perform
contact tracing with other peoples’ smartphones, and health
authorities can trace the indirect exposure on shipments and
services during the time frame of an affected user (contact
tracing the location). Figure 11 and Table 3 simulate the
contact tracing of different intervals and delegation ratios of
a particular user during the day.

The experiments required exposure notification in each
scenario to show the average patterns in users’ movement
for contact tracing; the results have not yet been published.
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TABLE 3. Number of broadcasts for each user during 24 hours in different intervals.

FIGURE 11. The number of broadcasts in different interval and delegation
ratios.

However, each advertisement has flags and universally
unique identifiers, which are seven bytes. Additionally,
the proposed advertisement increases in size by 70%. Instead
of the full hash, the last 20 bytes or less can be shared.
However, the delegation process limits the required com-
munication between users. Most users spent most of their
time at home or in the office, where available edge devices
could reduce computation and communication. Additionally,
users spend approximately 70% (around 16 h of sleep and
work) of the day at home or in the office. Accordingly,
users who change position and location should broadcast
their exposure rather than broadcast on a fixed or home envi-
ronment. Combining the users’ smartphone motion sensors
to broadcasting contact tracing information where if motion
is detected, the smartphone will terminate the delegation
of nearby edge devices and start broadcasting information.
Once the smartphone is stationary, the smartphone is del-
egated to near-edge devices, as shown in Figure 4. In the
experiment to investigate workers’ movements in an IT office
environment, where employees has different meetings with
customers and colleagues, an employee installed an app to
capture accelerometer and gyroscope sensor change events
(device movement events), as shown in Figures 12 and 13.
The employee’s smartphone moved in only 3% of the

working hours, which indicates the following:

FIGURE 12. Accelerometer and Gyroscope sensors values for an office
employee inside offices.

1) The employee did not take their phone to stand-up and
quick one-on-one meetings.

2) The smartphone was kept on a disk while charging,
which rendered contact tracing useless.

However, the proposed solution will enable health authorities
to contact trace users with smartphones and delegated users
(i.e., employees in offices or users at their homes), even if
users do not use their phones in stores, offices, and homes.
Additionally, low-energy Bluetooth broadcasts that required
power are negligible compared with the processing power
required for exposure notification encryption and random-
ization. Figure 14 illustrates the power required to run the
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FIGURE 13. Accelerometer and Gyroscope sensors values for an office
employee driving to work.

exposure notification on a Raspberry pi 4 (similar archi-
trave to modern smartphones with greater control for running
applications and processes). Therefore, the proposed delega-
tion of contact tracing reduces the overall required scanning
and processing power, while assisting health authorities in
tracing contacts for users who do not use exposure noti-
fication applications. Additionally, the accumulative power
consumed by a large number of users participating in the
exposure notification is significantly higher than that of the
proposed solution, as Figure 15 shows.

VI. DISCUSSION
The proposed contact tracing system reduces the number of
broadcasts from users’ phones and coordinates that process
to nearby edge devices. Therefore, it reduces the risk of
a malicious actor following a user from home to work by
using the triangulation of broadcasts. Since the user delegates
the contact tracing to edge devices, physical triangulation
attacks are abstracted and eliminated. Furthermore, reducing
the amount of data shared to cloud servers minimizes privacy
attacks on contact tracing users. user contacts who are not
participating in contact tracing applications (users with no
smartphones, such as elderly and poor people) by using busi-
ness and home edge devices as contacts. Apart from notify-
ing customers who utilize delivery services affect employees
using that business permissioned ledger and edge devices to
trace contacts and services. In this solution, contact tracing

FIGURE 14. Power usage during scanning and advertisements for
exposure notification using the work of Huebler [61].

(exposure notification) is not limited to users’ smartphones
but includes places where fixed-position edge servers par-
ticipate in the exposure notification. Additionally, delegating
the processing and contact tracing to edge computing devices
reduces the power and communication needs for the users of
the contact tracing application. Finally, malicious actors try-
ing to inject fake information or collect data from other users
need to attack a larger surface of distributed edge devices, and
public (public identities) or private (contact tracing ledger and
private identities) ledgers add integrity checks to remove fake
data.

A. INCLUSIVE COVERAGE
Suppose that there are four individuals: Alice, Bob, Ted,
and John. Both Alice and Ted have a smartphone and are
willing to utilize contact tracing applications. Bob also has
a smartphone and is unwilling to participate in the contact
tracing application. Last but not least, John is 70 years old
and does not have a smartphone. Alice visits the pharmacy
on Sunday at 9 AM and exchanges contact tracing data with
the edge devices in the pharmacy. Alice then tests posi-
tive, and health authorities are assessing possible infection
to others and notifying the pharmacy edge devices. Then,
Ted receives a notification of possible infection due to his
visit to the pharmacy at the same time as Alice. Thus, when
John and Bob visit the pharmacy at 9 AM, they will not
be able to receive an automated notification; however, the
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FIGURE 15. Total power used for several participating users in the
exposure notification.

pharmacy administration and health authorities could notify
customers at that time. Accordingly, when John visits the
supermarket later that week and then later on tests positive.
Hence, health authorities interview John, identify his visit to
the supermarket, and notify the relevant edge devices of pos-
sible infection spread. Moreover, even though Bob is evad-
ing all lockdown measures and refuses to test for infection,
Internet service providers are able to indicate the violation of
lockdown measures and the possibility for Bob being within
range of spreading events. At any rate, health authorities are
able to collect more information and send more notifications
while preserving the privacy of other users.

B. SECURITY ANALYSIS
When creating a new identity using an identity provider,
the Identity Provider IDP generates a random pair of public
Er and private Dr keys and then creates two data blocks
attached to the identity provider permission blockchain. The
first block contains the private key Dr and is only sent to the
user, along with a second data block containing the random
public key Er , hash signed random public key by the identity
provider, private key Sign(IDPd ,Hash(Er )), and private key
block signed by the random private key Sign(Dr ,Hash(Er ).
Accordingly, the temp identity (Dt and Et ) is generated using
the root identity as an identity provider and carries out the
same process of creating the root identity; however, the pri-
vate key of the generated temporary key Dt is not shared.

The delegation block consequently contains the delegation
keys (Dd and Ed ), which are created by following similar
steps to those for generating a temporary identity block.
Additionally, an expiration timestamp is added to the data
block that points to the temporary block.

1) SECURITY PROPERTIES
All generated key pairs use the Rivest, Shamir, and
Adleman (RSA) algorithm, whereby an attacker can factor
the prime numbers of the public key. This requires an expo-
nential amount of time and computing resources to figure out
the private key in any generated keys [62]. Moreover, all
shared data blocks have references to private blocks and
are signed by the private keys of the identity providers to
ensure user identity. Therefore, each temporary data block
is signed by the private key to verify that the user owns
the private key. Additionally, timestamp blocks are signed
using the private key to mitigate replay attacks. Every data
block in the system is signed by the private key of that block
(i.e., temporary keys using temporary blocks, and the same
for the delegation blocks). The signed hashes of the prior data
blocks (i.e., blockchain) make the shared data immutable,
thereby ensuring data integrity. Furthermore, users who are
not using the private identity providers must submit a self-
generated RSA key pair to a publicly shared blockchain
permitted by health authorities in which the user is required
to submit proof of time elapsed [63].

2) THREAT ANALYSIS
The proposed solution aims to protect against data poisoning,
where an attacker can submit a list of contacts as exposure for
notification services. The attacker may do this by injecting
fake data or replaying captured data. An attacker can also
generate a root identity; however, they cannot append data
to the edge and cloud servers of possible exposure. Both
the edge and cloud servers will verify the contacts, as each
contact is a temporary key pair signed by a root identity block.
An attacker cannot factor Dt or Dr in a non-exponential time
in addition to edge and cloud servers to verify signature using
public keys in the shared temporary and root identity block
using Et and Er. Another attack involves identifying the user
from an advertisement by locating the user physically (either
using radio directional findings or listening near the home
environment). In the proposed system, users delegate the
exposure notification to the edge devices of homes and busi-
nesses, reducing the number of messages from their devices.
For example, User A goes to work, and Attacker C tries
to identify A’s movements and routines. In existing expo-
sure notifications [11], [12], User A’s smartphone advertises
the exposure notification process even inside their home.
However, Attacker C can know if User A is inside their
home by finding an existing advertisement from A’s home
or following the advertisement with a similar distance to A’s
smartphone, thus revealing A’s relative location. In this pro-
posed solution, User A’s smartphone device will not advertise
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inside their home or car, reducing the risk of exposing their
location.

VII. CONCLUSION
In this paper, we proposed a system that preserves users’
identities in a contact-tracking application, assisting health
authorities with users who withdraw from contact tracing.
Additionally, the proposed system is able to reduce the total
power required by offloading contact tracing to nearby edge
servers. Moreover, it secures against data poisoning by using
blockchain to validate data exchanges in contact tracing.
Preserving a user’s privacy while delegating to nearby edge
computing devices reduces both computing and power needs
and enables authorities to notify active users of exposure to
others who not actively participating in the exposure notifica-
tion. In this paper, the proposed system enables health author-
ities to track users who do not actively participate in contact
tracing and assist active users with exposure notifications.
The security analysis described user identity attacks and how
our systemmitigates them. The security analysis also demon-
strated the privacy of the delegation process and protection
against exposure notification data poisoning attacks. Future
improvement to the proposed work include decentralized
notification management that is effective in controlling the
spread of COVID-19-like pandemics. In addition, the system
should be able to automatically (requiring no interview by
health authorities) track people who purposefully avoid con-
tact tracing apps. Additionally, health authorities will need
to enforce the installation of apps or devices to ensure that
individuals do not violate lockdowns or manipulate contact
tracing data to show compliance, especially if there is a high
risk of violating lockdown. These cases can be overcome by
using wireless sensing [64] to cross validate contact tracing
data and notify users and authorities of such issues. Addition-
ally, denial-of-service and Sybil attacks against small edge
computing devices and individual smart phones must be mit-
igated to ensure the availability of the exposure notification
system to all users.
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