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ABSTRACT Phishing is an online scam where criminals trick users with various strategies, with the goal of
obtaining sensitive information or compromising accounts, systems, and/or other personal or organisational
Information Technology resources. Multiple studies have shown that human factors influence the success
of phishing attempts. However, these studies were conducted before the COVID-19 pandemic, which is
significant because security reports show that the numbers of phishing attacks have been rapidly increasing
since the start of COVID-19. This study investigates the extent to which users’ fear, anxiety and stress levels
regarding COVID-19, impact falling for common andCOVID-19 themed phishing scams during the outbreak
period. Prior studies have depicted the effects of human behaviour on phishing attacks before the pandemic,
such as risk-taking preferences and users’ demographic factors, hence this study also focuses on the effects
of those factors on the likelihood of phishing victimisation. More concretely, we present the results of a
scenario-based roleplay experiment to study the relationship between fear, anxiety, stress, risk-taking, and
demographic factors and the success of phishing attacks during the pandemic. The findings indicate that fear
of COVID-19 influences the success of COVID-19 specific themed phishing scams, while anxiety, stress,
and risk-taking influences the success of both the COVID-19 themed and common phishing scams. Our
findings also suggest that the users’ education level impacts common phishing attacks during the pandemic.

INDEX TERMS Cyber security, phishing, human behavior, COVID-19, online scams.

I. INTRODUCTION
As individuals become more dependent on online services,
such as e-shopping, e-government, online meetings, and
various other forms of inter-personal interaction, they also
become vulnerable to online fraud. This is demonstrated
by statistics such as the fact that approximately 26 billion
dollars’ worth of losses due to Business E-mail Compro-
mise (BEC) attacks were reported in 2019 [1]. One of the
main cybersecurity challenges facing individuals and busi-
ness is email security, as reports show 94% of malware was
delivered via email and 32% of breaches involved phish-
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ing [2]. A phishing attack is a social engineering technique
to steal users’ sensitive information [3] and/or perform other
attacks such as ransomware. The scammers involved in such
action typically adopt different technical and psychological
techniques [4] to convince the victim to click on a phishing
link. Often, opening a phishing link opens a phishing website,
asking the user to enter their sensitive information, or leads
the user to an attachment including a link to a phishing web-
site, or perhaps displays a fake invoice or a built-in malware.

Phishing attack numbers have been on a steady increase
since the acceleration of the COVID-19 outbreak, starting
from late 2019 [5]–[7]. Cyber attackers have taken advan-
tage of the pandemic to target susceptible victims, using
information and buzzwords that are specific to the virus.
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For instance, users may receive emails with important and
updated information about the Coronavirus situation in their
location, with notices from international or national reliable
health organisations, regarding self or family protection infor-
mation [8]. This begs the question; what is the fundamental
reason pushing users to click on phishing links or open attach-
ments? Past studies investigated psychological and demo-
graphic root-causes of falling into phishing traps, such as
risk-taking behaviour, decisionmaking style, gender, age, and
other human differences [4], [9]. These psychological factors
are some of the root-causes of successful phishing attacks
in the normal situation pre-COVID-19, but are there any
specific reasons as to why people respond more to phishing
in situations such as the pandemic?

In this paper, we have investigated the impacts of the
COVID-19 outbreak on psychological factors, upon iden-
tifying that a change in these factors may be the reason
for increased engagement with such phishing scams. Our
research culminated in a survey with the intent to establish
associations between clicking on common and COVID-19
themed phishing emails, and the possible psychological and
demographic causes.

II. BACKGROUND AND RELATED WORK
It has been firmly established that cyber attackers use psy-
chological techniques to design a phishing process that
compromises victims. A person who is willing to take finan-
cial risks holds the potential to be an appropriate target
for a financial phishing attack [10]–[12]. When an attacker
incites a user to take immediate action, for instance, ask-
ing the user to enter their credentials so that the per-
son’s email account will not be disabled, the user may
not pay sufficient attention to the phishing signs (such as
the email sender, e.g., ‘‘account-security-noreply@account
protection-microsoft.com’’ instead of ‘‘account-security-
noreply@accountprotection.microsoft.com’’). Phishers often
use ‘‘time pressure’’, or other psychological techniques,
to reduce the user’s cognitive resources, so that the user does
not pay enough attention to the phishing email’s clues to
notice the discrepancies in their email, and rather, quickly
responds to the phisher’s request [13], [14]. Prior studies
imply that personality traits can impact successful phishing
detection [15]–[17]. For instance, a phisher can get the atten-
tion of the user by triggering their fears or desires, compelling
the user to respond to the phisher’s demands [18]. Effects
of emotions such as anxiety, on the success of phishing
scams and users, and thus the susceptibility to phishing,
have been shown by several researchers [19]–[22]. However,
a study found that a higher level of fear arousal may decrease
response rate to a phishing attack, as the users’ response may
be influenced by the fear of providing login credentials to the
scammer [22], but this depends on many factors, including
the user’s prior knowledge of phishing. Moreover, other fears
such as fear of death, health problems, etc. that may have been
aroused by the phishing content (e.g., a phishing email warns

the user about a severe issue, such as a virus that is threat-
ening people’s lives), have not been considered by existing
studies.

Hence, users’ behaviour, in general, has the ability to
impact the success of a phishing attack. We now turn to the
scenario of a pandemic, in which the user’s life and psycho-
logical wellbeing are under dramatic impact by a health crisis
that has the potential to harm themselves and their families
and friends’ lives. Previous studies have neglected such situa-
tions in their discussions. COVID-19, first identified in China
2019, spread far and wide into neighbouring countries and
eventually all over the world [23]. The number of the infected
and deceased rapidly increased, and according to Euro-
pean Centre for Disease Prevention and Control (ECDC),
since 31 December 2019 and as of early June 2021, over
174 million cases of COVID-19 have been reported and over
3.7 million of these individuals have passed away [24]. So,
it is understandable and plausible that many people are afraid
of infection with deadly impacts, or permanent debilitating,
long-term health conditions. Surely, this fear and anxiety can
cause other mental issues [25]. A study on 7,143 college
students showed that around 24.9 percent of them expe-
rienced anxiety because of the COVID-19 situation [26].
Moreover, we can see that these psychological impacts were
present even before the COVID-19 pandemic, for instance
the prevalence of psychological distress issues when people
had movement restrictions and were in quarantine during
Australia’s 2007 outbreak of equine influenza [27]. A study
reviewed 3,166 publications related to the psychological
impact of quarantine related to SARS, Ebola, the 2009 and
2010 H1N1 influenza pandemic, Middle East respiratory
syndrome, and equine influenza, across 10 countries and
found that the most reviewed studies reported negative psy-
chological effects on people during those situations. The
impacts included post-traumatic stress symptoms, confusion,
and anger [28].

Several studies found that the pandemic has increased
the level of psychological issues such as anxiety, stress,
and fear of COVID-19 [29]–[37]. Phishers use the knowl-
edge that people are expecting messages, news, alerts, etc.
relating to the virus, and take advantage of this vulner-
ability to trick the users into clicking on phishing links
or open malicious attachments. So, during the pandemic,
users received both the common phishing emails (e.g.,
user password reset, charity donation, improved service,
etc. [38]) and COVID-19 themed phishing emails (e.g.,
offering fast infection-tests, products to treat or prevent
the disease, etc. [39]). Several studies explored the phish-
ing issue during the pandemic [40]–[43]. Researchers have
shown associations between users’ behaviour, such as risk-
taking, and common phishing attacks [4], [10], [44]–[46].
In accordance with the aforementioned analysis, the impact
of users’ traits and emotions, such as anxiety and fear, on the
success of common phishing scams was also studied by
researchers [44], [47]–[52], but to our knowledge, there is
no study on the effects of these factors on phishing attacks
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during the pandemic. To fill these knowledge gaps, the main
questions of this research are:

� Are the psychological factors caused by COVID-19
(e.g., anxiety, stress, and fear of the virus) a reason why
people fall for COVID-19 themed phishing scams? If so,
do these factors also have an impact on user susceptibil-
ity to common phishing scams?

� Do the users’ behaviour, such as risk-taking, still have
an impact on falling victim to phishing emails during
COVID-19?

Given that psychological factors can affect phishing attacks
and considering the effects of COVID-19 on increasing peo-
ples’ anxiety, stress, and fear; and because evidence shows
that phishing attempts have increased during COVID-19,
we formulate the following hypothesis:
H1: Increasing anxiety, stress, and fear levels due to

COVID-19 might increase the probability of falling for the
COVID-19 themed and common phishing scams.

According to the Prospect Theory [53], [54] people’s judg-
ments and choices can be influenced by gains or losses.
This theory explains how people might seek or avoid risk
in their decision making under an uncertain situation (e.g.,
the COVID-19 crisis). Thus, users weigh the potential gains
and losses of clicking on a link inside an email. As Kahneman
and Tversky [53] suggested, people prefer the risk of loss over
a sure loss. For instance, a user might click on a COVID-19
phishing link, in the pandemic situation, even if it is suspi-
cious and this might lead to a money loss. They will still do
so as they believe that the guaranteed loss when not clicking
on the link could potentially be missing out on opportunities
to prevent virus infection or even death. Given that the users’
risk-taking level that COVID-19 can influencemight impact a
phishing attempt in the pandemic, we formulate the following
hypothesis:
H2: General risk-taking level and/or a risk-taking prefer-

ence (in one or more risk-taking domains) of people, can
increase users’ phishability1 level of both the COVID-19
themed and common phishing scams, even during the pan-
demic.

Several studies show the effects of demographic fac-
tors, such as age, gender, and education on phishing
attacks [10], [56]–[59]. We also want to investigate if
these factors influence the success of phishing scams, both
COVID-19 related phishing and common phishing, during
the pandemic. So, we formulated the following hypothesis:
H3: Demographic factors (i.e., age, gender and education)

have an impact on the result of the COVID-19 themed and
common phishing attacks during the pandemic.

Figure 1 presents our research model which shows the
selected behavioural, emotional, and demographic variables
that are hypothesized to influence the phishability of a user
(i.e., falling for a common and COVID-19 themed phish-
ing attacks) during the pandemic. As illustrated in figure 1,

1‘‘The likelihood of falling into phishing traps and becoming the victim
of a phishing attack’’ [55].

FIGURE 1. Research model.

the effects of stress, fear, and anxiety (H1), risk-taking (H2),
and demographic (H3) factors on the success of both common
and COVID-19 themed phishing emails will be investigated
in this study. The researchmethods tomeasure these variables
and to collect and analyze these data are explained in the next
section.

III. METHODS
The aim of this research was to investigate the effects
of increasing users’ anxiety, stress, and fear caused by
COVID-19 on the result of phishing attacks during the pan-
demic. We also aimed to find relations between users’ gen-
eral risk-taking, domain specific risk-taking preferences, and
demographics on the success of COVID-19 and common
phishing attacks in the coronavirus outbreak.

In this study, participants completed a roleplay task to mea-
sure their phishability by showing them 15 emails and asking
them to identify which ones are COVID-19 phishing, com-
mon phishing, or legitimate emails. We also asked the partic-
ipants to answer some questions related to demographics. The
participant’s COVID-19 anxiety, stress, and fear levels were
measured by asking them to answer 48 questions of the Coro-
navirus Anxiety Scale (CAS), the Fear of COVID-19 Scale
(FCV-195), and the COVID Stress Scale (CSS). We finally
asked them to answer 31 questions to measure their domain
specific risk-taking and general risk-taking levels bymeans of
the Domain-Specific Risk-Taking (DOSPERT) and Dohmen
risk-taking measures. We used Unipark2 as our online survey
tool.

A. RECRUITMENT
Participants were recruited through Amazon Mechanical
Turk (MTurk3), a crowdsourcing marketplace that can be
used to outsource tasks to those who can perform them vir-
tually. There were some reasons of recruiting the participants
through MTurk, such as:

� It broadly used for behavioural research [60], 61]

2 https://www.unipark.com
3 https://www.mturk.com
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� Samples are more varied than many other samples, such
as university students [61], [62]

� We needed participants who regularly use the Internet
and email. MTurk users meet this requirement [63].

� Our goal was to conduct a culture and country indepen-
dent study, and on Internet users above 18 years old.
MTruk users meet these requirements [64], [65].

� A previous study showed stability of participant demo-
graphics on the MTurk platform during the COVID-19
pandemic [66].

We, as the requester, posted the tasks under the cat-
egory, HIT (Human Intelligence Tasks), and participants,
as the ‘‘workers’’ who matched our qualification criteria,
could complete the HIT. We paid 2 US dollars to those
who completed the study and passed our qualification con-
trol. The qualification control method is explained in the
following.

We told the participants that the aim of this question-
naire is to analyse how different people manage their emails.
We asked theWorkers to enter their Amazon worker ID at the
first page. We also displayed a code at the end of the survey
and asked them to enter the code on their MTurk dashboard
to receive the survey credit. In total, 240 persons participated
the survey but 42 of them failed the quality assessment. This
resulted in a final sample size of 198.

The participants’ data were anonymised. There was no link
between participant’s answers to the survey questions and
their personal information, except their Amazon worker ID
in the Unipark platform. The Unipark has a personal data
protection feature that make a survey fully GDPR (Gen-
eral Data Protection Regulation)4 compliant. We deleted all
worker IDs from the Unipark platform right after conduct-
ing the qualification control and deleted all data after com-
pleting the study analyses. We debriefed the participants
about the study and informed them that their data will be
anonymised.
Qualification Control: To consider only participants who

paid attention to the emails and questions, thus improving the
reliability of the data, we performed a qualification control.
We informed the participants that they need to carefully
read the emails and appropriately answer the question for
each mail (see section 3.2) to receive the credit in MTurk.
After they answered this question for each email presented
to them, we asked them to answer three multiple choice
questions. One of the questions was very simple, ‘‘who was
the emails’ recipient?’’ (to which the correct answer was
‘‘Alex’’). The second and third questions were about the con-
tent of the emails. We qualified those who correctly answered
two questions, as we felt that a person who carefully reads the
emails could answer at least two of the mentioned questions.
We asked them to answer the demographic questions before-
hand, to reduce the likelihood of identifying the qualification
control questions [67].

4 https://ec.europa.eu/info/law/law-topic/data-protection_en

FIGURE 2. A legitimate email example.

B. ROLEPLAY
The participants were presented with images of emails and
asked to identify how they would likely respond to the emails.
They could choose one of four response options (see section
3.4.1). We asked them to play the role of ‘Alex’, an imaginary
employee at Psycyber company. A total of 15 emails were
shown, and they were instructed to decide how they would
handle each one of them if they received these emails in their
personal inbox, in real life. We asked them to choose the most
appropriate answer, as the study data will be anonymised.

The 15 emails we created, were 5 COVID-19 related
phishing emails, 5 common phishing emails, and 5 legitimate
emails (each of them in the appropriate style), based on real
phishing and regular email examples posted on different web-
sites such as microsoft.com, google.com, who.int, cdc.gov,
cisa.gov, and kaspersky.com. We registered psycyber.com
as a domain name and created alex@psycyber.com email
account. Henceforth, all emails for assessment were sent to
this email address from various senders. Table 1 shows the
emails subjects, their order, and their categories.

As presented in Table 1, the relation with COVID-19 /
the coronavirus is readable from the subject of some emails
(i.e., numbers 5, 10, 12 and 14). But this doesn’t mean that
these and only these emails were COVID-19 themed phishing
(e.g., number 5 was a legitimate email). Further, for some
COVID-19 themed phishing emails (i.e., the number 4 and 8),
the relation to COVID-19 could not be inferred from the
mail’s subject. However, the content of these emails was
related to COVID-19 as a lure. For instance, the phishing
email with the ‘‘Employee Starter Kit’’ subject (i.e., num-
ber 4) was a fake email sent from the employer’s human
resources department asking the user to click on a link to
download the company’s COVID-19 policies, procedures and
practices specific to their workplace.

We hovered a hand-pointer on the links (either a phishing
or legitimate link) and displayed the URL in the email’s left
bottom corner. Figures 2, 3, and 4 are examples of the emails
we used in the study.
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TABLE 1. Simulated emails used in the survey.

FIGURE 3. A common phishing email example.

FIGURE 4. A COVID-19 themed phishing email example.

In each phishing email, one or more phishing signs taken
from [59], [68]–[72] were considered, such as:

� The domain name is mimicked
� Grammatical and spelling errors
� Sense of urgency and/or demand for immediate action
� Unusual request from the employer or a public agency

TABLE 2. Demographic information.

� Link to a fake website (e.g., the email address and the
link’s domain names are inconsistent)

� Fake email address (e.g., it claims that the email is from
the Centers for Disease Control and Prevention, but the
domain name was thecdc.com instead of cdc.gov).

C. DEMOGRAPHICS
Among the 198 qualified participants, 62.6 percent weremale
and 82.4 percent were between the age range 18-45. Table 2
summarises the demographic information of the participants.

Comparing Internet andMTurk users’ age distribution, it is
demonstrated in [73], [74] that MTurk users are younger than
the worldwide internet users’ population. This can justify
why from our participants, 82.4 present were in the age range
18-45.

D. MEASURES
1) PHISHABILITY SCORE
To test the hypotheses of this research, we sought to find the
phishability score of each user for both common phishing and
COVID-19 themed phishing emails.
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As explained above, we showed 15 emails to the partici-
pants and asked them to answer the following question for
each email.

‘‘You have received this email, what action would you
take?’’

As answer, they could choose one of the following options:

1. Emails with a link: ‘‘Click on the link in the email (the
one with a hand-pointer positioned over it)’’ and emails
with an attachment: ‘‘Open the attachment’’

2. Leave the email in my inbox for another time
3. Ignore and delete the email
4. Block the sender and delete the email

To calculate the users’ phishability score we took the fol-
lowing assumptions into the account:

If the email was a phishing scam and the user chose the
first option, the user was compromised. So, we added one to
the user’s total phishability score. If the email was a phishing
scam but the user chose the second answer, the user is taking
a risk, as the phishing email remains in the inbox and the user
may click on the link (or open the attachment) in future. But
the score is dependent on the user’s ability to detect other
phishing emails. This means that those who could detect at
least one of our other phishing emails, could also detect this
email (which was left in the inbox) in future, as the user has
some phishing detection knowledge and by spending more
time on this email in future, they will most likely detect a
phishing indicator in the email. Deleting an email might be
motivated by different reasons, for instance some users do not
like to keep unknown, marketing emails, etc. in their inbox
and opt to delete them. However, blocking the sender and
then deleting the emails can indicate that the user has some
knowledge of suspicious emails. So, if the user chose the sec-
ond answer, and they could not correctly choose the fourth
answer for any of the phishing emails, we added one to their
total phishability score. We carried out the same calculation
for both the common and COVID-19 themed phishing emails,
so that we calculated each user’s common phishability score
and COVID-19 phishability score.

2) CORONAVIRUS ANXIETY SCALE (CAS)
To measure the participants’ anxiety scale caused by
COVID-19, we used the COVID-19 Anxiety Scale [75]. It is
a five-item scale designed and developed to examine anxiety
over COVID-19. The participants could get an overall score
between the range of 5 to 25, where the higher score indicates
a higher level of anxiety over COVID-19. The cut-off score
of this scale is 9, meaning that people with a score of 9 or
higher have COVID-19 dysfunctional anxiety.

3) THE FEAR OF COVID-19 SCALE (FCV-195)
The FCV-195 is a seven-item scale with robust psychome-
tric properties that has been developed to examine people’s
fear of COVID-19. The participants could achieve an overall
score ranging between 7 to 37, where a higher overall score
indicates a more severe fear of COVID-19 [34].

4) COVID STRESS SCALES (CSS)
The CSS is a 36-item scale that is developed to examine
COVID-19 related distress. The scale corresponds to the
following sub-scales [76]–[78].

� Danger and contamination (DAN)

Fear of the dangerousness of COVID-19 and fear of contact
with objects, surfaces, and other fomites.

� Socioeconomic consequences (SEC)

Concerns about the COVID-19 costs and its impacts on per-
sonal financial situation.

� Xenophobia (XEN)

Fear that foreigners are spreading the virus.

� Traumatic stress symptoms (TSS)

Traumatic exposure to the virus such as, ‘‘nightmares, intru-
sive thoughts, or images’’ related to COVID-19.

� Compulsive checking (CHE)

COVID-19-related compulsive checking and reassurance
seeking

The DAN scale consists of 12 items and each one of the
other four scales consists of six items. Each item is scored
on a 5-point Likert scale, where a higher score indicates
more related stress of COVID-19 and a higher CSS score (the
overall score) indicates more overall stress about COVID-19.
In each of the DAN, SEC, and XEN scales, the participants
should answer the questions based on the extent to which
they experienced COVID-19 related worries during the past
week, while in the CHE and TSS scales, they should answer
the questions considering how often they have ‘‘engaged in
compulsive checking or reassurance seeking behaviours, and
how frequently they experience problems related to traumatic
stress in the past week’’ [76], [77].

5) DOMAIN-SPECIFIC RISK-TAKING (DOSPERT)
To test the participants’ risk-taking behaviour in various
domains, we used the DOSPERT scale. It is a 30-item
scale which measures the participants’ risk-taking in eth-
ical, financial, health and safety, recreational, and social
domains [79], [80]. This scale is used in several studies
to examine the internet/computer users’ risk-taking [10],
[11], [44], [45], [81]–[83]. It is a 7-point rating scale, in which
the participants could receive a score ranging between 6 to
42 for each domain, where a higher score indicates greater
risk-taking behaviour in that domain.

6) DOHMEN RISK TAKING MEASURE
To measure the participant’s general risk-taking behaviour,
we used the one-item Dohmen scale. This scale asks the
participants to rate the following question from 0 to 10: ‘‘How
do you see yourself: are you generally a person who is fully
prepared to take risks or do you try to avoid taking risks?’’,
where the value 0 means: ‘not at all willing to take risks’ and
the value 10 means: ‘very willing to take risks’ [84].
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TABLE 3. Descriptive statistics.

IV. DATA ANALYSIS AND RESULTS
Several analyses were performed on the data to find out
associations between the measured variables (i.e., their anx-
iety, fear, stress, risk-taking, and demographics) and their
phishability (common and COVID-19). Statistical analyses
were run in IBM SPSS Statistics 27.0 [85].

A. RELIABILITY TESTING
Reliability for each scale construct was analysed. Coro-
navirus anxiety α (Cronbach’s alpha) =.959; Fear of
COVID-19 α = .936; COVID-19 Stress α = .981 (DAN
α = .951; SEC α = .957; XEN α = .956; TSS α = .961;
CHE α = .937); Domain-Specific Risk Taking α = .942
(ethical α = .872; financial α = .856; health and safety
α = .842; recreational α = .900; social α = .782).

As Cronbach’s alpha level between 0.70 and 0.90 consid-
ered ‘‘excellent reliability’’ and above 0.90 considered ‘‘high
reliability’’ [86], all the reliabilities were acceptable. Thus,
all scales had high internal consistency.

B. DESCRIPTIVE STATISTICS
Both the outcome variables (i.e., the COVID-19 and Com-
mon Phishing Scores) were not normally distributed, so we
converted them to a normal distribution using Templeton’s
two-step transformation approach [87]. Table 3 presents
descriptive statistics of the variables, after the transforma-
tions.

C. REGRESSION ANALYSIS
Multiple linear regression analyses were conducted with anx-
iety, stress, fear, risk-taking, and demographics predictor vari-
ables, and common phishability and COVID-19 phishability
as outcome variables. The estimations of variance inflation
factors (VIF) were performed on all the predictor variables to
evaluate the data for multicollinearity issues. Variables with

VIF values greater than 10 were considered as problematic
variables [88], so the Socioeconomic consequences (SEC)
variable which had high VIF was dropped from the analysis.

We defined eight regression models, four models for
testing the users’ response (phishability score) to common
phishing emails and four models for testing the users’
response to COVID-19 phishing emails. The results of regres-
sion models when the outcome variable was the users’
response (score) to common phishing emails are presented
in Table 4. In the first model, where the predictors were
COVID-19 anxiety and fear, the COVID-19 anxiety score
(β = 0.117, p < 0.001) had a significant effect on
users’ common phishability. In the second model, where
the predictors were different types of COVID-19 stress lev-
els, the compulsive checking stress (CHE) (β = 0.088,
p < 0.01) had a significant effect on users’ common phisha-
bility. As the DAN (initial VIF = 10.670) and SEC (initial
VIF = 10.840) variables had collinearity issues, we dropped
SEC (which had higher VIF value) from the analysis.
In the third model, where the predictors were different
domains of risk-taking, the ethical risk-taking (β = 0.055,
p < 0.01) had a significant effect on users’ common phisha-
bility. In the fourth model, where the predictors were demo-
graphic factors, education level (β = 0.364, p < 0.01) had a
significant effect on users’ common phishability.

The results of regression models when the outcome vari-
able was the users’ response (score) to COVID-19 phishing
emails are presented in Table 5. In the first model, where
the predictors were COVID-19 anxiety and fear, both the
Coronavirus anxiety score (β = 0.138, p < 0.01) and
fear of COVID-19 (β = 0.070, p < 0.05) had significant
effect on users’ COVID-19 phishability. In the second model,
where the predictors were different types of COVID-19 stress
levels, the danger and contamination (DAN) (β = 0.044,
p< 0.05) and compulsive checking stress (CHE) (β = 0.203,
p < 0.001) had a significant effect on users’ COVID-19
phishability. As the DAN (initial VIF = 10.670) and SEC
(initial VIF = 10.840) variables had collinearity issues,
we dropped SEC (which had higher VIF value) from the anal-
ysis. In the third model, where the predictors were different
domains of risk-taking, the social risk-taking (β = −0.057,
p < 0.05) and ethical risk-taking (β = 0.082, p < 0.05) had
a significant effect on users’ COVID-19 phishability. In the
fourth model, no demographic factor (age, gender, and educa-
tion) had significant effect on users’ COVID-19 phishability.
As figure 5 shows, these results partially support our H1,

as users’ anxiety and at least one type of stress influenced
their phishability of both the common and COVID-19 phish-
ing, but fear of COVID-19 only influenced their phishability
of COVID-19 phishing, not the common phishing. These
results partially support our H2, as an association can be
found between at least one domain of the users’ risk-taking
preference and their common and COVID-19 phishability.
We also found an association between the users’ education
level and susceptibility to falling for common phishing, which
provides partially support for H3.
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TABLE 4. Results from the multiple regressions predicting users’ responses to common phishing emails (i.e., their phishability score).

TABLE 5. Results from the multiple regressions predicting users’ responses to COVID-19 phishing emails (i.e., their COVID-19 phishability score).

V. DISCUSSION
According to cyber security literature, investigating the
effects of human and psychological factors on cybercrimes

in general and in phishing attacks in particular, we can
determine that factors such as risk-taking of users might
impact the success of a phishing attack. However, the
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FIGURE 5. The results of the regression analyses (only statistically significant relationships shown).

studies were conducted before COVID-19, pre-pandemic,
where the extremely high risk to human life and health
was not present. In this situation, new psychological fac-
tors are introduced into the equation, ones that may play
a more important role in rendering an individual a victim
of phishing. To explore these possible factors, this study
explored some of the contributing psychological factors and
demographics.

As explained earlier in this paper, COVID-19 and its con-
sequences had some psychosocial impacts, such as increased
level of anxiety, fear, and stress. The results of our regres-
sion analysis indicate that having COVID-19 anxiety might
increase the possibility of falling into both the common
and COVID-19 themed phishing attacks. If a user’s anxiety
is increased due to the pandemic, the user may not detect
phishing signs in an email and instead click on the harmful
link or open the attachment, without consideration. The study
also demonstrates that fear of coronavirus has an impact on
the COVID-19 phishing scams, but no impact on the result
of common phishing. Compulsive checking (CHE) stress
also influences both the COVID-19 and common phishing
attacks, but danger and contamination (DAN) stress neg-
atively impacted COVID-19 themed phishing and had no
impact on common phishing. The analysis also confirms that
some risk-taking domains have an impact on falling into a
phishing scam even during the pandemic. Ethical risk-taking
influences both the common and COVID-19 phishing, while
social risk taking negatively impacts the COVID-19 phishing
with no impact on the common phishing. The result of an
analysis on the association between demographic factors on
response to phishing emails during the coronavirus situation
demonstrates that only the education level of users can impact

the extent to which a user is compromised by common phish-
ing attacks. These results show that some human behaviour
(i.e., the risk-taking preferences) causing the success of
phishing prior to the pandemic can still play a role during the
pandemic, but it seems that psychological factors as a result of
COVID-19 can play an important role in an individual being
victimised by phishing during the outbreak. However, some
emotions can have more impact on the COVID-19 phishing
emails, which can be used by scammers in designing those
phishing campaigns.

Studies showed that anxiety can decrease attentional con-
trol while people perform tasks [89]–[91]. This can explain
why a user with high levels of anxiety may pay less attention
to phishing clues in an email and as a result, click on the
compromising phishing link, for instance. When it comes
to fear, the results present that the fear of COVID-19 was
associated with falling into coronavirus phishing emails, not
common phishing. This can happen because the users have a
fear of coronavirus so they, for example, click on the link in
an email which seems to be addressed from a reputable health
agency (e.g., the WHO) to read the latest information about
vaccination. Both fear and anxiety act as a danger or threat
signal which can trigger appropriate responses [92]. Many
scientists distinguish between fear and anxiety and believe
that fear is related to known threats while anxiety acts as
an unknown threat signal– that is, fear is focused on known
external danger while anxiety is a ‘‘response to an unknown
threat or internal conflict’’ [92]–[94]. This can be a reason
why users with a high level of fear fell more into the phishing
scam, as when they have a fear of coronavirus, they know
what causes the fear (it is a known threat), therefore, they
focus on the reason of the fear, hence COVID-19 related
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emails gain their attention. But when users have high levels
of anxiety, although it is caused by COVID-19, the reason is
not very clear to them (it is unknown or less known), so they
may fall into all types of phishing attacks. Studies showed
that fear and anxiety can cause low certainty and low self-
control [95], [96] which might be a reason as to why the high
level of anxiety is significantly associated with responding to
both types of phishing emails. One study demonstrated that
less anxious people might allocate their full attention to a
designed task, but the highly anxious cannot do this. They can
allocate a part of their attention to the task [97]. So, this can be
a reason as to why those users who have high level of anxiety,
due to the COVID-19, cannot give the full attention required
to detect the phishing signs in an email, despite knowing what
those signs are and despite having phishing email detection
skills.

The results suggest that those users who exhibit stress
due to fear of contact with possibly contaminated objects
or surfaces, clicked less on the COVID-19 phishing links
or opened the attachment, while those who exhibit stress
due to compulsive checking and reassurance seeking any
possible threat that might be caused by the pandemic, can be
susceptible to both common and COVID-19 phishing scams.
It seems that stress can play an important role in becoming
a victim of phishing. A user who had compulsive checking
and reassurance seeking might want to address these needs
by finding more information about COVID-19 (e.g., vaccina-
tion, latest status of infected people, etc.) by clicking on the
COVID-19 phishing links. However, the results indicate that
these stresses can cause falling into various types of phishing,
and not only the COVID-19 related ones. The effects of
different types of stress on phishing during the pandemic
needs more research, to find out the root causes of these
effects. For instance, it is not clear why those who have the
fear of contact with contaminated objects are less likely to
respond to phishing.

Some studies found an association between ethical and
social risk-taking and security behaviour intentions of
users [45] while other found that ethical and financial factors
have this association [10], [98]. However, other studies did
not find any association between ethical and social risk-taking
behaviours and users’ security behaviour but instead found
a significant relationship between users’ health and safety,
and financial risk-taking and their security behaviour [44].
So, it seems that different risk-taking domains might be able
to predict users’ security behaviour, sometimes and probably
in some social conditions, sometimes ethical, and sometimes
financial. Our results showed that users’ ethical risk-taking
during the pandemic, can impact different types of phishing
attacks’ results but social risk-taking has a negative impact on
falling for COVID-19 phishing.

The general risk-taking though, could not predict the suc-
cess of a phishing scam. This can prove that some types of
risk taking, especially those of ethical nature, play a greater
role in the pandemic. Although, a previous study could find
the effect of the users’ general risk-taking on being victimised

by a phishing before the pandemic [55], our results could not
find such a relation during the pandemic.

While other studies demonstrated relationships between
age and/or gender of users and their phishability [55], [99],
[100], the results of this study did not show any relationship
between them during the pandemic. Although a previous
study conducted before the COVID-19 found that people
with lower education levels tend to be more susceptible to
phishing [10], our study results showed that those who are
more educated are at greater risk of being victimised by
common phishing during the outbreak. Further studies should
investigate why the education level is positively associated
with falling into a phishing attack during the outbreak. How-
ever, we should bear in mind that the previous study’s partic-
ipants were university students [10], and as younger students
normally have lower education level, maybe the participants’
age range had the main effect on falling into the phishing in
that study. The association between the education level and
age is not always positive in the general population [101].

The aforementioned results have practical implications.
There are many technical anti-phishing solutions available
that are preventing a huge number of phishing emails from
reaching the users’ inboxes. Although these solutions are
becoming more and more advanced, for instance by using AI
(artificial intelligence) powered and machine-learning based
phishing detection and prevention techniques [102], [103],
they cannot stop all phishing emails. Phishing is still success-
ful, and scammers always find new ways to fool their victims
by designing phishing attacks based on human weaknesses
as it seems that the weakest link is human error [104]. Thus,
many organisations spend a lot of time and effort on security
training awareness campaigns to increase their employees
phishing awareness, so that they can detect phishing emails
(which passed through the anti-phishing solutions) [105].
However, as the results of this study show, it seems that
the users’ phishing detection skills might even be overshad-
owed by other factors such as fear of COVID-19 during the
pandemic.

These results can help organisations to find their high-
risk users, during a pandemic, by simply taking the CAS,
FCV-195, and CSS test (or even one of them). By controlling
their fear, stress, and/or anxiety, for instance by using psycho-
logical techniques, they can reduce the risk of being compro-
mised by phishing attacks, as even a click on a phishing link or
open a phishing attachment might cause their critical systems
to face compromise by a malware (e.g., a ransomware). They
can also prioritise their security training efforts and provide
special and more phishing training to those users. In fact,
all individuals can take these tests during the outbreak and,
if for instance, their fear of COVID-19, anxiety, and/or stress
score(s) is high, they will be at the risk of being hacked by
a phishing attack. They should then concentrate more on all
incoming emails and always bear in mind that they are more
vulnerable than others, at least during the pandemic. Perhaps
the best way to combat this, is to reduce those causes using
psychological techniques.
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This study is important because it explains how the indi-
viduals’ emotions and behaviour is influenced by COVID-19,
suggesting that future health crises can play an important role
in the success of phishing attacks. Furthermore, it determines
the idea that the results from other studies on the effects of
human factors on phishing scams before or after a pandemic,
can be overshadowed by some other factors that emerge
during a pandemic. This, however, need further develop-
ment, so researchers should deeply investigate the effect of
COVID-19 on human factors, and thereafter, their impact on
phishing. Through such research, other contributing factors
may also be discovered. Moreover, effects of these factors
might be different across different countries and cultures.
We did not have any regional limitations for participation in
this study but focusing on a specific country may highlight
different results that can be used to minimise the success of
phishing attempts in certain countries.

There are several limitations to this study. Firstly, the sam-
ple was drawn from Amazon mTurk users, so it cannot be
considered as a representation of the behaviour of all email
users. Secondly, we used images of the phishing emails in
a role-play experiment and asked the participants how they
would respond to the email if they were ‘Alex’. So, they
did not deal with a real-life scenario of receiving a mail
themselves. Some of those who have a fear of COVID-19 or
increased level of anxiety or stress, did not respond to the
phishing emails in the study, but may have done so if they
faced this situation in a non-monitored scenario. However,
some other participants may even engage more in risky
behaviour and respond to the phishing as they know that it is
just an image and does not have any consequence. However,
there is no reason to differentiate between the results of their
role-play behaviour and their behaviour in the real world
during the pandemic.

It is important to note that this study was conducted before
people start receiving the COVID-19 vaccine, so results may
vary after vaccination rollouts take place around the world.
Future studies can investigate the effects of human factors on
phishing scams during the pandemic since vaccination to find
out if the effects are visible and sustainable.

VI. CONCLUSION
The main contribution of this study is new empirical evidence
that anxiety, fear and stress related to the COVID-19 pan-
demic, affect falling to both common and COVID-19 themed
phishing emails. These findings increase our knowledge of
the human factors (e.g., risk-taking, education level) that
impact the success of phishing attacks in pre-pandemic times.

Phishing attempts have increased after COVID-19 and
have compromised a number of businesses and individuals.
We know from previous studies that human behaviour and
some demographic factors could impact falling for phishing
before the pandemic, but are these factors still at play dur-
ing the pandemic? More importantly, are there other, new
factors, like COVID-19 related fear, anxiety and stress, that
impact phishability, in particular related to COVID-19 themes

phishing mails? Understanding the main reasons for why
people follow the attackers during the outbreak will help
us to focus on high-risk users and make an effective pro-
gramme to mitigate the risk. We analysed the effect of some
personal emotions, behaviours and demographic factors on
both common and COVID-19 phishing. Future studies can
focusmore on these emotions and carry out lab and real-world
experiments to further analyse their effects on different types
of phishing and other cyber-attacks, and unearth how treat-
ing these emotions, e.g., fear of pandemic-scale viruses, can
decrease the success of phishing. The studies can also inves-
tigate effects of other emotions and behaviours on phishing
during the outbreak. These results can be useful to decrease
the success of phishing during the COVID-19 pandemic and
even possible future health crises.

The study’s findings showed that the level of users’ anx-
iety, level of stress caused by compulsive checking and
reassurance-seeking, and ethical risk-taking could influence
the different phishing types’ success during the pandemic.
Fear of COVID-19 can positively affect phishing success,
while levels of stress caused by fear of COVID-19’s danger
and contact with objects that can carry and spread the virus,
and social risk taking, can negatively impact the success of
phishing attempts which use COVID-19 themes as a lure
to fool the users. Furthermore, users’ education level can
influence the success of common phishing attempts during
the pandemic – that is, those who are more educated might
have more willingness to respond to a common phishing
email.

This research is the first study on the effects of the
human emotions which were impacted by COVID-19 on
both common and COVID-19 themed phishing attempts.
More in-depth research can be conducted on the effects
of these emotions as well as the effects of other emotions
and behaviour of phishing attacks during the pandemic. The
results of this study and the proposed future studies can be
used to minimise the success rate of phishing attempts during
the COVID-19 outbreak and similar situations in future.
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