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ABSTRACT Chaotic-based S-box image encryption schemes promise to be a practical solution for securing
digital images. However, the high-dimensional continuous chaotic has increased the algorithm’s complexity.
Recent alternatives that focused on double or multiple S-boxes approaches, on the other hand, have been
proven vulnerable to differential attacks. This paper presents an efficient and secure chaotic-based S-box
image encryption scheme. Firstly, a single S-box with a size of 10 x 26 was constructed by using a low-
dimensional chaotic system. Without a complex mathematical operation, the constructed single S-box has
obvious efficiency advantages and achieved a higher image entropy rate than recent double or multiple
S-boxes. Secondly, a new dynamic encryption step method is proposed to solve the high correlation and
deterministic problems in multiple S-box encryptions. Under the control of the dynamic encryption step
algorithm, it effectively destroys the correlation between the source image’s pixels. The experimental results
and security analysis show that the proposed scheme enjoys higher security and is more efficient to secure

digital images in real-world applications.

INDEX TERMS Image encryption, substitution box (S-box), chaotic systems, dynamic step.

I. INTRODUCTION

With the growing popularity of digital images in thriving
social media and their importance in supporting medical
and surveillance industries, the increased security breaches
have promoted the need for a practical solution to protect
digital image privacy. As a result, various image encryption
schemes have been proposed recently, with their approaches
classified as chaotic system approach [3]-[15], DNA encryp-
tion [16]—-[28], compressive sensing encryption [29]-[36],
wavelet transform encryption [37]-[45] and Substitution-box
(S-box) approach [46]-[53].

A. CHAOTIC ENCRYPTION

A chaotic system’s intrinsic characteristics, such as pseudo-
randomness, instability, and sensitivity to the system’s initial
conditions and parameters, make the chaotic system have the
requisite security conditions. The core principle of chaotic
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encryption depends on the chaotic framework’s capacity to
generate a sequence of random numbers that are uncorrelated,
similar noise and renewable. Subsequently, a sequence is
applied to guide image scrambling. The verifiable proper-
ties of sequence reconstruction and prediction resulted in a
higher security level in chaotic encryption. Recent chaos-
based image encryption techniques can be further catego-
rized into true random numbers [3], [4], cyclic shift [5],
chaotic logistic map [6], hyperchaos [7]-[9], fuzzy cellular
neural networks [10], coupling map lattices with mixed multi-
chaos [11], dynamic chaos and matrix convolution [12],
and generalized Fibonacci chaos [13] and Fractional cal-
culus [14], [15]. Chaotic encryption is common in image
encryption literature; however, the confusion and diffusion
process in some studies are vulnerable to security flaws.

B. DNA ENCRYPTION
Some researchers adopted biological and algebraic opera-
tions based on DNA sequences with the rapid
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development of DNA computing. For example, DNA
sequence addition and subtraction operations are derived
from the conventional binary addition and subtraction.
In recent years, many achievements have been made in
DNA-based image encryption, includes DNA computing
and chaotic system [16]-[22], DNA based probability and
two-dimensional logistic map [23], DNA level permutation
with 3D Latin cubes [24], FSM-DNA Rule Generator and
FSBI [25], 3D DNA level permutation and substitution [26],
CML system and DNA encoding [27], Zigzag-like trans-
form and DNA-like coding [28]. The main advantages of
DNA-based image encryption are that all sorts of entropy and
differential attacks can be resisted. However, DNA encryp-
tion is still in its infancy, and there are other issues such as
complexity of encoding process, high biological operation
error and costly experimental need to be addressed.

C. COMPRESSED SENSING (CS) ENCRYPTION
Compressed Sensing (CS) is a new sampling theory. The
CS sampling process extracts useful information from sparse
signals by simply correlating sparse signals with a set of pro-
jection bases. The core concepts of CS consist of two parts:
uncorrelated feature and sparse structure, which involves
the sparse representation of the signal, projection measure-
ment of signal, and reconstruction of the original signal.
CS-based image encryption has dimensionality reduction and
random projection characteristics. CS-based image encryp-
tion thus enjoys a high compression rate and is widely used
in image encryption. However, it is hard to meet the secu-
rity requirements of image encryption. As a result, subse-
quent researchers [29]-[36] have taken a hybrid approach to
improve CS-based encryption security by utilizing chaos and
optics’ security properties.

D. WAVELET TRANSFORM ENCRYPTION

Compared to the typical image encryption in the spatial
domain, wavelet transform encryption focuses on the fre-
quency domain. The frequency domain has advantages of
strong sensitivity and resistance to security attacks. The key
concept of wavelet transform encryption is to decompose
the original image to get each component’s image, includ-
ing approximate image, low-frequency horizontal and verti-
cal components, and high-frequency components. After that,
each component of the image is encrypted, and the complete
encrypted image is reconstructed using each component’s
encrypted image. Various variants of wavelet transform-
based encryption methods have been proposed recently,
include traditional wavelet transform [37], discrete wavelet
transform [38], Fresnel wavelet transform [39], fractional
wavelet transform [38], chaotic trigonometric haar wavelet
transform [39], quantum haar wavelet packet transform [42],
lifting wavelet [43], [44], chaos and wavelet transform [45].

E. SUBSTITUTION-BOX (S-BOX)
S-box is one of the most important ingredients in blocks
encryption algorithms because of its unique nonlinear
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element. It has been widely applied in classical encryption
algorithms, such as Data Encryption Standard (DES) and
Advanced Encryption Standard (AES). The image encryp-
tion algorithm based on the S-box approach enjoys faster
processing speed but achieved a lower security level. The
implementation results of the S-box in the substitution phase
of image encryption observed a high correlation between the
image pixels and high similarity features among encrypted
image and source image, thus reducing its security properties.

In recent years, scholars have directed hybrid S-Box with
chaotic encryption in hardening the security resistance of
S-box-based image encryption. Jahangiretal. [46]
constructed S-box based on finite algebraic structures and
proposed a colour image encryption technology using
permutation key and S-box. Jahangir et al. [46] scheme
can resist statistical analysis and differential analysis.
Considered CS encryption of the chaotic measurement
matrix has a strong sensitivity to plaintext, Zhu et al. [47]
hybridized the CS-based image encryption with S-box.
Hasanzadeh et al. [48] use Julia fractal set to generate a
fractal image, then apply Hilbert fractal to construct S-box.
Combining fractal, S-box, and hyperchaotic dynamics,
Hasanzadeh et al.’s scheme [48] has a larger keyspace and
good encryption effect. On the other hand, Farah et al [49]
optimized S-box by using chaotic Jaya optimization algo-
rithm and Shanon’s confusion and diffusion concepts. The
good randomness and sensitivity of chaotic mapping make
Farah et al. ’s algorithm [49] resist different cryptanalysis
attacks. Cavusoglu et al. [50] proposed a chaos-based S-Box
that has low complexity and high security. Lu et al [51]
proposed a new discrete compound chaotic Logistic Sine
System (LSS) with a wider chaotic range and better chaotic
performance. Their scheme improved password security and
efficiency significantly with the embedded key strategy asso-
ciated with the image content during the encryption process.
Wang et al. [52] introduced a non-equilibrium system with
chaos. The constructed S-box enjoys higher security fea-
tures, but it takes more time to generate multiple S-boxes.
Zhang et al. [53] focused on the security aspect by intro-
ducing an image encryption scheme based on asynchronous
substitution and diffusion. The scheme belongs to the double
S-box method and adopts forward and backward encryption
to synchronize pixel scrambling and pixel diffusion.

Recent literature [43]-[53] demonstrated that chaotic-
based S-box image encryption has significantly improved
security. However, the high-dimensional continuous chaotic
increased the algorithm’s complexity [54], [55]. Several
researchers applied double S-Box and multiple S-boxes
approaches to tackle the complexity of high-dimensional con-
tinuous chaos. However, these approaches [49]-[53] target a
relatively simple image encryption application and are lim-
ited to support S-box sizes of 4 x 16 or 16 x 16. Further-
more, the high correlation between the grey image pixels and
the achievement of low rate in Number of Pixels Change
Rate (NPCR), Unified Average Change Intensity (UACI)
and entropy analysis resulted in these schemes [49]—[53]
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cannot resist well to the differential attack and direct
attack.

This paper aimed to address these research gaps by propos-
ing an S-box with a low-dimensional chaotic system. The
contributions of this paper are summarized by:

« A new technique in constructing a secure chaotic-based
S-Box image encryption, called ‘Dynamic Encryption
Step’, significantly reduced the high correlation between
the pixels of source image, thus improve the security
level of S-Boxed based image encryption.

o We use the low dimensional chaotic sequence to con-
struct a single S-box to achieve a better chaotic degree
(measured in entropy rate). The row-column transform
process does not need complex mathematical operations
and has obvious efficiency advantages.

« Pixel diffusion is used to increase the security of the pro-
posed ‘Dynamic Encryption Step” approach by changing
the statistical characteristics of the encrypted image.
Therefore, the proposed algorithm is robust against dif-
ferential attacks.

o We extended S-box sized to 10 x 26 to support more
complex image encryption applications without sacrific-
ing the security and algorithm complexity.

The rest of this paper is organized as follows. Section II
introduces the S-box construction with a low dimensional
chaotic sequence. The proposed dynamic encryption step
method and chaotic-based S-box image encryption algorithm
are presented in Section III. Section IV discussed the experi-
mental results and compared them with recent chaotic-based
S-box algorithms. Section V concludes.

Il. THE NEW S-BOX CONSTRUCTION WITH LOW
DIMENSIONAL CHAOTIC SEQUENCE

A. LOGISTIC MAP

Logistic map is a classical model to study the dynamical sys-
tem, chaos, fractal, and other complex systems behaviours.
Logistic map, also called logistic iteration, is essentially a
time-discrete dynamic system. Its formula is:

X1 = pxr(1 — xg) (1

where 0 < w < 4 is called the branching parameters,
when x; € (0,1) and 3.56 < p < 4. The logistic map
is in a chaotic state and can generate a low dimensional
chaotic sequence from elementary nonlinear dynamical equa-
tions. From the probability density function, mean value, and
cross-correlation function of chaotic sequence, we know that
logistic map has the characteristics of certainty, pseudo ran-
domness, non-periodic and non-convergence, the sensitivity
of initial value, unpredictability and fast generation speed,
which ensures the randomness and security of sequence
generation.

Compared to recent hyperchaos [7]-[9], coupling map lat-
tices with mixed multi-chaos [11], dynamic chaos and matrix
convolution [12], and generalized Fibonacci chaos [13],
the chaotic logistic mapping can be significantly less compu-
tationally. We chose a one-dimensional chaotic logistic map
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with low dimensions and high security as a trade-off between
efficiency and security.

B. CONSTRUCTION OF THE NEW SINGLE S-BOX
The construction of a new Single S-box, denoted as S should
meet the following conditions:

o The size of Sis 26 x 10 or 10 x 26, which accommodate
at least 256 elements.

o All elements in S must be integers between 0 and 255,
such that S(i, j) € [0, 255].

o All elements in S(i, j) are not equal to each other, and
256 values should cover the continuous range of 0~255.

STEP 1: Set initial parameters xo and u, use Eq. (1) to gen-
erate a low dimensional chaotic sequence P; with 256 distinct
elements, for i € [0, 255].

STEP 2: Sort P; in descending order, such that P’; =
Rank(P;) and i € [0,255]. Subsequently, define a new
chaotic sequence, P”; by finding the x that corresponding
to all y in ascending order of P';, such that x and y are the
position index sequence of the identical value in P; and P’;
respectively, (x € [0, 255], y € [0, 255]). All elements in the
sequence P”; are integers in the continuous interval 0~255,
which are not omitted or repeated.

STEP 3: The chaotic sequence P”; is transformed into
a single S-box matrix sized of 26 x 10 or 10 x 26.
Four generated values (6, 25) (7, 25) (8, 25) (9, 25) can
be filled with any value not ending in [0, 255], order by
S = reshape(P"}, 10, 26).

Table 1 illustrates the example of the constructed S-box
with initial parameters 1 = 3.95 and xp = 0.32568.

C. HIGH CORRELATION PROBLEM IN S-BOX BASED
IMAGE ENCRYPTION

Let A be an original image with a size of m x n and
A(i,j) € [0,255]. Each pixel A(i,j) is expressed as a
three-digit numeral. Conduct vacancy filling process if nec-
essary, so that the numeral is always three digits, such as
000, 001, 002, ..., 254,255. The first two digits of each
pixel A(i,j) are used to index the S-Box column position,
denoted as col, and the third digit represents the index posi-
tion of rows, denoted as row, then:

col = [A(i, j) — rem(A(i, j), 10)]/10
row € [0,25] & row € ZT. 2)
row = rem(A(i, j), 10)

col € [0,9]&col €eZT, 1<i<m, 1<j<n.

3

where rem(x,y) is the remainder operation, rem(x,y) =
x —y X round(x/y), and round () function rounds a divi-
sion result to zero. The corresponding col and row can be
obtained through the pixel-wise decomposition by giving any
pixel A(i, j).

Let S is the matrix of constructed single S-Box and
S = [S (row, col)]. Then, conduct index search process by
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TABLE 1. The constructed S-box with low dimensional chaotic sequence (x = 3.95, X, = 0.32568).
00 | 01 02|03 |04 (05|06 |07 08|09 |10 (11 |12 |13 (14 | 15|16 (17 |18 [19 (20 |21 |22 | 23|24 |25

0 (91 | 112] 182|176 | 191| 29 |207 | 35 |57 |87 |116 | 56 (206 | 61 | 80 |45 [ 90 {253 |130| 6 | 63 |223| 22 (228|255 38

1 (1721202] 46 (21 | 54 [121| 2 |164|189 (162 |64 | 66 (251|158 218136 |171[181| 1 |216|160|144| 79 180|210 |246

2 | 17 | 214| 98 |219 | 49 | 133|110 |212 |52 |236 |235 (193|224 | 83 | 20 |239 | 16 [226|139(122 | 85 |25 | 19 |197| 5§ |78

3 (77| 4 |196|81 |148| 33 |140 (238 (123 | 65 |161 | 43 (145 | 53 |175| 11 (244|198 |242| 30 [149|102|174|99 [215]| 18

4 (2451209 179|159 | 84 [ 129|153 [135 (119 |187 | 86 [237 (26 [190| 94 |71 (154|100 | 14 (126 | 50 | 60 | 93 | 47 |203 | 173

5 | 37 | 254| 227|101 | 159| 131|243 | 44 |31 |117 |150 (163|128 | 40 | 8 |213 [141| 48 | 74 {204 | 55 | 157|177 183|113 | 92

6 |155] 72 (199|124 | 62| 27 | 15 | 194 (127 |106 {107 | 88 | 32 |248 | 68 |201 [229 (147 | 34 {186 [192| 82 | 96 |138 |231 | —

7 (142 ] 12| 69 |37 | 104| 146|170 | 67 (205 {234 |118 | 169 [120 {221 | 178|165 [111|184 256|105 | 42 | 39 | 10 (241 [167 | —

8 (166240 9 (249 | 185[225(89 | 7 |108 [115 |51 [152(124 |23 [195(36 | 3 |28 (211|114 |168(247| 70 | 13 (143 | —

9 (230 137| 95 |41 |125({252| 75 |217 |151 (233 |188 {109 (103 | 58 | 97 | 76 |208 132 | 134|232 250 (220|200 73 |156| —
searching the row and col index value in S(row, col). The one- Tt T T TsE s EmEEmmEEmm :
time S-box encrypted image denoted as C1, such that: | Original Image One-time Encryption C4 1

1 I

C1(i,j) = S(row, col) | | 89| 8| 75 151 | 151 | 44 |

_ . .. 1 1

= S([AG, j) — rem(A(, j), 10)]/10 + 1, ' as| s |88 (> a1 166|181 !

rem(A(i, j), 10) + 1) @ i I

) ) o 1| o | 254|254 91 [ 173 | 173 !

Each pixel A(i,j) in the original image C;(i,j) can be ' .

obtained by a one-time pixel-wise decomposition and index I Two-timesEncryptionCy  Three-times Encryption C3 Eight-times Encryption Cs:
. . . 1

I

sear(.:h pr‘oce’ss.For example, given the pixel, adq l(?adm{; zerf) ! R N 115 R ||

to pixel ‘19’ to form a three-digit numeral A(i, j) = ‘019’. i I

Then, obtain the index position of column and row respec- | —>| 189 | 229 | 136 —>| 134 | 200 | 248 [------- > 213| 57 | 74 | |

tively, col = 01 and row = 9 by decomposing ‘019’ into ‘01’ ! :

> oo (1o ! 162 | 198 | 198 16 | 114 | 114 227 | 223 | 223
and ‘9’. Subsequently, use column position index ‘01’ and :_ !

row position index ‘9’ to search and substitute the value in the
constructed single S-box matrix S, such that S(9, 01) = 137.
The encryption diagram is shown in Figure 1.

.| S-box Matrix

a

Original Image Vacancy Filling

9 +-1{137
‘?}?‘_‘!‘,‘!F | Row Encrypted Image
o @ | )
| saamiEl
L] .

FIGURE 1. S-box encryption diagram.

Few researchers applied multiple S-Box encryptions tech-
niques in hardening the security of S-box based image
encryption. Let C,, be the output of n-th round encrypted
image, n + 1 multiple-times S-Box encryption can be
achieved by using Eq.(4) such that C,, 1 = C,(,j) =
S(row, col). Figure 2 illustrates the output of multiple-
S-Box encryptions with n = 8.
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FIGURE 2. High correlation and deterministic problems in multiple-times
S-box encryption (n = 8).

The multiple S-box encryptions do not effectively destroy
the correlation between the pixels with the increased numbers
of S-box encryption. As illustrated in Figure 2, the pixel
value of 89 (highlighted in green colour) and 254 (highlighted
in purple colour) in the original image returns the same
sequence of states in encrypted images, C1,Co, ..., C,.
The deterministic properties of multiple S-Box encryptions
caused them vulnerable to chosen-plaintext attacks and dif-
ferential attacks.

Several double S-boxes, three S-boxes, or multiple S-boxes
approaches Ref. [49]-[53] have recently been proposed to
overcome high correlation and deterministic issues. However,
these approaches generate distinct S-boxes to support multi-
ple S-box encryptions, thus increasing computing workloads
and not effectively solving the root problem.

Ill. THE PROPOSED METHOD

This section presents the proposed dynamic step encryp-
tion and S-box image encryption algorithm to address
S-box image encryption’s high correlation and deterministic
issues.

120599



IEEE Access

W. Ji Jun, T. Soo Fun: New Image Encryption Algorithm Based on Single S-Box and Dynamic Encryption Step

A. DYNAMIC STEP ENCRYPTION

Let T as the total encryption times and ¢ is a random number
inl ~T,(1 <t <T),we construct a dynamic encryption
step matrix that makes each pixel A(i,j) correspond to a
randomly assigned encryption step t. Firstly, use Eq. (1)
to generate a chaotic sequence ET with a size of m x n.
Then perform the following operations to generate a dynamic
encryption step matrix 7"

T’ = mod (fix(ET (i) x 1000), T)+1, 1<i<mxn.
(5)
T’ = reshape(T',m,n), 1<i<m, 1 <j<n. 6)

where 1 < T’ < t. T’ is the encryption step matrix, the
encryption step ¢ corresponding to a pixel A(7, j) is denoted
t = TG, j).

The complete process of dynamic step S-box encryption
can be realized by Eq. (7):

Ce+1G.J)
S'([Ci(i. ) —rem(C,(i, j), 10)]/10+1,
= 1 rem(Cy(i,j), 10) + 1)
G, ))

if t<T'(i,))
if t=T'(i, ))

(7
where ¢ is the number of encryption times, and ¢+ < T.

Figure 3 illustrates the process of the proposed dynamic step
S-box encryption.

B. PIXEL DIFFUSION

To further improve the security of the proposed method,
the pixel diffusion technique is used to change the encrypted
image’s statistical characteristics, thus preventing the attacker
from obtaining valuable information by comparing the pair of
plaintexts and ciphertexts. Apply Eq. (1) to generate arandom
chaotic sequence Q and transform it into a m x n size pixel
diffusion matrix Q'.

0 = mod (fix(ET (i) x 1000), 256),
0 < Q <255. ®)

l<i<m, 1<j<n_ (9

1<i<mxn,
Q' = reshape(Q, m, n).

where 1 < Q'(i,j) <t.
The encrypted image after pixel diffusion is C/,

C=CoqQ. (10)
C. DECRYPTION

Given the encrypted image C/, first input the password to
get xo and u, then use Eq. (1) to generate the sequence P,
sequence Q, sequence ET. Next, apply Eq. (5)(6)(8)(9) to
obtain the pixel diffusion matrix Q' and S-box matrix S. Let
C = C' @ Q/, for each pixel C(i, ) in the encrypted image

C has corresponding decryption step 7, such that t = T'(i, j).
Then, search the S(uy, v{) equivalent to the pixel value C(i, j)
in the S-box matrix S and record the position of the row as u
and column as vy such that C(i, j) = S(u1, v1).

Let C1(i,j) = u; x 104+ vy,t =t —1,if t > 0, continue
to search Ci(i,j) in the S-box matrix S, and record the row
position as up and column position as v in S, such that
Ci(i,)) = S(uz, ). Let Co(i,j) = up x 10+ vt =1t — 1
and repeat the same operation until # = 0 to recover the orig-
inal image A. The decryption algorithm can be summarized
as (11), shown at the bottom of the page.

D. THE PROPOSED CHAOTIC-BASED S-BOX IMAGE
ENCRYPTION SCHEME

The encryption and decryption process of the proposed
chaotic-based S-box image encryption scheme is presented
as follows:

1) ENCRYPTION ALGORITHM

Step 1: Input the original image A and define the image
size [m, n] = size(A).

Step 2: Set the password, convert the password into ini-
tial security parameters xo, ;¢ and encryption times 7'. Then,
generate a chaotic sequence P, Q and ET respectively with
the Eq. (1).

Step 3: Sort P; such that P'; = Rank (P;) and i € [0, 255].
Subsequently, define a new chaotic sequence, P”; by finding
the x that corresponding to all y in ascending order of P’;, such
that x and y are the position index sequence of the identical
value in P; and P’; respectively. Let S = reshape(P”;, 10, 26),
then generate the single S-box matrix S.

Step 4: Use sequence ET and Eq. (5)(6) to get the dynamic
encryption step matrix 7”.

Step5: Execute T times of Eq. (7) on the original image A
to obtain the T — fimes encrypted image C;.

Step 6: Use Eq. (8)(9) and sequence ET to generate a
diffusion matrix Q’, then can obtain the final encrypted image
C’ by Eq. (10).

2) DECRYPTION ALGORITHM

Step 1: Get the size of the encrypted image C', [m, n] =
size(C').

Step 2: Input the password K and generate the initial
parameters xp, 4 and encryption times 7. Then, generate a
chaotic sequence P, Q and ET respectively with the Eq. (1).

Step 3: Obtain the single S-box matrix S by the
sequence Poigingr and the encryption step matrix T’ by the
sequence ST .

Step 4: Obtain the image C through the operation of
Eq. (10) on the image C'.

Step 5: Execute T times Eq. (11) on the image C to restore
the original image A.

t=t—1
t=t—1

U X 10+V[,

Bt-‘rl(i’j) = { Bt(l J)

120600

l:f Cf*l(ivj) = S(M[, Vl‘) & 1< T/(l’,])

if Cro1(ij) = St ve) & 1> TG, ) (i
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FIGURE 4. Decryption method of dynamic step S-box encryption.
IV. EXPERIMENT RESULT ANALYSES chaotic-based S-box encryption scheme. The experiments are

Several experimental tests have been carried to examine configured and performed on a Windows 10 desktop with an
the performance and security properties of the proposed AMD Ryzen 5, CPU 2.10 GHz, 8 GB RAM and the platform
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is MATLAB 2018a. The experimental images are standard
grey images from the USC-SIPI image dataset, as illustrated
in Figure 5.

FIGURE 5. Original images. (a) Lena; (b) Baboon; (c) Peppers; (d) Boat.

A. HISTOGRAM ANALYSIS

An image histogram is mainly used to describe the distribu-
tion of grey values. In general, the more uniform the distri-
bution of grey values in the encrypted image, the stronger
the ability to resist statistical analysis. Figure 6 shows the
histogram distribution of the original image and their corre-
sponding encrypted image for different encryption times, 7'.
It can be seen that the grey value distribution of the original
image is not uniform and has obvious peaks and changes,
illustrated in Figure 6 (b)(j)(n)(r). On the other hand, the his-
togram distributions are more uniform for their corresponding
encrypted image in Figure 6 (d)(h)()(p)(t) and tend to be
horizontal. The results show that our encryption algorithm
can obtain a statistically secure encrypted image.

B. CHI-SQUARE TEST

We apply the quantitative grey uniformity Chi-square test to
verify further the uniformity of histogram distribution of the
encrypted image, as the greyscale values in histogram analy-
sis are inconsistent. The Chi-square formula is as follows:

mxn

Aji — E)?
x% = Z % (12)
i=1

where A;; denotes the actual amount of each grey level of
the original image and represents the desired amount of each
grey level. A smaller experimental Chi-square value implies
the ciphertext images are distributed more uniformly, thus
improves security defences. Table 2 summarizes the exper-
imental result of the Chi-square test.

120602

(k)

FIGURE 6. Histogram analysis for original image and encrypted image
(a) Original image-Lena; (b) Histogram of image-Lena; (c) Encrypted
image of Lena for T = 1; (d) Histogram of encrypted image in (c);

(e) Encrypted image of Lena for T = 20; (f) Histogram of encrypted image
in (e); (g) Encrypted image of Lena for T = 50; (h) Histogram of encrypted
image in (g); (i) Original image-Pepper; (j) Histogram of image-Pepper;
(k) Encrypted image of Pepper for T = 50; (I) Histogram of encrypted
image in (k).
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FIGURE 6. (Continued.) Histogram analysis for original image and
encrypted image (m) Original image—Pepper; (n) Histogram of
image-Boat; (o) Encrypted image of Boat for T = 50; (p) Histogram of
encrypted image in (0); (q) Original image-Baboon; (r) Histogram of
image-Baboon; (s) Encrypted image of Baboon for T = 50; (t) Histogram
of encrypted image in (s).

When the confidence interval is 95%, i.e. significant level
value P = 0.05, the corresponding Chi-square critical value is
293.2478. In this experiment, the corresponding Chi-square
test for different carrier images is evaluated when T = 1,
T =20and T = 50, as discussed in Table 1. The experimental
results show that the histogram distribution of the ciphertext
image is uniform, and we can conclude that the proposed
chaotic-based S-box encryption scheme provides a sophisti-
cated security level.

C. CORRELATION COEFFICIENT ANALYSIS
The correlation coefficient reflects the degree of correla-
tion between adjacent pixel values of an image and is often
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TABLE 2. Chi-square test results of images.

Image | Plaintext En;;}r;:)::on Ciphertext | Decision
T=1 289.5996 Pass
Lena | 3.9428x10*| T=20 283.3984 Pass
T=50 274.7188 Pass
T=1 289.4609 Pass
faboo 6.4971X10* | T=20 2815625 | Pass
T=50 275.7813 Pass
T=1 289.0011 Pass
Pepper| 5.5865%10* | T=20 272.5000 Pass
T=50 261.1406 Pass
T=1 291.4219 Pass
Boat | 9.6281x10* | T=20 266.0469 Pass
T=50 278.1641 Pass

used to measure the security level of the image encryption
scheme. The original image has a high correlation coefficient
in general. However, if the encrypted image remains a high
correlation, it is bound to the risk of being cracked. There-
fore, a secure image encryption algorithm should have a low
correlation coefficient and nonlinear distribution, preferably
zero correlation or negative correlation relevant. We ran-
domly select 5000 pairs of two adjacent pixels in different
directions: horizontal, vertical, and diagonal from the original
and encrypted images. The correlation coefficient formula is
shown in Eq. (13) and Eq. (14):

|Cov(x, y)|
VD(x)/D(y)

1 N
covix,y) = = > (i — EQ)0i —EG) - (14)
i=1

rix,y) = (13)

N N
where E(x) = IL\/ > xi, D(x) = IL\/ > (x; — E(x)), x and y are

two adjacent pixél_\lzalues in the inllzl;ge, N represent the total
number of pixels in the sample.

Figure 7 shows the correlation between two adjacent pixels
of an image. The original image shows a high correlation
in the horizontal, vertical and diagonal directions, and their
correlation distribution is linear. The adjacent pixels in the
encrypted image are randomly dispersed in three directions,
and the distribution correlation is scattered almost randomly.

Table 3 compares the correlation coefficients of our
scheme and recent chaotic-based S-box image encryption
schemes [49]-[53]. The results of the experiment are based
on an average of 50 measurements. We can see that the
correlation coefficients of the original image in three direc-
tions are close to 1, which indicates the original image pixels
are highly correlated. On the other hand, the correlation
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FIGURE 7. (Continued.) Three direction correlation of image adjacent
pixels (a)(i): original images; (b)(j): horizontal direction correlation
coefficient of original images; (c)(k): vertical direction correlation
coefficient of original images; (d)(I): diagonal direction

correlation coefficient of original images; (f)(n): horizontal

direction correlation coefficient of encrypted images;

(g)(0): vertical direction correlation coefficient of encrypted images;
(h)(p): diagonal direction correlation coefficient of encrypted images.

(xyet)

coefficients of the encrypted image fluctuated around O,
indicating that there is almost no correlation between the
source image and the encrypted image. Compared to recent
chaotic-based S-box [49]-[53] that generate distinct double
or multiple S boxes to achieve a high correlation coefficient,
the proposed dynamic step encryption resulted in our scheme
enjoys a higher correlation in all directions (Horizontal, Verti-
cal, Diagonal). The correlation coefficient between adjacent
pixels of the proposed image encryption scheme is close to

0 ‘ zero, indicating that the proposed scheme has higher security
FIGURE 7. Three direction correlation of image adjacent pixels (a)(i): by effectively destroying the correlation between the pixels
original images; (b)(j): horizontal direction correlation coefficient of of the original image and the encrypted image.

original images; (c)(k): vertical direction correlation coefficient
of original images; (d)(I): diagonal direction correlation coefficient of

original images; (f)(n): horizontal direction correlation coefficient D. DIFFERENTIAL ANALYSIS

of encrypted images; (g)(o): vertical direction correlation coefficient of . . .

encrypted images; (h)(p): diagonal direction correlation coefficient of A S.ecure lmgge enc'ryptlon algor.lthn.l should be al?k? t.O
encrypted images. against the differential attacks with its non-deterministic
120604
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TABLE 3. Comparison of correlation coefficients between our scheme and related works.

Our Scheme

Image  Direction Plain image =10 7=30

7=50

[47] [48] [49] [50] [51]

Horizontal 0.9848 —0.0020 -0.0000 -0.0059  0.0118 0.0009  -0.0056  0.0044  —-0.0005

Lena Vertical 0.9719 —0.0046 —-0.0041 -0.0064 —0.0173  0.0876 0.0006 0.0088 0.0013
Diagonal 0.9588 —0.0044  0.0003  —0.0003 0.0080 0.0040 0.0018 -0.004  _0.0046
Horizontal 0.7585 -0.0040  0.0018 -0.0014 0.0046 0.0018 -0.0007  -0.0000 -0.0037

Baboon  Yertical 0.8666  _00012 —-0.0003 00032 —0.0029 0.0139 00004 0.0123 —0.0027
Diagonal 07274 _50069 0.0029  0.0010  0.0091  0.0045 54097  0.0015  _g 0007
Horizontal 0.9816 0.0001 -0.0037 -0.0026 —0.0159  0.0002 -0.0075  -0.0044  0.0006

Peppers Vertical 0.9798 -0.0036 _0.0052 —0.0012 0.0035 0.0022 0.0041 0.0038 0.0035

PPEIS - piagonal 09684  _00000 _goo72 —0.0050 —-0.0096  0.0004  _90016  0.0060 —0.0021
Horizontal 0.9716 -0.0057 -0.0018 —-0.0020 0.0094 0.0036 0.0080 -0.0046 -0.0080

Boat Vertical 0.9381 ~0.0076 —0.0009 —0.0047  0.0044 0.0042  -0.0015  0.0013  0.0029
Diagonal 0.9226 0.0027 —0.0064 —00018 00103 -0.0006 _0.0004 -0.0015 -0.0041
Horizontal 0.9287 -0.0035 -0.0017 -0.0064 -0.0034 0.0020 —-0.0084 0.0023 0.0015

Bri Vertical 0.9408 —0.0051 -0.0012 -0.0002 0.0019 —0.0054 _po027 0.0066  0.0016

ridge .
Diagonal 0.8974 Z0.0031 —0.0006 —00032 -0.0005 0.0019 _goog9 —9-0006 -0.0023
Horizontal 0.9902 0.0011 0.0016  -0.0079  0.0029 0.0043 0.0029 0.0074  -0.0031

Camera Vertical 0.9836 -0.0014 -0.0059 0.0018 -0.0016  0.0087  -0.0007  0.0139  _0.0039

man Diagonal 09734 _0.0065 -0.0064 —0.0017 -0.0019 0.0018  _po010 -0.0031 _4 9004
Horizontal 0.9359  —0.00233 -0.00063 -0.00437 0.001567 0.002133 —0.00188 0.00085 —0.00220

Average Vertical 0.9468 -0.00392 -0.00293 -0.00125 0.00106 0.018533 -0.00010 0.00778  0.00045

Diagonal 0.9080 —-0.00393 —-0.00290 —0.00183 —0.00086 0.00200 —0.00037 -0.00028 —0.00237

TABLE 4. Comparison of differential analysis (UACI and NPCR) between our scheme and related works.

Our Scheme
NPCR
Image guact T 7=10 =30 7950 [47] 43] 149] [50] 511
NPCR %  99.6269 996220 _ 99.6197  99.6083  99.6208  99.6216  99.5784  99.6106
Lena

UACI % 32.6523 32.6540 33.0443

NPCR %  99.6212 99.6006 99.6082
Baboon UACI % 32.2105 32.1233 32.1316

NPCR %  99.6235 99.6147 99.6124

Peppers  yacros 332354 332394 33.1976
NPCR %  99.6254  99.6059  99.6159
Boat UACI%  32.5399 324069  32.3799
NPCR %  99.5941  99.6056  99.6269
Bridge  yacrop 328451 327152 329693
NPCR% 9961822  99.60976  99.61662

Average

UACI% 3269664 32.62776  32.74454

33.1312 31.8345 33.0941 31.7584 33.1823

99.6118 99.6117 99.6220 99.6033 99.6104
33.1431 31.7399 32.0669 32.0005 33.1408

99.6223 99.6113 99.6194 99.5987 99.6102
33.1420 32.0007 32.9312 32.8451 33.0534
99.6099 99.6220 99.6132 99.5975 99.6105
33.0410 31.9675 33.0047 32.6984 33.0696
99.6109 99.6052 99.5941 99.6077 99.6016
32.8976 31.9581 32.6059 32.9995 32.9539

99.61264  99.6142  99.61406  99.59712  99.60866
33.07098  31.90014  32.74056  32.46038 33.080

properties. The non-deterministic properties of the image
encryption scheme can be determined by analyzing the sen-
sitivity of the encryption scheme in responding to the slight
changes of the original image, includes the Number of Pixels

VOLUME 9, 2021

Change Rate (NPCR) and the Unified Average Change Inten-
sity (UACI) techniques. NPCR is used to measure the ability
to resist the known-plaintext selection attack and the plaintext
selection attack, and the ideal value is 100%. The closer
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TABLE 5. Comparison of image entropy rate between our scheme and related works.

Our Scheme
Image  Original image [49] [50] [51] [52] [53]
=10 7=30 7=50
Lena 7.4492 7.9961 7.9965 7.9971 7.9970 7.9932 7.9972 7.9969 7.9969
Baboon 7.1393 7.9969 7.9962 7.9961 7.9973 7.9955 7.9972 7.9970 7.9970
Peppers 7.3564 7.9975 7.9967 7.9970 7.9972 7.9958 7.9973 7.9961 7.9971
Boat 7.1913 7.9970 7.9967 7.9967 7.9973 7.9961 7.9970 7 9965 7.9969
Bridge 5.7056 7.9954 7.9958 7.9961 79936 7.9955 7.9947 7.9938 7.9943
Average - 7.99658 7.99638 7.99660 7.99648 7.99522 7.99668 7.99606 7.99644

to 100%, the more sensitive the ciphertext is to plaintext
changes. UACI is used to measure the ability to resist differ-
ential attacks. The higher the value of UACI, the stronger the
ability to resist differential attack. For two plaintext images
with an only one-pixel value different, the corresponding
ciphertext images are marked as C; and C» respectively, then
the calculation formula of NPCR and UACT is as follows:

M N
1 ZZ ..
i=1 j=

M N .. .o
1 |C1(, j) — C2(i, I
100%
M xN ;; 255 e

15)

UACI =

(16)

0 if C1G,) = C(i,))
L if GG, ) = G2, ),

M and N are the width and height of the image
respectively.

We selected different carrier images and tested them
50 times by changing their different pixels. Table 4 sum-
marizes the analysis result of UACI and NPCR. From
the data, we can see that the NPCR value is between
99.5941 and 99.6269, with an average of 99.61487, which
is very close to 100%. Meanwhile, the value of UACI is
concentrated between 32.1233 and 33.2394, with an average
value of 32.68925. Comparing UACI and NPCR values with
rent chaotic-based S-Box encryption schemes, our scheme
performs better than other schemes [47]-[51] in NPCR anal-
ysis. The UACI of reference [51] is the highest, with an
average of 33.080. Our scheme is relatively close to their
achievement and has advantages over recent works [47]-[50].
The experimental results show that our scheme has good
robustness against differential attacks.

where D(i, j) = {

E. IMAGE ENTROPY ANALYSIS

Entropy is used to describe the chaotic degree of a system.
The image entropy is used to describe the average number
of bits in the grey level set of an image, which can reflect
the average amount of information in the image. When the
probability of the occurrence of each grey value in the image

120606

is completely equal, the entropy reaches the ideal value
of 8. Theoretically, the higher the entropy, the less likely the
information is to be leaked. Therefore, the image encryption
method with good performance should make the image as
much as possible the image entropy is close to 8, and the
calculation formula of image entropy is as follows:

H(s) = ) p(si) log, P(s))”" (17)

M N
pi =fGi)/ Y Y fG.)

i=1 j=1

(18)

where p(s;) is the probability of occurrence of grey value s;,
f(x, y) as the grey value of the pixel (i, j) in the image.

If M x N is the local window of the image, then the field is
called the local entropy of the image. Each pixel of the image
is represented by the local entropy value of its window, and
the local entropy description of the image is obtained.

1) IMAGE ENTROPY ANALYSIS

The entropy of our scheme and related works [49]-[53] for
different encrypted images is given in Table 5. We can see
that the corresponding entropy of our scheme exceeds 7.995,
with an average value of 7.996362, which is very close to
the ideal value of 8. Thus, our scheme is better than recent
chaotic-based S-box encryption schemes [49]-[51], [53], and
it is only 0.00008 less than the average value of entropy in
Ref. [51]. Through experiments, we infer that our scheme can
effectively resist the direct attack.

2) IMAGE LOCAL ENTROPY ANALYSIS

Image local entropy is the result of all pixels in the window,
which has the capacity to resist noise interference and geo-
metric distortion. The larger the window to calculate local
entropy is, the stronger the ability to resist noise interference
and geometric distortion is. Image local entropy reflects the
difference of the grey value of pixels in the local window.
The smaller the local entropy is, the more significant the
difference of the grey value of pixels in the window is.
As illustrated in Figure 8, the abscissa and ordinate are the
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(d)

(h)

FIGURE 8. Image Local Entropy (a) Lena-local entropy; (b): Lena- encrypted image (T = 1) local entropy; (c): Lena- encrypted image (T = 20) local
entropy; (d): Lena- encrypted image (T = 50) local entropy; (e): Peppers-local entropy; (f): Peppers - encrypted image (T = 1) local entropy;
(g8): Peppers - encrypted image (T = 20) local entropy; (h): Peppers - encrypted image (T = 50) local entropy.

image pixel positions, and the height coordinate is the local in the encrypted image window is larger, so the grey value

entropy value of the point. Compared with the local entropy of difference of the pixels in the window is smaller, and the total
the original image, it can be clearly seen that the local entropy entropy image looks smoother.
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FIGURE 9. Relationship between encryption step and algorithm performance (a) Correlation coefficients (Horizontal); (b) Correlation coefficients
(Vertical); (c) Correlation coefficients (Diagonal); (d) Entropy value; (e) NPCR; (f) UACI.

F. DYNAMIC ENCRYPTION STEP(T) AND ALGORITHM encryption step size has no direct impact on the performance
PERFORMANCE of the algorithm. Among them:

We ran a series of experiments to verify the impact of the pro- Horizontal correlation coefficients € [—0.0075, 0.0041],
posed dynamic encryption step on the chaotic-based S-box Vertical correlation coefficients € [—0.0076, 0.0071],
algorithm’s performance, including correlation coefficients Diagonal correlation coefficients € [—0.0072, 0.0088],
(horizontal, vertical, diagonal), differential analysis (UACI NPCR € [99.5838%, 99.6353%],

and NPCR) and entropy analysis. Figure 9 shows that all UACI € [33.0718%, 33.3074%],

curves fluctuate in a small range, which shows that the Entropy € [7.9955, 7.9975].
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According to different original images, the experimental
comparison is carried out under different parameter data con-
ditions from six aspects: horizontal correlation coefficients,
vertical correlation coefficients, diagonal correlation coeffi-
cients, UACI NPCR, etc. The experimental results are shown
in Figure 9.

The experiment result also shows that the algorithm’s per-
formance does not depend on the dynamic encryption step.
Instead, it enables a relatively small encryption step, further
reducing the computation and improving the algorithm’s per-
formance. Thus, our scheme has obvious advantages over
recent works [49]-[53].

G. ROBUSTNESS ANALYSIS

This section implements the salt and pepper noise attacks,
Gaussian noise attacks, and loss attacks to verify our algo-
rithm’s anti-interference capabilities against noise. We add
Gaussian white noise and salt, and Pepper noise with differ-
ent variance and zero mean value to encrypted Lena, Pep-
pers, boat and Baboon images. After the encrypted image
is attacked by noise, the decryption results are shown in
Figure 10, Figure 11, and Figure 12.

1) SALT AND PEPPER NOISE ATTACKS

2) GAUSSIAN NOISE ATTACKS

3) LOSS ATTACKS

As illustrated in Figure 10 and Figure 11, the decrypted image
becomes increasingly blurry as the noise intensity increases,
but the contour and primary texture of the image remain
apparent, indicating that our scheme can resist certain noise
attacks. The experimental result of an encrypted image data
loss attack is illustrated in Figure 12. The encrypted picture
data missing area has no effect on the decryption of any other
regions. As a result, the corresponding image area that cannot
be appropriately decrypted is limited in the data loss area, and
other regions can be decrypted accurately, indicating that our
scheme has a certain resistance to the data loss attack. In a
nutshell, the robustness test experimental results in Figure 10,
Figure 11, and Figure 12 demonstrated that our scheme has
strong robustness to noise and loss attacks.

H. KEY SPACE AND SENSITIVITY ANALYSIS

To withstand an exhaustive attack, a secure encryption algo-
rithm should be sensitive to the key. The term ‘“key sensi-
tivity”” refers to the fact that if the decryption key and the
encryption key change only slightly, the useful information
cannot be recovered at all. The security of the proposed
scheme is constructed based on the chaotic properties of the
Logistic map. The security properties are highly sensitive to
the initial value. When the initial value is 10~13 different,
the generated sequence will be completely different. There-
fore, the sensitivity of the chaotic system to initial values
and parameters shows that the constructed S-box is extremely
sensitive to the key K. Without the correct key K, it is difficult

VOLUME 9, 2021

( O : (h)

FIGURE 10. Test of adding salt & pepper noise (a) Lena encrypted
image +1%; (b) Lena encrypted image +2%; (c) Lena encrypted
image +5%; (d) Lena encrypted image +20%; (e) Peppers

encrypted image +1%); (f) Peppers encrypted image +2%j; (g) Peppers
encrypted image +5%; (h) Peppers encrypted image +20%.

to reconstruct the correct S-box and the correct encryption
step sequence. Furthermore, without an accurate S-box as a
reference and accurate encryption step control, it is difficult
for the destroyer to know the replacement relationship of each
pixel, so it is difficult to decipher. The experimental result of
key space and sensitivity testing are presented in Figure 13.

I. ENCRYPTION TIME TEST

Encryption speed is a key performance indicator of an
encryption algorithm to ensure its practicability in supporting
real-world applications. We implement recent S-box based
image encryption algorithms [49]-[53] and compared their
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FIGURE 11. Test of adding Gaussian noise (a): Lena encrypted image
(intensity = 0.05); (b): Lena encrypted image (intensity = 0.1); (c): Lena
encrypted image (intensity = 0.2); (d): Lena encrypted image

(intensity = 0.3); (e): Peppers encrypted image (intensity = 0.05);

(f): Peppers encrypted image (intensity = 0.1); (g): Peppers encrypted
image (intensity = 0.2); (h): Peppers encrypted image (intensity = 0.3).

performance with our scheme. The experiments are config-
ured and performed on a Windows 10 desktop with an AMD
Ryzen 5, CPU 2.10 GHz, 8 GB RAM. The measurement
is taken based on the average of 100 runs, and encryption
time is clocked for one round of encryption to achieve more
accurate testing. The experimental and comparison results are
illustrated in Table 6.

The time required for one-time encryption of the algorithm
in this paper is slightly slower than Ref. [53], but more
efficient than Ref. [49]-[52]. In fact, the image encryption
algorithm based on the S-box approach is mainly spent on
generating S-box, and the encryption time is shorter than

120610

(9) (h)
FIGURE 12. Test of loss attacks.

TABLE 6. Encryption time and comparisons (unit: second).

Proposed | [49] | [50] | [51] | [52] | [53]

0.3381 | 0.3633| 0.7232| 0.3458| 0.5573| 0.2758

Average Time

other approaches. Compared to recent S-box based encryp-
tion schemes [49]-[52] that involve a complex, chaotic sys-
tem, our scheme uses a one-dimensional chaotic system that
enjoys a higher generation efficiency. Also, the usage of mul-
tiple S-box during the encryption increased the computation
time. For instance, our scheme only needs to generate an
S-box, but Ref. [52] needs to generate four S-Boxes.
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(c) (d)

FIGURE 13. Key space and sensitivity testing (a) Decryption of S-box with
Xg a difference of 10~13; (b) Decryption of S-box with . a difference

of 10~15; (c) Decryption of encryption step with x, a difference of 10~13;
(d) Decryption of encryption step with .. a difference of 1015,

V. CONCLUSION

This paper presents a new chaotic-based S-box image encryp-
tion scheme, which employs a new low dimensional chaotic-
based single S-box and dynamic encryption step. Compared
to recent chaotic-based S-box image encryption schemes
that rely on the high-dimensional continuous chaotic sys-
tem to strengthen their S-box security, which increased
their algorithm complexity, we directed to apply a logis-
tic map to generate a low dimensional chaotic sequence
in constructing S-box structure. Our scheme has obvious
efficiency advantages since it only involves a simple row-
column transform process and eliminates heavy mathemat-
ical operations. The image entropy analysis results show
that our scheme can achieve a better chaotic degree than
recent works. Next, we introduced a dynamic encryption step
technique to address the high correlation and deterministic
issues in multiple S-box encryptions. Subsequently, pixel
diffusion is used to change the statistical characteristics of
the encrypted image. The experimental results in correlation
coefficient and differential analysis show that our scheme has
significantly reduced the high correlation between the pixes
of source images. Thus, our scheme has the advantages over
the recent double or multiple S-boxes approaches that gener-
ate distinct S-boxes to support multiple S-box encryptions,
which increased computing workloads and not effectively
solving the root problem. Lastly, we extended S-box sized to
10 x 26 to support more complex image encryption applica-
tions without sacrificing the security and algorithm complex-
ity. Experimental results and further security analysis verified
the significance of our scheme in supporting real-time image
encryption.
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