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ABSTRACT In satellite communication systems, satellite power and processing capacities are limited,
which means that storage and security are also constrained. Satellite communication channels are extremely
vulnerable to hackers and external interference signals. Protecting satellite networks from illegal information
access and use can be extremely challenging. In this paper, an architecture composed of satellite and
ground equipment is developed that integrates communication network authentication and privacy protection
structures. In the proposed scheme, the communication, registration, authentication, and revocation of
information are achieved through stages to improve communication security. The satellite forwards the
collected information to a ground base station, which has a strong data processing capacity. The ground
base station records all the key parameters in the distributed blockchain, and all malicious node certificates
are removed from the system. To further enhance data transmission security, the key is transferred using an
asymmetric encryption algorithm. To measure the robustness of using the proposed network architecture,
under the same attack condition, an invulnerability analysis is performed. After conducting simulation
experiments, the results show that the proposed scheme greatly improves communication security and
protection.

INDEX TERMS Satellite communication system, communication network authentication, privacy protec-
tion scheme, ground base station.

I. INTRODUCTION
With the rapid development of computer networks and com-
munication technology, satellite communication has become
one of the most important and promising transfer informa-
tion technologies given its intrinsic advantages of long-range
mobile communication, cost-effectiveness of multicast and
broadcast systems, wide coverage area, and high flexibility.
Satellite communications systems enable the sending and
receiving of information worldwide, offering internet access,
television, telephone, radio, and other civilian and mili-
tary operations, the satellite network communication frame-
work structure is shown in FIGURE. 1. The advent of HTS
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(high-throughput satellite) systems has greatly enhanced
technical capabilities and offered wideband services at lower
costs. Significant improvements are expected on the forth-
coming mega-constellations in low Earth orbits that will
deploy thousands of satellites, providing full earth coverage
to minimize delays in addition to wide bandwidth. The use of
satellites, given these characteristics, can increase efficiency
in providing large sets of services and applications that are
security-sensitive, such as telemedicine, banking, search and
rescue, sensor networks, and content delivery network feed,
which generate approximately 90% of the total traffic.

However, in many cases, the security of satellite commu-
nication has been seriously compromised, resulting in covert
dangers [1]. In satellite communications (and even in ter-
restrial systems), hackers can interfere, intercept, or modify
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wireless network systems remotely, attack the equipment of
flight crews, and control the positioning and transmission
of satellite communication antennas. According to satel-
lite communication protocols, the use of space in satellite
communications can be developed independently to enhance
communication security. Recommendations have been pro-
posed to further increase the unity and compatibility of com-
munication protocols for space. A single security mechanism
is insufficient to meet the security requirements for satel-
lite communication services [2]. In this paper, blockchain
technology is introduced to analyze the security of satellite
communication networks in terms of access control, confi-
dentiality, and security authentication.

FIGURE 1. Satellite network communication framework structure.

A. ACCESS CONTROL OF THE SATELLITE
COMMUNICATION NETWORK
Aside from the Internet, access control represents one of the
most important core strategies to ensure the security of the
satellite communication network. Concerning access control,
themain security risks are unauthorized and illegal access and
use of satellite communication resources and data informa-
tion. In terms of the proportion of hidden dangers in satellite
communications, anthropogenic factors are more important
than the problems involving the satellite itself.

B. CONFIDENTIALITY OF SATELLITE COMMUNICATION
INFORMATION
Satellites employmicrowave communication. There are loop-
holes in the physical layer and the data link layer during the
information transmission. Once data are stolen, the conse-
quences could be extremely serious.

C. SECURITY CERTIFICATION OF SATELLITE
COMMUNICATIONS
Security authentication is one of the primaries means to
counteract active attacks on satellite communication. Because
the physical locations of satellites are relatively scattered and
the numbers of users and equipment are not fixed, satellites
adopt the broadcasting method and use a public key as an
authentication algorithm. Thus, security authentication can

ensure that the source of the message or the message itself
is identified in the open satellite communication network [3].

The traditional network security strategy is still effec-
tive and feasible for satellite network security. Traditional
network security policies include access control, infor-
mation encryption, authentication exchange, and security
audits. Since the satellite communication network and the
Internet have the same network security target, the dif-
ference is embodied in the physical link, a particular set
of adopted resource management techniques [14] and pro-
tocols [15], [16], some specific issues arising from the
interconnection with terrestrial networks [17]–[19], and the
communication infrastructure. The communication protocol
is based on the TCP/IP protocol [20], and the traditional
network safety strategy of a satellite communication network
is still feasible [4].

Additionally, by using satellite communication network
transmission of information with encryption and integrity
protection to strengthen the access control and commu-
nication infrastructure, identifying communication entities
can increase security protection through defensive measures
based on blockchain technology. Based on the characteris-
tics of the satellite communication system, providing access
control, confidentiality, safety certification, and other safety
aspects of satellite communication network management can
substantially strengthen satellite network security [5].

Given the numerous threats to network security in the
satellite communication network, this study assessed security
measures from three aspects. First, to achieve better com-
munication effects, channel parameters were estimated from
experimental data, providing a better fit for the transmis-
sion channel characteristic function. Second, we applied a
traditional security strategy to the satellite network. Third,
we strengthened the physical security measures and link
security measures of the satellite itself. The rest of this
paper is organized as follows: In Section II, we discuss
the related technologies, including distributed ledgers, asym-
metric encryption, and consensus mechanisms. Section III
introduces the implementation process, including network
data security and privacy protection and the permission of
IoT devices and communication management. In Section IV,
we present the details of the simulation and implementation
and discuss the simulation results, showing the effectiveness
and performance of the proposed scheme. Finally, a short
conclusion is provided in Section V.

II. PREPARATORY WORK
A. FITTING PROCESS OF THE CHANNEL TRANSFER
FUNCTION
Definition 1:AGaussian process is a set of random variables;
any finite number of random variables in this set are subject
to a joint normal distribution.

According to this definition, the following conclusions can
be drawn:
Lemma 1: If X = (X1,X2, . . . ,Xn) is a set of Gaussian

random vectors and T = (1, 2, . . . , n) is an index set, then
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the stochastic process X = {Xt }t∈T is a Gaussian process; in
contrast, if the stochastic process X = {Xt }t∈T is a Gaussian
process, then X = (X1,X2, . . . ,Xn) is a set of Gaussian
random vectors.

A Gaussian process is completely determined by the mean
and covariance functions, the mapped independent variables,
and high-dimensional feature spaces. After mapping, the
independent and dependent variables have a linear relation-
ship such that:

f (x) = φ(x)Tw (1)

whereφ(x) is theM-dimensional basis function in the satellite
communication channel and w ∼ N (0,

∑
p). The mean

function m(x) and covariance function k(x, x′) are expressed
as follows:

m(x) = E[f (x)] = φ(x)TE[w] = 0

k(x, x′) = E[(f (x)− m(x))(f (x′)− m(x′))]

= φ(x)TE[wwT]φ(x′)

= φ(x) T
∑

p
φ(x′) (2)

B. CHANNEL PARAMETER ESTIMATION PROCESS
Suppose there are n samples X = [x1, x2, . . . , xn]; according
to Equation (1), the output is

f = [b1(i), b2(i), . . . , bn(i)]T (3)

in which
∧

b∗(i) = kT∗ (K + σ
2
n In)
−1y (4)

and

k∗ = K (X , x∗)

= [k(x1, x∗), k(x2, x∗), . . . , k(xn, x∗)] T (5)

where x∗ is the Gaussian kernel function; therefore,

k(xi, xj) = θ21 exp(−
||xi − xj||2

2θ22
) (6)

The parameter estimation results of the satellite channel
can be derived using the formula:

∧

b(i) = sgn(kT∗ (K + σ
2
n In)
−1y) (7)

C. BLOCKCHAIN TECHNOLOGY
Blockchain is a new application model of distributed data
storage, peer-to-peer transmission, consensus mechanisms,
encryption algorithms, and other computer technologies.
In essence, it is a decentralized database. As the underlying
technology for Bitcoin, it is a series of data blocks associated
with one another by cryptographic methods. Each data block
contains information on a batch of Bitcoin network transac-
tions, which is used to verify the validity of its information
(anti-counterfeiting) and generate the next block [6].

D. DISTRIBUTED LEDGER
The distributed ledger refers to the transaction accounting
performed by multiple nodes located in different locations.
Each node keeps a complete account so that all can par-
ticipate in monitoring and testifying to the transaction’s
legality. Different from traditional distributed storage, dis-
tributed blockchain storage is unique in two aspects. First,
each blockchain node stores complete data according to the
blockchain structure. Second, the storage of each blockchain
node is independent and has the same status, and the con-
sistency of storage is guaranteed by the consensus mecha-
nism. No single node can record the ledger data separately,
thus avoiding the possibility that a single bookkeeper can be
controlled or bribed to make false bookkeeping. There are
enough accounting nodes so that, in theory, unless all nodes
are destroyed, the accounts will not be lost, thus ensuring the
security of the accounting data.

E. CONSENSUS MECHANISM
The transaction information stored on the blockchain is pub-
lic. However, account identification information is highly
encrypted and can only be accessed under the authorization
of the data owner, thus ensuring the security of the data and
the privacy of the individual.

The consensus mechanism determines how consensus is
reached among all accounting nodes to determine a record’s
validity, which is both a means of identification and a
means to prevent tampering. The consensus mechanism of
blockchain can be characterized as ‘‘the minority is subordi-
nate to the majority’’ and ‘‘everyone is equal’’. The former
does not completely refer to the number of nodes but can also
refer to the computing power or other characteristic quantities
that computers can use to compare. The latter means that
when nodes meet the conditions, all nodes have the right to
prioritize the consensus result directly recognized by other
nodes, which may eventually become the final consensus
outcome. In the case of Bitcoin, which uses proof of work, it is
only possible to fake a nonexistent record if more than 51%
of the entire network’s billing nodes are manipulated. When
enough nodes join the blockchain, it is almost impossible to
eliminate the possibility of counterfeiting. The establishment
of a data management system based on blockchain in satellite
communication adopts a decentralized system structure in
which an equipment management system is used to set equip-
ment rights and communication control. The management
system is under the blockchain records, ensuring the integrity
and immutability of the rights and the control records of
the device and separating data from data access rights. The
blockchain-based system eliminates the security risks of the
central authority while all the operations of the application on
the data are recorded, ensuring the security of the data.

III. IMPLEMENTATION PROCESS
A. SATELLITE COMMUNICATION CHANNEL ESTIMATION
The satellite communication channel is different not only
from the common mobile channel but also from the ground
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station channel. The satellite communication channel is the
fusion of the satellite channel and the mobile communication
channel. From II.(A) and II.(B), the satellite channel wave-
form is illustrated in FIGURE. 2. In FIGURE. 2, the x-axis is
the number of samples, and the y-axis is f in Equation (3).

FIGURE 2. Satellite channel waveform.

B. NETWORK DATA SECURITY AND PRIVACY PROTECTION
To manage data and authority, a decentralized personal
data management system can be achieved by introducing
blockchain technology into the satellite communication net-
work and combining blockchain technology with an off-
chain database to separate data and data authority. Before
an application can access user data, it would need to obtain
access authorization from the user (e.g., user authorization
instructions, information storage, query instructions). A dis-
tributed database is where user data are encrypted and stored
outside the blockchain. When a user wants to change the
authorization of certain data by an application, it sets the
permissions and the records of granted permissions and data
pointers on the blockchain. When an application needs to
access certain data, it issues a data access request and records
it to the blockchain. The system then checks the signature
and blockchain records to confirm whether the application
has access to the corresponding data. If the check succeeds,
the operation is recorded on the blockchain, and the data are
returned to the application by the database. Since blockchain
keeps a complete record of the application’s behavior, users
in the system can change data access rights at any given time.

To protect user privacy, digital signature technology can
be introduced. A digital signature is a technology used to
verify the integrity and source of a file (or data) to ensure
that the file (or data) has not been modified and cannot be
repudiated. To achieve better protection, the KSI (keyless
signature infrastructure) system is introduced in this paper.
A KSI system is a keyless signature authentication system
based on blockchain technology. As a multi-signature sys-
tem, multiple files can be signed at once per slot. Within
each slot, the system collects the respective hash values of
all the files that need to be signed. The system takes the

hash value as the leaf node, constructs the Merkle tree, and
calculates the root node value. The system makes the root
node value calculated by each time slot public, records it on
the blockchain, and distributes it on each node. Blockchain
ensures the immutability of recorded root node values. After
the system publishes the block that records the root node
value, the file sender constructs the corresponding root node
value and timestamp information into the signature of the
corresponding file. The sender needs to transmit the file with
the corresponding signature to the file receiver. After the file
and the corresponding signature are received, the receiver
must verify the file signature. The receiver extracts the node
information from the signature, runs the hashing algorithm,
builds the Merkle tree, and calculates the root node value.
After calculating the root node value, the receiver then com-
pares it with the data stored on the blockchain and verifies the
integrity of the file.

C. PERMISSION OF IOT DEVICES AND COMMUNICATION
MANAGEMENT
Devices can control or communicate with each other (e.g.,
data access). Instructions can only be executed if the device
has permissions. Blockchain can record communication or
control commands and permissions between devices. The
initial phase of system operation includes the generation of
required keys and initial blocks. After the user has defined the
policies required by the system, they are recorded to the initial
block. During system operation, devices need to communi-
cate with each other or control each other. The device needs
to be authorized by the user before it can obtain the key dis-
tributed by the system for communication or control to ensure
the security and privacy of communication. Communication
between devices and control instructions are chronologically
recorded to the blockchain. After the blockchain system
releases a block that records the instructions, the device’s
identity and permissions are confirmed before the instruc-
tions can be executed [7].

IV. SIMULATION AND IMPLEMENTATION
In this section, the performance of the proposed architecture
is evaluated by variousmetrics, such as the certification delay,
detection accuracy, and throughput. In the following simula-
tion, the system considered for the experiment is an Intel(R)
CoreTM i3-3240 CPU@3.40 GHz. The various experimental
parameters are shown in Table 1.

A. INFORMATION SECURITY AUTHENTICATION AND
THROUGHPUT
1) IMPLEMENTATION PROCESS
In the security mechanism framework of satellite network
communication (shown in FIGURE. 3), the GBS (ground
base station), identified as a trusted body, provides key
authentication for sensor nodes and manages all key param-
eters. GBS performs the tasks of key parameter generation,
node registration, parameter allocation, and blockchain gen-
eration. These key parameters are securely shared with the
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TABLE 1. Simulation parameters.

DPC (data processing center), which stores all these parame-
ters in its tamper-proof key mechanism. Therefore, only GBS
can obtain the true identity of the registered sensor node. Si
(i = 1, 2, 3, . . .) collects information about all its members
during communication and forwards the collected informa-
tion to GBS. Si (i = 1, 2, 3, . . .) performs the task of sensing
from the region of interest, and the detected information is
forwarded to the GBS. The architecture implemented with
this scheme meets the standards for encryption, nonrepudi-
ation, protection identification, and internal/external attacks.

FIGURE 3. Framework of the satellite network communication security
mechanism.

a: AUTHENTICATION
Two types of authentication are resolved: information authen-
tication and satellite sensor node authentication. Information
authentication verifies that the information acquired during
communication is created by a valid satellite sensor node and
does not change. The authentication of sensor nodes, also
known as mutual authentication, involves the identification
of satellites during communication.

b: NONREPUDIATION
This property makes it possible for the receiver to prove to a
third party that the sender cannot reject its responsibility to
collect the information.

c: PROTECTION IDENTIFICATION
Each satellite sensor node has to broadcast information
regarding location, movement speed, and collection fre-
quently.

d: INTERNAL AND EXTERNAL ATTACKS
External and internal attacks can disrupt overall performance
and exploit security holes in the network. In-house attacks
propagate false information and hide the true identity of the
authentication node. These attacks deliberately acquire con-
trol over other nodes and force them to act asmalicious nodes.
An attacker from outside may compromise the system’s func-
tionality by modifying routing information and replaying old
packets over the network.

In the proposed scheme, the communication channel is
assumed to be unsecured, meaning that an adversary can
steal, eavesdrop, and receive the information exchanged.
An attacker can also attack conventional satellite sensors and
DPCs and extract as much information from them as possible.

The performance of the proposed architecture is impacted
by the authentication mechanism, nonrepudiation, and inter-
nal and external attacks. Network performance is measured
by certification delay. From FIGURE. 4, as the number of
nodes increases, the certification delay time of the network
also increases. In the proposed scheme, the network architec-
ture performs better than the TRBR [12] and the AAKA [13].

FIGURE 4. Impact of node density on the certification delay.

2) NETWORK THROUGHPUT
The proposed scheme is developed to solve the security
problem of using a centralized database in satellite commu-
nication. In this scheme, two types of sensor nodes are used:
conventional (S) and data processing center (DPC). S has
limited resources in terms of energy, storage, and processing
capacity. These sensor nodes sense what is happening around
them and forward the information gathered to the DPC. The
DPC is responsible for collecting information from S and
forwarding it to the base station GBS, which, being the
trusted body, is responsible for the authentication of all sensor
nodes S. Initially, the legitimacy of node S is granted by the
GBS before it is able to join the network. Node S obtains
the authentication information and parameters from the base
station GBS. The S sensor forwards the sensed information
to the DPC. The DPC then forwards the information to the
base station via a wireless medium, allowing attackers to steal
and falsify data (e.g., location, speed, identity, and perception
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information) during transmission. Therefore, a privacy pro-
tection scheme based on blockchain is proposed to mitigate
these risks.

The scheme is divided into initialization, registration,
sensor node authentication, message signature, verification,
key update and retraction, and tracking phases. Initially, all
parameters required for all phases are calculated by the GBS.
All conventional sensor nodes can initialize the process by
providing their information to the DPC, which then transmits
all information to the GBS. Once the information is collected,
the GBS uses this information to build an immutable key
mechanism (UKM), which is then distributed to the entire
DPC. The DPC stores the UKM, and further keys are dis-
tributed among the conventional sensor nodes.

Throughput is the amount of data passed over a network
(channel or interface) per unit time and is often used to
measure network performance. We tested the simulation time
using throughput for the proposed network architecture. The
test results are shown in FIGURE. 5. As shown in FIGURE. 5,
the proposed network architecture scheme performed better
than the TRBR [12] and the AAKA [13].

FIGURE 5. Impact of simulation time on throughput.

For different types of attacks, a differential fault attack
model was used to analyze the satellite network [8]. The
performance in satellite network attacks [9] is discussed in
the following section.

The impact value of network throughput is calculated using
the formula:

1T =


1, T1 < T2

− log
( T2T1

)

2 , T1 > T2
0, T1 = T2

(8)

where T1 and T2 are the throughputs of the network before
and after the attack. 1T is the throughput decline value
after the network is attacked; the higher the value of 1T ,
the greater the throughput decreases [6], [10], [11].

The results are shown in Table 2. Compared with the
existing TRBR [12] and AAKA [13] schemes, the proposed
scheme has superior performance.

TABLE 2. Throughput decline value after the network is attacked.

B. BLOCKCHAIN GENERATION AND DATA SHARING
1) COMPONENTS OF THE PROPOSED BLOCKCHAIN
SOLUTION
a: GROUND BASE STATION (GBS)
TheGBS is an important component of the blockchain system
that supports wireless sensor networks. The GBS generates
the validation information, and the mining process of block
generation is performed. The verified block is then added to
the blockchain and broadcast over the network. When the
certificate of any satellite sensor node is revoked, new key
parameters are updated to the blockchain. The GBS ensures
authentication between sensor nodes and provides them with
authentication within their communication range.

FIGURE 6. Framework structure of data transmission and encryption in
blockchain technology.

b: DATA PROCESSING CENTER (DPC)
The DPC is also a major component in the blockchain. The
key parameters stored in the blockchain are provided by
the GBS to the DPC during the authentication process. The
DPC stores all these parameters to UKM. These nodes are
responsible for passing the collected information to the GBS.

c: MESSAGE
In this framework, three messages are essential: registration
messages, authenticationmessages, and revocationmessages.
The framework structure for data transmission and encryption
in blockchain technology is shown in FIGURE. 6 [7].
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2) ASYMMETRIC ENCRYPTION
In this paper, the ECC (elliptic curve encryption algorithm)
was used. The algorithm flow chart is shown in FIGURE. 7.

FIGURE 7. Flow chart of the asymmetric encryption algorithm.

3) IMPLEMENTATION PROCESS
The system used in the experiment is an Intel(R) CoreTM

i3-3240 CPU@3.40 GHz.
Once the GBS successfully performs the certification pro-

cess, the legitimacy of all satellite sensor nodes Si (i =
1, 2, 3 . . .) is verified. Information about key parameters is
shared with all of its DPCs, as shown in FIGURE. 2, and a
blockchain is generated. Key parameters stored in a central-
ized database are more likely to attract the attention of hack-
ers, thereby compromising their security. Once an attacker
performs malicious activities on the central data storage, all
stored information can potentially be accessed. To avoid this,
blockchain-based information storage is used. The legitimate
satellite sensor node Si (i = 1, 2, 3, . . .) is encrypted with
asymmetric cryptography, and the storage is distributed in a
certain way. All key information of the satellite sensor node Si
(i = 1, 2, 3 . . .) is stored on the blockchain, making it difficult
for attackers to crack. Some of the features of blockchain are
as follows [21], [22]:

a: AUTONOMY
Autonomy is one of the most important blockchain features,
allowing the blockchain to operate without any central con-
trol. Any node can publish a transaction if it is validated by the
rest of the network. The information stored on the blockchain
is public, and any node can join the network at any time.

b: DISTRIBUTED
A blockchain works in a distributed manner over a peer-
to-peer network, where each signed transaction is broadcast
over the network, avoiding the single failure point problem.
Adjacent nodes check the validity of upcoming transactions
and transmit each verified transaction. Invalid transactions
are discarded by the node, and the network synchronizes with
newly updated transactions.

c: IMMUTABILITY
A valid blockchain recorded in the global ledger is virtually
immutable due to the validation required by other nodes in
the network. All transactions in the global ledger are synchro-
nized according to a conformance mechanism to ensure the
authenticity and accuracy of the data in the ledger.

d: CONSENSUS
The blockchain has a consensual mechanism dependent on
the state of relevant information. The consensus-building
process is achieved by enforcing a set of rules without central
control. These rules are executed successfully and correctly
without human involvement.

TABLE 3. Average detection accuracy.

As shown by the results in Table 3, the proposed scheme
performed considerably better than the existing TRBR [12]
and AAKA [13] schemes.

FIGURE 8. Invulnerability analysis of the proposed network architecture.

C. INVULNERABILITY ANALYSIS OF THE PROPOSED
NETWORK ARCHITECTURE
To better verify the security of the proposed architecture, its
invulnerability under random attack is analyzed. The various
experimental parameters are shown in Table 1, and the cost
function is given in formula (9),

E =
1

N (N − 1)

∑
i 6=j

1
lij

(9)

where lij is the distance of node i and node j, and the formula
measures the connectivity of a network under random attack.
The test results are shown in FIGURE. 8. The connectiv-
ity performance of the proposed network architecture under
random attack is significantly improved compared with that
before optimization, which indicates that the invulnerability
of the optimized network is significantly improved, and the
connectivity performance is significantly better than the DE
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(differential evolution) algorithm network optimization and
PSO (particle swarm optimization) network optimization.
With an increase in the number of nodes, the connectivity of
the network decreases, and the network architecture proposed
in this paper decreases more slowly than any of them.

V. CONCLUSION
The privacy protection authentication scheme based on
blockchain data storage can effectively provide a security
protection mechanism for satellite communications. Initially,
the registration and certification processes for all satellite
sensor nodes are carried out by the base station, ensuring the
authenticity of the sensor nodes. After completing the authen-
tication process, all key parameter information is stored in
the DPC’s immutable key mechanism (UKM). The GBS
transmits key parameter information to the satellite sensor
nodes, which then record the key parameters on intersatellite
blockchain technology to improve the invariance and trans-
parency of the acquired data. The simulation results show
that the proposed method was able to significantly improve
security and protection for satellite communications.
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