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ABSTRACT Recently, Attribute-Based Encryption (ABE) is used as a baseline technology for keyword
searching mechanisms to cater users’ security and privacy-related concerns who outsource their data
to the powerful and resource-rich cloud server. Almost all the existing Attribute-Based Keyword
Searching (ABKS) schemes either operate on a single-keyword or multiple; conjunctive-keyword search
setting. These schemeswork on the premise of an ‘‘all-or-nothing’’ retrievalmode, which greatly limits users’
searching capabilities. The most recent work incorporates multi-keyword ranked search in attribute-based
encryption, which improves user search results accuracy and the flexibility of retrieval mode. However, these
schemes demand high computation overhead, which ultimately suffers searching efficiency. This dilemma
prevents further research and application of ABKS schemes, especially mobile-resource constrained devices
such as mobile phones. This paper proposes an Online/Offline-aided Attribute-Based Multi-keyword
Search (OOABMS) scheme to delegate most laborious computation operations to the offline phase before
acquiring the attribute-based access control policy or keywords. An online phase then quickly assembles the
pre-computed index or trapdoor with the required specifics when it becomes known. Theoretical comparison
and simulation results show that our scheme is more efficient and practical in the real world scenario for
mobile cloud computing in terms of computation overhead and flexibility.

INDEX TERMS Attribute-based keyword search, multi-keyword ranked search, online/offline operations.

I. INTRODUCTION
Nowadays, cloud computing is considered a new enterprise
IT service. In cloud computing architecture, online storage
services, e.g., Amazon’s S3, Azure cloud storage, and Apple
iCloud, are regarded as efficient data storage services over
the cloud. These services allow the individual users and
companies to move their databases and application to remote
cloud servers, with several unprecedented advantages such
as flexibility and ubiquitous access, on-demand computing
allocation, huge capital expenditure saving, etc. Since cloud
users’ sensitive data are stored on the public cloud servers,
which are out of their controlled premises, it causes a
significant source of worry for their data privacy. This privacy
issue has a prime barrier in the adaptability of cloud services
for a broader range of individual users and companies.
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Therefore, adequate privacy and security protection mech-
anism for outsource data is of great concern. Encrypting
outsource data have been investigated in the literature as
a fundamental mechanism for safeguarding the privacy of
outsourced data against the untrusted cloud server [1]–[3].
However, it incurs a new challenge while outsourced
encrypted data can be efficiently searched, as searching capa-
bilities are often stripped from the user data after encryption.
A simple way to get around this dilemma is to download all
the outsourced data from the cloud and search them locally
for the desired data. This indiscriminately downloading user
data would consume too much computation, storage, and
bandwidth of user resource constraint devices especially
mobile devices.

Searchable encryption [4], [5] has been recently considered
an efficient mechanism to perform searches over outsourced
encrypted data. These schemes operate on the client/server
model, where the client (i-e the data writers) encrypts the
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data along with the associated keywords and upload it to
the untrusted cloud server. The clients (i-e the data readers)
then generate search tokens for the cloud server, where the
cloud server then performs the requested search operations
on behalf of the data users.

Searching on encrypted data in symmetric searchable
encryption (SSE) [6] setting are called the single owner
and single user (S/S) architecture, where the role of data
user or reader is limited to the data owner or writer
only. Searchable encryption with public-key encryption with
keyword search (PEKS) setting is called the multi-owner
and single user (M/S) architecture. Several schemes are
available in the literature on SSE and PEKS settings.
However, minimal work is done in the multi-owner and
multi-user (M/M) setting. One potential application in this
setting is encrypted data sharing. More than one data
owner hosts their encrypted files and searches with multiple
data users (e.g., mymedwall.com, 4shared.com, resulting
in a more challenging scenario. Attribute-based encryption
[7]–[9] was proposed to solve aforementioned problem. Sahai
and Waters, in 2005 first time introduced this concept.

The attribute-based encryption schemes [10] can operate
in two basic architectures: Ciphertext-Policy (CP-ABE) and
Key-Policy (KP-ABE). CP-ABE architecture enables the data
owner to associate its own defined access policy to ciphertext
while the attribute authority embeds the claimed attribute set
of data user in its private key. Any data user whose attributes
set satisfies the access policy can perform a decryption
operation. Using KP-ABE, the claimed set of attributes in
the form of a secret key is attached to the access control
policy by the attribute authority. Among the two variations of
attribute-based encryption, CP-ABE provides more control to
the data owner and has become more popular in the research
community. Thus, in our proposed scheme, we deploy
CP-ABE architecture.

At the same time, despite its appealing properties,
researchers found some of its implementation shortcomings.
In CP-ABKS, the computational workload in the keyword
encryption (KE) is a direct function of the number of
attributes associated with the keyword ciphertext. Similarly,
in KP-ABKS, computation costs in token generation scale
with the Boolean access formula assigned to the user’s private
key. An exacerbating factor is the cumbersome workload of
pairing operations, which is much costly than other basic
mathematical operations in each keyword encryption and
token generation hence forcing these schemes for a worst-
case scenario implementation. Consequently, these schemes
are not appropriate for devices with resource utilization
constraints, especially mobile phones.

There are broadly three approaches to enhance the
efficiency of attribute-based keyword search (ABKS). Non-
paring, as the name suggests, this approach avoids the
time-consuming and most expensive bilinear operations
with lighters one, i.e., Elliptic Curve Cryptography (ECC).
However, this approach fails to avoid the underlying linearity
problem of ABE. Outsourcing approach delegates most of the

expensive computation operations to a resource-rich cloud
server. As a result, data users are left with small or constant
numbers of operations. This delegation can be done either
for encryption or decryption end or can be performed at
both ends. However, this approach needs an edge node at
the underlying framework and cannot be deployed for all
the ABKS schemes. The Online/Offline approach constructs
an index and query token splitting into two phases. Before
knowing the exact specifications, the most computation can
be done for both index and token generation during the first
phase. Then, it performs rapid assembling of an intermediate
index or token when the specific becomes known during
the second phase. Because of its pre-computation support,
our proposed scheme uses this technique for its index and
token generation.

A. CONTRIBUTIONS
We proposed a splitting technique to practically and effi-
ciently address costly bilinear pairing operations in an
attribute-based multi-keyword ranked search scheme. Based
on this splitting, a vast amount of computation, both for
keyword encryption and token generation, is shifted to
the offline phase. The contribution of this work can be
summarized as follows:

1) To our knowledge, we are the first to add on the multi-
keyword ranked search scheme with online/offline
technology for both indexes as well as token genera-
tion.

2) For comparative analysis, we equipped the ABKRS
scheme [11] with the online/offline capability. Our
construction inherits all the advantages of the basic
scheme, including fine-grained data access control,
the flexibility of retrieval mod and security in the same
strict model, and making them practical in its low
efficiency.

3) We provide detailed security proofs and informal
performance analysis of our proposed construction.

4) The proposed OO-ABMS scheme is implemented
along with the basic one ABKRS [11], and the
simulation results demonstrate the practicality of our
proposed scheme.

B. PAPER ORGANIZATION
The rest of this paper is organized as follows. We present
some related work in Section 2; introduce the notation and
preliminaries in Section 3; present systemmodel and security
definition in Section 4; present the proposed scheme and
security analysis in Section 5; evaluate the performance in
Section 6; finally, the paper concludes in Section 7.

II. RELATED WORK
This section presents a brief overview of contemporary
techniques in the research field of searching over encrypted
data.
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A. S/S SEARCHABLE KEYWORD ENCRYPTION
Single-owner/single-user encryption allows a single data
owner, and the very same data owner is authorized to
perform search queries as a data user. Golle et al. [12] were
the first to introduce the concept of conjunctive keyword
searching on encrypted data in the single-owner/single-user
architecture and proposed two relevant schemes. In the first
technique, the size of the encrypted search index is the
linearly increasing function of the number of underlying
encrypted data. In the second technique, using bilinear paring,
the size of the search index remains constant at the expense
of computational cost. S/S setting has been researched
extensively, with different cryptographic primitives such
as symmetric-key setting [6], [13]–[15] asymmetric-key
architecture [4], [16] supporting dynamic setting [17],
or with complicated (conjunctive, boolean, or subset)
queries [18], [19].

In the trade-off of security versus efficiency, two provably
secure techniques [20] and [21], was recently proposed.
Curtmola et al. [14] proposed a generic framework that is
capable of combining any S/S scheme with broadcast
encryption to construct a S/M searchable encryption scheme.
The searchable encryption algorithm of Raykova et al. [20]
is performing deterministic encryption, which exposes the
underlying search interest along with the access pattern.
Its searching cost is a linearly increasing function of the
number of underlying encrypted documents. In [21] scheme
of Yang et al. at the cost of efficiency; searching cost is a
direct function of the number of keywords per document,
is secure under the strong security assumption. In literature,
the S/M or M/S schemes construct usually incorporate a
trusted third party (TTP) for re-encryption of the indexes
or user authentication, and no formal security proofs are
provided.

B. M/M SEARCHABLE KEYWORD ENCRYPTION
Bellar et al. [4] construct, at the expense of a weaker security
assumption of deterministic encryption and efficient scheme
in the M/M architecture. Dong et al. [22] propose two
variants of their scheme where each user needs to maintain
its unique secret key to encrypt, search, and decrypt data.
Both these constructs depend on the TTP key management
server for their key generation. Bao et al. [23] propose a
multi-user framework, where the data encryption and token
generation are achieved via interactive algorithms. Hwang
and Lee [24] propose a multi-user asymmetric encryption
along with conjunctive keyword search. They introduce
the concept of multi-receiver asymmetric key encryption to
improve computation while reduces communication over-
head. Wang et al. introduce three schemes [25]–[27] for
searchable encryption in the M/M construct. These schemes
either require cumbersome key management for the data
user’s end or depend on a TTP. Li et al. [28] propose two
schemes for searching over encrypted data for an authorized
keyword. In their schemes, data owners depend on trusted

third parties for access control policies definition. Recently
propose schemes [7]–[9] utilizes attribute-based encryption
primitive which enables users to construct the access control
policies for authorized data access. However, the required
time for both index generation and trapdoor generation is
linearly increasing with their associated set of attributes,
respectively, which rendered them less suitable for limited-
resource devices.

C. ATTRIBUTE-BASED ENCRYPTION
As a generalized derivation of Identity-Based Encryption
(IBE), the attribute-based encryption (ABE) scheme maps
the identity of a particular user through a set of attributes.
ABE is one of the contemporarymethods for enforcing access
control policies. It incorporates the access control directives
in the ciphertext and key, which controls the data user’s
decryption limits and secures the ciphertext [29]. There are
two types of implementation available in the literature, Key-
Policy ABE schemes where the decryption key is ascribed
to the access tree [10], and Ciphertext-Policy ABE, where
the access control policy is assigned to the ciphertext [30].
With the in-depth analysis of ABE, the research community
finds some challenges in ABE schemes, specifically for
resource constraints devices. There are many pairing-based
operations in encryption and decryption, which incur huge
computational costs on the end-users. Schemes in [31], [32]
introduce other variants of attribute-based encryption to
enhance encryption and key generation efficiency.

III. NOTATION AND PRELIMINARIES
Let a ← S denotes selecting an element a from a set S
randomly. Let p is a prime, Zp = {0, 1, · · · , p − 1}, and
Z∗p = {1, · · · , p − 1}. U represents the set of universal
attributes used to construct access control policies. We utilize
preliminaries introduced in paper [10], [16] and [31].

A. BILINEAR MAP
Let G1, G2 and GT be three multiplicative cyclic groups of
prime order p, having generator g1, g2 respectively.We define
asymmetric bilinear map e : G1 × G2 → GT with the
conditions:

• Non-degenerate e(g1, g2) 6= 1.
• Computable for all u ∈ G1, v ∈ G2, there exists an
efficient computable algorithm for computing e(u, v).

• Bilinear for all v ∈ G1, v ∈ G2 and a, b ∈ Z∗p,
e(ua, vb) = e(u, v)ab.

When G1 and G2 represents the same group, the map
becomes a symmetric bilinear one.

B. ACCESS TREE
Let T be an access structure tree, representing access control
policies. Its leaf node is represented with an attribute, and
the inner node denotes a threshold gate. Let numv represent
the number of children of a node v, where each child node
is labeled from left to right as 1, · · · , numv. Let kv, 1 ≤
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kv ≤ numv, be the threshold value labeled with node v, where
kv = numv represents the AND gate and kv = 1 represents
the OR gate. To facilitate depiction of an access tree, each
function is described as:
• parent (v) represents the parent node of the given node v
in T .

• index (v) denotes the assigned label for node v.
• attr (v) denotes the attached attribute to the leaf nod v.
• lvs (T ) denotes the total number of leaf node attached to
the given access structure tree T .

• Tv denotes the subtree of T at given node v.

• f (s,T )=

{
1, if S satisfies the access control policy T
0, otherwise

C. SECRET DISTRIBUTION
Given a secret value s, the algorithm which assigned each
fragment of the secret value to the non-leaf node is denoted
by:
{qv(0)|v ∈ lvs(T )} ← share(T , S). For each node v,

the above algorithm constructs a polynomial qv of degree
kN − 1 in a top-down fashion (for leaf node kv = 1):
• for root node v, set qv(0) = S and randomly choose kv−1
coefficients for polynomial qv.

• for inner node v, set qv(0) = qparent(v)(index(v)), and
randomly choose kv − 1 coefficient for polynomial qv.

• for leaf node v, set qv(0) = qparent(v)(index(v)).

D. SECRET CONSTRUCTION
For a given access control tree T and a set of leaves values
{Ev1 , · · · ,Evm}, where v1, · · · , vm are the leaves of T . g,
h ← G, e a bilinear map, and Euj = e(g, h)quj (0) for
1 ≤ j ≤ m, where qu1 (0), · · · , qum (0) are the secret share
of s associated to the nodes of T . We represent the algorithm
for combining e(g, h)s by
e(g, h)s← Combine(T , {Ev1 , · · · ,Evm}). For a given node

v, the following steps are carried out to re-build the secret S
in a bottom-up fashion from access tree T :
• if attribute set S do not satisfy the access policy denoted
by Tv, then set Ev = T

• if attribute attr(u1), · · · , attr(um) satisfies the access
policy denoted by Tv, then calculate the following:
– for leaf node v, set Ev = Euj (0) = e(g, h)quj (0), where
v = uj for some j.

– for inner node v having children nodes {v1, · · · , vnum},
there exists a set of indexes S such that |S| =
kv, j ∈ S, and attributes set attr(u1), · · · , attr(um)
satisfy the access policy denoted by tree Tvj . Set Ev =

5j∈SE
1vj
vj = e(g, h)qv(0), where 1vj = 5l∈S,I 6=j

−j
I−j .

when the algorithm stops, reconstructed secrets s, associ-
ated with the root of T
Eroot = e(g, h)qroot(0) = e(g, h)s.

E. GENERIC BILINEAR GROUP
Let ψ1,ψ2, and ψT be three random encoding of the additive
group Fp such that they are injective maps:

FIGURE 1. System model.

ψ1,ψ2,ψT ;Fp → {0, 1}m,m > 3log(p). Let G1 =

{ψ1(x)|x ∈ Fp},G2 = {ψ2(x)|x ∈ Zp} andGT = {ψT (x)|x ∈
Fp} represent generic bilinear groups. The adversary submits
queries to the oracle model in order to simulate the operation
inG1,G2,GT , the hash function and the asymmetric bilinear
map e : G1 ×G2→ GT .

IV. SYSTEM MODEL AND SECURITY DEFINITION
A. SYSTEM MODEL
This section presents the system framework of proposed our
scheme in Fig. 1, which consists of five entities: Authority,
a fully trusted entity, needs to generate a public key and
secret key of users and servers; the Data Owner (DO) uploads
his/her keyword encryption and encrypted files to servers A
and server B respectively; data users submit their generated
trapdoors according to some set of keywords to server A;
the server A, which receives the ciphertext keyword from the
users and secret token from the data owner, conduct their
part of designated search and sends the intermediate results
to server B; server B, performs the final search operation of
encrypted data. Note that both data owners and data users
will generate keyword encryption and search tokens in the
online/offline way.

B. ALGORITHM IN SYSTEM MODEL
The online/offline ABMS scheme consists of the following
algorithms:
• Setup(1l) → (PK ,MK ). The Authority generates a
master keyMK and initializes the public key PK .

• Extract(MK , S) → (SK ). The Authority generates
private key SK for a given user according to an attribute
set S.

• Offline.Enc(Pk,T ) → (IC). Data owner runs this
algorithm to generate an intermediate ciphertext IC .

• Online.Enc(Pk, IC,T ) → (CTw). This algorithm
encrypts keyword set w to generate ciphertext CTw.
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• Offline.TokenGen(Pk, SK )→ (IT ). Data user runs this
algorithm to obtain an intermediate search token IT .

• Online.TokenGen(Pk, IT ,W ′) → (TK ). Data user
executes this algorithm to obtain a search token TK for
a the keyword setW ′.

• SearchA(TK ,CT ,QI ,SkA) → (R̄). Server A executes
this algorithm, it takes the ciphertext CT, data user’s
interest query QI , token TK, and the secret key SkA
of server A SkA. It returns intermediate search result
R̄ if attributes set satisfies access control structure T;
terminates otherwise.

• SearchB(R̄, SkB) → (R). Server B runs this algorithm,
it takes its secret key SkB and intermediate search result
R̄ to return the relevance score R.

C. ADVERSARY MODEL
We let both the servers be semi-trusted which is the most
adopted assumption in the literature for other construction as
well [8], [9], [33]. Both the cloud servers correctly execute
the designed protocol and infer sensitive information based
on its data. We assume two types of malicious users; type-1
malicious users try to collude with server A only to get his
secret key; type-2 malicious users refer to those users who
try to collude with server B only gets his secret key.

D. DESIGN GOALS
The online/offline ABMS scheme should achieve the follow-
ing security goals.

1) ADAPTIVE SECURITY AGAINST CHOSEN-KEYWORD
ATTACK (CKA)
If the attacker is denied to obtain any matching search
token, he would not be able to get any extra information
about the keyword set only with the index in the adaptive
securitymodel. Namely, the adversary is unable to distinguish
between the provided challenge encrypted keyword sets.

We demonstrate this security requirement through the
following adaptive Chosen Keyword (CK) attack game.

Type-1 Adversary
Setup: After running the setup algorithm, the Challenger

gives SkA and PK to A1.
Phase 1: The challenger C maintains a record of a keyword

list Lkw, table E, a setD, which are all initially empty and sets
an integer j = 0. The A1 can submit multiple queries to the
following oracles.
• OExtract (S): The challenger runs Extract, sets
D = D ∪ {S} and return to A1 the private key SK
corresponding to S.

• OTokenGen(S,W ): The challenger for a given S generates
private key SK , sets j = j+1, and it also compute search
token Tk← Online.Token
(PK ,Offline.TokenGen(SK ,PK ),W ) to give it to A1.
It stores the entry (j, S,W ) in table E .

• OSearch(I ,Tk,QI ): The challenger runs searchA and
searchB to compute the relevance score R and gives it
to A1.

Challenge Phase:A1 select two keywordsW0 andW1, and
an access structure T ∗ and delivers to C. In order to prevent
A1 from trivially guessing, it requires that

• for all S ∈ D, f (S, T ∗) 6= 1
• |W0| = |W1|

• for all elements ∈ E , if (S, T ∗) = 1, appendsW to Lkw;
thenW0 ∩W = W1 ∩W , W ∈ Lkw.

The challenger selects β
R
←− {0, 1}, compute I∗ ←

Online.Encrypt(PK ,
Offline.Encrypt(PK , T ∗),Wβ , T ∗) and delivers I∗ to A1.
Phase 2: A1 acts as in phase 1 with the exception that he

cannot queryOExtract if f (S, T ∗) = 1, and also (S,W ) cannot
be submitted to OTokenGen if W ∩W0 6= W ∩W1.
Guess: A1 guess and outputs a bit β ′, and if

β ′ = β, the adversary wins the CKA security game.
Type-2 Adversary
The CKA security game for A2 remains the same as the

security game for A1, except the Setup and Phase 1 which
are as follows:
Setup: After running the setup algorithm, the Challenger

gives SkB and PK to A2.
Phase 1: A2 acts the same as that of A1 security game,

except it is given an additional access to the following oracle.

• OSearchA (I ,Tk,QI ): The challenger runs SearchA to
obtain the intermediate search result R̄ and delivers
to A2.

2) INDISTINGUISHABLITY AGAINST KEYWORD GUESSING
ATTACK (IND-KGA)
The notion is to ensure that the adversary cannot infer
any additional information from the available challenged
trapdoor. In this experiment, a trapdoor is provided instead
of the index to the adversary. We formalize this security
requirement through the following security game.

Type-1 Adversary
Setup: After running the setup algorithm, the challenger C

gives SkA and PK to A1.
Phase 1: A1 can submit multiple queries to the following

oracles.

• OExtract (S): The challenger runs Extract, and delivers Sk
along with S to A1.

• OTokenGen(S,W ): The challenger for a given S, generates
private key SK by running TokenGen, and compute
TK ← Online.TokenGen(PK ,
Offline.TokeGen(PK , SK ),W ) and give it to A1.

• OSearch(I ,Tk,QI ): The challenger runs searchA and
searchB to compute the relevance score R and gives it
to A1.

Challenge Phase: A1 select an attribute set S∗ and two key-
word set W0 and W1 having an identical number of elements

and delivers to C. The challenger selects β
R
←− {0, 1}, run

Extract(PK ,MK , s∗) to gets SK for S∗, and executes TK∗←
Online.TokenGen (PK,Offline.TokeGen(PK,SK),S∗) and
delivers TK∗ to A1.
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Phase 2: A1 acts as in phase 1 with the exception that he
can not query Osearch with the input index I with T and W ,
if f (S∗, T ) = 1, and W ∩W0 6= W ∩W1.
Guess: A1 outputs a bit β ′, and wins the IND-KGA

security game if β ′ = β.
Type-2 Adversary The IND-KGA security game for A2

remains the same as the security game for A1, except the
Setup, phase 1 and Phase 2 which are as follows:

Setup: After running the setup algorithm, the challenger
gives SkB and PK to A2.
Phase 1: A2 acts the same as that of A1 security game

except it is given an additional access to the following oracle.

• OSearchA (I ,Tk,QI ): The challenger runs SearchA to
generate the intermediate search result R̄ to A2.

Phase 2: A1 acts as in phase 1 with the exception that he
can not query query Osearch, OsearchA with the input index I
with T and W , if f (S∗, T ) = 1, and W ∩W0 6= W ∩W1.

V. PROPOSED SCHEME
Setup(1k ): Select e : G1×G2→ GT , where G1,G2 and GT
are cyclic group of order P, which is a k − bit prime.

Let H : {0, 1} → G1 is a one-way collision-resistant

hash function. Select a, b, c, {αi, βi}
R
←− Zp,g1

R
←− G1 and

g2
R
←− G2. Compute h = gc1,h1 = gα1+β11 and h1 = gbα1β21 .
SkA = (α1, α2), SkB = (β1, β2) are the secret key of server

A and B respectively. Set PK = (g1, g2, h, {hi}) and MK =
(g1, gab1 , SkA, SkB).

Extract (MK ,PK , S): Select r, Tj
R
←− Zp, where 1 ≤ j ≤

M , represents the limit for user interest keyword set in a single
query. The algorithm then computes Dj = g

abTj
1 hr ,D́j = g

aTj
1 ,

D́ = gr2 and D
′′
= H (j)r . Set SK = {(Dj,D′j)|j ∈ [1,M ]}, D′,

({D′′|j ∈ S}).
Offline.Encrypt (PK ,T ): Select s, vi← Zp and compute

c = gs2, c
′
= hs2, Ii,1 = gvi1 and Ii,2 = hvi1 . Now

compute the secret share of s for each leaf node of access
tree T as {qv(0)|y ∈ lvs(T )} ← share(T , S). For each y ∈
lvs(T ), compute cy = hqy(0)H (att(y))−s. Set the intermediate
ciphertext IC = (c, c′, {(cy)|y ∈ lvs(T )}, {(Ii,1, Ii,2)|i ∈
[1, n]}).

Online.Encrypt (PK , IC,W ): LetW = {w1,w2, · · · ,wn}
be the keyword set for an encrypted file. Compute
I ′i,2 = Ii,2.H (wi)s and set the ciphertext CTw =

(IC .C, IC .C ′, {(IC .CY )|y ∈ lvs(T )}, {IC .Ii,1, I ′i,2)|i ∈
[1, n]}).

Offline.TokenGen (SK ,PK ): Select u, u1
R
←− Zp and

compute tk ′ = D′v. For each attribute atj ∈ S, compute
tkj = D′′v, also compute T = hu12 ,Tj,1 = Dvj and Tj,2 =
D′vj . Set the intermediate token IT = (tk′,T , {(tkj)|j ∈
S}, {(Tj,1,T j, 2)|j ∈ [1,m]}).
Online.TokenGen (PK , IT ,W ′): LetW ′ = {w′1,w

′

2, · · · ,

w′m} be the user interest keyword set in the token. For
each interest keyword compute T ′j,2 = IT .TJ ,2.H (w′j)

−u1

and set the token as Tk = (IT .tk ′, IT .T , {(IT .tkj)|j ∈
S)}, {IT .Tj,1,T ′j,2)|j ∈ [1,m])}.

SearchA(I ,Tk,QI , SkA): Let users query be QI =

(q1, q2, · · · , qm). Server A runs this algorithm in two phases.
Phase 1: The server first checks whether the given attribute

set S, as labeled in Tk , satisfies the access structure T ,
assigned to the CTW , if it fails, terminate the search operation
and return 0; otherwise it computes:

let t = att(v), where v is a leaf node and v ∈ S. Server
A computes ψv = e(Cv, tk ′).e(tkt ,C) = e(h, g2)urqv(0).
If v /∈ S, ψv = ⊥. If v is a nonleaf node and v ∈ T , ψv
can be compute by a recursive algorithm e(h, g)urqroot(0) ←
combine(T , {ψv|v ∈ S}).

Now, it can finally compute ψR = e(h, g2)urs.

Phase 2: For each j ∈ [1,m], it chooses k
R
←− Zp and

computes φj = e(Tj,a,Ck )/ψk
R = e(g1, g2)absuTjk ,T ′j =

Tj,2. Server A also need to computes T ′ = T 1/kα2 ,C ′ =

C ′k/α2 , {Īi,1 = I k
2

i,1, Īi,2 =
(
Ii,2/I

α1
i,1

)
|j ∈ [1, n]}. The search

result for server B is set to R̄ = (C̄, T̄ , {(φj, T̄j)j ∈ [1,m]},
T ′ = T ′/kα2,QI , {(Īi,1, Īi,2)|i ∈ [1, n]}).
SearchB (R̄, SkB): Server B sets R = 0 and computes the

score elements as follows:
Aj = (e(T̄j, C̄1/β2

= {e(g1, g2)absuTjke(H (wj′, g2)−bsu1k )|j ∈ [1,m]}.

Bi = e(
barI1,2

barIβ1i,1
, T̄

1
β2 ) = e(H (wi, g2)ksu1b)|i ∈ [1, n]}.

For i ∈ [1, n], server B multiply Aj and Bi and store the j
value in table 0, if it equals to φj. Finally, the rank score of
user interest keyword set is computed as R =

∑
j∈γ qj.

A. SECURITY OF ABKRS
Theorem 1 [11]: Adversary A1 can obtain group ele-

ments by quering the oracles for G1, G2, GT and e or by the
direct interaction with the challenger during security game.
Let q represents the maximum number of received group
elements, then the advantage ofA1 in the CKA security game
is O(q2/p).

Proof [11]: The challenge index in CKA simulation
game consists of randomly either ({Ii,1, Ii,2}|wi ∈ W0) or
({Ii,1, Ii,2}|wi ∈ W1). We construct a modified game, assume
W = W0 ∪W1 = {w1,w2, · · · ,wn}, Iξ,2 is either h

uξ
1 H (wξ )s

or gθ1 , where ξ ∈ [1, n], θ
R
←− Fp. Providing the challenge

index I∗ = (C,C∗, {Cy|y ∈ Y }, {Ii,1, Ii,2}|i ∈ [1, n]}), A1

must predict whether Iξ,2 is huξ1 H (wξ )s or gθ1 . It is evident
thatA1 advantage is ε/2 instead of ε in the modified security
game.

Setup. The simulator B select g1
R
←− G1, g2

R
←−

G2,a, b, c, ({αi, βi}|i ∈ [1, 2])
R
←− Fp, and compute h = gc1,

h1 = gα1+β11 and h2 = gbα1β21 . Set and give the public key
to PK = (g1, g2, h, {h|i ∈ [1, 2]}) and SkA = (αi|i ∈ [1, 2])
to A1.
Hash Queries. IfA1, for any attribute j, calls a hash query,

B returns g
θj
1 and stores (j, θj) into the list H ; if A1, for any
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TABLE 1. Possible terms for querying group oracle.

keyword Wi calls a hash query, the simulator return gηi1 and

stores (wi, ηi) into the list H where θj, ηi
R
←− Fp.

Phase 1. A1 submits query to the following oracles. B
keeps an empty setD, keyword list Lkw, table E and set j = 0.
we consider its t th query.
• OExtract (S):B choose r (t), T (t)

j
R
←− Fp, where j ∈ [1,m]

and computes SK = (Kj = gabT
(t)

1 hr
(t)
, K ′ = gr

(t)

2 , ∀j ∈

S: K ′′j = g
ϕjr(t)
1 , K ′j = g

aT aj
1 , j ∈ [1,m]). It computes

D := D ∪ S and submits S along with SK to A1.
• OTokenGen(S,W ′): Let the keyword list is W ′ =
{w′1, · · · ,w

′
m}. To get SK , B queries theOExtract (S) with

j := j + 1, and selects u(t),u(t)1
R
←− Fq. It stores the

tuple (W ′, S, J ) in table E and return TK = (tkj =

K ′′u
(t)

j |j ∈ S), tk ′ = K ′u
(t)
, T = h

u(t)1
2 , (Tj,1 = K ′u

(t)

j ,

Tj,2 = K ′u
(t)

j g
−u(t)1 ηj
1 |j ∈ [1,m]) to A1.

• OSearch(I ,TK ,QI ): After getting all the secret keys, B
executes SearchA and SearchB to compute the relevance
score R to A1.

Challenge. A1 submits an access structure T ∗, two
keywords setsW0, W1 and a keyword wξ to B, such that
• wξ ∈ W = W0 ∪ W1 = {w1, · · · ,wn} and having the
same number of elements in both sets.

• f (S, T ∗) /∈ 1 for all S ∈ D.
• if f (S, T ∗) = 1, for each entry in table E , adds W ′ to
Lkw; then ∀W ′ ∈ Lkw, wξ /∈ W ′.

B select θ , s, vi
R
←− Fp, i ∈ [1, n] and executes linear

secret sharing technique related with T ∗ to gets shares λj for
s of each associated attribute j. It also sets C = gs2, C

′
= gs2,

Cj = hλjg
−ϕjs
1 , ({Ii,1 = gvi1 ,Ii,2 = hvi1 g

ηis
1 |i ∈ [1, n]}). Finally

B returns index I∗ to A1.
Phase 2. A1 acts as in Phase1 with the exception that he

cannot queryOExtract if f (T ∗, S) = 1 and (S,wξ ) be the input
to OTarp. In Table 1, we showed all the terms that can be
submitted to group oracleGT . With the help of the following
two lemmas, we prove that A1 can differentiate between gθ1
and huξ1 H (wξ )s with an advantage of negligible probability.
Lemma 1 Provided W and S, A1 can construct a TK such

that wξ ∈ W and f (S, T ∗) = 1 with a negligible probability.
The proof of this lemma is provided in two parts.
1) Provided TK whose W and S satisfy f (S, T ∗) = 1,

where wξ /∈ W . Given it is formed in t th oracle, we can
easily know from Table 1 that A1 cannot generate the
term au(t)T (t)

ξ − u
(t)
1 ηξ in G1.

2) We now prove that with a given S, A1 cannot form the
SK such that f (S, T ∗) = 1, which is equivalent to the
statement that A1 cannot generate absT (t)

j , j ∈ [1,M ].

From Table 1 we can easily find that there appears only
one term that output absT (t)

j in GT . It is (abT (t)
j + cr (t)).s,

for which A1 needs to cancel the term cr (t)s. We can easily
find from Table 1 that, A1 could get the term csr (t) only by
the given formula (1) for some T and constant γj 6= 0.

6j∈T γj((cλj − ϕjs) · r (t) · s) = csr (t)

Hence, it is impossible to reconstruct the secret since it
requires in the security game for all S ∈ D.
Lemma 2 Given some gδ2, A1 can construct

e(hvx i1 H (wξ )s, g2)δ from the oracles terms with a negligible
probability.
Let us considered how to construct the term 1 = δ((α1 +

β1)vξ +ηξ s) inGT for some δ.A1 has the term α1, and needs
to construct 1′ = δ(β1vξ + ηξ s) inGT . We consider the term
δβ1vξ in GT and the terms that contained β1 appear in:

1) β1 can be obtain from term α1+β1 by canceling out α1.
However, both νξ and β1 are in same group G1, hence
cannot be paired to obtain the combine term νξβ1.

2) Similarly to the above case, the term νξβ1 cannot be
composed from the output a1(α1 + β1)νi.

Hence, the A1 cannot construct the term 1 in GT .
Therefore, we conclude that A1 gains a negligible

advantage in differentiating between the terms hvx i1 H (wξ )s

and gθ1 , which means that the advantage ofA1 in the modified
security game is O(q2/P). �
Theorem 2: Let G1, G2, GT and q be as defined in

Theorem 1, then the advantage in the IND-KGA security
game for A1 is O(q2/p).

Proof [11]: The challenge trapdoor in IND-KGA
simulation game, consist of randomly either ({Ti,1, IT ,2}|wi ∈
W0) or ({Tj,1,Tj,2}|wj ∈ W1). We construct a modified game,
assume W ∗ = W0 ∪ W1 = {w1,w2, · · · ,wm}, Tξ,2 is either

gauξ1 H (wξ )−u or gθ1 , where θ
R
←− Fp, ξ ∈ [1,m]. With

challenge trapdoor TK∗ = (tk ′, {tkj|j ∈ S∗},T , {Tj,1,Tj,2}|j ∈
[1,m]), A1 must predict whether Tξ,2 is g

auξ
1 H (wξ )−u or gθ1 .

It is evident that A1 initial advantage ε in the IND-KGA
security game can be mapped into A1 that has now at least
ε/2 advantage in the modified security game.
All the phases except theChallenge andPhase 2 are similar

to those in the proof of Theorem 1.
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Challenge. A1 submits an access structure T ∗, two
keywords sets W0, W1 and keyword wξ to B, such that,
wξ ∈ W ∗ = W0 ∪W1 = {w1, · · · ,wn} and having the same

numbers of elements in both sets. B select θ, u, r, Tj,u1
R
←−

F′p, j ∈ [1,m] and computes th′ = gru2 , ({tkj = g
ruϕj
1 }|j ∈ S

∗),

({Tj,1 = g
abTju
1 hru,Tj,2 = g

auTj−u1ηj
1 }|j ∈ [1,m]). B submits

TK∗ to A1.
Phase 2:A1 acts as in Phase1 except that he cannot query

OSearch if f (S∗, T ) = 1 and (wξ ), with the input index I with
T and W .

Due to separate selection and combine representation of
the generic bilinear group model elements, the only possible
way for adv1 to differentiate among gθ1 and gauξ1 H (wξ )−u is
to composed e(gauξ1 H (wξ )−u,gθ1)

δ for any gδ2 which can be
constructed from the oracle output terms. let us considered
how A1 cannot construct the term 1 = δ(auTξ − u1ηξ in G2
for some δ.
Now first considered the required term δu1ηξ , for which

we need the term u1 that appear in:

1) The term bα2β2u1 in Table 1 is possible to reduce to
bβ2u1 in G2. Also, the term ηξ can be paired with
bβ2u1 to construct bβ2u1ηξ . However, we can analyze
from Table 1 that it is impossible to compose the term
δu1ηξ=abuβ2Tξ by the A1 in GT .

2) The term auTj-u1ηj such that j /∈ ξ , from Table 1
we can find that A1 cannot construct the term δau1ηξ
by pairing the terms auTj − u1ηξ and ηξ which
are both in G1.

�

B. SECURITY OF OO-AMBS
The security proof of the online/offline ABMS scheme is
based on the security proof of the ABKRS scheme, the proof
of which is given in the following two theorems as
Theorem 3: Assuming that the basic ABKRS scheme is

adaptively secure against CKA, then the OO-ABMS scheme
is also adaptively secure against CKA in the random oracle
model.

Proof: Assume an adversary B wins the CKA security
game of the OO-ABMS scheme with non-negligible proba-
bility. We can easily construct an adversary A to succeeds
in compromising the ABKRS scheme. We letA impersonate
the OO-ABMS challenger for adversary B by querying the
ABKRS challenger and utilizingB′ capability in attacking the
OO-ABMS scheme to attack the ABKRS scheme.

• During the setup phase, adversary B selects T ∗ and
submits it to adversary A, who then submits it to the
ABKRS challenger. The challenger executes the setup
to get the master key MK and public key PK. Adversary
A submits the PK to B.

• In Phase 1,A forwards B queries to the challenger in the
algorithm of the ABKRS scheme, which generates the
keys and indexes. It is trivial to verify that the keys and
Index generated in the ABKRS scheme are equivalent to

TABLE 2. Complexity analysis notations.

TABLE 3. Comparison for computations phase.

those in the OO-ABMS scheme. Hence, after receiving
the query results from A, B will consider them as
constructed by the OO-ABMS scheme challenger.

• During the Challenge phase, B chooses two keyword
sets W0 and W1 and submits them to A. These keyword
sets are further sent to the challenger, who one of them
wλ (λ = 1 or0), and submits back the ciphertext
CTwλ ← (Pk, T ∗,wλ) to A.

• B receives the challenge ciphertext from A and pro-
ceeds to submit queries to A. With more constraints,
as mentioned in Phase 2, adv replies to B′s queries in a
similar way as stated in Phase 1.WhenB stops querying,
it outputs a bit λ∗ as its guess for λ. The adversary A
outputs the same bit as its guess for λ.

�
The security proof of the online/offline ABMS scheme is

based on the security proof of the ABKRS scheme, the proof
of which is given in the following two theorems as.
Theorem 4: Assuming that the ABKRS scheme is adap-

tively secure against KGA, then the OO-ABMS scheme is also
adaptively secure against KGA in the random oracle model.

Proof: Assume an adversary B wins the KGA secu-
rity game of the OO-ABMS scheme with non-negligible
probability. We can easily construct an adversary A to
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TABLE 4. Features comparison.

succeed in compromising the ABKRS scheme. We let A
impersonate the OO-ABMS challenger for adversary B by
querying the ABKRS challenger and utilizing B′ capability
in attacking the OO-ABMS scheme to attack the ABKRS
scheme.

• During the setup phase, adversary B selects S∗ and
submits it to adversary A, who then submits it to the
ABKRS challenger. The challenger executes the setup
to get the master key MK and public key PK. Adversary
A submits the PK to B.

• In Phase 1, A forwards B queries to the challenger in
the algorithm of the ABKRS scheme, which generates
the keys and trapdoors. It is trivial to verify that the
keys and trapdoor generated in the ABKRS scheme
are equivalent to those in the OO-ABMS scheme.
Hence, after receiving the query results from A, B will
consider them as constructed by the OO-ABMS scheme
challenger.

• During the Challenge phase, B chooses two keyword
sets W0 and W1 and submits them to A. These keyword
sets are further sent to the challenger, who encrypted one
of them wλ (λ = 1 or0), and submits back the ciphertext
CTwλ ← (Pk, S∗,wλ) to A.

• B receives the challenge ciphertext from A and pro-
ceeds to submit queries to A. With more constraints,
as mentioned in Phase 2, adv replies to B′s queries in a
similar way as stated in Phase 1.WhenB stops querying,
it outputs a bit λ∗ as its guess for λ. The adversary A
outputs the same bit as its guess for λ.

Now, if B wins the CKA security game defined in the
OO-ABMS scheme with a non-negligible advantage,
the same will A in the ABKRS scheme, hence, clearly
contradicts Theorem 2. Therefore, Theorem 2 holds, and
the proposed OO-ABMS scheme is adaptively secure
against KGA. �

VI. PERFORMANCE ANALYSIS
This section compares the efficiency enhancement through
theoretical and experimental analysis of our online/offline
ABMS scheme with that of [34]–[37]. Table 2 presents the
notations used for this comparison.

A. THEORETICAL ANALYSIS
Table 3 presents the comparison for computation phases
for keyword encryption and token generation algorithms.
From this table, we can see that OO-ABMS scheme like [36],

[37] not only implements the online/offline computation
stage but also implements the online/offline computation
stage for token generation. By splitting the token generation
into two stages, we shift most computation work to the offline
phase in our scheme. While during the online phase, the rest
of the work is done through few operations. This can boost
the overall system performance, especially for those data
users who usually perform the searching operation through
resource-scarce devices such as mobile phones.

Table 4 presents a comparison of our scheme with
the other related schemes for five aspects, access control
structure expressibility, retrieval mode, search result, and
security. Many access control structures are available for
attribute-based encryption, but the access tree provides
better scalability and flexibility in terms of its new user’s
registration in the system and expressiveness of access policy.
Moreover, the search result of all these schemes except ours
is a ranked result. The problem with the conjunctive keyword
search result is that it operates on the premise of ‘‘all-or-
nothing’’. More technically, the data user query keywords
need to be the same as the index keyword set of the stored
file for retrieval of the file. Secondly, the retrieved file is not
ranked. Hence the data user has no option to select the most
suitable file for its query keyword. This wrongly positioning
of user query incur high computation and communication
overhead at the resource-constrained data user side. Besides,
our scheme, except for [37] can resist both inside and
outside keyword guessing attacks (KGA). Last but not least,
the servers in our system model can get query keywords from
any user. Hence a broader range of applications is possible
for our scheme.

For clear understanding, the complexity analysis of afore-
mentioned schemes for different algorithms,Offline.Encrypt ,
Online.Encrypt , Offline.TokenGen, Online.TokenGen and
Search are tabulated in Tables 5-9, respectively. Also note
that we ignore the communication overhead for a valid search
query, hence the output size is set to zero for search algorithm
in each scheme. We can see for Offline.Encrypt algorithm
from their respective tables, the computation overhead of
our scheme (| X | + | Imax | +2)EG1+ | S | H is
less than that of all other schemes. In [34]–[37], the cost
of exponentiation in G1 is two times of |X |, while in [35]
it is four times and thus incurs high computation overhead.
Similarly, our scheme exhibit low storage cost (| Imax | +
| X | +2)‖G1‖ than others. As depicted in the relevant
sections of Table 5-9, the Online.Encrypt algorithm of our
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TABLE 5. Computation overhead and output size of [34].

TABLE 6. Computation overhead and output size of [35].

TABLE 7. Computation overhead and output size of [36].

TABLE 8. Computation overhead and output size of [37].

TABLE 9. Computation overhead and output size of OO-ABMS.
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FIGURE 2. Practical storage analysis in various algorithms.

scheme incur the cost of (| X | + | Imax | +3)MG1

on the user side, while the rest of the schemes suffer from
linearity problem, i.e. |X | times exponentiation in group G1.

Moreover, the storage requirements of this algorithm in our
scheme (| X |)+ | Imax | +2)‖G1‖ is less than others,
except for that in [34]. In comparison for Offline.TokenGen
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FIGURE 3. Practical computation analysis in various algorithms.

algorithm, OO-ABMS computation cost (| S | +

| Tmax | +2)EG1 is less than schemes [36], [37], while
schemes [34], [35] does not support offline token generation

at the data user end. For storage cost, only scheme [37] has
less requirement than ours, however the reason for which is
the ranked search result for our scheme and thus brings in an
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additional |Tmax | to its cost, which is not considered in [37].
Furthermore, as illustrated for Online.tokenGen algorithm
comparison, our scheme computation cost is significantly
better than that of all the other preliminary schemes. It is
illustrated for its storage cost, that our scheme incurs
(| S | + | Tmax |)‖G1‖, which is less than the cost
of others schemes. For searching algorithm, the concerned
table’s sections demonstrate relatively less efficiency than
the works in [34]–[37] of our scheme. The reason is that
the OO-ABMS scheme uses a robust security model to
resist KGA and an efficient multi-keyword ranked search
simultaneously. Moreover, this comparison analysis does
not consider the extra computation overhead caused by
wrongly putting data users’ interests in their retrieval model,
which ultimately suffers end-users experience and network
bandwidth. Besides, the search algorithm doesn’t affect the
data users’ computation overhead since this is the one-time
process performed by a resource-rich cloud server. However,
we can increase the search efficiency if we adopt the weaker
security assumptions of schemes in [33] and [38].

B. EXPERIMENTAL ANALYSIS
Fig. 2 and 3 illustrate the experimental results for comparative
evaluation of the algorithms. To evaluate the proposed
scheme’s performance, all the algorithms are implemented
in Python 2.7, and the bilinear group operation is performed
with the Pairing-Based Cryptography (PCB) library [8]
framework. The specification of the computer used for
experiments is Intel (R) i5-2430M CPU at 3.3 GHz and 6 GB
of RAM. Each experiment is run ten times to get the average
results.

For storage comparison, the number of attributes |X |,
associated with access control policy and set of data user
attribute |S| is set to 10 and 5, respectively. Also, for uniform
comparison we set ||GT || > ||G1|| > ||Zq||. From Fig. 2(a)-
(f), we can see that OO-ABMS consumes lesser space for
the setup phase, public keys for DO, index generation for the
server, and token generation for DU. In the conjunctive search
query, the search algorithm either outputs 1 or 0. Hence its
storage space is not considered in this comparison.

For computation overhead comparison we set |Imax | and
|Tmax | to 5 attributes. Fig. 3(a) shows the Offline.Encrypt
algorithm computation cost with |X | varying from 30 to
150 with a step length of 30. OO-ABMS offers better
performance as it is affected with a single instance of |X |
for its linearity problem, while the rest of the schemes are
at least two times. Note that H is a lightweight operation
than exponentiation and multiplication in G. Similarly, for
Online.Encrypt algorithm, Fig. 3(b) shows that our scheme
needs multiplication in group G1, while the schemes in [34],
[37] and [35] are affected with a factor of 2 and 3 times of
|X | respectively. Besides, a major portion of computation is
shifted to the offline phase of encryption. Fig. 3(c) shows
the computation done during the offline phase of token
generation with |S| varying from 10 to 50 with a step length
of 10. The linearity property in terms of |S| affects our scheme

on a single occurrence, while the rest of the constructions
twice and thus, perform efficiently. Similarly in Fig. 3(d),
the Online.TokenGen time cost increases single fold of |S|,
while the rest of the schemes either increases two-fold of
|S| or |Tmax |. Finally, from Fig. 3(e), we can notice that
our search algorithm performs less efficiently than that of
others schemes [34]–[37]. However, it is worth noticing that
our scheme output ranked search results for a better end-
user experience. Moreover, our experiment setting does not
consider the additional liability in terms of computation and
communication overhead by inaccurately pointing the user’s
interest.

In summary, considering the computation and storage cost,
the experiment results are consistent with our theoretical
performance analysis. The OO-ABMS is efficient in key,
index, and token generation while performing inferior in the
search phase. Since the search operation algorithm is run on
two resource-rich servers, the OO-ABMS scheme does not
bring extra storage and computation cost for the resource-
scarce data user devices.

VII. CONCLUSION
This paper proposed a splitting technique to efficiently
and practically address costly bilinear pairing operations in
ABKS in the mobile cloud computing environment. Based on
the online/offline technique, a vast amount of computational
work, both for keyword encryption and token generation,
is shifted into the offline phase. When the attribute-based
access control policy or keyword becomes known during the
online phase, the data consumer needs to rapidly construct
the token or keyword ciphertext. We are first to introduce
the online/offline technique for multiple-keyword ranked
search. With the help of this splitting, our experiment
results demonstrate the effectiveness of the proposed scheme.
Overall, it brings the attribute-based multiple keywords
searching technique to an acceptable level in the real-word for
mobile resource constraint devices. Moreover, this technique
best suits any ABKS schemes where the computation cost
is linear with increased attributes. We deploy two servers in
our proposed system model in the search phase to resist the
keyword guessing attack. Namely, server A performs most
of the access control and partial computation for index and
trapdoor using its secret key for generating temporal search
results. After which, server B gets the final search result using
its secret key from the temporal search result. We want to
perform all these operations by deploying a single search
server and resists the keyword guessing attack as future work.
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