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ABSTRACT Since personal data becomes a valuable asset for IT industries, the necessity of data ecosystems
with personal data trading methodologies is continuously increased, and the concept of data brokers is
now widely used in the market. Moreover, utilizing the advantages of blockchain, distributed personal
data markets have recently been considered because all participants behave selfishly for their profits in the
markets. Since the participants may behave maliciously, it is necessary to prevent such behavior, and one of
the considered approaches is putting additional deposits as a penalty into blockchain smart contracts. Since
data brokers give various advantages to maintain personal data trading markets, many studies have considered
both data brokers and blockchain at the same time. However, those studies have mainly focused on putting
deposits into data buyers/sellers but not data brokers. However, since data brokers are also major players in
the market, it is necessary to consider deposit decision models for data brokers. Hence, this paper proposes a
deposit decision model for data brokers in distributed personal data markets using blockchain. Particularly,
this paper proposes a profit model with deposits depending on their behavior for handling contracts and a
credit level model that puts fewer deposits for a data broker with a higher credit level to motivate the data
brokers’ truthful behavior. With the analysis of the proposed models, this paper shows that the models are
feasible to motivate data brokers’ truthful behavior by allocating deposits for not only a large enough penalty

but also a fair enough incentive.

INDEX TERMS Personal data market, data broker, blockchain, deposit.

I. INTRODUCTION
With emerging the importance of data, data-driven

approaches are widely applied to both online and offline
businesses by utilizing cutting edge technologies (including
big data analysis, machine learning, artificial intelligence,
etc.) [1]. As data-driven services and applications take the
lead of both online and offline businesses, big data and the
business analytic market size is projected to reach 512 Billion
USD by 2026 with about 14% compound annual growth rate
according to Valuates Reports [2].
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Since data has become valuable assets for IT industries,
the necessity of data ecosystems with data trading method-
ologies is continuously increased. With these backgrounds,
many reports investigated various big data ecosystems driven
by data brokers [3]-[6]. Particularly, personal data draw huge
attention from the data brokers because personal data contains
highly valuable information from the business perspective.
According to the reports, a personal data market typically
consists of three major actors: i) data brokers, ii) data
providers, and iii) data consumers. Data brokers collect (or
buy) personal data from data providers, manage/analyze col-
lected data if necessary, and sell personal data to data buyers.
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Data brokers earn revenues from brokerage fees and/or any
value-added services regarding data analysis and data man-
agement, and these revenues motivate data brokers to main-
tain personal data trading markets.

To motivate data brokers for performing truthful actions
(e.g., fulfilling personal data trading contracts), two
approaches have mainly been considered: i) providing addi-
tional incentive as compensation for truthful actions and
ii) charging additional deposit as a penalty for malicious
actions. Since the former approach requires trustworthy data
brokers with various approaches measuring trust [7], [8]
(i.e., the data brokers can receive additional incentives only
if they behave truthfully), it has been considered in the
centralized personal data brokering markets [9]-[12]. The
latter approach considers a malicious data broker that may
act the malicious behavior (from the other participants’
point of view) depending on its profit in the distributed
personal data brokering markets. It means that some sys-
tematic methods are necessary to prevent the malicious
behavior of the data broker in the market. Particularly, it is
mainly considered in distributed personal data markets with
blockchain technology because all participants have chances
to selfishly behave in the markets [13]-[21]. Since markets
with incentive-motivated data brokers are widely applied in
the real world, many studies about personal data trading
markets consider data brokers as intermediaries [9]-[12].
Data brokers intermediate data trading transactions with the
collected information about data buyers and data sellers;
therefore, the market participants can utilize the advantages
of data brokers (such as data discovery, data pricing, data
quality managing, etc.). However, it requires (centralized)
trustworthy data brokers that do not perform any malicious
actions in the market.

For overcoming the issues about the trustworthiness
of (centralized) data brokers, the other approach assumes
that data brokers can selfishly behave to maximize their
profit (i.e., they do not always perform truthful actions).
Therefore, many studies have recently considered distributed
data trading market with the emergence of blockchain tech-
nologies [13]-[21]. These works proposed distributed per-
sonal data trading markets by utilizing the advantages of
the blockchain (i.e., transparency, immutability, etc.) [22].
Particularly, in these models, all contracts are written as a
smart contract in the blockchain, so all participants (i.e.,
data buyers, data brokers, data sellers) check the validity
of transactions at any time. Moreover, the development of
deposit-based smart contracts makes it possible to enforce
penalties for malicious actions of the participants by putting
a certain amount of deposits in the contracts [23]-[25], which
can form incentive-compatible personal data trading models.
In other words, the participants put some amounts of deposit
into the blockchain before making transactions to compensate
for the results of any malicious actions.

For data trading markets with blockchain, not only purely
peer-to-peer based models [13]-[15] (i.e., models without
any intermediaries or agents) but also broker-based models
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[16]-[21] has been proposed. Particularly, for personal data
trading markets, since one data buyer wants to buy per-
sonal data from multiple data sellers [10], [12]. In addition,
many management issues should be considered due to the
characteristics of personal data (such as consent manage-
ment [26], privacy and security compliance [27], data price
decision [28], etc.).

Therefore, data broker (i.e., agent or intermediary) based
models are more suitable to form personal data trading
markets, and many studies have considered distributed per-
sonal data trading market with data brokers while utilizing
blockchain and its smart contracts. de la Vega et al. [16] pro-
posed a peer-to-peer distributed data trading model with an
IoT context broker to operate blockchain as ledger manage-
ment and intermediates the participants. Schlarb ef al. [17]
proposed a distributed data market model with a market
platform (i.e., data broker) to manage the market partici-
pants and various metadata to operate data trading trans-
actions. Chen et al. [19] proposed a blockchain-based data
trading approach for the Internet of Vehicles. The authors
proposed a data broker as a manager for pricing and con-
tracting data trading transactions. Liu et al. [20] proposed
a blockchain-enhanced IoT data market with the assist of
cloud computing to maintain blockchain networks. The
authors considered a blockchain network as a market operator
(market-agency or data broker) to form a data trading market
and proposed smart contracts and pricing mechanisms for a
data seller and a data buyer.

Although the studies mentioned above considered data
brokers in distributed personal data trading market, the stud-
ies concentrated on blockchain based architectures without
any considerations of deposit mechanisms for the mar-
ket participants. Some studies considered distributed per-
sonal data trading market with participants’ deposit model
for ensuring honest behavior. Xiong and Xiong [18] pro-
posed a smart contract-based data trading model that uti-
lizes data hosting/aggregation centers (i.e., data brokering
agents) to meditate transactions between data owners and
data purchasers. This paper considered deposits models for
the data owners and purchasers to enforce honest behav-
ior. An et al. [21] proposed a reverse auction-based crowd-
sensed data trading model supported by blockchain. The
study also proposed an agent to manage the proposed reverse
auction model between data sellers and data buyers with
deposits to compensate for any malicious actions during the
transaction.

Even if the studies have utilized (deposit-based) smart con-
tracts to establish distributed personal data markets, the stud-
ies have little considerations about putting deposits of data
brokers (i.e., agents or intermediaries) and the decision mech-
anisms for the deposits during the market operation. Since a
data broker is also one of the participants in the distributed
personal data trading market, it is necessary to consider a
deposit model for data brokers in the market. Hence, this
paper proposes a deposit decision model with data bro-
kers for blockchain-based distributed personal data markets.
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The detailed contributions of this paper are summarized as
follows.

« This paper considers a distributed personal data market
model with four major players: i) a data buyer, ii) a
data broker, iii) data sellers, and iv) a blockchain. The
data buyers and data sellers register their information
to the data broker, and the activities are recorded in
the blockchain. With the considered market model, this
paper also proposes transaction flows among players
in three major phases: i) data curation phase, ii) data
brokering phase, iii) data trading phase. Particularly,
this paper mainly focuses on the data trading phase that
makes personal data trading transaction contracts for the
data buyer and data sellers through the data broker with
proper data brokering deposits.

« By proposing a data broker’s profit model, this paper
describes the possible actions of the data broker with
a deposit. For motivating data brokers’ truthful behav-
ior, this paper proposes a credit rating model that
is tightly related to the amount of deposit for data
brokering. Specifically, this paper proposes a credit
rating model that contains a finite order in positive
and negative directions of credits. Data brokers’ credit
level either increases or decreases one step accord-
ing to their behavior. Moreover, to cover the pro-
posed step-wise credit rating model, this paper also
proposes a deposit factor model that decides the required
amount of deposit for data brokers with different credit
levels.

« With the proposed models, this paper shows that the pro-
posed deposit and credit level model can motivate data
brokers to behave truthfully, and it proposes methods to
decide a proper amount of deposits for data brokers in
the personal data market. This paper also verifies the
proposed model through numerical analysis by showing
the trends of credit levels and the average profits of data
brokers with different characteristics. It is shown that the
proposed deposit decision model is feasible to form an
incentive-compatible distributed personal data trading
model with data brokers by putting enough penalties on
data brokers with malicious actions.

The rest of this paper is organized as follows. In Section II,
this paper introduces an overall structure of a distributed
personal data trading market and identifies major participants
and their characteristics. In addition, it presents a general
personal data trading procedure among market participants.
Under the considered market model, this paper proposes
both a deposit decision model and a credit rating model
for data brokers. In Section III, it is analyzed that the con-
ditions for validating the proposed deposit decision model,
and it is shown that the proposed model is suitable to form
incentive-compatible personal data trading models. Based on
the analysis, in Section IV, various results are presented to
check the validity and feasibility of the proposed model.
Particularly, it shows that a data broker that always performs
truthful actions can earn more profit than any other data
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broker that sometimes performs malicious actions. Finally,
this paper is concluded in Section VI.

Il. SYSTEM MODEL

This section introduces a considered data trading market
model. Then, it also describes a major information flow
to explain interactions among market participants. With the
considered system model, this section also proposes analyti-
cal models for data brokers, including a profit function and
a credit rating model, to decide a proper deposit decision
model.

A. DATA TRADING MARKET MODEL

The considered market consists of four major players as
shown in Figure 1: i) a data buyer, ii) a data broker, iii) data
sellers, and iv) a blockchain. A data buyer wants to buy
personal datasets from the data sellers. The buyer requests
relevant information about potential data sellers with its
dataset requirements. Data sellers want to sell their personal
data (e.g., from a single person to data warehouse). They
register information about their personal datasets (including
data types, data volumes, or data prices, etc.) and sell their
datasets to the buyer if conditions from the buyer satisfy their
price requirements.

A data broker acts as an intermediary for personal data trad-
ing transactions. It collects and manages information about
potential data buyers and sellers for curating each personal
data trading request. In addition, the data broker collects
and manages information about the market and disseminate
the information to the market participants (i.e., data buyers
and data sellers) for helping their internal decisions about
personal data trading transactions. For example, a data broker
manages statistics of a certain data type and provides a market
price to the market participants as a guideline. With the
statistics, the market participants can decide whether they
trade personal datasets or not.

A blockchain system manages, verifies, and executes per-
sonal data trading contracts among data buyers, brokers,
and sellers. During a personal data trading transaction, each
market participant also puts deposit into the blockchain for

Blockchain
""" > Deposit Contracts [€-—=--1
rJ—
Management M t
Data 9 anagemen Data
Buyer ’:‘ Sellers
+ O
Qe Data Broker @.
3 -
| Data Participants Management | PAN
fe— 'I_ 1" I:ﬂ
EEE | Data Market Management | o
il 5%
I Data & Participants Curation | &
— < -> Deposit & Contract information exchange
+<— Payment & Data exchange
<« - Curation & Fee exchange
FIGURE 1. A considered distributed data trading model.
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FIGURE 2. The proposed transaction flow.

ensuring its trust to others. If one participant violates the
contract, the blockchain enforces a deposit distribution to the
other participants. If the transaction is successfully ended, all
deposits are returned to each participant.

As shown in Figure 1, data buyers and data sellers directly
trade both personal datasets and payments with the interme-
diation of the data broker (i.e., payment and data exchange
flow). The data broker provides relevant information for per-
sonal data trading to the buyers and sellers, which can help
their decision and take curation fees from both participants
(i.e., curation and fee exchange flow). When data buyers
and data sellers make a personal data trading transaction
with a data broker, their contracts should be managed in
secure and trust manner. Therefore, the blockchain is utilized
to ensure the transaction among data buyers, brokers, and
sellers. During the transaction, each participant puts deposit
into the blockchain system to prevent any malicious activities
(i.e., deposit and contract information exchange flow).

A detailed flow is shown in Figure 2. The flow consists of
three major phases: i) data curation phase, ii) data brokering
phase, and iii) data trading phase. In the data curation phase,
data buyers and data sellers participate in personal data trad-
ing market by registering their information to the data broker.
Then, the data broker manages each participant for further
data trading transactions (e.g., categorizing participants as
data buyers and data sellers, etc.). Particularly, the data broker
aggregates information about the data buyers and data sellers
for establishing a personal data market. For example, the data
sellers notify the amount and the type of datasets, and the data
buyers set their dataset preferences.

In the data brokering phase, a data buyer initiates
the request for buying a certain personal dataset to the
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TABLE 1. Major symbols.

Symbol | Definition
P Payment from a data buyer
Ur Profit of a data broker
Dgr Total deposit of a data broker
Dpase Baseline of deposit
|4 Private valuation of a data broker
o Interest rates
Y0,2x | Setof truthful and malicious actions
oo Any truthful actions (i.e., cp € X0)
ox Any malicious actions (i.e., ox € >X0)
OR An action of the data broker R
t Time indices (one transaction at one time)

data broker. Then, according to the request, the data broker
finds the potential data sellers from the market, and it curates
a personal dataset for the data buyer (by checking consent,
privacy compliance, data price, etc.). After the data curation,
the data broker informs the curation result to the data buyer.
With the curation result, the data buyer decides whether it
buys dataset or not.

When the data buyer decides to buy dataset, the data bro-
ker initiates the data trading phase for realizing a personal
data trading transaction between the data buyer and the data
sellers. With the agreed information, the data broker creates
a new transaction contract and posts the contract into the
blockchain. While posting the contract, the data broker also
put deposit for assuring the results of the transaction bro-
kering. According to the contract in the blockchain, the data
buyer and the data sellers perform the personal data trading
transaction. Specifically, the data sellers provide their dataset
to the data buyer, and the data buyer makes a payment to
each data seller. After the data and payment exchange, they
(including the data broker) review the contract for validating
the transaction. At this time, third party entities, which are
not stakeholder of the contract, can also participate to review
the contract. Based on the review, the data buyer pays data
curation fee to the data broker if the transaction is success-
fully done. If not, the participants receive the deposit as a
compensation of unsuccessful transaction.

Based on the considered market model, this paper mainly
considers the data trading phase that each market participant
makes personal data trading contracts with deposit. Particu-
larly, this paper focuses on the behavior of the data broker that
plays a key role to maintain distributed personal data trading
market more scalable and feasible. Note that the behavior of
the data buyers and sellers is out of scope of this paper for the
simplicity of the analysis.

B. DATA BROKER MODEL

In a distributed personal data trading market, a data bro-
ker may (intentionally or unintentionally) perform malicious
actions (from the data buyers and the data sellers points of
view) when it intermediates personal data trading transactions
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between the buyers and sellers. Therefore, the data broker has
two action choices.

« A data broker R performs a truthful action (i.e., fulfilling
contracts) og € X, Where X is defined as a set of
all actions that evaluate to true from all participants in a
transaction;

« A data broker R performs a malicious action (i.e., vio-
lating contracts) ogr € Xy, where Xy is defined as a set
of all actions that evaluate to false from any participants
in a transaction.

Each of the two action choices results in profits for the data
broker expressed by Ugr (for o € Xp) and Ugr (for og €
Xx ), respectively. The profit of an action depends on various
parameters as follows (the mathematical symbols used in this
paper are listed in Table 1).

o Payment P determines how much a data buyer B has
to pay for a personal data trading transaction ¢ to buy
datasets from data sellers (i.e., the size of the personal
data trading transaction). Note that methods for pricing
dataset is not a scope of this paper. Many studies pro-
posed dataset pricing models (e.g., [6], [10], [28], [29]);

o Curation incentive o determines how much the data
broker can get rewards for its curation activity for the
data buyers;

« Deposit D means the deposits by the participants for the
personal data trading transaction. In this paper, Dg indi-
cates the deposit from the data broker R for brokering
the transaction;

o Expected future return yD describes the opportunity
costs for locking deposit D within the personal data
trading transaction that could be used in other purposes
to earn interest;

o Valuation V denotes the private preference of the data
broker for outcome depending on the personal data trad-
ing transaction, which implies private values when the
data broker takes a malicious action.

With the parameters, the following represents the profits of

a data broker R brokering a personal data trading transaction
between data buyers and data sellers.

Ur =aP — yDp
Ug = Vg — Dg — yDg

’lf OR € Xo )
if o, R € EX

For each data trading transaction, the data broker tries
to maximize its profit by choosing an appropriate decision.
A profit of the data broker with fulfilling the contract (Ug)
is a margin from a payment from a data buyer (P) with a
curation incentive («) for brokering the data trading transac-
tion. Similarly, a profit of the data broker with violating the
contract (Up) is considered with a privately achievable value
Vg as revenue and a deposit Dy as cost (or loss) for broker-
ing the data trading transaction. With the contract violation,
the data buyers and data sellers receive compensations based
on the deposit from the data broker as Dg_.p and Dg_.g,
respectively. Note that the expected loss of interest during the
transaction is adopted as y Dg for both cases.
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In this paper, by considering equation (1) from the data
broker’s perspective, violating a contract becomes a rational
choice if Ug > Ug. A data broker chooses to fulfill a contract
if the profit of the truthful action is higher than that of the
malicious action, i.e., Uz > Ug. Then, the data broker can
be categorized into three types depending on the achievable
profits as follows (inspired by [30]).

« Type Rp: the data broker will always perform a truthful
action as its profit resulting from a transaction is larger
than the valuation of a malicious action, i.e., Vg < aP+
Dg;

o Type Rx: the data broker will always perform a mali-
cious action as Vg > aP + Dg. The deposit D is never
large enough to prevent a malicious action;

o Type Ra: the data broker is undecided in a transaction
which decision to take as Vg &~ aP + Dg. It performs
either a truthful action or a malicious action by consid-
ering the profits.

Data brokers categorized as Ry cannot be economically moti-
vated to perform any truthful actions. These brokers will
always perform the malicious actions as their private profit
from the outcome of the malicious actions (from the other
participants’ perspective) is much larger than the economic
damage due to the loss of their deposit.

Therefore, the proposed model can ensure that economi-
cally rational data brokers (type Ra) and honest data brokers
(type Rp) behave in truthful actions. Then, a personal data
trading model is an incentive-compatible if an economically
rational data brokers would not choose a malicious action
because the profit of a truthful action is always greater than
that of a malicious one, i.e., Ug > Ug.

C. DATA BROKER CREDIT AND DEPOSIT MODELS

For motivating data brokers to behave truthfully, this paper
proposes a credit rating model. Based on a credit level of a
data broker, the amount of deposit for brokering a personal
data trading transaction is decided. A data broker with a
higher credit level requires a smaller amount of deposit.
A credit is a set of data brokers that provide the same relative
deposits for a personal data trading transaction.

Since a credit model should be able to put the same level of
penalty for any credit level, this paper proposes a symmetric
credit rating model for data brokers. In other words, this paper
defines a finite order in positive and negative direction (i.e.,
the maximum value M for the highest credit level and the
minimum —M for the lowest credit level) of credits {C_j; <
c---<C_1 <Cy=<Cy < -+ < Cy} € C, where each
credit C,,, € C has a deposit factor A,, € R. Each credit
maps to a deposit level in order, C — D; for example, C3
requires deposit D3 (in general, C,, requires a deposit D,,
where m is a credit level (—M < m < M)). Note that
one of the possible ways to satisfy the above condition is
mapping a credit level C,, to a real number m. Therefore, this
paper adopts this model for achieving credit levels of data
brokers.
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FIGURE 3. The proposed credit rating model.

With the proposed credit rating model, each data broker is
only mapped into a single credit level at any point in time. The
credit function returns the credit level of a data broker that
is currently assigned. This paper defines the credit(R) as the
current credit of a data broker R. Then, credit(R)—1 is a lower
credit with a higher deposit factor, and credit(R)+1 is a higher
credit with a lower deposit factor. In other words, a data
broker with credit(R)—1 needs a larger amount of deposit than
that with credit(R), and a data broker with credit(R)—1 needs
a smaller amount of deposit than that with credit(R).

To provide the same amount of advantages and penalties,
this paper proposes that a credit level of a data broker has
increased one step whenever it fulfills a contract and has
decreased one step whenever it violates contracts as shown
in Figure 3. In addition, a data broker with no record (i.e.,
a new data broker that participates in the market) is assigned
to the initial credit level Cy. If a data broker with the lowest
credit level violates a contract again, then the data broker is
expelled from the market.

The credit levels are used to calculate the deposit for a data
broker that needs to provide to mediate a transaction. This
paper defines a baseline deposit Dpase for a personal data
trading transaction and a deposit factor A, that are used to
calculate D,,, where C,, € C (i.e., the required deposit with a
credit level m) as shown in the following equations:

Dpase = P, ()
Dy, = DpaseAm- (3)

The baseline deposit Dyase 1S the original required deposit
for brokering personal data trading transaction with the pay-
ment «P. Since, at each time, the data broker intermedi-
ates different contracts with different amounts of payment,
the baseline deposit should also be relatively decided by the
amount of payment. Therefore, the major objective of this
deposit model is to put incentives to higher credit levels.
In other words, based on the credit level, a data broker
requires a different amount of deposit even if it handles the
same contract.

Deposit factors A are ordered similarly to the credits and an
finite order {Ayy < -+ < Ag < -+ < A_p} where the factor
corresponding to the lowest credit level A_j; is the largest.
By reducing the required amount of deposit, data brokers are
motivated to truthful behavior because their opportunity costs
are kept decreased. With this principle, any deposit factor
decision model f with a credit level m can be utilized if and
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only if it satisfies the following condition.

Am = f(m), 4)
s.t.f(M) = Ay and f(m) < f(n), Vm > n,
X where — M <m <M. 5)

Condition (5) indicates the lower bound of the deposit
factor (Ay7) and condition for monotonically decrements.
In the next section, this paper analyzes how the proposed
credit rating model and a corresponding deposit decision
function f make an incentive-compatible personal data trad-
ing mechanism.

Ill. NUMERICAL ANALYSIS

The purpose of a deposit is to enforce a penalty when a data
broker violates its personal data brokering contract from the
perspective of data buyers and data sellers. A penalty for a
data broker includes both the immediate deposit loss and the
loss of the future expected profit caused by its credit level
decrement. This section describes the validity of the proposed
credit rating model and the deposit model by showing relevant
lemmas and theorems, and it also proposes a method to
set deposit factors for data brokers for motivating truthful
actions.

A. THEORETICAL ANALYSIS

Firstly, this section shows that the proposed credit rating
model works well as designed; in other words, a data broker
with a higher credit level has more benefits than that with a
lower credit level by the following lemma.

Lemma 1: If a data broker’s credit level is the highest,
the penalty for violating a contract is the least.

Proof: Consider two data brokers with two different
credit levels at time #y. For example, a data broker Ry with
the highest credit level Cy; and a data broker R, with any
lower credit level C,, (m < M). To this end, the loss of future
expected profit is checked by a penalty from the contract
violation at 7.

By violating the contract, both data brokers’ credit levels
become one step lower. In other words, the credit level of
R becomes Cy;_1 and that of Ry becomes C,,_;. However,
if they fulfill the contract, then the credit level of R; becomes
Cy and that of Ry becomes C,, 1. That is, Ry only loses
penalty of one credit level (from Cys to Cys—1), but R> loses
penalty of two credit levels (from Cy,41 to Cp—1). It means a
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required amount of deposit for brokering the future personal
data trading transaction becomes different.

In other words, R, requires more deposits (from D41 to
D,,_1) than R (from Dy to Dys_1) for brokering the same
personal data trading transaction. It means the expected loss
of R, becomes a larger than that of R;. Therefore, a data
broker with the highest credit level gets the least penalty in
future. O

It is shown for the highest credit level only. Based on this
analysis, it is possible to generalize Lemma 1 to data brokers
with any other credit level in the market as follows.

Theorem 1: If a data broker’s credit level is higher, then a
penalty for contract violation is lower.

Proof: Without loss of generality, consider two data
brokers R with a credit level C,, (n < M) and R, with a credit
level C,, (m < n). Similar to Lemma 1, it is checked that
the loss of future expected profit caused by the penalty from
the contract violation at fg. If n = M for Ry, it is proved by
Lemma 1. Therefore, it only considers the case withn < M.

In this case, the difference of the credit level can be com-
pared. In other words, for the contract breach case, the credit
level of R; becomes C,_; and that of R, becomes C,,_;.
Similarly, for the contract fulfillment case, the credit level of
R; becomes Cj+1 and that of Ry becomes C 1.

From now on, to analyze the future expected profits of
two brokers, it is assumed that the probability for contract
fulfillment and violation is the same for both brokers R and
R». Since the credit level of R; is higher than that of R; (i.e.,
C, > Cy,), the probability of R; for reaching the highest
credit level Cyy is higher than that of R. Then, by Lemma 1,
the loss of future expected profit of R| caused by the penalty
from the contract breach is lower than that of R,. In other
words, R earns more profits than R, in future. O

To generalize the idea, it is considered that one data broker
with the credit level C,, (n < M) has a chance to interme-
diate a new personal data trading transaction at time fo. The
data broker chooses either contract fulfillment or violation
depending on its profit function. Now, consider two random
variables X%ezx (¢t) and Xg,oezo(t) to express the profit of
the data broker, where o, means an action performed at
time fy9. One random variable X%egx () means the profit
at time ¢ when the data broker violates the current contract
at time #p. Similarly, the other random variable X%ego(t)
means the profit at time ¢ when the data broker fulfills the
current contract at time #y. Then, it is assumed that the data
broker fulfills all contracts from fg + 1. In this case, it is
obvious that

o o0
Y ElXoyeny @] < Y ElXo e,
t=tp+1 t=ty+1

In addition, by Theorem 1, the following can be obtained
for setting a deposit for data brokers in the market.

Theorem 2: If a deposit is set to large enough for putting
a penalty to a data broker with the highest credit level
(i.e., the data broker’s future expected profit is less than
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zero when it violates a single contract), then the data broker
cannot violate contracts for earning more profit with any
lower credit level.

Proof: By Lemma 1, a data broker with the high-
est credit level has the least loss of future expected profit.
Therefore, if the data broker loses a larger amount of future
expected profit (as a penalty), then the data broker will get
more penalty when it has a lower credit level. Therefore, if a
penalty is large enough to punish the data broker with the
highest credit level, then the penalty can enforce that the data
broker with any lower credit levels behaves truthfully.

Now, to find the condition where a data broker with the
highest credit level violates a contract, it is assumed that the
data broker violates the contract at time #y. The data broker
takes such a decision because it can earn a higher profit
(.., U > U).

In this case, compared to the case with fulfilling the con-
tract, the data broker loses some future expected profit caused
by the decrease of the credit level. If the data broker cannot
increase its credit level, it cumulatively loses some profit
caused by extra deposits (compared to the case with the
highest credit level). That is, if the data broker increases its
credit level back to the highest by fulfilling a contract at time
to + 1, the future expected profit from fy + 1 will be the same
as the contract fulfilling case.

Therefore, if the data broker violates a contract once,
the best strategy for the next contract is fulfilling the contract,
which means the amount of loss of future expected profit
caused by the decrease of the credit level be minimized.
Finally, it can be concluded that if a deposit is set to large
enough for putting a penalty to a data broker with the highest
credit level, then the data broker with any lower credit level
cannot violate the contract for earning more profit. ]

According to Theorem 2, it can achieve the expected profit
of a data broker with the highest credit level Cy for both con-
tract violation (Xg 1) and fulfillment(Xg 2) cases as follows by
using equation (1),

E[Xgr1(t)lor, € Xx,0r,: € X0l

= VR — DrRM 19 — YDR M 19
+ PR 1g+1 — VDR M-1,19+1

o0
+ Y (@Pri — yDrum.0),
t=tp+2
E[Xg2()|ors € Lo, 0r;: € Lo]

o0
=Y (@Prs — yDrM.0).

t=ty

Since the expected revenue («P) depends on the size of the
contract, at this time, it is assumed that @ = 0 to get baseline
condition. Then, the difference of the expected profit of the
data broker is follows.

E[Xr2(t)|oR,1y € X0, 0R;: € Xo]
—E[XR1(D)|or,, € Zx,0r,: € o]
= —VRu1 +DrM,1y — YDRM 1941 + VDR M~1,9+1 = 0

(6)

114721



IEEE Access

H. Oh et al.: Deposit Decision Model for Data Brokers in Distributed Personal Data Markets

Note that if the profits of a data broker R earned by fulfill-
ing and violating a contract are equal (i.e., E[Xg 2(t)| og 1, €
20,0R: € Xo] — E[Xg1(D)|ors, € Zx,0r: € Zo] = 0),
then the data broker chooses the contract fulfillment action
because the future expected profit earned by fulfilling the
contract is larger (i.e., it can avoid the decrease of the credit
level).

Since the expected profits are asymptotically analyzed,
condition (6) can be represented as follows,

VR < Drm — YDrm + yDrm—1, @)

where Vp is a private valuation obtained when the data bro-
ker R violates the contract, Dg s is the required amount of
deposit for the data broker R with the credit level M, and y is
an interest rate of the deposit in the system.

B. NUMERICAL APPLICATION
As shown in Theorem 2, any deposit factor function
that satisfies the condition (5) can be used to form an
incentive-compatible data trading model. To analyze effects
of deposit factor, this paper selects a linear-based deposit
factor that satisfies condition (5) as follows:

M —m)

f(m)=)~M+TIT, (8)

where 7 is an increasing rate of the deposit factor, M is the
highest credit level in the market, and m is the current credit
level of a data broker. Note that Ay, is the lowest deposit
factor. The deposit factor A, is tightly related to the credit
rating model proposed in this paper. Since this paper proposes
the step-wise credit rating model (i.e., a credit level is changed
one step up or down), a potential penalty for violating a
contract should be equal at any credit level; therefore, this
paper chooses a linear-based deposit factor model. Note that
depending on a credit rating model, a deposit factor may have
a different form. For example, Harz et al. [30] proposed an
exponential-based deposit factor model based on its credit
rating model.

With the deposit factor function, by applying equations (3)
and (8) to equation (7), the following can be achieved

Dl:l}fase - )\’M)

14
Vk < DR,base()LM +=n=—<n, C)
M 14

where Dp pase 1s the baseline deposit for the data broker R,
Ay 1s a deposit factor for data brokers with the highest credit
level M, and n is a deposit increasing step. Note that 5 should
be larger than zero; therefore, one condition is obtained by
the equation as follows,

Va vg

Ay < <1, (10)

Dbase,avg
where V,,, is the average size of payment that all brokers
earn in the market (Vavg = ZR VR/R, and Dbase,avg =
> & DR base/R) is the average size of deposits that all brokers
put while brokering contracts in the market.
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Note that it is not possible to assign different deposit factors
for every data broker in the market. Therefore, it should
be considered the macroscopic information to manage the
market (i.e., the average value such as Vy,,; and Dpase,avg) and
to provide a common guideline for setting proper deposits.
In addition, Dba::i » indicates the amount of deposits in the
market is enough to control data brokers for enforcing their
truthful behavior by establishing the incentive-compatible
data trading model. If ‘::e”’; ” > 1, it means that, in average,
data brokers’ profit earned by violating contracts are larger
than that earned by fulfilling contracts. Therefore, to stabilize
the market, a market operator should set a larger enough
amount of deposit to maintain Db‘::;gavg < 1.

Equation (9) gives various information to manage the entire
personal data trading market from the perspective of the
blockchain. Since all transactions are recorded and published
in the blockchain, for a distributed personal data trading mar-
ket, all participants in the market can obtain Vg, Dbase,avg>
and y through analyzing records in the blockchain.

By using equation (9) and (10), the following Algorithm 1
can be obtained. The main purpose of Algorithm 1 dynam-
ically decides the required deposit factors and penalty rates
for data brokers with various credit levels. First, the algorithm
takes various input parameters regarding market information
(Vavg> Dvase,avg, ¥» M). Then, it decides the deposit factor
with the highest credit level M by considering the condi-
tion (10). Since all relevant information are recorded in the
blockchain, all participants can know the baseline deposit
factor for participating in the market. After deciding the
deposit factor with the highest credit level 1,7, the algorithm
decides the increasing factor of the deposit according to the
credit level. Then, the algorithm provides two outputs (A,
and n) for setting deposit guidelines in the market. One of the
issues is deciding the proper amount of Ay, and n; therefore,
the detailed effect of the Ay; and 7 is analyzed in the next
section.

Then, with Algorithm 2, the data broker with the credit
level m can immediately know the amount of deposit for a
contract at time . Algorithm 2 takes various parameters: M is
the maximum credit level of the market, and m is the current

Algorithm 1 Deposit Factor and Penalty Decision
Input:
Vavg: the average size of the market
Dyase,avg: the average size of the deposit
y: the interest rate of deposit in the market
M the highest credit level of the market
Start algorithm:

(1) Decide hy where 0 < Ay < .
. Phuseg )
(2) Decide n where = =1

Output:
Ay : the deposit factor for the height credit level M
n: the penalty factor of the deposit
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TABLE 2. Simulation parameters.

Symbol Value
aP 100
¥ 0.01/365/24/60 * 10
Vaug/Dbasc,avg 0.9
M

100
A 0.9 * Vavg/Dbase,avg
% aP T {~ N(aP.1),~ N(aP,3),~ N(aP,5)]

credit level of the data broker. 7 is the penalty factor of the
deposit decided by Algorithm 1. P is the payment of a data
buyer at time #, and « is the rate of curation incentive. Then,
using equation (3) and (8), the required deposit for brokering
data contract at time ¢ is decided. Note that a baseline deposit
Duase,r 1s equal to the amount of curation fee oP which is a
100% of its potential income through contract fulfillment (by
equation (2)).

IV. NUMERICAL RESULTS

Based on the analysis for deciding deposit policies to manage
incentive-compatible data trading models with data brokers
in distributed personal data markets, this section shows var-
ious numerical results to check the feasibility of the pro-
posed models. The detailed parameters for the numerical
analysis are described in Table 2. The amount of payment
only affects the size of the profit, so the total amount of
curation incentive is set to 100 for this simulation. y means
an interest rate of the deposit, which is set to 10 minutes
(block time for Bitcoin blockchain) with 1% of annual inter-
est rate (0.01/365/24/60 x 10). For the market statistics,
Vavg/Dbase,avg 18 set t0 0.9, which is close enough to 1 accord-
ing to the condition (10).

First, this section checks a basic trend of the proposed
models. Particularly, the decision variables from Algorithm 1
(i.e., Ay and n) are checked. According to the algorithm,
the market participants can choose any A that satisfies the
condition (10); therefore, the market participants must check
the feasible range of A to set the proper amount of deposits
for data brokers in the market. Figure 4 shows trends of

Algorithm 2 Deposit Decision for a Contract
Input:
M the maximum credit level of the market
m: the current credit level of the data broker
«: the curation incentive of the data broker
n: the deposit penalty factor
P;: the payment of a data buyer at time ¢
Start algorithm:
(1) Dyvase,r = aPs
() A = hay + P
(3) Dm,t = Dbase,t)\m
Output:
D,y s the required deposit for brokering the contract at time
t
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FIGURE 4. The trends of deposit factor Am,.
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FIGURE 5. The trends of profit of a data broker type Rg.

deposit factor at each credit level A, with respect to the
deposit factor at the highest credit level Ays from Algorithm 1.
To see the trends for the relationship between the deposit
factor (1,,) and the highest credit level (), this experiment
chooses five different Ay (i.e., {0.90, 0.92, 0.94, 0.96, 0.98}x*
V /D), and the remaining parameters such as y, M are set
as mentioned in Table 2. It shows that if the difference
between Viyg/Dpase,avg and Ay becomes larger, then the
deposit penalty factor n also becomes larger according to con-
dition (9). It means that if the deposit factor A,y is set to lower
then the market circumstance (Vg /Dpase,avg), it puts more
penalty to data brokers with lower credit levels. Note that to
motivate the honest behavior of data brokers in the market,
the deposit factor for above certain credit levels should be less
than 1.0. For example, a data broker with the highest credit
level needs a deposit less than the baseline (i.e., Dy < Dpgse)-
This phenomenon was also represented in [30].

Next, it is checked that the profit of a data broker type
Ro (i.e., the data broker always fulfills its contract at any
time) concerning various maximum credit levels as shown
in Figure 5. This experiment chooses four different maximum
credit level (M) values (i.e., {50, 100, 150,200} € M) with
the same factors for the deposit (Ajs and 1), and the remaining
parameters are set as mentioned in Table 2. The trends of
profit for the data broker are observed by calculating Ug in
equation (1). It is shown that the profit of the data broker
reaches the maximum after it reaches the maximum credit
level because the required amount of deposit becomes the
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FIGURE 6. The behavior of various data brokers.

minimum. Moreover, for each case, profits of the data broker
with lower credit level are all different because factors of
deposit A, and 5 are linearly applied to calculate the required
amount of deposit D (equation (3) and (8)).

From now on, this section analyzes the behavior of data
brokers concerning the deposit factors decided in the market.
To check the results, it is assumed that there exist four brokers
(from R to R4) in the market with different privacy valuation
values V. This simulation considers three different cases,
which the privacy valuation values are set as basic revenue
(aP) plus a normal distribution with the average value oP
and three different variances 1, 3, 5, respectively (i.e., V =
aP + {~ N(aP,1),~ N(aP,3),~ N(aP,5)}). Note that
the proposed model cannot cover the extreme case such as
a data broker with the extreme amount of private valuation
for violating contracts (as already mentioned in Section II
regarding three types of data brokers (i.e., type Rop, Rx, and
RA)); therefore, to check the behavior of the proposed model
with a proper range, this paper uses a normal distribution with
relatively high variance to cover the cases.

First, this section checks the behavior of data brokers when
the data brokers violate contracts in the market. To check
that the proposed model can put penalties to data brokers
with contract violations, the probability of contract viola-
tions is set as (0%, 15%, 30%, 45%) to each data broker
(R1, R2, R3, R4), respectively, regardless of the result of profit
decision (U and U) (i.e., data brokers Rj, Ro, R3 are cat-
egorized as type Ra that violate a contract with the given
probability). Then, the average profit and the trends of
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credit levels for each data broker are checked as shown in
Figure 6(a) and (b), respectively.

It is checked that a data broker with a higher number of
contract fulfillment cases can take more profits in the market
with the proposed model. The result of the data broker R is a
baseline profit because it always fulfills contracts during the
simulation. Depending on the number of contract violations,
the profits of data brokers are different. Particularly, for the
case with the data broker Ry, it keeps lower credit levels
and pays many deposits as penalties for violating contracts.
Therefore, it is shown that the proposed model can put
enough penalties on data brokers with type R . Consequently,
the proposed model is safe enough (from the perspective of
data buyers and sellers) for handling data brokers with an
incentive-compatible data trading model in distributed data
trading markets.

In addition, it is checked that the proposed deposit deci-
sion model is working well for data brokers by forming an
incentive-compatible data trading model. By setting M =
100, Vavg/Dbase,avg = 0.9,and Ayy = 0.9 * Vavg/Dbase,avg
(obtained by the result from Figure 4), Figure 7 shows the
trends of credit level of all four data brokers in the market
with the proposed model at time from 0 to 1, 000. At the
beginning (at time 0), their credit levels are set to 0 as defined
in Figure 3. During the simulation, at each time, each data
broker checks profits for both fulfilling contracts (U) and
violating contracts (V) and decides its action. Since this
simulation already sets proper deposit factors (Ays and 7)
based on the proposed model, all data brokers always behave
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FIGURE 7. The trends of credit level of data brokers type Ry with the
proposed deposit decision model.

truthfully by fulfilling contracts. Therefore, at time 100, all
data brokers reach the highest credit level and keep the credit
level to time 1, 000. It is shown that the proposed deposit
decision model can motivate data brokers’ truthful behavior.

V. DISCUSSION

This paper has proposed a deposit decision model for data
brokers in distributed personal data trading market. In this
section, a couple of points are discussed.

o Even though this paper has proposed a credit rating
model and a deposit decision model for data brokers,
the proposed models can be applied to other partici-
pants such as data buyers and data sellers in the per-
sonal data trading market. In other words, the proposed
models can be used in markets not only with data bro-
kers but also without data brokers (i.e., pure peer-to-
peer model). However, as mentioned in the introduction
section, the existence of data brokers in distributed per-
sonal data trading market is inevitable, and this paper has
tackled that the behavior of data brokers should be also
systematically managed.

« Since this paper has only focused on the theoretical
analysis of the proposed credit rating and deposit deci-
sion models for data brokers in distributed personal data
markets with blockchain, the detailed off-chain-based
data and payment mechanisms have been considered
as out of scope. Since off-chain-based (personal) data
trading frameworks and platforms proposed similar pro-
cedures utilizing smart contracts by putting payment
and off-chain data storage addresses in a contract, this
model also can adopt such mechanisms for personal data
trading. In addition, this paper has a lack of consider-
ation about benchmark analysis that shows the actual
performance in the real world. Such implementation and
validation of the proposed model will be considered as
future work.

VI. CONCLUSION

Distributed personal data markets have now actively studied
with the widespread of blockchain technologies. Since data
brokers have various advantages to form more scalable and
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feasible personal data markets, many studies have considered
distributed personal data markets that consist of both data
buyers/sellers and data brokers. However, the studies have
mainly focused on deposit models for data buyers and sellers.
Since the data broker is also a participant in the market,
this paper has proposed a deposit decision model for data
brokers in distributed personal data markets. Data brokers
put a certain amount of deposit for brokering personal data
trading transactions between data buyers and sellers. With
the analysis of the proposed model, this paper has shown
the proposed model setting the proper deposit level based on
the credit level of each data broker to motivate data brokers’
truthful action. For future work, joint analysis with the behav-
ior of data brokers, data buyers, and data sellers should be
considered.
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