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ABSTRACT Modernisation of substations using digital-based Substation Communication Networks (SCN)
enables the automation of substations, allowing effective and efficient monitoring of substation equipment
and implementing complex control and protection schemes. The IEC 61850 standard for SCN’s objective
is to integrate substation devices from different vendors, enabling peer-to-peer communication between
the devices. The reliability investigation of the IEC 61850 based SCN architecture continues since it
is left to the system designer to determine based on the network’s applications and functions. In all
endeavours to designing highly available SCN architectures, redundant systems are employed in mission-
critical applications. In this paper, the impact of Common Cause Failures (CCF) and the quality of repairs on
the reliability performance of IEC 61850 based architecture are investigated using the Markov process and
Linear Dynamical Systems, where the diagnostic coverage level of the system is based on the ISO 13849-1.
The results of the case studies indicate that common engineering design and coupling factors have a negative
impact on the system reliability performance, notably for systems with high diagnostic coverage. The results
also indicate that the factors have less impact when the system diagnostic coverage is low, specifically at low
repair efficiency levels. However, the impact becomes more pronounced as the repair efficiency increases,
as observed from the responses of the transition probability matrix’s eigenvalue magnitudes. Thus, it is
critical to ensure the minimum impact of common engineering design and coupling factors by diversifying
the system’s subsystems to ensure a high independence level.

INDEX TERMS Linear dynamical systems, Markov, IEC 61850, substation communication network (SCN),
architecture, stability, reliability, common cause failures (CCFs), diagnostic coverage, repair efficiency.

NOMENCLATURE
β Common Cause Failure.
3 Diagonal eigenvalue matrix.
γ Eigenvalue.
V Eigenvector matrix.
v Eigenvector.
V Eigenvector matrix.
λ Failure rate.
Pr Probability.
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reff Repair efficiency.
µ Repair rate.
edc System diagnostic coverage.
t Time step.
P Transition probability matrix.

ABBREVIATION
BB Busbar.
CCF Common Cause Failure.
CIT Conventional Instrument Transformers.
HSR Highly Available Seamless Redundancy.
IED Intelligent Electronic Device.
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I/O Input/output.
LDS Linear Dynamical Systems.
NCIT Non-Conventional Instrument Transformers.
MCS Monte Carlo Simulation.
MU Merging Unit.
MTTF Mean Time To Failure.
MTTR Mean Time To Repair.
OPNET Optimised Network Engineering Tool.
PRP Parallel Redundancy Protocol.
RBD Reliability Block Diagram.
RSTP Rapid Spanning Tree Protocol.
RTU Remote Terminal Unit.
SCN Substation Communication Network.
SW Ethernet Switch.
SYNC Synchroniser.
TS Time synchronisation.

I. INTRODUCTION
Modernisation of substations using digital-based Substation
Communication Networks (SCN) enables the automation of
substations, allowing effective and efficient monitoring of
substation equipment and implementing complex control and
protection schemes [1], [2]. The IEC 61850 standard for
SCN’s objective is to integrate substation devices from differ-
ent vendors, enabling peer-to-peer communication between
the devices. Hence, mission-critical messages can be shared
deterministically at the device level [3]. Moreover, the stan-
dard’s architectural design allows distributed functions to be
executed at bay-level, making the system reliable for execut-
ing protection functions. Even so, the reliability of the SCN
architecture based on IEC 61850 continues to be investigated,
considering that no specific architecture is mandatory. The
architectural design of the IEC 61850 based SCN is left to
the system designer to determine based on the criticality of
the applications and functions of the network [1], [2]. In all
endeavours to designing highly available SCN architectures,
redundant systems are employed in mission-critical applica-
tions. The objective is to ensure that the individual scheme
channels are independent, thereby ensuring hardware failures
tolerance. However, many factors are making this goal to be
unarchivable. The factors include system engineering, design,
same location, same installation and commissioning teams,
and same maintenance teams, resulting in Common Cause
Factors (CCF). Thus, shared subsystems, components or
algorithms in multi-channel systems introduce CCFs [4]–[8].

System engineering design, installation, commissioning,
and maintenance are associated with root cause equipment
failures, whereas the same engineering concept, same design,
same installation team and same maintenance team make
the equipment susceptible to the same root cause; which
complicates reliability models [6], [8]–[11]. Nevertheless,
integrating CCFs in SCN architecture reliability models is
essential to accurately determine the reliability performance
of the network [5], [12]. Belland [5] defines a single point
of failure that causes a system to fail with a specified time

simultaneously as a CCF, which is also used in the research
work presented by the authors in [6], [9]. Common causes of
failure and cascading failures are the contributing factors to
system-dependent failures. Even so, both failure mechanisms
are modelled as CCF in literature [8]–[10], [12], [13]. There-
fore, both the dependent and cascading failures can be viewed
as common stressors simultaneously affecting multiple sub-
systems or components in a system [4], [5], [9].

Modelling CCF as a proportion of a system’s subsystems’
failure rate simplifies reliability models [9], [14], subse-
quently improving the reliability performance accuracy of a
system [6], [7], [13]. Various reliability models are used to
model CCFs. Although the methods differ in their approach,
they all quantify the level of dependent and independent
system failures. In this paper, the beta model is used due to its
simplicity to apply and comprehend [5], [9], [12], [14]. The
contributions of the research are as follows:

a) Analysis of IEC 61850 SCN architecture reliability
based on Markov process and Linear Dynamical Sys-
tems, considering the quality of repairs and common
causes of failure; where the concept of architecture reli-
ability focuses on the reliability of the physical SCN.
In contrast, in general, the concept of reliability focuses
on system reliability as a whole, including the protocol
applied in the context of a SCN.

b) Impact of CCF on the system architectural state tran-
sitions’ dynamics and stability, considering the quality
of repairs.

Section II presents a critical review of IEC 61850 SCN
architecture reliability studies. An overview of a synchronous
generator protection system architecture and the study basis
is presented in section III. Section IV presents the investi-
gation methodology. The β-factor Markov reliability model
used in this paper is discussed in Section V. Section VI
presents Linear Dynamical System’s concepts. The dynam-
ical behaviour of the Markov process based on LDS is pre-
sented in section VII. Section VIII presents case study results
and discussions. Finally, the findings and conclusions result-
ing from the research work are highlighted and discussed in
Section IX.

II. A CRITICAL REVIEW OF IEC 61850 SCN
ARCHITECTURE RELIABILITY STUDIES
Khavnekar et al. [15] presented a comparative study of
IEC 61850 edition I and II, highlighting the reliability
improvements in edition II considering a seamless network
architecture reconfiguration based on the Parallel Redun-
dancy Protocol (PRP) and Highly Available Seamless Redun-
dancy (HSR) protocols. The authors in [16] discuss strategies
and methods of improving SCN architecture reliability per-
formance. Although the authors concur that PRP and HSR
protocols offer high reliability, they also state the associated
costs of implementing the architectures as the main disadvan-
tage. According to A.T.A. Pereira et al. [16], PRP is expen-
sive to implement than HSR even though it is considered
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more reliable. Moreover, the two architectures are generally
complex to implement and manage. However, the studies
presented do not consider the impact of quality of repairs
coupled with CCFs. The main advantage of PRP and HSR
protocols is their deterministic performance due to their zero
switchover time in case of a link failure [17], which is
achieved by message frame detection and discarding of the
duplicate frame at the destination device [18]. Ngo et al. [19]
presents an algorithm that enhances the performance of the
HSR protocol.

The application of IEC 61850 based SCN in a Substa-
tion Automation System (SAS) is demonstrated by Mnukwa
and Saha [20]. The authors also demonstrated how exter-
nal signals could be integrated into the SCN using RTU.
Although the authors state that the SCN architecture used is
reliable, the reliability evaluation of the SCN architecture is
not discussed. et al. [21] and Zhang et al. [22] discuss the
reliability performance of star, star-ring and redundant ring
architectures based on the Reliability Block Diagram (RBD)
method. The authors also presented a study of message com-
munication efficiency using Optimised Network Engineering
Tool (OPNET). They concluded that the star architecture is
the most efficient to transmit messages but the least reli-
able considering hardware failure tolerance. The advantages
and disadvantages presented by the authors do not consider
the drawback of the RBD method failing to incorporate
the quality of repairs [2], [23]. Another SCN architecture
study focussing on the message transmission efficiency is
presented by Das et al. [24]. The study, including the stud-
ies presented in [25]–[27], do not consider the impact of
quality of repairs coupled with CCFs. The security aspects
of IEC 61850 SCN based on IEC 62351-7 for network and
system management are addressed by Albarakati et al. [28].
However, the authors do not relate the SCN security stud-
ies to the SCN architecture considering common causes of
failure.

The reliability of SCN architectures integrating
Conventional Instrument Transformers (CIT) and Non-
Conventional Instrument Transformers (NCIT) is presented
by Starck et al. [29], where the authors concluded that NCITs
offer high-reliability performance than CITs on the SCN
architecture using the RBD method [30], [31]. Kanabar and
Sidhu [32] presents a similar study using the RBD method.
The authors assume a zero network switchover on a link
failure. However, RSTP protocol based on IEEE 802.1w
is used, making it impossible to achieve a zero network
switchover on a link failure.Mekkanen et al. [33] investigated
the reliability performance of various IEC 61850 based SCN
architectures using MCS. The MCS method enables various
component failure distributions to be used simultaneously in
the simulation, which improves the accuracy of the results.
Nevertheless, the authors in [29], [32], [33] do not consider
the impact of quality of repairs coupled with CCF on the
reliability performance of the architecture.

Using the Markov process, Brand et al. [3] investigated
IEC 61850 based SCN architectures for mission-critical

applications. The study’s outcome indicates that SCN archi-
tecture based on the IEC 61850 could be employed for execut-
ing safety-related functions. The drawback of the study is its
lack of detail on the architecture used to implement the SCN,
which could have possibly included the quality of repairs
and CCFs. IEC 61850 based SCN architecture reliability is
also investigated by Andersson et al. [34] using the Markov
process. The authors concluded that IEC 61850 based SCN
architectures are suitable to execute safety-related functions.
In another study, Magro et al. [35] investigated the depend-
ability of the IEC 61850 standard considering the require-
ments of the safety-related standard IEC 61508. Further
studies in [36] concluded that all qualitative attributes of
the IEC 61850 standards meet the requirements of the IEC
61508, as outlined in IEC 61784-3. In [23], the authors
integrated the quality of repairs in a ‘one-out-of-two’ reli-
ability model using the Markov process. The impact of the
quality of repairs on the reliability performance of SCN
architecture based on IEC 61850 is discussed in [37], [38].
Other studies presented by Mathebula and Saha [39], [40]
focus on the SCN architecture’s responsiveness to incremen-
tal changes in the quality of repairs. Nevertheless, the authors
in [37]–[40] do not address the impact of CCF coupled
with the quality of repairs on the SCN architecture. In this
paper, the impact of quality of repairs coupled with CCFs
on the SCN architectures is modelled using the Markov pro-
cess and LDS. An overview of an power plant line feeder
incorporating IEC 61850 SCN intra-bay architecture is pre-
sented in the following section and is the study basis pre-
sented herein. The following section presents an overview of
the IEC 61850 based SCN intra-bay architecture of a syn-
chronous generator serving as a basis for the study presented
herein.

III. OVERVIEW OF SYNCHRONOUS GENERATOR
PROTECTION SYSTEM ARCHITECTURE AND STUDY BASIS
Figure 1 depicts a ‘one-out-of-two’ generator protection
scheme SCN’s architecture with a synchronising function-
ality comprising two selectable synchronisers. The scheme
comprises two identical SCN architectures interfacing to
the primary plant CITs’ through Merging Units (MU) at
the process bus level [44]. The protection scheme SCN
architecture depicted in Figure 1 covers the essential pro-
tection functions and provides the closing supervision of
the generator circuit breaker when synchronising to the
grid. In addition, enabling any of the synchronisers to be
selectable adds complexity in modelling the system dynam-
ics, allowing the capability of the proposed modelling
approach to be fully demonstrated. The complexity level
is also balanced by what can be implemented in practice,
assuming that the circuit breaker has a main and backup
trip coils to successfully integrate into a ‘‘one-out-of-two’’
scheme.

The MTTF data of the scheme’s SCN devices is presented
in Table 1, where 8 hours is assumed to be the MTTR of the
SCN devices [32].
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FIGURE 1. Synchronous generator based on IEC-61850 SCN [41]–[43].

TABLE 1. Mean time to failure data of substation devices [32].

IV. METHODOLOGY
The modelling approach followed in this paper considers
a group of components where a failure of one component
results in a loss of the intended functionality of the subsystem.
Subsystems A and B are independent, identical subsystems of
a one-out-of-two generator protection scheme, where either
synchroniser supervises the closing of the generator circuit
breaker. Synchronisers 1 or 2 are referred to as subsystems
C and D depicted in Figure 1. The Merging Units (MU),

Time synchroniser (TS), switches, protection, recorder, and
control IEDs are subcomponents of the individual subsystems
A and B. These systems are required for the functionality of
the individual subsystems, as depicted in Figure 2, assuming
that the two systems A and B are entirely independent of
each other, where each MU and TS, SW and IED have
their MTTF and MTTR values. The RBD method is used to
calculate the MTTF of the individual subsystems. Thus, The
subsystem can be modelled as having an MTTF and MTTR.
In the system under consideration, CCFs are modelled by
a block in series with two paralleled subsystems A and B.
Thereafter, to incorporate the quality of repairs (viz. repair
efficiency and diagnostic coverage), the RBD of the system
is then transformed into a Markov process, which enables the
determination of the system’s transient states.

The asymptotic behaviour of the system is investi-
gated using the concept of LDS, where the system’s state
space represents the Markov partitions of the system [45].
This approach enables the system dynamics to be investi-
gated based on the eigenvalues of the transition probabil-
ity matrix [46]. Figure 3 depicts the research methodology
flowchart followed in this paper.
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FIGURE 2. Reliability block diagram of ‘one-out-of-two’ scheme [32].

FIGURE 3. Investigation methodology flowchart.

V. MARKOV PROCESS RELIABILITY MODEL
The Markov process reliability model of the RBD of
Figure 2 is depicted in Figure 4 using the subsystem’s transfer
rates concept between any two connected system states [47],
where edc, reff , µ and λ are the diagnostic coverage, repair
efficiency, repair rate and failure rate [23], [37]. To account
for imperfect repairs due to the diagnostic capability fac-
tor and repair efficiency within the subsystems, two factors
(viz. diagnostic coverage (edc) and repair efficiency (reff ))
are respectively introduced for the individual subsystems,
as depicted in Figure 4. Thus, whenever subsystem A, B,
C or D fails (i.e., states S-2, S-3, S-4 or S-5), the respective
subsystem repair rate (µ) is multiplied by the diagnostic capa-
bility factor and the repair efficiency to account for the iden-
tified system faults and the correctness and completeness.
An additional component modifies the subsequent subsystem

failure rates from states S-2, S-3, S-4 or S-5 (µA(1 − edcA),
µB(1− edcB), µC (1− edcC ) and µD(1− edcD)), respectively,
due to the unidentified faults within the subsystems. Thus,
the components represent the unaccounted portions of sub-
systemA and subsystemB repairs, which increases the failure
probability over time.

The functional states of the system are represented by
state S-1, which is a fully functional state of the protection
scheme. States S-2 to S-9 represent partial systems availabil-
ity, whereas state S-10 represents a complete scheme failure.
Therefore, the sum of states S-1 to S-9 probabilities repre-
sents the system’s availability [37]. The beta factor model
is used in this paper due to its simplicity to comprehend
and apply to incorporate the CCF impact in the reliability
model of Figure 4 [4], [5], [9]. Moreover, the scheme’s
channels under consideration are considered identical (viz.
A and B, as well as C and D), thereby making the beta
factor model suitable. The beta factor model attributes a
fraction of the subsystem’s failure rate to the CCF component
as a single parameter model [48]. In order to demonstrate
the application of the beta factor model, a ‘one-out-of-
two’ scheme with common causes of failure is considered,
as depicted in Figure 5, where f (λA, λB) is an averaging
function of the subsystem’s failure rates, representing failures
that could be related to design considerations (root causes)
or coupling factors, considering the dependence level of the
system.

Consequently, theMarkov process of the system represent-
ing CCFs transfer rates is depicted in Figure 6, where the
matrix gives the system’s state transition rate matrix (1).

Pβ =


1− (1− β) λA − (1− β) λB − βf (λA, λB)

0
0
0

. . .

. . .

(1− β)λA (1− β)λB βf (λA, λB)
1− λB 0 λB

0 1− λA λA
0 0 1

 (1)

Although the CCF rate (βf (λA, λB),) of the subsystems is
modelled as a percentage of the subsystem’s failure rate, it can
also be modelled as a sum of dependent and independent
failure causes, where the increase of the CCF increases the
transfer rate of the subsystem. Thus, leading to the same
results since a decrease in (1 − β)λA increases βf (λA, λB),
leading to lower reliability because the system can easily tran-
sition into the failure state S-4. Similarly, the state transition
rate matrix of the system depicted in Figure 4 incorporating
CCFs are given by (2), as shown at the bottom of the page 7
and depicted in Figure 7, of which the state functional and
non-functional states are presented in Table 2.
where the entries Pii for i = i are given by (3) to (11) below
to ease the readability of the equation.

P11 = 1− (1− β) λA − (1− β) λB − (1− β) λC
− (1− β) λD − βf (λA, λB, λC , λD) (3)
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FIGURE 4. Markov process reliability model of a synchronous generator protection scheme.

FIGURE 5. Reliability block diagram model of ‘one-out-of-two’ system
incorporating CCFs based on the β-factor model.

FIGURE 6. Markov model of ‘one-out-of-two’ system failure probabilities
incorporating CCFs based on the β factor model.

P22 = 1− ((1− β)λC + µA (1− edcA))− ((1− β) λD
+µA (1− edcA))− (λB + µA (1− edcA)

+βf (λC , λD)) (4)

P33 = 1− ((1− β)λC + µB (1− edcB))

− ((1− β) λD + µB (1− edcB))

− (λA + µB (1− edcB)+ βf (λC , λD)) (5)

P44 = 1− ((1− β) λA + µC (1− edcC ))− ((1− β) λB
+µC (1− edcC ))−(λD + µC (1− edcC )

TABLE 2. Functional and non-functional system states.

+βf (λA, λB)) (6)

P55 = 1−
(
(1− β) λA + µD (1− edcD)

)
− ((1− β)λB + µD(1− edcD))

− (λC + µD (1− edcD)+ βf (λA, λB)) (7)

P66 = 1− (λB + λD + µA (1− edcA)+ µC (1− edcC ))

(8)
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P77 = 1− (λA + λD + µB (1− edcB)+ µC (1− edcC ))

(9)

P88 = 1− (λB + λC + µA (1− edcA)+ µD (1− edcD))

(10)

P99 = 1− (λA + λC + µB (1− edcB)+ µD (1− edcD))

(11)

In the model presented in this paper, all non-functional
states are grouped into one system state, where a system
‘‘failure’’ is represented by state S-10 in the model. This
approach enables the reduction of the total states in the system
from sixteen to only ten, whichwould be of interest tomainte-
nance and operating personnel. Therefore, incorporating the
impact of CCFs, as depicted in Figure 7 into Figure 4, leads
to a modified Markov state probability diagram, as depicted
in Figure 8. The matrix in (12), as shown at the bottom of the
next page describes the state transition rates of the process,
where the system is assumed to be fully functional at the
beginning of the simulation. The following section presents
themain concepts of LDS used to study repairs quality impact
with CCFs on the reliability performance of the protection
scheme’s SCN architecture.
where the entries Pii for i = i are given by (13) to (21) below
to ease the readability of the equation.

P11 = 1− (1− β) λA − (1− β) λB − (1− β) λC
− (1− β) λD − βf (λA, λB, λC , λD) (13)

P22 = 1− ((1− β)λC + µA (1− edcA))− ((1− β) λD
+µA (1− edcA))− (λB + µA (1− edcA)

+βf (λC , λD))− µAedcAreffA (14)

P33 = 1−
(
(1− β)λC + µB

(
1− edcB

))
−
((
1− β

)
λD

+µB
(
1− edcB

))
−
(
λA + µB

(
1− edcB

)
&

+βf
(
λC , λD

))
− µBedcBreffB (15)

P44 = 1−
((
1− β

)
λA + µC

(
1− edcC

))
−
((
1− β

)
λB + µC

(
1− edcC

))
−
(
λD

+µC
(
1− edcC

)
+ βf (λA, λB)

)
− µCedcCreffC (16)

P55 = 1−
((
1− β

)
λA + µD

(
1− edcD

))
−
(
(1− β)λB

+µD(1− edcD)
)
−
(
λC + µD

(
1− edcD

)
+βf (λA, λB)

)
− µDedcDreffD (17)

P66 = 1−
(
λB + λD + µA

(
1− edcA

)
+ µC

(
1− edcC

))
−µCedcCreffC − µAedcAreffA (18)

P77 = 1−
(
λA + λD + µB

(
1− edcB

)
+ µC

(
1− edcC

))
−µCedcCreffC − µBedcBreffB (19)

P88 = 1−
(
λB + λC + µA

(
1− edcA

)
+ µD

(
1− edcD

))
−µDedcDreffD − µAedcAreffA (20)

P99 = 1−
(
λA + λC + µB

(
1− edcB

)
+ µD

(
1− edcD

))
−µDedcDreffD − µBedcBreffB (21)

VI. LINEAR DYNAMICAL SYSTEMS
This section presents the main concepts used in this paper to
study the system’s dynamics, considering the state transition
movements as a series of finite symbols. At the highest level
of system abstraction, it is considered that the next system’s
state is only dependent on the current state based on some
rule, such that the next system state is given by (22), assuming
that x is a vector in Rn, where n represents the dimension of
the system if a linear map exists such that X : Rn → Rn

[38], [49]–[51].

xn+1 = X (xn) (22)

Pβ =



P11 (1− β)λA (1− β)λB (1− β)λC (1− β)λD 0 0
0 P22 0 0 0 (1− β)λC + µA(1− edcA) 0
0 0 P33 0 0 0 (1− β)λC + µB(1− edcB)
0 0 0 P44 0 (1− β)λA + µC (1− edcC ) (1− β)λB + µC (1− edcC )
0 0 0 0 P55 0 0
0 0 0 0 0 P66 0
0 0 0 0 0 0 P77
0 0 0 0 0 0 0
0 0 0 0 0 0 0
0 0 0 0 0 0 0

. . .

. . .

0 0 βf (λA, λB, λC , λD)
(1− β)λD + µA(1− edcA) 0 λB + µA (1− edcA)+ βf (λC , λD)

0 (1− β)λD + µB(1− edcB) λA + µB (1− edcB)+ βf (λC , λD)
0 0 λD + µC (1− edcC )+ βf (λA, λB)

(1− β)λA + µD(1− edcD) (1− β)λB + µD(1− edcD) λC + µD (1− edcD)+ βf (λA, λB)
0 0 λB + λD + µA (1− edcA)+ µC (1− edcC )
0 0 λA + λD + µB (1− edcB)+ µC (1− edcC )
P88 0 λB + λC + µA (1− edcA)+ µD (1− edcD)
0 P99 λA + λC + µB (1− edcB)+ µD (1− edcD)
0 0 1


(2)
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FIGURE 7. Markov model of synchronous generator failure probabilities incorporating CCFs based on the β factor model.

P =



P11 (1− β)λA (1− β)λB (1− β)λC (1− β)λD 0
µAedcAreffA P22 0 0 0 (1− β)λC + µA(1− edcA)
µBedcBreffB 0 P33 0 0 0
µCedcCreffC 0 0 P44 0 (1− β)λA + µC (1− edcC )
µDedcDreffD 0 0 0 P55 0

0 µCedcCreffC 0 µAedcAreffA 0 P66
0 0 µCedcCreffC µBedcBreffB 0 0
0 µDedcDreffD 0 0 µAedcAreffA 0
0 0 µDedcDreffD 0 µBedcBreffB 0
0 0 0 0 0 0

. . .

. . .

0 0 0
0 (1− β)λD + µA(1− edcA) 0

(1− β)λC + µB(1− edcB) 0 (1− β)λD + µB(1− edcB)
(1− β)λB + µC (1− edcC ) 0 0

0 (1− β)λA + µD(1− edcD) (1− β)λB + µD(1− edcD)
0 0 0
P77 0 0
0 P88 0
0 0 P99
0 0 0

. . .

. . .

βf (λA, λB, λC , λD)
λB + µA (1− edcA)+ βf (λC , λD)
λA + µB (1− edcB)+ βf (λC , λD)
λD + µC (1− edcC )+ βf (λA, λB)
λC + µD (1− edcD)+ βf (λA, λB)

λB + λD + µA (1− edcA)+ µC (1− edcC )
λA + λD + µB (1− edcB)+ µC (1− edcC )
λB + λC + µA (1− edcA)+ µD (1− edcD)
λA + λC + µB (1− edcB)+ µD (1− edcD)

1


(12)
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FIGURE 8. System transition diagram of the synchronous generator protection with imperfect repairs and CCFs based on Markov process.

Hence, given X : Rn→ Rn as a linear map, its matrix form
is given by (23) [49].

X (x) =

X1(x1, . . . , xn)
...

Xn(x1, . . . , xn)

 (23)

Therefore, (23) can also be written in the form of (24),

X (x) =

 a11 · · · a1n
...

. . .
...

an1 · · · ann


 x1
...

xn

 (24)

So that (22) simplifies to (25).

xn+1 = X (xn) = Axn (25)

where A is the coefficient matrix comprising the elements
(aij). Therefore, any change to the system variables based
on some new variable requires the expression of xi (for i =
0, . . . , n) given by (8) [49], [50].

xi =
∑n

j=1
mijyj for i = 0, . . . , n), (26)

which may also be expressed as given by (27),

x = My (27)

where mij is an absolute constant ∀ i and j, implying a bijec-
tion such thatM is a non-singular matrix. Thus, the columns
mi of M are linearly independent. Hence, x is given by (28).

x =
∑n

i=1
yimi (28)

It follows, therefore, that (23) simplifies to (29).

xn+1 = Myn+1 = AMyn (29)

Consequently,

yn+1 = Byn (30)

if A and B are similar matrices, such that

B = M−1AM (31)

where the matrix B is the Jordan form of matrix A
[49], [50], [52]. The concepts and applications of matrix
similarity and the Jordan form matrices to studying system
dynamics are discussed in the following section.

VII. SYSTEM DYNAMICS AND CONVERGENCE OF
MARKOV PROCESSES
Markov processes can be viewed as linear dynamical systems,
where the ith row of the transition probability matrix repre-
sents the system’s state at time i [37], [38]. The impact of
CCFs on the systems’ dynamical behaviour and performance
is analysed by prudently examining the behavioural dynamics
of the system’s transitions’ probabilities. In considering (31),
the transition probability matrix P can be written in the form
of (32) [37], [38].

P = V3V−1 (32)

where 3 is the diagonal eigenvalue (γi . . . γn) matrix of
P associated with the linearly independent eigenvectors
(vi . . . vn) in V . Thus, by association, at time step t , Pt is given
by (33).

Pt = (V3tV−1) (33)
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where 3t is given by (34).

3t
=


γ t1 0 · · · 0
0 γ t2 · · · 0
...

...
. . .

...

0 0 · · · γ tn

 (34)

It follows, therefore, that the system at time t given byX (t)
is represented by (35).

X (t) = c1γ t1v1 + c2γ
t
2v2 + . . .+ cnγ

t
nvn (35)

Thus, it can be deduced from (35) that all terms with
eigenvalues of magnitude less than one becomes zero at
t → ∞, while all terms whose eigenvalue magnitude equal
one remain since a Markov transition probability matrix can-
not have eigenvalues of greater than one [45], [51], [53].
Therefore, the number of eigenvalue magnitudes one repre-
sents the periodicity of the system, whereas the spectral gap
between the eigenvalue magnitude one and the second largest
eigenvalue(s) represent the system’s rate of convergence [50],
[53], [54].

The advantage of the proposed method is its ability to
evaluate the quality of repairs, which can then be used to
evaluate the effectiveness of maintenance and repair strate-
gies. Similarly, the method can evaluate the adequacy of
system diagnostic coverage during specification and design.
This approach improves the results of recently published
reliability studies of IEC 61850 based SCN architecture that
employed combinatorial analysis techniques. Combinatorial
analysis techniques cannot investigate the impact of CCF
on systems with limited diagnostic coverage and low repair
efficiency since they assume that repairs are fully effective.
The following section presents the case studies results and
discussions.

VIII. RESULTS AND DISCUSSIONS
Results and analysis of the impact of CCFs coupled with the
quality of repairs on the reliability performance of the ‘one-
out-of-two’ scheme configuration, depicted in Figure 7, are
presented in this section. As presented in ISO 13849-1, three
levels of diagnostic capabilities are investigated in determin-
ing the impact of repairs quality coupled with CCFs. The lev-
els of system diagnostic coverages are presented in Table 3,
where coverages of less than 60% are not denoted due to their
ineffectiveness of the system’s performance [55]–[58]. Thus,
it is implied that system diagnostic capability should be at
least 60% and above.

The following assumptions simplify the case studies and
their analysis thereof:

a) Subsystems A and B are identical with equal diagnostic
coverage levels.

b) One team maintains both subsystems A and B. Hence,
they have equal repair efficiencies.

c) The system is fully functional at the beginning of the
simulation (i.e., state S-1), cognizant that partial fail-
ures at the beginning of the simulation can be simulated
if desired.

TABLE 3. Levels of diagnostic coverage and range.

FIGURE 9. Scheme transitioning probabilities’ diagram of the system at
99% diagnostic coverage.

The simulation results of the state transition probability
diagrams are presented using the concept of state transition
probabilities based on the ratio property, wherein for n num-
ber of events to occur in the next time step, the probability for
the ith event to occur first is given by (36) [59].

Pr(ith is the first event) =
λi

λ1 + λ2 + . . .+ λn
(36)

A. HIGH DIAGNOSTIC COVERAGE
This case study assumes all subsystems have 99% diagnos-
tic coverages. Figure 9 depicts the scheme’s transitioning
probabilities through its states when the repair efficiencies of
the subsystems are 95%, whereas the common cause failure
proportion level is 20%.

It is observable from Figure 9 that the system can transi-
tion into either state S-2 or S-3, and S-4 or S-5 with equal
probabilities considering state S-1 as the initial system state.
It is also observable that the system can transition into state
S-10 from state S-1, even though the probability is very low.
In addition, the system can transition into state S-10 from any
of the partially functional states (viz S-2 to S-9). Similarly,
to the impact of the CCF proportion rate, the probability is
low. Thus, states S-1through to state S-9 are the transient
states.

Moreover, the probability of the system transitioning back
to states S-1 from states S-2, S-3, S-4 or S-5 is very high
due to the high repair rate of the individual subsystems, of
which the behaviour is similar for states S-6, S-7, S-8 and
S-9 transitioning back to states S-2, S-3, S-4 or S-5, respec-
tively. In order to enhance the readability of the system state
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TABLE 4. State transition probabilities of the system at 99% diagnostic coverage.

FIGURE 10. System reliability and unreliability based on the mean state
transitions at 99% diagnostic capability.

transition probabilities, actual values are presented in Table 4.
Figure 10 depicts the reliability curves of the system at vari-
ous CCF levels represented by the β factor.
It can be observed that the MTTF considering state tran-

sitions of the system indicated by the 50% reliability level
decreases with increasing CCF level, notwithstanding the
impact reduction as the CCF level increases. Figure 11 depicts
the magnitudes of eigenvalues 1 and 2 at various repair
efficiency and β factor levels. The magnitudes of these eigen-
values are considered since they are the second-largest eigen-
values of the system that determines the system mean state
transitions, given that an absorbing Markov chain always has
an eigenvalue of magnitude one. The β factor levels do not
impact eigenvalues of magnitude one and zero.

In addition, it can be observed that the repair efficiency
is most effective at low levels, whereas the β factor reduces
the eigenvalue magnitudes. The impact of the β factor is
marginally uniform for all levels of repair efficiency, although
pronounced at high repair efficiency levels. Thus, the β factor
reduces the eigenvalue magnitudes for all eigenvalues greater
than zero and less than 1, reducing the system’s mean state
transitions.

FIGURE 11. Eigenvalue magnitudes of the state transition probability
matrix at 99% diagnostic capability.

Figure 12 depicts the layout formation of the eigenvalues
on the complex plane, illustrating a consistent formation of
the eigenvalues for all β factor levels. Hence, the results
indicate that the system is dynamically stable.

B. MEDIUM DIAGNOSTIC COVERAGE
This case study assumes the subsystems have 90% diagnostic
coverage levels. Figure 13 depicts the scheme’s transitioning
probabilities through its states when the repair efficiencies of
the subsystems are 95%, whereas the common cause failure
proportion level is 20%, as in the previous case study.

As before, it is observable from Figure 13 that the system
can transition into either state S-2 or S-3, and S-4 or S-5 with
equal probabilities considering state S-1 as the initial system
state. It is also observable that the system can transition into
state S-10 from state S-1, even though the probability is very
low. In addition, the system can transition into state S-10 from
any of the partially functional states (viz S-2 to S-9). Simi-
larly, to the impact of the CCF proportion rate, the probability
is low. Thus, states S-1through to state S-9 are the transient
states as in the previous case study. Moreover, the probability
of the system transitioning back to states S-1 from states S-2,
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FIGURE 12. Eigenvalue layout formation and the spectral gap at 99%
diagnostic coverage.

FIGURE 13. Scheme transitioning probabilities’ diagram of the system at
90% diagnostic coverage.

S-3, S-4 or S-5 is very high due to the high repair rate of the
individual subsystems, of which the behaviour is similar for
states S-6, S-7, S-8 and S-9 transitioning back to states S-2,
S-3, S-4 or S-5, respectively.

Even so, the repair transitioning probabilities had reduced
than when the diagnostic coverage was 99%, whereas the
failure probabilities of the system have increased. As before,
to enhance the readability of the system state transition prob-
abilities of the system, actual values are presented in Table 5.
Thus, states S-1 through S-9 are transient states. Moreover,
the probability of the system transitioning back to states
S-1 from states S-2, S-3, S-4 or S-5 remains relatively high
due to the high repair rate of the individual subsystems, even
though a reduction from the previous case study’s results is
noticeable.

A similar trend is noticeable when the system transitions
back to states S-6, S-7, S-8 and S-9, transitioning back to
states S-2, S-3, S-4 or S-5, respectively. Figure 14 depicts
the reliability curves of the system at various CCF levels
represented by the β factor. The system MTTF based on
the mean state transitions decreases with increasing CCF
level, notwithstanding the impact reduction as the CCF level
increases. This behaviour is the same as in the previous

FIGURE 14. System reliability and unreliability based on the mean state
transitions at 90% diagnostic coverage.

FIGURE 15. Eigenvalue magnitudes of the state transition probability
matrix at 90% diagnostic coverage.

case study. However, the mean state transitions have reduced
significantly.

Moreover, the change in the mean state transition is much
smaller than in the previous case study. Figure 15 depicts the
eigenvalues 1 and 2 magnitudes at various repair efficiency
and β factor levels. As before, the magnitudes of these eigen-
values are considered since they are the second-largest eigen-
values of the system that determines the system mean state
transitions, given that an absorbing Markov chain always has
an eigenvalue of magnitude one. The β factor levels do not
impact eigenvalues of magnitude one and zero.

Again, it can be observed in Figure 16 that the repair
efficiency is most effective at low levels, whereas the β factor
reduces the eigenvalue magnitudes. The impact of the β
factor is not uniform across repair efficiency levels. Instead,
the β factor has a minimal impact at low repair efficiency
levels, which increases as the repair efficiency level increase.
Thus, the β factor reduces the eigenvalue magnitudes for all
eigenvalues greater than zero and less than 1, which reduces
the system’s mean state transitions. Figure 15 depicts the
complex plane formation of the eigenvalues, illustrating a
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TABLE 5. State transition probabilities of the system at 90% diagnostic coverage.

FIGURE 16. Eigenvalue layout formation and the spectral gap at 90%
diagnostic coverage.

FIGURE 17. Scheme transitioning probabilities’ diagram of the system at
60% diagnostic coverage.

consistent formation of the eigenvalues for all β factor levels,
as in the previous case study. Hence, the results indicate that
the system is dynamically stable even though its diagnos-
tic coverage has been reduced, causing the spectral gap to
increase.

C. LOW DIAGNOSTIC COVERAGE
This case study assumes the subsystems have 60% diagnos-
tic coverage. Figure 17 depicts the scheme’s transitioning

FIGURE 18. System reliability and unreliability based on the mean state
transitions at 60% diagnostic capability.

probabilities through its states when the repair efficiencies of
the subsystems are 95%, whereas the common cause failure
proportion level is 20%. As before, it is observable from
Figure 17 that the system can transition to either state S-2
o3 S-3, and S-4 or S-5 with equal probabilities considering
state S-1 as the initial system state. The system can also easily
transition into state S-10 from any state S-1 through to S-9
because the probability has relatively increased than in the
previous case studies resulting from the increased unknown
system errors. States S-1 through to S-9 remain transient even
though the diagnostic coverage has significantly reduced fol-
lowing the diagnostic coverage reduction. Figure 18 depicts
the reliability curves of the system at various CCF levels
represented by the β factor. Similarly, to the impact of the
CCF proportion rate, the probability is low. Thus, states S-1
through to S-9 are the transient states as in the previous case
studies. In contrast, the probability of the system transitioning
back to states S-1 from states S-2, S-3, S-4 or S-5 has reduced
significantly even though the high repair rate is very high
as a result of poor system diagnostic coverage, of which the
behaviour is similar for states S-6, S-7, S-8 and S-9 transi-
tioning back to states S-2, S-3, S-4 or S-5, respectively.

Consequently, the mean state transitions have significantly
reduced than in the previous case studies. States S-1 through
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TABLE 6. State transition probabilities of the system at 60% diagnostic coverage.

FIGURE 19. Magnitudes of eigenvalues of the state transition probability
matrix at 60% diagnostic capability.

FIGURE 20. Eigenvalue layout formation and the spectral gap at 60%
diagnostic capability.

to S-9 remain transient even though the diagnostic coverage
has significantly reduced. In addition, the probabilities of the
system transitioning back to states S-1 from states S-2, S-3,
S-4 or S-5 have reduced significantly following the diagnostic
coverage reduction. Figure 18 depicts the reliability curves of
the system at various CCF levels represented by the β factor.

As in the previous case studies, the system’s MTTF based
on the mean state transitions decreases with increasing CCF
levels. This behaviour is the same as in the previous case
studies. The mean state transitions have significantly reduced
even further.

As before, to enhance the readability of the system state
transition probabilities of the system, actual values are pre-
sented in Table 6. In contrast, the probability of the system
transitioning back to states S-1 from states S-2, S-3, S-4 or
S-5 has reduced. The magnitudes of eigenvalues 1 and 2 at
various repair efficiencies and levels of β factor are depicted
in Figure 19. As before, the magnitudes of these eigenvalues
are considered since they are the second-largest eigenvalues
of the system that determines the system mean state tran-
sitions, given that an absorbing Markov chain always has
an eigenvalue of magnitude one. The β factor levels do not
impact eigenvalues of magnitude one and zero.

It is noticeable in Figure 19 that the repair efficiency is
most effective at low levels, whereas the β factor reduces
the eigenvalue magnitudes. The impact of the β factor is not
uniform across repair efficiency levels, as in the previous case
studies. In addition, the β factor has a minimal impact at low
repair efficiency levels, which marginally increases as the
repair efficiency level increase. Thus, the β factor reduces
the eigenvalue magnitudes for all eigenvalues greater than
zero and less than 1, which reduces the system’s mean state
transitions. Even so, the impact is less than in the previous
case studies. Figure 19 depicts the complex plane formation
of the eigenvalues, illustrating a consistent formation of the
eigenvalues for all β factor levels. Hence, the results indicate
that the system is dynamically stable even though its diag-
nostic coverage has been reduced further to 60%, causing
the spectral gap to increase while reducing the mean state
transitions.

IX. CONCLUSION
The impact of CCFs coupled with the quality of repairs on the
reliability performance of IEC 61850 based SCN architecture
is successfully investigated using the Markov process and
Linear Dynamical System. The impact of engineering design
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considerations and coupling factors was modelled using the
beta factor model to enable various CCF levels to be inves-
tigated. The diagnostic coverage level of the system is based
on the ISO 13849-1, the standard for machinery safety. The
results of the case studies indicate that engineering design
considerations and coupling factors negatively impact the
system’s reliability performance, notably for mission-critical
applications with high diagnostic coverage. The results also
indicate that engineering design considerations and coupling
factors have less impact when the system diagnostic coverage
is low, specifically at low repair efficiency levels. However,
the impact becomes more pronounced as the repair efficiency
increases, as observed from the responses of the eigenvalue
magnitudes when the β factor is increased. Thus, it is critical
to ensure minimum impact of common engineering design
considerations and coupling factors by diversifying the sys-
tem’s subsystems, as well as ensuring a high independence
level among the subsystems.

The proposed model in this research proved to be very
effective in investigating the effectiveness of the quality
of repairs and CCF, and hence it would apply to more
complex systems such as the IEC 61850 based SCN for
inter-substation applications, which is more complex than the
intra-bay SCN application and is planned to be done as future
research work. Future research is also planned to investigate
the sensitivity of the system performance to the quality of
repairs and CCF.
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