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ABSTRACT Vehicular ad hoc networks (VANETs) have become increasingly common in the past decades
and provides essential and efficient communication for vehicles within intelligent transportation systems.
Securing the VANETs wireless communication channel is one of the principal challenges in VANETs
since existing security schemes are still vulnerable to security and privacy issues and have substantial
computational and communicational overheads. To overcome these issues, this paper focuses on enhancing
an authentication scheme based on conditional privacy-preserving and improving its performance efficiency.
This paper reviews the security vulnerabilities of the existing schemes. It also proposes enhancements to the
identity-based conditional privacy-preserving authentication scheme to secure and improve the efficiency of
VANETs communications. The proposed scheme not only satisfies the security and privacy requirements
but also has been proven secure under the random oracle model. Finally, the performance evaluation shows
that the proposed scheme is more efficient computationally and communicational than the existing schemes
in signing and verifying VANETs messages.

INDEX TERMS Vehicular ad-hoc network (VANET), side-channel attacks, unlinkability, random oracle
model, privacy preserving.

I. INTRODUCTION
Recently, vehicular ad hoc networks (VANETs) [1] have
becomemore promising, along with the rapid development of
wireless technology (e.g., GSM, WiMAX and 5G) and intel-
ligent transportation systems (ITSs) [2], [3], which enable
convenient and integrated services for mobile devices. As [4]
indicated, there are different forms of application in vari-
ous fields of the Internet of Things, such as vehicular com-
munications. Vehicles are commonly fitted with wireless
communication devices (e.g., OBU, Wi-Fi, Bluetooth), pro-
cessors, and sensors (e.g., position, axle weight and spacing,
deceleration, speed) to complete all the tasks of computa-
tion, communication and terminal perception [5]. Vehicles
can share and communicate information between each other,
because VANETs are a node wireless environment [6]. Police
may request information from drivers, however, when drivers
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communicate in a VANET environment that has security
threats, drivers must pay particular attention to their own
sensitive personal information (e.g., movements, history, and
identity of location). In such a communication process, it is
possible that this useful data can be stolen by an attacker. This
is why governments, mobile users, and even researchers, are
focussing more on security problems in order to improve the
implementation of smart applications in real-time [7], [8].

The technology of Dedicated Short-Range Communica-
tions (DSRC) is a wireless communication protocol that
enables vehicles to communicate with each other and other
infrastructure via vehicle-to-vehicle (V2V) communication
and Vehicle-to-infrastructure (V2I), respectively. As shown
in Fig. 1, the trusted authority (TA), roadside unit (RSU) and
on-board unit (OBU) are the three major units in a VANET.
In a VANET, the vehicles are considered as mobile devices
fitted with OBUs that include vehicular sensors, protocols of
IEEE 802.11p, and a GPS receiver [9]. It is the OBU’s respon-
sibility to record information (e.g., location, velocity) during
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the drive and to match other nodes in VANETs. The RSU is
located on the side of road and is used as a roadside infras-
tructure for connected vehicles via secure communication
channels. In addition, the RSU can exchange traffic-related
messages and collect messages by equipping it with wireless
devices to find out about the local situation [10].

VANETs face serious security challenges, such as con-
fidentiality and information integrity, because of the fea-
tures above and their inherent transparency. Therefore, it is
increasingly important for protocols to provide secure and
user-friendly drivers authentication in order to ensure secure
communications [11]. VANETs, like any other wireless net-
work, are vulnerable to malicious attacks [12]–[15], which
means that more and more researchers are watching and par-
ticipating in conditional privacy-preserving authentication.

FIGURE 1. A typical VANET scenario.

Many researchers have improved conditional privacy-
preserving authentication schemes for VANETs, including
those proposed during the communication period in order to
preserve privacy, and those proposed for reducing the cost
of communication/computation. Nevertheless, current con-
ditional privacy-preserving authentication schemes usually
have deficiencies against an external attacker. VANETs still
need a safe and efficient security scheme based on conditional
privacy-preserving. This research aims to propose an efficient
and secure security scheme based on conditional privacy-
preservation to address the security vulnerabilities and pri-
vacy issues of the existing schemes.

The important contributions of this paper include the
following:
• A secure VANET communication by improving the
conditional privacy-preserving authentication scheme to
overcome the shortcomings of the existing schemes,

• An in-depth analysis of the existing scheme
vulnerabilities,

• A comprehensive security analysis on the proposed
scheme to prove its security and fulfillment of the
VANETs security and privacy requirements,

• A security scheme that has lower computation and
communication overheads compared to the existing
schemes.

The remainder of the framework for this paper is structured
as follows to present our work and contributions. Section II
introduces the related work in recent years. In Section III,
we present preliminary information on the proposals of
this paper. We review the scheme of Alazzawi et al. [16] in
Section IV. Section V also highlights its current security vul-
nerabilities. Section VI describes the principal improvements
made by our proposal and Section VII provides an analysis
of its security. In Section VIII, we present a performance
evaluation to demonstrate that the overall outlook of our
scheme is reasonable. Finally, in the last section, we provide
some conclusions.

II. RELATED WORK
A wide range of research in the recent past has focused on
an efficient and secure security scheme based on conditional
privacy-preservation in VANETs.

In 2008, Zhang et al. [17] proposed a batch authentica-
tion system based on identity with bilinear pairing mapping.
Shamir [18] first proposed an identity-based authentication
system in 1984, which extracts the public key from the infor-
mation (e.g. name, ID card, etc.) about the identity and creates
a TA’s secret key. The TA certification burden is avoided in
Zhang et al. [17] and a privacy unlinkability is successfully
accomplished because the TA has a secret TA master key,
which is supposed to not be compromised by a malicious
attacker. Besides, the vehicle uses an anonymous identity
during transmission to hide the original identity rather than
broadcasting the message attached to the vehicle’s original
identity. Finally, during the phase of signature verification,
manymessages broadcast simultaneously from other vehicles
using a batch-authenticated method, which greatly reduces
the system overhead. Zhang et al. [17] could not satisfy con-
ditional privacy preservation, and they also needed to address
other secure problems in their scheme.

In 2013, Lee and Lai [19] pointed out that Zhang et al. [17]
couldn’t withstand a certain number of VANET security
attacks. Firstly, the verifier may verify a signature previ-
ously verified, because of the lack of equipment, to increase
the overhead for the computation. They therefore could
not withstand the reply attack. Moreover, the scheme of
Zhang et al. [17] could not satisfy non-repudiation. The
signer could deny that a trusted institution had sent the dis-
puted messages, by tracing identity information. Lee and
Lai [19] proposed an improved scheme for privacy preserva-
tion to eliminate the security problems that exist in the scheme
of Zhang et al. [17].

In 2014 and 2015, it was found that the scheme of Lee
and Lai [19] was not able to withstand impersonation attack,
see Zhang et al. [20] and Bayat et al. [21]. An attacker could
advantageously transmit a false message by simulating a
legal vehicle. Therefore, two improved schemes have been
proposed to eliminate the difficulties with the scheme of
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Lee and Lai [19]. Nevertheless, He et al. [22] also indicated,
in 2015, that a modification attack could affect their scheme.
In other words, during the broadcast message, a malicious
attacker could change the vehicle signature. There is therefore
a conditional system of privacy protection that addresses
security attacks and reduces system costs.

Although the scheme of He et al. [22] is able to tackle a
certain number of the VANETs’ security issues, the side-
channel attack also affects them. The TA master secret key
was saved in the Tamper Proof Device (TPD) of the vehicle in
their scheme, and assumed that no attacker could compromise
it. However, certain information saved in the TPD could also
be obtained through a side channel from an attacker. The
VANET system collapses after the attacker has obtained the
master secret key.

In 2016, a side channel attacker resistance scheme was
proposed by Zhang et al. [23]. They updated periodically
information from a TPD, so that even if the attacker could
acquire useful information via a side channel attack, it would
be updated and would be unable to provide the attacker with
certain useful information.

In 2019, Zhong et al. [24] indicated that in Lei Zhang et al.
[23] it was not specified who is the aggregator in the aggre-
gation phase, with a huge overhead of verification signatures.
They therefore proposed a better scheme to deal with these
problems. But Zhong et al. [24] uses bilinear pair combi-
nations and map-to-point operations, which leads to high
computational overhead.

Recently, Chen et al. [25] performed the security analy-
sis of the emerging technology of Connected Vehicle (CV)
by finding the current algorithms of signal control sys-
tem that are strongly susceptible for congestion attacks.
Feng et al. [26] investigated the traffic control systems sus-
ceptibility in a connected environment including OBUs,
RSUs vehicle detectors and signal controllers that are attack
surfaces by sending falsified data. Azees et al. [27] offered a
conditional tracking mechanism by proposing a anonymous
authentication scheme for avoiding the adversaries enter-
ing into the VANET. Zhang et al. [28] addressed the perfor-
mance constraints of vehicular authentication by introducing
a conditional privacy-preserving authentication scheme that
is based on Chinese remainder theorem (CRT). Cui et al. [29]
addressed a data downloading requests by designing the con-
cept of edge computing for the resource allocation efficiency
of the VANET. Lai et al. [30] proposed a several solutions
namely a cooperative message authentication, secure group
setup with privacy preservation and distributed group key
management for addressing issues regarding security and
privacy in a 5G-enabled vehicular networks. Cui et al. [31]
proposed a content sharing scheme for the fast-moving
character of vehicles in 5G-enabled vehicular networks.
Alazzawi et al. [16] proposed an improved authentication
scheme with conditional anonymity based on elliptic curve
cryptography (ECC) to make secure, efficient, and practical
applications of the VANET. Nevertheless, according to our
analysis, that scheme cannot resist side channel attacks and

has weaker privacy-preserving in term of unlinkability as well
as has no flexibility to modify the passwords.

For an improved security scheme based on conditional
privacy-preserving in VANETs, we also use an ECC algo-
rithm to conduct a new conditional privacy-preserving
authentication scheme. A formal and informal security anal-
ysis of our scheme shows its security and demonstrates that
it can overcome the shortcomings of the scheme of Alaz-
zawi et al. An analysis of the performance of our proposal
shows that it offers a lower overhead for communication and
computational cost.

III. BACKGROUND AND PRELIMINARIES
In this section, the necessary mathematical tools used in this
study are introduced. Then, the network model for vehicular
communication and the thread models are discussed. Finally,
the security and privacy requirements in the proposed scheme
are described. Table 1 describes some notation.

TABLE 1. Notation and their descriptions.

A. MATHEMATICAL TOOLS
Miller [32] proposed ECC in 1985 and it has since been
widely employed in the design of digital signatures and secu-
rity algorithms. An elliptic curve over a finite field Fp is
represented by the equation y2 = x3 + ax + bmodp, where
(4a3+27b2) mod p6= 0 and x, y, a, b ∈ Fp. LetO be an infinite
point, andG an additive group of order q and generator P. All
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the points on the elliptic curve E are contained in the additive
group G. Let P and Q be two points on the elliptic curve
E . then P + Q = R is defined by the operation of addition
in G. The scalar multiplication of points in G is defined by
s.P = P+ P+ . . . . . .+ P (s times).

The discrete logarithm problem in an elliptical curve
(ECDLP) is computationally impossible [33]. The main use
of the ECDLP is to find an integer s that fulfillsQ = sP based
on E , with two points P and Q of G.

B. NETWORK MODEL
Generally, the components of an VANET are classified into
two layers. The TA runs on the top layer, while the vehicle and
RSU work on the bottom layer. In the network model, we use
three components of our proposed scheme. The description of
each component of the VANET is provided in the following:

1) TA
The TA is fully trusted authority in the VANET system. The
TA has significant computing power and storage capacity
compared with RSUs and OBUs. The TA is responsible for
registering the rest of the components in the VANET. When
a dispute occurs, the TA can further trace and disclose the
vehicle’s original identity from the transmitted message [34].

2) RSU
The RSU in aVANET is a base station that runs as an interme-
diate component along the roadside between the vehicles and
the TA. It has less computational power and storage capacity
than the TA. The DSRC 5.9-GHz Protocol [35], [36] com-
municates with and handles vehicles in its communication
field. The RSU checks the authenticity of messages sent from
different sources and transmits them for further analysis to
the TA or distributes them to vehicles in its communications
range.

3) OBU
Each vehicle in a VANET has a wireless communication
device, an OBU, which allows the communication of mes-
sages with other nodes by using the DSRC 5.9-GHz pro-
tocol [35], [36]. TPD is provided in each OBU. There is a
Graphical User Interface (GUI) for drivers to interact with.
A OBU has less computing power and storage capacity than
the RSU and TA.

C. THREAD MODEL
The VANETs are easily vulnerable to some security attacks
due to the openness of the communications environment of a
VANET. In this subsection, some security attacks that can be
mounted against VANETs are introduced:

1) REPLAY ATTACK
The attacker replays a legitimate signature previously
received by the recipient, which will raise the computational
overhead of the system because the corresponding device is
not available.

2) IMPERSONATION ATTACK
An adversary could impersonate a legitimate vehicle in order
to transmit fake messages and gain a benefit. One attacker
could, for instance, imitate an ambulance in a traffic jam for
green channels.

3) MODIFICATION ATTACK
If the recipient receives a message from another vehicle,
the verifier must test whether an attacker has modified the
message.

4) SIDE CHANNEL ATTACK
In the TPD, information can be obtained through a side
channel attack by an attacker. When the system master key or
original identity of a vehicle has been identified by malicious
attackers, the VANET structure collapses.

D. SECURITY AND PRIVACY REQUIREMENTS
A conditionally privacy-preserving security scheme should
fulfill the security and privacy requirements for VANETs as
follows:

1) MESSAGE CONFIDENTIALITY
In a VANET system, the scheme should be satisfied the
message confidently requirement, which means that vehi-
cle’s sensitive information must be secure, and must not be
retrieved by the adversary.

2) TRACTABILITY AND REVOCATION
The TA should be able to disclose the original identity of a
malicious vehicle so that the TA can trace and revoke it from
further participation in the VANET.

3) NON-FORGERY
The vehicle’s signature is unique and the attacker can not
generate another valid signature on behalf of the vehicle.

4) FREE FROM SIDE CHANNEL ATTACK
The attacker can not obtain useful information stored in the
TPD of a vehicle via a side channel.

5) UNLINKABILITY
The adversary should not be able to decide whether various
messages have been signed by the same vehicle.

6) MODIFICATION OF PASSWORD
The vehicle owner should be able to modify the password
anywhere anytime.

IV. REVIEWS OF THE SCHEME OF ALAZZAWI et al. FOR
VANETs
There are six subsections in Alazzawi et al.’s scheme [16],
including (a) initialization phase, (b) vehicle registration
phase, (c) vehicle joining phase, (d) broadcasting and veri-
fication phase, (e) vehicle revocation phase and (f) renewal
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phase. All the notions in that paper are presented in Table 1.
We briefly describe them as follows:

A. INITIALIZATION PHASE
The four steps that follow are the TA initialization procedures,
when the system parameters are set.
• Let G be the group of an elliptic curve determined by a
prime number p and a generator P.

• The TA generates s at random from Z∗q as its private key,
and calculates the public key Pub = s.P.

• Three secure cryptographic hash functions are selected
by the TA: h1 : G→ Z∗q , h2 : {0, 1}

∗
× {0, 1}∗ × G→

Z∗q , and h3 : {0, 1}
∗
→ Z∗q .

• Finally, TA preloads for each legal RSU the private key s
of the system. Moreover, the system parameters {q, Pub,
P, h1, h2, h3} are broadcast by the TA.

B. VEHICLE REGISTRATION PHASE
If the driver of a new vehicle is ready for VANET mem-
bership, he/she has to execute the following steps, as shown
in Fig. 2.
• (a) The driver first submits to the TA, via a secure
channel, with their original identity RIDv and password
PW.

• (b) After the TA tests the the validity of RIDv, (c) it
calculates the pseudonym Ps=h3(RIDv||s).

• Finally, (d) the TA saves the tuple <RIDv, PW, Ps> to
the registration list and (e) preloads Ps to the TPD of the
vehicle.

FIGURE 2. TA registers OBU by Alazzawi et al.’s scheme.

C. VEHICLE JOINING PHASE
In order to begin the OBU, the vehicle driver should provide
TPD feedback with RIDv and PW to check the driver’s valid-
ity. If valid, the OBU begins the process of joining and creates
a mutual authentication as shown in Fig. 3. The following
steps complete the OBU joining phase:

FIGURE 3. OBU joining to RSU phase by Alazzawi et al.’s scheme.

• OBUi −→ RSUj: The OBU generates r at random from
Z∗q and calculates:

PIDv1 = rP

PIDv2 = Ps⊕ h1(rPub)

Then, the OBU transmits to the RSU with the message
{T1, PIDv, σOBU}, where PIDv={PIDv1, PIDv2} and
σOBU = h3(T1||Ps).

• RSUj −→ TA: The RSU firstly checks the timestamp
validity T1 after it receives the message {T1, PIDv,
σOBU} from the OBU. If T1 is not valid, the RSU rejects
this message. Otherwise, RSU calculates Ps = PIDv2 ⊕
h1(s.PIDv1) and tests whether σOBU

?
= h3(T1||Ps). If not,

the message is rejected by the RSU; otherwise, it trans-
mits {T2, RIDr , Ps} to the TA.

• TA −→ RSUj: The TA firstly checks the timestamp
validity T2 after it receives {T2,RIDr , Ps} from the RSU.
If T2 is not valid, the TA does not accept the message.
Otherwise, the TA tests whether the values stored for
RIDr and ps match. Finally, the TA transmits {reject,
verified} to the RSU.

• RSUj −→ OBUi: After the RSU checks whether the
message content is {verified}, the signature Sk prepares
it for the vehicle with its expiry time TSk , where Sk=
s.h2 (PIDv1|| PIDv2|| TSk ). Finally, the RSU transmits
{T3, TSk , Skenc, σRSU} to the OBU, where Skenc =
Sk⊕ h1(s.PIDv1) and σRSU = h2(Sk ||T3|| TS ).

• OBUi: The OBU firstly checks the timestamp validity
T3 after it receives the message {T3, TSk , Skenc, σRSU}
from the RSU. Then the OBU calculates Sk = Skenc ⊕
h1(r .Pub). It then tests whether σRSU

?
= h2(Sk ||T3|| TSk ).

If it is right, the OBU accepts Sk as its corresponding
private key.

D. BROADCASTING AND VERIFICATION PHASE
1) BROADCASTING
If the OBU wishes to sign message Mi, the following steps
must be executed:
• The OBU calculates the signature of the message as
followas: σm = Sk+ r .h3(Mi||T).

• The OBU calculates w = h3(Mi||T).PIDv1; this is used
for mitigating the time of recipient verification.

• Finally, the message {Mi, T, TSk , PIDv1, w, σm} is sent
to the recipient.

2) VERIFICATION
Alazzawi et al.’s scheme has two versions of the message
verification process: single message verification and batch
message verification. We will describe them briefly.

a: SINGLE MESSAGE VERIFICATION
The recipient checks Equation 1when themessage is received
and accepts the message if it holds.

σmP = h2(PIDv1||PIDv2||TSk )Pub+ w (1)
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The proof of Equation 1 is as follows:

= (Sk+ r .h3(Mi||T )).P

= (s.h2(PIDv1||PIDv2||TSk )+ r .h3(Mi||T )).P

= h2(PIDv1||PIDv2||TSk )s.P+ h3(Mi||T )r .P

= h2(PIDv1||PIDv2||TSk )Pub+ h3(Mi||T )PIDv1
= h2(PIDv1||PIDv2||TSk )Pub+ w.

b: BATCH MESSAGE VERIFICATION
If a recipient receives a large number of messages {Mi

1,
T 1, TSk1, PIDv11, w1, σm1}, {Mi

2, T 2, TSk2, PIDv12, w2,
σm

2
} . . . .{Mi

n, T n, TSkn, PIDv1n,wn, σmn}, the signatures can
be simultaneously verified as follows:( n∑

i=1

(xiσm,i)
)
.P

=

( n∑
i=1

(
xih2(PIDv1||PIDv2||TSk )

))
Pub+

n∑
i=1

(xiw) (2)

E. VEHICLE REVOCATION PHASE
If a report is received about amisbehaving vehicle, the TA and
RSU can trace and revoke a malicious vehicle cooperatively.
The TA acquires the pseudonym of the vehicle as follows:

Ps = PIDv2 ⊕ h1(s.PIDv1)

The Ps is added by the TA to the certificate revocation
list (CRL) and this is then sent to the RSUs.

F. RENEWAL PHASE
The OBUmust renew the Sk when TSk expires, which is done
as follows.
• OBUi −→ RSUj: The OBU generates rnew at random
from Z∗q and calculates

PIDnewv1 = rnewP

PIDnewv2 = Ps⊕ h1(rnewPub)

Then, the OBU transmits {T1, TSk PIDnewv , PIDv, σv} to
the RSU, where PIDnewv = {PIDnewv1 , PIDnewv2 } and σv =
Sk+ r .h3(T1||PIDnewv1 ||PID

new
v1 ).

• RSUj −→ OBUi: The RSU firstly checks the timestamp
validity T1 after it receives the message {T1, TSk PIDnewv ,
PIDv, σv} from the OBU. If it is found to be valid, it then
tests the expiration time TSk (the time to apply for a new
Sk was set by the OBU). If it is not valid, the RSU does
not accept the message, and a vehicle join phase must
be implemented by the OBU. Otherwise, the following
equation is used to check the validity of the vehicle.

σv.P = h2(PIDv1||PIDv2||TSk )

+ h2(PIDnewv1 ||PID
new
v2 ||T1)PIDv1 (3)

If Equation 3 does not hold, the RSU does not accept the
message; otherwise, the RSU prepares a new signature
and completes the process as in the previous phase.

V. SECURITY ANALYSIS OF THE SCHEME OF
ALAZZAWI et al.
For the sake of secure, efficient, and practical use of VANETs,
the scheme of Alazzawi et al. proposed an improved authen-
tication scheme with conditional anonymity based on ECC.
However, this scheme has three weaknesses: (a) it is vulnera-
ble to the side channel attack, (b) it fails to ensure the unlink-
ability of messages, and (c) it also fails to allow modifying
passwords. Details of these three weaknesses are presented
in what follows.

A. SIDE CHANNEL ATTACK
The scheme of Alazzawi et al. is vulnerable to a side channel
attack. To authenticate with a VANET, a vehicle may need
to prove its own pseudonym, which is usually stored on the
vehicle in the TPD. Besides the storage of pseudonyms, TPD
also offers computational services, where the pseudonym
of vehicle is concerned. The scheme of Alazzawi et al. is
designed to use the TPD to securely store the pseudonym
of the vehicle and to carry out the associated calculations,
which they assume can never be compromised by adversaries.
However, this assumption could be too strong in practice
to be realistic. In particular, the TPD may confuse vehicle
shocks caused by uneven road surfaces under VANET and
erase secrets in VANET conditions [37]. Adversaries can
also collect enough TPD secret information by side channel
attacks such as electromagnetic radiation [38] and an analysis
of power consumption [39].

After obtaining the pseudonym from the TPD of a legiti-
mate vehicle, the adversary could execute the following steps:
• The adversary−→ RSUj: The adversary generates rF at
random from Z∗q and calculates

PIDv1F = rFP

PIDv2F = Ps⊕ h1(rFPub)

Then, the adversary transmits {T1, PIDvF , σF} to the
RSU, where PIDvF = {PIDv1F , PIDv2F} and σF =
h3(T1||Ps).

• RSUj −→ TA: The RSU firstly checks the timestamp
validity T1 after it receives the message {T1, PIDvF , σF}
from the adversary. If T1 is not valid, the RSU rejects this
message. Otherwise, RSU calculates Ps = PIDv2F ⊕
h1(s.PIDv1F ) and tests whether σF

?
= h3(T1||Ps). If not,

the message is rejected by the RSU; otherwise, it trans-
mits the message {T2, RIDr , Ps} to the TA.

• TA −→ RSUj: The TA firstly checks the timestamp
validity T2 after it receives the message {T2, RIDr , Ps}
from the RSU. If T2 is not valid, the TA does not accept
the message. Otherwise, the TA tests whether the values
stored for RIDr and ps match. Finally, the TA transmits
the message {reject, verified} to the RSU.

• RSUj −→ The adversary: After the RSU checks whether
the message content is {verified}, the signature Sk pre-
pares it for the vehicle with its expiry time TSk , where
Sk = s.h2(PIDv1F ||PIDv2F ||TSk ). Finally, the RSU
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transmits {T3, TSk , Skenc, σRSU−F} to the adversary,
where Skenc = Sk⊕ h1(s.PIDv1F ) and σRSU−F = h2(Sk
||T3|| TS ).

• The adversary: The adversary firstly checks the times-
tamp validity T3 after it receives the message {T3, TSk ,
Skenc, σRSU−F} from the RSU. Then the adversary cal-
culates Sk = Skenc ⊕ h1(rF .Pub). It then tests whether
σRSU−F

?
= h2(Sk ||T3|| TSk ). If so, the adversary uses it

to sign a fake message.

B. NOT ACHIEVING UNLINKABILITY
The scheme of Alazzawi et al.’s conditional anonymity is
very efficient. It generates r at random from Z∗q and calculates
PIDv1 = rP and PIDv2 = Ps ⊕ h1(rPub). Then the scheme
uses this to sign many transmitted messages, leading to the
possiblity that an adversary can link them, i.e., determine
if many messages have been sent from the same vehicle.
However, any tracking of information that is sensitive, such
as an identity or a location, can lead to physical harassment of
a driver, kidnapping, and murder (e.g., intercepting malicious
opponents and replacing intercepted messages by fabricated
messages to re-route victims’ vehicles). Preserving privacy is
an important issue in this context, given the sensitiveness of
the information exchanged [40].

C. NOT ENABLING MODIFIABILITY OF PASSWORDS
The TPD of the scheme of Alazzawi et al. holds a lot of valu-
able sensitive data, such as Ps, PIDv1, PIDv2, r, Sk. During the
vehicle registration phase, the TA saves the PW of the vehicle
to the registration list. However, the owner of the vehicle can
not change the password anywhere, whenever, and anytime.
One security tip is to modify passwords constantly, so this
is a big priority for keeping work data secure. Modifying
passwords removes a variety of threats.

VI. THE PROPOSED SCHEME
We propose an improved efficient and secure security scheme
with conditional privacy-preservation in VANETs to over-
come the shortcomings of Alazzawi et al.’s scheme [16].
In our proposal, we extend the framework of their scheme.
As shown in Fig. 4, the proposed scheme’ sequence diagram,
and the description of the phases are in the next subsections.
Our proposed scheme also has six phases: initialization, vehi-
cle registration, vehicle joining, broadcasting and verifica-
tion, vehicle revocation, and a renewal phase. A description
of our proposed scheme follows.

A. INITIALIZATION PHASE
The TA mainly uses this procedure to set up device param-
eters, and it is the same as in Alazzawi et al. In this phase,
the difference between their scheme and ours is that the TA
also chooses a symmetric encryption function E(.)/D(.).

FIGURE 4. The proposed scheme’s sequence diagram.

FIGURE 5. TA registers OBU by the proposed scheme.

B. VEHICLE REGISTRATION PHASE
If a driver of new vehicle is ready for VANET member-
ship, he/she has to execute the following steps, as shown
in Fig. 5.

• (a) The driver first submits to the TA, via a secure
channel, the original identity RIDv and password PW.

• (b) After the TA tests the validity of RIDv, (c) it calcu-
lates the pseudonym Ps=h3(RIDv||VPv1), where VPv1 is
the period of validity, such as 01.07.2020–01.08.2020.

• Finally, (d) the TA saves the tuple <RIDv, VPv1, Ps> to
the registration list and (e) preloads Ps to the TPD of the
vehicle.

113232 VOLUME 9, 2021



M. A. Al-Shareeda et al.: Towards Identity-Based Conditional Privacy-Preserving Authentication Scheme

C. VEHICLE JOINING PHASE
In order to begin the OBU, the vehicle driver should provide
the TPD feedback with RIDv and PW to check the driver’s
validity. If valid, the OBU begins the process of joining
and creates a mutual authentication as shown in Fig. 6. The
following steps constitute the OBU joining phase:

FIGURE 6. OBU joining to RSU phase by the proposed scheme.

• OBUi −→ RSUj: The OBU generates r at random from
Z∗q and calculates

PIDv1 = rP

PIDv2 = Ps⊕ h1(rPub)

Then, the OBU transmits the message {T1, PIDv, σOBU}
to the RSU, where PIDv = {PIDv1, PIDv2} and σOBU =
h3(T1||Ps).

• RSUj −→ TA: The RSU firstly checks the times-
tamp validity T1 after it receives the message {T1,
PIDv, σOBU} from the OBU. If the T1 is not valid,
the RSU rejects this message. Otherwise, RSU calcu-
lates Ps = PIDv2 ⊕ h1(s.PIDv1) and tests whether
σOBU

?
= h3(T1||Ps). If not, the message is rejected by

the RSU; otherwise, it transmits {T2, RIDr , Ps} to the
TA.

• TA −→ RSUj: The TA firstly checks the timestamp
validity T2 after it receives the message {T2, RIDr ,
Ps} from the RSU. If T2 is not valid, the TA does not
accept the message. Otherwise, the TA tests whether
the values stored for RIDr and ps match. Finally,
the TA transmits the message {reject, verified} to the
RSU.

• RSUj −→ OBUi: Once the message {reject|| veri-
fied} is received by the RSU, it verifies if the mes-
sage content is {accepted}. If not, the message is
dropped by RSUj and the vehicle is illegal. Otherwise,
it prepares the pseudo-ID sets with its expiration time
T Ski . The RSU chooses n random draws zl ∈ Z∗q ,
where l=1:n and n is an anonymous level of secu-
rity that is the pseudo-ID sets in an area covered by
an RSU, a vehicle may not be used repeatably [41].
Then the RSU calculates LPIDv={PIDvl, . . . ..,PIDvn} as
follows:

PIDvn = {PIDlv1,PID
l
v2}

PIDlv1 = zlP

PIDlv2 = Ps⊕ h1(zlPub)

Then, the RSUj encrypts Ekij (LPIDv ) and sends the mes-
sage {Ekij (LPIDv ), T3, PIDv, T

Sk
i , σRSU } to the OBUi,

where kij = h3(Ps||sPIDv1) as the key of the symmetric
function and σRSU = h2(LPIDv ||T3||T

Sk
i ||PIDv).

• OBUi: The OBUfirstly checks the timestamp validity T3
after it receives the message {Ekij (LPIDv ), T3, PIDv, T

Sk
i ,

σRSU } from the RSU. Then the OBU calculates kij =
h3(Ps|| rPub). Then the OBU decryptes Dkij (Ekij (LPIDv ))

and checks σRSU
?
= h2(LPIDv ||T3||T

Sk
i ||PIDv). If so,

it starts using LPIDv to sign messages anonymously in
the RSU coverage area.

D. BROADCASTING AND VERIFICATION PHASE
1) BROADCASTING
If the OBU wishes to sign a message Mi, the following steps
must be executed:

• The OBU randomly chooses a pseudo-ID PIDv from the
list LPIDv .

• The OBU calculates the signature of the message as
follows: σm = h3(Mi|| T|| PIDv).

• Finally, the message {Mi, T, PIDv, σm} is sent to the
recipient.

2) VERIFICATION
When any message is finally received from each receipt,
such as {Mi, T, PIDv, σm}, it will be checked for T . If
(Tr - T < T`), the check process continues with receipt,
otherwise, the final message is rejected. Here, Tr denotes the
time of receipt of the message and T` denotes the predefined
endurable transmission delay. There are two versions of our
message verification process: single message verification and
batch message verification. These are describe in detail in the
following:

a: SINGLE MESSAGE VERIFICATION
The recipient checks when the message is received and
accepts the message if

σ ∗m = σm

σ ∗m = h3(Mi||T ||PIDv)

b: BATCH MESSAGE VERIFICATION
If a recipient receives a number of large message, denoted
by {Mi

1, T, PIDv1, σm1}, {Mi
2, T, PIDv2, σm2

}, . . . .{Mi
n, T,

PIDvn, σmn}, the signatures can be simultaneously verified as
follows: ( n∑

i=1

(σ ∗m)
)
=
( n∑
i=1

(σm)
)

When there is a suspect vehicle in VANET, the registered
vehicle verifies the message signature before accepting the
message as follows,

• For single message verification: σm.Pub = h3(Mi|| T||
PIDv).Pub

• For batch message verification:
(∑n

i=1(σ
∗
m).Pub

)
=(∑n

i=1(σm).Pub
)
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E. VEHICLE REVOCATION PHASE
This phase is primarily used to trace and revoke a malicious
vehicle by the TA and RSU and is the same as that used by
Alazzawi et al.

F. RENEWAL PHASE
To withstand a side channel attack, we should update the
Ps saved within the TPD periodically through offline and
online mode. Nevertheless, pending the next annual inspec-
tion, the attacker could have enough time to obtain sensitive
information that would collapse the VANET system. The first
mode could be to perform an official inspection such as an
annual inspection to update the Ps. We therefore update sen-
sitive information saved within the TPD by using the online
mode. The following are the specific steps in the update
process:

• The OBU generates a random integer rupdate ∈ Z∗q
and computes PID1

i = rupdateP and PID2
i = PS ⊕

h1(rupdatePub). Then the OBU transmits {PIDupdatev ,
T1, σOBUupdate

i
} the TA with the aid of the RSU,

where PIDupdatev = {PID1
i , PID

2
i } and σOBUupdate

i
=

h3(Ps‖PID1
i ‖PID

2
i ‖T1).

• The validity of the timestamp T1 is checked after the TA
receives the message {PIDupdatev , T1, σOBUupdate}. If T1
valid, the TA computes Ps = PID2

i ⊕ h1(s.PID1
i ). The

TA checkswhether σOBUupdate
?
= h3(Ps‖PID1

i ‖PID
2
i ‖T1).

The TA searches for whether the registration list includes
the tuple <RIDv, VPv1, Ps>; else the TA tests the VPv1
validity.

• In case the VPv1 is invalid, a new period of validity
VPNewv1 is chosen by the TA. Then the TA computes
PsNew = h3(RIDv||VPnewv1 ). It will abort if VPv1 is valid.

• The TA encrypts the message using a symmetric
encryption key as Ekij(PsNew) to the OBU and puts
the new tuple <RIDv, VPnewv1 ,Ps

new > into the
registration list. Then, the TA sends the message
(Ekij(PsNew)||T2||PID

update
v ||σTA) to the OBU, where

σTA = h2(PsNew||PID
update
v ||T2).

• Finally, the OBU decrypts to get PsNew as the new
pseudonym.

VII. SECURITY ANALYSIS
The model of security in a conditional privacy-preserving
authentication scheme is a game between the attacker and the
challenger, which is based on the adversary’s ability and a
network model. The following can be described as the secu-
rity model of the existential unforgeability against chosen-
message attacks:
Theorem 1: The proposed scheme is existentially unforge-

able against an adaptive chosen message attack under the
random oracle model.

Proof: Assume A can fabricate a valid signature {Mi,T ,
PIDv, σm} for themessageMi.We can assume that an ECDLP
instance (P,Q = s.P) is given for two points P and Q on

E/Ep, and s ∈ Z∗q . The challenger A can then address the
ECDLP unquestionably with B as a subroutine.
Setup: A generates the system private key and sets the

system parameters parameters = {q, Pub, P, h1, h2, h3}
and then builds and holds three lists, namely, LISTh1 with
(α, τh1)form, LISTh2 with (PIDv1, PIDv2,T Ski , τh2)form and
LISTh3 with (Mi, T, τh3)form. A is empty initially. Then, A
transmits the parameters to B.
LISTh1-Oracle: After A receives a message request from B

with α, it initially verifies if the tuple (α, τh1) is in LISTh1
or not. If so, then, A transmits τh1 = h(α) to B. Otherwise,
A randomly chooses τh1 ∈ Z∗q and appends ((α, τh1) into
LISTh1. Then, A transmits τh1 = h(α) to B.
LISTh2-Oracle: After A receives a B message request

with (PIDv1, PIDv2,T Ski , it initially verifies if (PIDv1,
PIDv2,T Ski , τh2)) is in LISTh2. If so, then, A transmits τh2 =
h(PIDv1, PIDv2,T Ski ) to B. Otherwise, A randomly chooses
τh2 ∈ Z∗q and appends (pID1

i , pID
2
i ,T

subj
s , τh2) into LISTh2.

Then, A transmits τh2 = h(PIDv1, PIDv2,T Ski ) to B.
LISTh3-Oracle: After A receives a B message request with

(Mi, T), it initially verifies if (Mi,T , τh2) is in LISTh3. If so,
then, A transmits τh3 = h(Mi‖T ) to B. Otherwise, A ran-
domly chooses τh3 ∈ Z∗q and appends (Mi,T , τh2) into
LISTh3. Then, A transmits τh3 = h(Mi‖T ) to B.

Finally, attacker A outputs the messages {Mi, T, PIDv, σm}
and checks whether s PIDv1 and σm = h3(Mi|| T|| PIDv). Oth-
erwise, challenger C will abort this game. According to the
Cross-Lemma, another valid message {M−i ,T

−, PID−v , σ
−
m }

will be generated by attacker A, satisfying sPIDv1− , σ
−
m =

h3(M
−

i || T|| PID−v this process once again, Due to the fact that
s PID−v1 - s PID

−

v2
Because of the difficulty of dealing with the ECDL and its

irreversibility, under a random oracle model in the adaptively
chosen message attack our scheme satisfies non-forgery. This
fulfills the security requirement of Section III-D.

1) MESSAGE CONFIDENTIALITY
During the TA registration process, the vehicle gets the
pseudonym Ps, which is the only element which knows the
vehicle’s original identity RIDv, where Ps=h3(RIDv||VPv1).
The vehicle uses Ps to create PIDv which is included by
traffic-related messages, where PIDv1 = rP, PIDv2 = Ps ⊕
h1(rPIDv1), and r ∈ Z∗q is a random integer. It is very
difficult for an adversary to create a link between the rapidly
changing pseudonyms for the vehicle, and it is not possible
for the adversary to obtain the vehicle’s location. Therefore,
the proposed scheme meets the identity privacy requirement.
In other words, the proposed scheme satisfies the requirement
for message confidentiality.

2) SECURITY OF MESSAGE CONFIDENTIALITY
After RSU generates sets of pseudo-ID for each vehicle,
it encrypts sets by using the key of the symmetric function.
Once specific vehicle is received, it decrypts sets after check-
ing timestamp validly. Since sets are saved securely therefore,
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the adversary does not have the ability to retrieve sets for
generating forge message. In addition, when there is a suspect
vehicle in VANET, the registered vehicle verifies the message
signature before accepting the message. Hence, the proposed
scheme satisfies the security of Message confidentiality.

3) TRACTABILITY AND REVOCATION
As specified in Section VI-E, the TAmust be able to trace and
revoke a malicious vehicle. Although is no information about
RIDi in the proposed scheme, the proposed scheme provides
a traceability function.

4) NON-FORGERY
The complexity of the ECDL problem and the continual use
of a one-way hash implies that the attacker can not pro-
duce the legal signature of one-half of the vehicles during a
message attack adapted to a random oracle model. The non-
forgery of signatures is therefore not falsified.

5) RESISTS SIDE CHANNEL ATTACK
Many schemes choose to put the pseudonym in a TPD, which
no attacker has ever compromised. However, by performing
a side channel attack, the sensitive information contained
in the TPD could be accessed. In our proposal, we can
update the (Ps) saved in the TPD regularly to withstand
attacks by side channels. Several times in the present paper,
the pseudonymPs is used. If the Ps is not updated, the attacker
can resume message identity information. The Ps has been
modified in the proposed scheme before an assailant monitors
it through the side channel.

6) UNLINKABILITY
During the message signing period, an anonymous descrip-
tion of the vehicle in the other message is rendered by the
different random numerals zl . The proposed scheme also
uses a current timestamp and expiration time to calculate
the signature. Any adversary who attempts to link two or
more traffic-related messages can not succeed because of
changes in their pseudo-ID sets, timestamp, and expiration
times, given that the content of the message varies each time.
Consequently, neither message can be linked to a specific
vehicle under the proposed scheme; so, no linkability issue
arises.

7) MODIFICATION OF PASSWORD
If a vehicle owner finds a password to be dangerous, it can
be modified anywhere anytime. The following are the details
for this. The owner inputs RIDv, PW old, and PW new, to start
the OBU. the OBU will check whether RIDv and PW old are
identical to the stored ones. If so, the password is modified.
Therefore, the modifiability of the passwords of the proposed
VANET scheme is provided.

A. SECURITY COMPARISON
We perform a comparative analysis in terms of security and
privacy requirements between the scheme of Alazzawi et al.

and our proposal. Table 2 lists the results of the com-
parison, where SPR-1, SPR-2, SPR-3, SPR-4, SPR-5, and
SPR-6 denote message confidentiality, traceability, Non-
forgery, resistance to side-channel attack, unlinkability, and
modifiability of passwords, respectively.

We know that the scheme proposed by [16] for VANETs
can not fulfill all the security and privacy requirements shown
in Table 2. However, the proposed scheme fulfills all these
security and privacy requirements.

TABLE 2. Comparison in Alazzawi et al. scheme for security and privacy
requirements.

VIII. PERFORMANCE ANALYSIS
The main reason behind in the comparison of only one
scheme since Alazzawi et al. scheme is more efficient
compared to the existing schemes Jianhong et al. [20],
He et al. [22], Wu et al. [42] and Cui et al. [43] in terms
of computation cost and communication cost. Therefore,
we will present a comparison of the scheme of Alazzawi et al.
and our proposed scheme for proving the proposed scheme
are more efficient compared to the existing schemes.

A. COMPUTATIONAL COST ANALYSIS
We describe the performance of our scheme in terms of
the cost of the computations. This has been done using
MIRACL’s [44] cryptographic library to calculate the time
required for various cryptographic operations. A 4 GB mem-
ory processor was running the operating system Windows
7. The hardware platform was an Intel(R) Core(TM)2 Quad
2.66GHz. Table 3 shows the definition of and execution times
for the associated cryptographic operations.

For simplicity, let GMS, VSM , and VMM denote the gen-
eration of a message and signature, the verification of the

TABLE 3. Definitions and time of cryptography operation.
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TABLE 4. Cost of computation comparison.

single message, and the verification of multiple messages,
respectively.

In the scheme in [16], GMS comprises one scalar mul-
tiplication and two secure hash functions. Thus, the total
computation time of GMS is T smecc + 2 Th ≈ 0.6720 ms. This
scheme has two scalar multiplications, one secure hash func-
tion and one point additions, which gives the VSM an overall
computation time of 2 T smecc+1Th+T

pa
ecc ≈ 1.3468 ms. VMM

in this scheme requires two scalar multiplications, 2n small
scalar multiplications, n + 1 point additions, and n secure
hash functions. The overall computation time for VMM is
(2)T smecc+(2n)T

sm−s
ecc +(n+1)T

pa
ecc+(n) Th ≈ 0.1371n+1.3467

ms. In our scheme, GMS consists of one secure hash function,
so 1Th = 0.0001 ms is the total computation time for GMS.
VSM consists of a secure hash function, so 1 Th ≈ 0.0001
ms is the total computation time for VSM . VMM uses n
secure hash functions, so (n)Th = n 0.0001 ms is the total
computation time for VMM .
Table 4 compares the computational costs of the proposed

scheme with those of Alazzawi et al., for GMS, VSM , and
VMM . Fig. 7 shows that our scheme has a significant advan-
tage with GMS and VSM . Fig. 8 indicates the costs of VMM
in measuring various traffic-related messages.

FIGURE 7. Computation costs of GMS and VSM.

As can be seen from the simulation results and Fig. 7, our
proposed scheme has lower computational costs than those
of the recently proposed scheme of Alazzawi et al.. Our
proposed scheme only needs 0.0001 ms to generate a single
message, compared with the 0.6720 s needed by the scheme
proposed by Alazzawi et al. Our proposed scheme outper-
forms that of Alazzawi et al. by (0.6720 - 0.001)/0.6720 =
99.9%. Our proposed scheme highly outperforms that of
Alazzawi et al.: by 99.5% in terms of single message ver-
ification. Additionally, our proposed scheme has better a

FIGURE 8. Computation costs of VMM for different traffic-related
messages.

computation cost performance in batch verification. Our
computation cost is 99.2% less than that of Alazzawi et al.
Consequently, the proposed scheme is more productive and
efficient than the schemes in [16] in terms of the computa-
tional costs for GMS, VSM , and VMM .

B. COMMUNICATION COST ANALYSIS
The size of p− is 64 bytes, so G1 is 128 bytes in size of each
item, and the p size is 20 bytes, meaning that in G, every
single item size is 40 bytes. We also assume that timestamp
output sizes, secure hash function, and integer item Z∗q are
respectively 4, 20, and 20 bytes, where the message content
is excluded.

The traffic-related message size in the scheme of [16] is
(40+3∗20+8) = 108 bytes, and the content of traffic-related
message is one element in G {PIDv1,∈ G}, three elements
PIDv2,W , σm ∈ Zq, and two timestamps. In our proposed
scheme, the vehicle sends a traffic-related message with size
(40+ 20 ∗ 2+ 4) = 84 bytes and the traffic-related message
includes only one element in {PIDv1 ∈ G}, two elements in
{PIDv2, σm ∈ zq}, and one timestamp. The overall communi-
cation overhead is shown in Table 5.

TABLE 5. Comparison of communication cost.

As can be seen from Table 5, a vehicle needs 84 bytes
to submit a single status message, compared with 108 bytes
in the proposal by Alazzawi et al. [16]. Our proposed
scheme provides a 22% improvement in communication cost
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compared with that of Alazzawi et al. The number of bytes
needed to submit n messages is linearly proportional to the
number of messages. Our proposed scheme outperforms that
of Alazzawi et al. by (108 − 84)/108 = 22% per single
message. This improvement will greatly reduce the commu-
nication cost.

IX. CONCLUSION
We have reviewed the finding that the scheme of Alaz-
zawi et al. cannot satisfy some vital requirements for
security and privacy due to the fact that it is vulnerable
to the side channel attack, it fails to provide unlinkabil-
ity of the messages, and its also fails to allow modifica-
tions of the passwords. In addition, based on elliptic curve
cryptography, a new security scheme based on conditional
privacy-preservation has been proposed to overcome these
shortcomings. A performance evaluation of the results of
some measurements has shown that our proposed scheme is
acceptable because it has lower overhead in term of compu-
tational and communication cost than the scheme of Alaz-
zawi et al. That is why our improvements for VANETs make
them stronger and more stable.
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