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ABSTRACT Crossfire is an indirect target area link-flooding Distributed Denial of Service (DDoS) attack
determined to affect the neighbors of the real target. Currently, Crossfire DDoS attacks are acquiring
impetus because of their indistinguishability and undetectability. SDN (Software Defined Networking) is a
progressing technique because of its adaptability and programmability. Moving Target Defense (MTD) is an
arising security strategy to counter attacks by progressively changing the attacked plane. IBN (Intent-based
Networking) is another promising methodology for providing dynamic network management. IBN-based
MTD can provide efficient MTD solutions because of the concentrated control and observing capacities of
the intents when translated into rules inside the SDN control plane. In this paper, a framework for the security
of Crossfire DDoS attacks is proposed by making use of Intent-based Traffic modifications through the
Open Networking Operating System (ONOS) Rest API and Domain Name System (DNS) port redirection.
In this paper, we exploited Intent-based MTD to divert traffic from the principal host to virtual shadow
hosts to counter this attack. Traffic redirection helps in masquerading the attacker headed for shadow host
and consequently getting the erroneous path towards the network and, hence, the Crossfire attack couldn’t
be executed as expected. The proposed technique is simulated using Mininet and ONOS SDN controllers.
The outcomes showed traffic is successfully redirected at a low computational expense. Therefore, Crossfire
DDosS is efficiently mitigated as promising results are found.

INDEX TERMS Crossfire DDoS, network function virtualization, intent-based networking, moving target

defense, software defined networking.

I. INTRODUCTION

Indirect Distributed Denial of Service (DDoS) attack carried

out by utilizing bot-net driven computers has been known

for some time. This novel class of DDoS attack is known

as Crossfire attack or Link-Flooding attack [1]. This type of

attack can remain undetected if any of the following condi-

tions are fulfilled [2]:

1) Valid IP addresses might be used by bots therefore,

all the detection or prevention mechanisms based on
spoofed IPs turned out to be inappropriate.
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2) Bots may achieve link-flooding attack on a target using
legitimate traffic
3) Botnets can also slowly increase the intensity of
attack so that it remains undetected by anomaly-
based IDSs
Addressing such type of attacks inside networks pose
numerous technological, monetary and legal challenges,
especially, when there is need for new hardware installation
which will eventually increase the capital expenses or modi-
fication of existing infrastructure may add up operational cost
along with the increase in system complexity [3]. Therefore,
one of the most efficient techniques to escalate cost for the
attackers is MTD (Moving Target Defense) [4]-[7].
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As in computer networks such as Cloud systems, Cloud
Datacenters, IoT (Internet of Things), and their resources,
the DDoS attack rate is extremely high nowadays. Among
them, the Crossfire DDoS attack is a novel Indirect Target
Link-Flooding DDoS attack which is increasing due to
its various characteristics including indistinguishability and
undetectability. Due to the distinct characteristics of Cross-
fire DDoS Attacks, we handled it with MTD. There are
SDN-based existing solutions and a few NFV based one.
Therefore, proposing protection for this type of attack is
highly needed. We integrated SDN, NFV(Network Func-
tion Virtualization), and IBN(Intent-based Networking) as an
innovative security mechanism. Our framework is a com-
bination of IBN and MTD that yields two methodologies
for safeguarding traffic flowing through nodes and the DNS
port of nodes inside the network. Since IBN is an emerging
paradigm and it provides networking professionals, capabil-
ity to construct innovative and flexible security solutions.
When incorporated with MTD, it enhances the potential to
secure network infrastructure after the implementation of our
proposed framework.

A. RESEARCH QUESTIONS
The focused areas in our research work are as per following:

1) How our proposed defense framework could be
intended for safeguarding Crossfire DDoS attacks?

2) How to optimize performance while mitigating Cross-
fire DDoS attacks?

3) How can Intent-based MTD be fully utilized for fab-
ricating Crossfire DDoS attack solution using IBN
Modifications?

B. CONTRIBUTIONS
The main contributions of this framework are:

1) Implementation of a redirection method as a Crossfire
DDoS protection technique using Intent-based Modi-
fications using ONOS SDN controller in a distributed
environment.

2) Execution of Intent-based Modifications through
ONOS RestAPI utilizing ONOS cluster for Crossfire
DDoS protection to reroute the packets by exploiting
SDN, NFV, and Intent-based Networking.

3) Accomplishment of Intent-based Modifications thro-
ugh DNS port redirection utilizing ONOS application.

4) ONOS 3-node cluster is deployed as a virtual machine
along with Mininet for creating a test environment.

This paper is organized as follows. Section II covers the

Background of technologies utilized to achieve this mecha-
nism. Related Work is defined in Section III. The proposed
scheme is presented in Section IV. Intent-based Modifica-
tions through RestAPI and its Baseline Performance metrics
are described in sections V and VI respectively. Similarly,
Intent-based Modifications through DNS port redirection
and its Baseline Performance metrics are described in
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sections VII and VIII respectively. However, the Experimen-
tal Results obtained are discussed in Section IX. While
Section X concludes the paper and determines Future
Recommendations.

Il. BACKGROUND
Crossfire DDoS attacks have been receiving attention due to

the congestion caused by them in the network by eventually
intensifying the bot traffic and evenly distributing on the
malicious systems to make it difficult for the defender to
identify it. Therefore, we need a framework for such attacks
to recognize them using a proactive approach. There are
various methods to solve the above-defined problem other
than SDN and NFV while the proposed framework exploits
technologies such as SDN and NFV for managing traffic
flows inside the network.

A. SDN (SOFTWARE DEFINED NETWORKING)

Three planes primarily constitute the computer networks:
Control Plane, Data plane, and Management Plane. Network-
ing devices i.e. switches and routers that have a responsibility
to forward the traffic are organized inside the data plane,
also known as the forwarding plane. Protocols that are resid-
ing at the control plane, are chiefly utilized for installing
flow rules inside forwarding tables of devices at the data
plane. Security and networking policies comprise the man-
agement plane for administering the network. These policies
are enforced inside the data plane through the controller
plane. The rigid and complexity caused by the traditional net-
works due to closely integrated data and control planes inside
the networking device, has given rise to the development of
Software Defined Networking (SDN) [8]. Since the imple-
mentation and deployment of novel networking applications
have turned out to be a tiresome and complicated task for
the networking engineers owing to the powerful integration
of control and data planes within conventional networks [9].
Certain hardware up-gradation is required in each network
device for carrying out modifications inside the control plane.
Consequently, for deploying different network and security
characteristics into the network by exploiting middleboxes
for instance load balance, IDS (Intrusion Detection Systems),
firewalls, etc. Usually, these middleboxes are employed at
specifically fixed strategic sites, which poses difficulty for
dynamic reconfiguration of the network.

B. NFV (NETWORK FUNCTION VIRTUALIZATION)

The transformation in computer networks brought by
NFV aids users to hand over networking functions from
vendor-specific and proprietary hardware applications to
software based on Commercial-off-the-Shelf (COTS) plat-
forms. References [10] The provision of network services
in virtual machines (VMs) employed in Cloud setups where
each virtual machine executes diverse networking functions
such as IDS, load balancing, firewall, Deep Packet Inspec-
tion, etc. [11] Deploying network facilities as virtualized
functions offer certain benefits as follows [10]:
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« In the networking functions, distribution is flexible in
general-purpose hardware

« Rapid execution and utilization of innovative network
services

« Different versions of multi-tenancy and service are sup-
ported

o CAPEX prices reduced by efficiently handling energy
used

o Operational practices are automated, hence, enhanced
productivity and reduction in OPEX

C. IBN (INTENT-BASED NETWORKING)

Intent-based Networking is an exceptional strategy in the net-
working domain as it contained specialized software which
facilitates enterprise models’ design and schedule. Moreover,
it allows consequently to declare modifications within the
network throughout the processes with no interference in the
running system. This approach eradicates the need for prereq-
uisite skills for Virtual Network Functions (VNF) and Net-
work Service (NS) orchestration through inputting intentions
of users [12]. IBN or IDN (Intent-Driven Networks) biggest
feature is their capability to transform conventional business
requisites into network configuration plans automatically.
Its chief employment that is currently acknowledged usage
technique is the combination of Al (Artificial Intelligence)
and SDN where Al along with Machine Learning are utilized
for analyzing data collected, capturing intentions, and con-
verting them into policies. Nevertheless, smart software like
SDN controllers, resolves how intentions are translated into
configurations for a specified structure, enabling the network
to operate in the preferred way [13].

lIl. RELATED WORK

Owing to the significance of network reconnaissance con-
cerning effectively performing DDoS attack, various MTD
techniques that endeavor to solidify the challenge has been
recommended lately. The primary goal is to mystify attempts
of the aggressor for collecting phases of an aggressor’s con-
ceivable targeted links by robustly altering properties of the
network, for instance, network paths, IP addresses, and
TCP/UDP port numbers [6] as a Crossfire DDoS shielding
technique.

A. SDN-BASED CROSSFIRE DDoS

PROTECTION TECHNIQUES

Rafique et al. [14] offered a plausible solution for Crossfire
DDoS attack security utilizing SDN in loT-Edge by execut-
ing a scenario. Floodlight SDN controller and Mininet have
been deploying to create the CFADefense prototyping solu-
tion. The model is constructed utilizing the SDN controller’s
application layer as a result, to generate the least overhead
execution cost for the network.

An RDS by Achleitner ef al. [15] suggested recognizing
filtered malignant traffic sources by analyzing the SDN flow
rules statistics by simulating virtual topologies. The distinc-
tive element of this structure is the utilization of physical
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networking characteristics that causes the aggressor to derive
target links. Honeypots had been utilized as decoy servers and
trap in virtual networks for perceiving illegitimate scanning
traffic and distinguish bot hosts.

Lim et al. [16] proposed a plan for hindering DDoS attacks
that utilized botnets operating with ostensible support in
SDN. It had implemented by exploiting an SDN application
running on a POX SDN controller. Mininet is a testing emu-
lator which shows that the botnet has proficiently obstructed
DDoS attacks. It has a prerequisite to have continuous corre-
spondence between the application (DDoS Blocking) and the
server that required protection.

Ma et al. [17] presented a security method for Blind
DDoS based on MTD utilizing numerous controllers. Their
fundamental concept is to employ a system based on the
MTD mechanism for the packets’ response time, which
would also be changing progressively even during exam-
ining as various employed controllers expand dynamically.
The testing arrangement had carried out by implementing
OpenVSwitch for switching and Floodlight as SDN con-
troller. Apache Tomcat as web service installed on Windows
Server including IXIA equipment for attack data flow and
background flow generation with MTD management operat-
ing over controllers.

Belabed er al. [18] established a heuristic methodology for
identifying botnets that performed the attack. They executed
the mitigation strategy at the detecting stage. Using SDN
because of adaptability and incorporated design, they tend
to address Link-flooding attacks (i.e., Crossfire & Coremelt)
security through intelligent forwarding to accomplish sound-
ness inside the network. They have exploited Traffic Engi-
neering (TE) in ISPs for the shielding arrangement.

B. SDN & NFV BASED CROSSFIRE DDoS

DEFENSE MECHANISMS

Ayedgar et al. [19] proposed an emulated ground for per-
forming reconnaissance attacks such as Crossfire DDoS and
perceive persistent links. For agility in ISP networks, MTD
and Network forensics strategies are used in the proposed
framework exploiting SDN and NFV. This technique solid-
ifies the target regions of attackers by increasing hop counts
of traceroute and storage complexity. Additionally, the virtual
collection point (VCP) advances authorized traffic to the
Floodlight SDN controller and acts as a filter for traffic
other than the legitimate one before landing at the SDN
controller joining with the provenance of network resources
when needed.

Zheng et al. [20] determined RADAR (Reinforcing
Anti-DDoS Actions in Realtime) as an architecture for DDoS
attacks (e.g., Crossfire) protection utilizing an approach
known as adaptive correlation analysis upon COTS SDN
switches. It can catch and choke 13 diverse assimilated DDoS
attacks happening concurrently with neither any changes in
SDN protocols and switches nor an additional application
for attack detection recognition while coordinating both the
innovations, i.e., SDN and NFV. Investigation to assess the
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environment of testbeds through the successful exhibition of
RADAR for distinguishing various types of attacks having
deferrals of short intervals.

C. SDN AND IBN NETWORK SECURITY SOLUTIONS
Beshley et al. [21] discovered a mechanism for Cloud-based
technologies inside network infrastructures using SDN, NFV,
and IBN by focusing and evaluating two schemes for the con-
struction and organization of reserved networking resources.
The balancing formula of QoS is examined for networks such
as conventional and hybrid both. The benefits obtained for
providing desired QoS level are as follows:

« Paying for only additional equipment’s operational time

o Added resources are instantly deployed and collapsed

o Human interference is minimized in equipment setup

¢ Occurrence of automatic installation and breakdown in

networks

Comer and Rastegatnia et al. [22] presented a framework
known as Open Software-Defined Framework (OSDF) which
stipulates an array of high-level operating network facilities
which may be evoked using managerial applications for con-
figuration and scrutinizing network, allowing the administra-
tor to input policies in the system without worrying about
low-level definitions. Their main contribution is the provision
of abstraction through high-level rather than former program-
ming languages of the network. It enables the manager to
state requirements for applications exclusive of layer 2 and 3
identifiers. It also contains a module for the management of
policy conflict which analyzes a set of policies and identifies
conflicts to resolve them through the algorithm of conflict
resolution by suggesting high-level abstractions. It might be
used for SDN applications implementation such as firewall,
intra-domain rate limiting.

Szyrkowiec et al. [23] defined configuration of secu-
rity, as the selection of encryption is dependent on the
intentional requisites. They showed an extended version of
their service named automatic intent-based multilayer secure
service creation. Multilayer secure services are created by
the ACINO orchestrator. They are validated depending on
abstract prerequisites signified through the application, it can
choose parameters of service in various layers and carry out
automated delivery of multiple layers secured services. The
metrics for performance specify that the surplus processing
time is insignificant while, the configuration and removal
times differ for various technologies and therefore, must be
measured during the fulfillment of application intents. As it
is a genuine approach, it might be applicable for forthcoming
advancements, for instance, quantum-secure encryption.

TABLE 1 represents the comparison of our proposed
scheme with the existing solutions. Principal attributes are
mainly focused to provide a straightforward understanding of
the contrast among different technology-enabled solutions.

D. INTENT BY DEFINITION
Two terms are strongly linked to the term Intents: Policy
and Configuration. Through intents, maximum abstraction
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can be achieved due to their capability to express easily,
regardless of being achievable or not. A rule that illustrates
an achievable intent in a definite manner is known as Policy
while Configuration is the extraction of vital information
from policy about the environment in the existing network
and generates a specified layout of information about update
at the device of physical or virtual network [24]. There
can be two types of intents i.e. imperative or declarative.
Thus, languages of the northbound interface are also divided
into declarative and imperative languages (incorporating lan-
guages such as interactive, functional, logical, etc.) [25].

E. INTENT-BASED NETWORKING

Even though the abstraction through match-action increased
flexibility but the set of flow rules configuration inside each
device in a network to get the required global network policy
signifies an error-prone task [26]. For this, a corresponding
epitome evolved which is termed Intent-based Networking.
By using it, a high-level policy can be specified by appli-
cation developers without bothering about the way desired
functionality would be achieved in the network. Intents are
submitted to the SDN controllers through NBI (North-Bound
Interface) and then, translate, by using a method for compil-
ing into low-level flow rules to attain the intended targets.
Programming via intent-based networking delivers benefits
such as [27]:

o Abstraction of network complexity.

o Handling modifications inside the network by the
controller to achieve high-level policy. For instance,
automatic recompilation of intents and network recon-
figuration for restoring the required connectivity with
no interference from user or application provided the
occurrence of network failures.

Characteristics of IBN: The main aspects of IBNS

(Intent-based Networking System) are [28]:

o Translate and validate -Commands or business intents
can be translated into actions to be done by the software
along with authentication of successful intent execution.

o Automatic Implementation — After the definition of
intent, this system will do resource allocation and policy
enforcement to achieve the objective.

o Awareness of Network State — Data is continuously
gathered and monitored to exhibit the current state.

« Remediation and Assurance — ML(Machine Learning) is
employed by the system for implementing and maintain-
ing the network’s desirable state while corrective action
is performed automatically if required.

F. ONOS INTENT FRAMEWORK

ONOS Intent Framework is provided by ONOS through a
mechanism called IBN (Intent-based Networking). It allows
forwarding as a result of standardized and extendable flow
rules and utilizes intents for proactive connection between
source and destination nodes. The path having minimal hop
count is calculated between nodes and forwarding rules are
deployed proactively [29].
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TABLE 1. Comparison of proposed scheme with existing solutions.

Control Plane Crossfire
Systems SDN Enabled IBN Enabled NFYV Enabled MTD Controller (Single / .
- Protection
Distributed)
1. M. F. Hyder et
al. (Proposed v v v v ONOS Distributed v
Scheme)
2 Rafﬁ‘z; ctal. v x X x Floodlight Single v
3. S. Achleitner v .
etal. [15] X X X POX Single X
4.S.Limet al. v « % POX Single %
[16]
> MT 3] etal. v X X Floodlight Single
6 Bel?lljgf etal. v X SDN Controller Single
7. Ayeﬁ%‘? etal. v x Floodlight Single v
8 thznog] etal. v x v x Floodlight Single v
9. Beshley et al. v v v SDN Controllers .
[21] x and Switches Single x
NOS (Network
10. Douglas et al. v v X X Operating Single X
[22]
System)
11. Szyrkowiec v v .
etal. [23] X X ONOS Single X
G. DNS IV. PROPOSED SCHEME

The most vital element of the Web, the Domain Name
System (DNS), yields not only maps human-understandable
domain names matched with machine-readable IP addresses,
yet in addition essential trust anchors for reaching out to
Internet providers. Numerous internet applications, such as
HTTP, email, and FTP, indirectly or directly rely upon
the security framework implemented by DNS to determine
a specific domain name to its IP address correspondent
to building up interconnections. Unfortunately, security
was not one of the represented design aspects for DNS,
and it has consistently been an appealing objective to
attackers [30]-[32].

Wang et al. [33] proposed an MDNS, a unique het-
erogeneous excess engineering dependent on programming
characterized organizing. To upgrade the power of DNS,
Multi-DNS is utilized to choose the legitimate answers and
recognize the cache poisoning assaults as per their responses.
Furthermore, to expand the measure of unconventionality,
the possibility of dynamicity is embraced in MTD and
acknowledged by progressively controlling traffic of the
network with the assistance of SDN. Moreover, to addi-
tional increment, the trouble for attackers conceding all the
Multi-DNS, heterogeneous DNS is utilized to stay away
from similar weaknesses. Finally, they carried out MDNS
and test its presentation, and the trial results demonstrate
the interruption/adaptation to non-critical failure of MDNS.
The average delay can be controlled by 0.3s when they used
MDNS-5-s.
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A. THREAT MODEL

As the adversary investigative procedure to decide a
long-lasting connection, we ponder that the aggressor
primarily separates the most utilized link connections in the
network as per the obtained results of traceroute and picks
principal ‘n’ connections from the acquired assorted listing.
An aggressor utilizes the fundamental rules to choose the
long-lasting connection inside the networking infrastructure,
which depends upon the Crossfire DDoS characteristics,
accordingly:

1) The connections ought not to be contiguous with each
other since they are assumed to assault the encompass-
ing region and can’t be directly associated with one
another.

2) They are not, additionally, highlighting a similar
explicit target server straightforwardly.

For the defending setup, we used boundary esteems for
the maximum allowable attack interval that lies in the span
of 30 to 120 seconds and configured the default path on every
single SDN switch for forwarding packets towards the SDN
controller. Our research work has used IBN as intents are used
for providing greater flexibility inside the networks and DNS
port modification through intents. Both the approaches have
not been used for Crossfire protection up till now.

B. EXPERIMENTAL SETUP
The implementation of the proposed MTD (Moving Target
Defense framework) is made by using Mininet [34] emulator
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while, ONOS [35] is employed as an SDN controller.
A 3-node cluster of ONOS SDN controllers is used. While
the OpenFlow switch is connected to the hosts. In this paper,
we will discuss two different methodologies for handling
Crossfire. One is Intent-based modification through RestAPI
while, the other is through DNS port redirection. To the best
of our knowledge, IBN is not utilized for creating a Crossfire
DDoS protection framework.

C. MININET

It is a network emulator that can simulate devices such as
switches, controllers, hosts in a virtual environment. Mininet
hosts operate using standard Linux networking software.
Moreover, its switches support OpenFlow aimed to provide
flexibility through SDN and custom routing.

D. OPEN NETWORK OPERATING SYSTEM (ONOS)
ONOS is an open-source distributed SDN controller. It is a
networking tool that was developed and supported by way
of a project named ONOS. It might work as a distributed
system through multiple servers permitting it to utilize CPU
and memory resources of servers along with offering fault
tolerance in case of failure of a server and hypothetically
sustaining hardware and software rolling upgrades with no
network traffic interruption. Its goal is to generate Network
OS (Operating System) that is too open-source to enable
service providers to model real SDNs (Software Defined
Networks). It is capable of providing a control plane to
SDN, management of networking components, for example,
routers, switches, links, etc., and executing software or mod-
ules for offering communication services to end-hosts and
neighboring networks.

Figure 1 shows the experimental topology employed to
construct the Crossfire Protection mechanism.

V. INTENT-BASED MODIFICATION THROUGH RestAPI

A. ATTACKER SETUP

The attacker might install a script for running the traceroute
command repeatedly on each bot and saving the output in a
text document. The output obtained through the total number
of bot machines is evaluated by the attacker to distinguish
the potential persistent linkages for bot-server pairs across the
network. Although, the attacker can manually examine those
files that would eventually become tiresome for him. Hence,
the attacker would build another script for executing analysis
that will be based on some criteria.

B. DEFENDER SETUP

We have deployed intents in ONOS RestAPI which will
redirect destination addresses for setting parameters designed
for route mutation of packets received on SDN switch. The
phenomenon would use Intent Framework to provide NFV
and IBN functionality. Figure 2 represents the process fol-
lowed for the modification of traffic. Moreover, Algorithm 1
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describes its pseudocode for a better understanding of the
proposed scheme.

VI. BASELINE AND PERFORMANCE METRICS

A baseline is considered in which the route mutation strategy
would be forced by the SDN controller whenever it finds
any packet to be illegitimate. For performance measurement,
costs for Attackers and Defenders have been utilized as met-
rics for the proposed system. The main point to be observed
is that installed intents would affect metrics for defender cost
rather than attacker cost metrics.

A. ATTACKER COST
During reconnaissance, the attacker’s cost would be increased
due to the injected ONOS intents over the SDN controller.
Therefore, for the effectiveness of this technique, the perfor-
mance metric would be:

Success Rate of Attacker: It is a proportion of total common
links count appropriately distinguished by an attacker to the
definite common links count within the network.

B. DEFENDER COST

Additional costs incurred for the defender while exploiting
the framework would be:

1) FLOW INJECTION TIME
It is the total time the flow rule would take to be injected in
the SDN switch after getting translated from intent.

2) HOP COUNT

The average rise in the number of hops in paths (in percent-
age) produced due to the route redirection that could be taking
the extended route towards the destination, hence, utilizing
the system’s additional resources.

3) INCREASE IN END TO END TRANSMISSION DELAY

Legitimate packets might suffer this delay because of the
proposed framework.

VII. INTENT-BASED MODIFICATION THROUGH ONOS
APPLICATION USING DNS PORT REDIRECTION

A. ATTACKER SETUP

The attacker might install a program for running computer
worms repeatedly on each bot and saving the output in a
text document. The output obtained through the total number
of bot machines is evaluated by the attacker to distinguish
the potential vulnerabilities inside bot machines across the
network. He would try to analyze those files for identifying
the persistent links to reach the target area to carry out the
attack.

B. DEFENDER SETUP

The intent will be deployed through the ONOS application
which will redirect UDP destination port addresses to achieve
route mutation strategy after setting parameters of UDP pack-
ets received on SDN switch. The application would use Intent
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FIGURE 2. Process for intent-based modification.

Framework to provide NFV and IBN functionality. Figure 3 traffic. Moreover, Algorithm 2 describes its pseudocode for
represents the methodology for the port modification of DNS better interpretation of the defense technique.
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Algorithm 1 Intent-Based Modification for Redirection of
Traffic
1: Pkt :=< Packet;

: DefFlow :=< DefaultFlowRule;

. SdnCtrl ;=< SDNController;

BNet :=<— BotNetwork;

ForInt =< ForwardlIntent,

ReviInt :=<«— Reverselntent;

CNet ;=< ClientNetwork;

. Switch < ReceivesAPkt

: if Any DefFlow defined at SdnCtrl then

Process according to DefFlow

. else

SendPkt — SdnCtrl

. end if

: SdnCtrl < ReceivesAPkt

. if Pkt < BNet then

Install ForIlnt — SdnCtrl

. else

Send Pkt <— CNet

. end if

: RedTrf :=<— RedirectedTraffic

: if Intent — Compiled & Installed successfully then

if isTransparent(RedTrf) then
Traffic is Redirected Successfully

else
Install Revint — SdnCtrl

end if

. else

SdnCtrl — Restart

. end if

. End

LN RN N DD NN NN N D) e e e e e e e e e
SR IFLEBR SO RITRE DRSS

VIIl. BASELINE AND PERFORMANCE METRICS

A baseline is considered in which the route mutation strategy
would be forced by the SDN controller whenever it finds
any packet to be illegitimate. For performance measurement,
costs for Attackers and Defenders have been utilized as met-
rics for the proposed system. The main point to be observed
is that installed intent would affect metrics for defender cost
rather than attacker cost metrics.

A. ATTACKER COST
During reconnaissance, the attacker’s cost would be increased
due to the proposed ONOS application. Therefore, for the
effectiveness of an application, the performance metric would
be:

Success Rate of Attacker: It is a proportion of total common
links count appropriately distinguished by an attacker to the
definite common links count within the network.

B. DEFENDER COST
Additional costs incurred for the defender while exploiting
the framework would be:
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Algorithm 2 Intent-Based Modification for Redirection of
Traffic Through DNS Port
1: DNSInt :=<— DNSIntent Installed Through Application;

. Pkt :=<« Packet;

: DefFlow :=<— DefaultFlowRule;

. SdnCtrl ;=< SDNController,

BNet :=<— BotNetwork;

CNet :=<« ClientNetwork;

. if Intent — Compiled & Installed successfully then
Switch <— ReceivesAPkt

else
SdnCtrl — Restart

: end if

: if Any DefFlow defined at SdnCtrl then

—_ =

13: Process according to DefFlow

14: else

15: SendPkt — SdnCtrl

16: end if

17: SdnCtrl < ReceivesAPkt

18: if Pkt — UDP then

19: if Pkt < BNet then

20: RedTrf =< RedirectedTraffic
21: RedTrf — Port defined in Intent
22: else

23: Send Pkt <— CNet

24: end if

25: else

26: Go to Step12

27: end if

28: End

1) APPLICATION INSTALLATION TIME

It is the total time the ONOS application would take to be
installed on the SDN controller after successful compilation
without any error.

2) FLOW INJECTION TIME
It is the total time the flow rule would take to be injected in
the SDN switch after getting translated from intent.

3) HOP COUNT

The average rise in the number of hops in paths (in percent-
age) produced due to the port redirection, that could be taking
the extended route towards destination port address, hence,
utilizing the system’s additional resources.

4) INCREASE IN END TO END TRANSMISSION DELAY
Legitimate packets might suffer this delay because of appli-
cation installation on the ONOS SDN controller.

IX. EXPERIMENTAL RESULTS & EVALUATION
A. EVALUATION

We analyzed the traffic flow between the nodes to eval-
uate our experimental setup. Modified traffic is observed
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FIGURE 6. Mininet dashboard after application of reverse intent.

to determine whether the required results are obtained as
expected or not. Moreover, redirected traffic is noticed
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through graphical results to achieve refined output. Further,
we investigated systematically as shown in TABLE 1 to
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FIGURE 7. Output of DNS application monitored on wireshark.

compare with the existing Crossfire protection schemes so
that it is proved that our framework provides a thorough
safeguard for large geographical networks.

Moreover, we noticed the CPU utilization of the system
which runs ONOS. The obtained outcomes demonstrated that
it ranges between 20% to 30% of CPU however, it could
increase up to 80% in case a single SDN controller gets the
entire received traffic which poses the threat of a single point
of failure. Our proposed framework eradicated this issue by
using Distributed Control Plane, therefore, CPU utilization
was reduced back to the above-defined range. The major dif-
ferences between the two below defined mechanisms include
the modification through RestAPI is done using JSON script
on the controller while modification for DNS port is executed
through ONOS application utilizing Maven and Java code.
Moreover, the first one redirects all the traffic for the victim
node towards the shadow node, while, second is only redirect-
ing DNS traffic from the default port to the defined redirected
port.

B. INTENT-BASED MODIFICATION THROUGH RestAPI
We need two intents for the redirection of hosts. Intents are
injected through ONOS RestAPI in JSON formats. After that,
we may check the states of our intents through ONOS CLI to
verify whether they have been installed properly or not.
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After successful installation of both the intents, redirected
traffic can be seen on terminals of nodes h2 and h3. Here,
it is noticed that intents select ports intelligently after com-
pilation of JSON scripts and then, translate them into flow
rules. That’s why node h2 is receiving traffic the same as
node h3 but the response is generated from h3 rather than
h2 and h1 nodes perceive it to be the authentic response from
h2 instead of h3.

In Figure 4, ordinary traffic is seen through various uti-
lizations of sflow-rt, for example, Mininet-dashboard and
Flow-graph have been used for noticing the nodes’ conduct
before applying intents after exploiting ping facility between
h1 and h2.

From Figure 5 and Figure 6, we detected that even though
hl needs traffic flowing through h2 however it is diverted
towards h3, although h2 is also receiving the same response
as h3. Likewise, hl is getting feedback from h3 however it is
straightforwardly made imperceptible from h1l.

C. INTENT-BASED MODIFICATION THROUGH ONOS
APPLICATION USING DNS PORT REDIRECTION

Since the DNS intent is now successfully installed through
the ONOS application. We evaluated results by using a Linux
GUI packet generator and Wireshark tools. After setting the
required input fields, we observed the host interfaces. It was
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found out that the packet is successfully redirected to the port
defined in intent as shown in Figure 7.

X. CONCLUSION & FUTURE RECOMMENDATIONS

A. CONCLUSION

This framework has been implemented using the Mininet
emulator and ONOS SDN controller as a 3-node cluster
for a distributed environment. Crossfire DDoS protection
through Intent-based Modifications through RestAPI and
ONOS application, are developed to redirect the traffic by
using the integration of SDN, NFV, and IBN. Redirection
is chosen because if we drop suspicious packets, there is a
chance that illegitimate traffic could have been masqueraded
as legitimate in another form to enter into the network. While
after redirection, packets can be analyzed for creating more
advanced security techniques to make it challenging for the
attacker to reach the actual node and decreasing the overhead
cost for the defender. The implemented proposed solution
attained efficient results. Therefore, it provides defending
mechanism at a low computation cost by using programmable
intents instead of installing new hardware that could be
expensive for the defender.

B. FUTURE RECOMMENDATIONS

Our proposed framework could be applied in networks specif-
ically Cloud data centers and IoT systems as it is a combina-
tion of SDN and NFV that can be exploited for efficiency and
optimal performance in networks. Network administrators
have to deal with a variety of DDoS attacks with the increase
in technology dependency. Hence, the proposed system with
the incorporation of IBN can help networking engineers
secure their organizations by implementing in real-time net-
work environments where the traffic is extremely high. More-
over, the formal convergence proof of the proposed solution
could credibly be done as an extension of this framework in
the future.
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