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ABSTRACT As a global community, the Internet is comprised of thousands of administrative entities
that operate and interact with each other. Transferring data among these entities is possible due to the
process of routing, which is challenging due to the lack of centrality. Consequently, the Border Gateway
Protocol (BGP) can play a vital role in the routing process as a central hub for disseminating routing
information to the various autonomous systems. Yet, the BGP poses security vulnerability due to the
difficulty of validation and authentication. Recent studies argue that it would be beneficial to apply the
Software-Defined Networking (SDN) approach to address some of the BGP problems. The SDN can help
handle BGP-based networks at a low cost and with minimal complexity. However, there are still many
scientific and operational problems in this field of study. The main objective of this paper is to identify
the challenges that the BGP facing with respect to the adoption of the SDN. The findings revealed that most
researchers focused on improving convergence time, while other essential features such as scalability and
privacy were overlooked.

INDEX TERMS Border gateway protocol, software defined networks, routing, autonomous systems, review.

I. INTRODUCTION

The Internet is made up of numerous smaller interconnected
networks, including end systems like hosts and intermediate
systems like routers [1], [2]. Information can also travel on
a single path through a network determined by a routine
procedure. An Autonomous System (AS) is a network that
is managed by a single organization. Each AS employs two
routing protocols: intra-AS routing and inter-AS routing pro-
tocols [3]. Intra-AS routing is based on Interior Gateway
Protocols (IGPs), such as Intermediate System to Interme-
diate System routing (IS-IS). This topology information is
distributed within the AS, and all routers will receive it.
As a result, this mechanism cannot be accessed outside of
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the AS [4]. As a single administrator manages the whole
routers, the local administrator decides the AS’s method-
ologies. Inter-AS routing is used among the ASes and is
distinct [5]. The Border Gateway Protocol (BGP) routing
protocol enables routers to share routing information on a
regular basis. BGP may transmit information and data among
various host gateways via the Internet or ASes. It is a Path
Vector Protocol (PVP) that provides routes to multiple hosts,
networks, and gateway routers to determine routing [6].
Since the early days of basic file sharing and hosting
of distributed applications on servers, the types of net-
work problems have changed dramatically [7]. Recently,
organizations are increasingly employing advanced comput-
ing systems to satisfy their requirements, including cloud-
based systems, virtualized resources, servers, and remote
storage that need extra computing resources, work, and
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arrangement [8], [9]. However, despite their pervasive adop-
tion, traditional IP-based networks are complex and chal-
lenging to manage. Software-Defined Networking (SDN) has
been recently advertised as a game changer for the future
Internet [10], [11]. The SDN implements novel network man-
agement options and configuration approaches [12] by sepa-
rating the data plane from the control plane and pushing the
scalable and effective management capabilities to software
applications [13], [14] that adopt the concept of the SDN.
Generally, the SDN can supply higher performance, effective
configuration, and more flexibility [8], [15], [16].
Intra-domain BGP protocol provides high scalability
and can be universally adopted. However, it suffers from:
potential correctness failures, shortage of route diversity, and
Internal BGP (IBGP) messaging duplication [17]. The high
workload of backbone routers and its effect on the scale of
services is the main reason for the emergence of the SDN by
removing routing hardware and transferring the complexity to
software [17], [18]. This paper examines the existing limita-
tions of the BGP by a systematic literature review (SLR) and
surveys the SDN approaches used to overcome shortcomings.
The primary contributions of the present investigation are:

o Reviewing BGP architecture, studying the current
approaches in BGP protocol, and expressing its
limitations;

o Explaining the implementation of SLR in BGP and
SDN;

o Addressing the major BGP problems;

o Reviewing SDN architecture and studying the current
approaches of SDN protocols;

o Describing the main advantages of the BGP protocol,;

o Supplying an accurate assessment of the processes
addressed using certain metrics.

Our literature review methodology is explained in Section 2.

A review of existing studies is described in Section 3.
The comparison methods are discussed in Section 4. Open
issues are given in Section 5, and we conclude this work in
Section 6.

Il. METHODOLOGY
Our work is based on the SLR (Systematic Literature Review)
method has been used. It is a notion for detecting, eval-
uating, and inferring the present works associated with a
specific research question/subject [19]-[22]. Scholars have
tested the research, chosen the assessment devices, and
extracted them [23]-[25]. They have also extracted the ele-
ments and pointers, integrated them, and proposed them in
an outline to assess the BGP and SDN mechanism. Firstly,
the theoretical and experimental basics in previous works
have been applied for data gathering. Then, by answer-
ing the following study concerns, this section seeks to
summarize the most important problems and challenges in
the BGP:

Research Question 1: What is the importance of SDN
strategies in the BGP?
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This question is answered in Section 3.

Research Question 2: How much SDN strategies satisfy
the basic BGP metrics?

This question is answered in Section 4.

Research Question 3: What problems are determined
regarding BGP in the future?

This question is responded to in Section 6.

IIl. OVERVIEW OF EXISTING METHODS

The BGP contains several restrictions associated with its
completely distributed nature, policy implementation abil-
ities, scalability, security, and complexity [26]. BGP is a
key cyberspace mechanism that binds several autonomous
systems. An autonomous system (AS) is the collection of
networks with the same routing policies [27]. The infras-
tructures can be integrated with various applications, and
the centralized control protocols can be developed using the
SDN. One of the advantages of the SDN adoption is the
integration with cloud computing where applications can be
accessed on-demand [28], [29]. This integration will create
dynamic networks and reduces infrastructure costs [12], [30],
[31]. In addition, it improves packet transport times, and
therefore the network performance, by segregating the packet
switching layer from the control layer [32]. We categorize the
papers we reviewed into three categories (see Fig 1).

FIGURE 1. Classification of the selected articles.

A. LATENCY IMPROVING FRAMEWORKS

The Internet is made up of AS or contexts, which are networks
that belong to various administrative bodies. [33]. Routing
between domains/ASes is done in a distributed fashion via
BGP. Despite its widespread use, BGP has a number of flaws,
such as slow convergence after routing changes, which can
cause packet losses and disrupt contact for several minutes.
SDN-based inter-domain routing centralization techniques
have recently been introduced to accelerate convergence. Ini-
tial tests show that these methods can significantly improve
control over BGPP efficiency and routing [34]. Furthermore,
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Internet latency is primarily determined by the distance that
packets travel through WAN networks. This delay may be
reduced if the hops between AS are reduced. It is a key feature
of the BGP mechanism that all ISPs use by default, but the
lack of warning of some network segments allows certain
routes to improve [35]. In this section, we review articles on
frameworks that have tried to improve latency.

The impact of centralization on routing convergence of a
hybrid BGP-SDN  platform  was assessed by
Giamperli, et al. [36]. Several applications rely on stable and
reliable Internet access, according to the writers’ comment.
In the proposed network model, they have used an SDN
cluster made up of OpenFlow switches. According to this
model, for tracking purposes, the whole BGP router peers
with a BGP route collector may accumulate routing updates.
Besides, they have a BGP speaker within the SDN cluster,
called the BGP cluster speaker, transmitting routing infor-
mation among the SDN controller and external BGP routers.
Also, for every BGP peering, there is an association from
the cluster BGP to the SDN switch. They have used Python
for experimental setups. Low convergence time is a benefit
of this model. However, this model does not take security
difficulties and other BGP limitations into account, et al. [26]
proposed a centralized routing model that implements the
SDN paradigm. Through contracting routing functions to an
external provider, who offers IDR services streamlined by a
multi-AS network controller, multi-domain SDN centraliza-
tion may be understood. They have also claimed that they
introduced an emulation platform made on top of Mininet.
This work leverages SDN to improve IDR properties while
also allowing routing apps to execute through fields. Low
convergence time and scalability are the benefits of the
suggested model. This paper does not take the privacy issues,
accuracy, and connectivity time into account.

The impacts of routing centralization on the IDR perfor-
mance and the convergence time of BGP were analyzed by
Sermpezis and Dimitropoulos [37]. Specifically, for inter-
domain networks, they introduced a Markovian model in
which a collection of nodes collaborates to centralize their
inter-domain routing. They presented the proposed model
in 2 main steps, BGP update and inter-domain SDN rout-
ing. The high accuracy for the full-mesh and Poisson graph,
low convergence time, optimal centralization routing, high
time/resource requirements, scalability, and good capability
for overall network performance are the advantages of this
model. But this model has some shortcomings. This model
does not consider the privacy and security issues, whereas
they are incompetent for the BGP update times.

Rzym, et al. [38] presented a new method for real-time
application. In this method, they concentrated on an issue of
optimization conceived in a manner that extends to real-time
applications. They also investigated the Path Computation
Element (PCE) using the 3-layered Traffic Engineering (TE)
system consisting of a PCE module equipped with the
CPLEX solver and an SDN controller. Moreover, diverse
available strategies for applying PCE-based technologies for
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single and multi-domain networks have been analyzed and
compared. In the multi-domain networks, they have pre-
sented diverse strategies ending with Label Switched Path
(LSP) optimization in multi-domain networks, such as central
PCE, standard backward path computation, PCE per domain
without cooperation, hierarchical PCE, and standard back-
ward recursive path computation. Finally, an overview of
the implementation and application of the SDN framework
using the PCE module in the multi-domain Multi-Protocol
Label Switching (MPLS) network was provided, assisted by
utilizing information obtained by the BGP-LS protocol. They
used a virtualized environment for the demonstration of the
presented concept. They also checked the effect of the number
of requests for computing time and memory use to assess the
suggested model. Time optimization and delay optimization
with increasing simultaneous requests and memory usage
predictable with increasing demands are this model’s bene-
fits. In this paper, the security and privacy problems are not
considered.

To examine the effect of centralization on the IDR output,
Sermpezis and Dimitropoulos [34] suggested a probabilistic
paradigm. This paper concentrates on improving the BGP
integration. Finally, practical architecture challenges were
introduced, such as choosing the nodes to engage in the SDN
cluster-based on efficiency requirements or network eco-
nomics purposes. According to the proposed model, at least
one path to other nodes is identified by each node in the
network. They considered that a node named the ‘““source
node”’ declares a novel IP prefix. SDN cluster nodes obtain
route information from the SDN administrator and include
an entry to the source node in their RIB for the prefix, even
if the path is not constructed. For evaluation of the proposed
model, they simulated various scenarios with different net-
work topologies, such as cluster sizes, synthetic graphs, and
distributions of BGP update times. The suggested model’s
benefits are high precision, low convergence time, and low
average connectivity time. The impacts of various network
parameters, such as topology, network size, number of SDN
nodes, or path lengths, are considered within this model on
routing performance. Finally, security and scalability issues
are not considered in this paper.

A method to optimize the BGP routes using SDN was
suggested by Elguea and Martinez-Rios [35]. In this paper,
the authors presented two basic BGP protocol issues and
then suggested solving these two problems. Two methods are
used by the BGP protocol that conducts traffic engineering.
The initial one modifies the output provider for putting addi-
tional routes. The second approach modifies input routes and
involves modifying by applying the AS to the number of hops
the neighbors see. Sometimes these two processes decide
that the routes are not optimal. Therefore, researchers also
recommended a strategy of examining all the routes and pri-
marily checking for the routes started by a neighbor for their
directions. The proposed method has two main steps. The first
step defines which routes can be optimized. The second step
adds the new routes to the router. Analyzing the routes shows
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low latency and BGP convergence time as the advantages of
the proposed model. Also, in this model, the convergence
time does not depend on the router’s access paths. Finally,
the security issue is not considered.

In order to distinguish irregular behavior of a network
and to foresee and avoid BGP route hijacking (DPPBGP)
in SDN, Pradeepa and Pushpalatha [39] suggested an intelli-
gent model. With SFlow-integrated OpenFlow, the suggested
model’s key goal was to decrease the controller workload
and the detection time. Integrating SFlow with the Open-
Flow controller solves high network management benefits.
An efficient and robust intelligent model for route hijack in
SDN was the collaboration of CAD with the PSF (Python
Software Foundation) prediction model. Their experimental
outcomes illustrated a superior performance; the influence of
hijack attacks can be identified with 100% accuracy and a
false-positive rate of less than 6%. The assessment’s overall
findings revealed the new DPPBGP method’s efficacy by
reaching an accuracy level with less detection time.

Finally, Alotaibi, et al. [40] explored how to use the SDN
model to optimize the multi-domain SDN traffic control and
management process. An analysis into a modern multi-state
BGP engine that decreases the high convergence time of BGP
in multi-domain SDN has been implemented. The multi-state
BGP seeks to boost traffic control operation among vari-
ous independent systems for multi-domain SDN-based gate-
ways. The study found that the field boundary gateways’
programmability and flexibility needed to be enhanced to
consider improvements in routing details and client traffic
requests.

The reviewed papers in the latency improving frameworks
category were 8 papers. These papers were analyzed in terms
of some aspects, as shown in Table 1. Table 1 summarizes the
articles’ most essential features. The most important factors
that researchers have tried to improve are convergence time,
latency, scalability, accuracy, and detection time.

B. SECURITY ENHANCING FRAMEWORKS

Communication on the Internet, including a massive number
of AS, depends on BGP-based routing. Generally, routers
trust the veracity of information in the BGP which renders
the entire system exposed to numerous attacks [41]. Hence,
security is an essential issue in BGP. Also, using blockchain
technology as one of the new approaches to improve the
cyber and physical security has grown in importance over the
past few years [42], [43]. This section reviews four selected
security-based articles and illustrates their advantages and
disadvantages.

Kazmi et al. [44] presented a new way to dissipate BGP
state shift messages from several (ASes). Also, due to IP pre-
fix hijack and Multiple Origin AS (MOAS) attacks, the sug-
gested method tries to minimize the BGP convergence time
and alleviate corruption in the routing tables. To optimally
automate this operation, they utilized OpenFlow capable
routers spread throughout the Internet. This approach is not a
clean slate but can be merged into the existing BGP network
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TABLE 1. Comparison of the critical factors, advantage, and disadvantage
of the latency-aware techniques.

Paper | Advantages of the proposed Disadvantage of the
method proposed method
[36] e Low convergence time e Low security
e Low latency
[26] e Low convergence time e Low privacy issues
e High scalability e Low accuracy
e Low latency e High connectivity
time
[37] e High accuracy e Low privacy
e Low convergence time e Low security
e Optimal centralization
routing
e High time/resource
requirements
e High scalability
e Low latency
[38] e Delay optimization e Low privacy
e Low latency e Low security
[34] e High accuracy e Low scalability
e Low average | ® Low security
connectivity time
e Low convergence time
e Low latency
[35] e Low latency e Low security
e Low BGP convergence
time
[39] e High accuracy level e Low security
e Low detection time
e Low latency
[40] | o Reducing the high BGP | ¢ Low flexibility
convergence time
e Low latency

progressively. In the proposed model, they used Google inter-
domain SDN deployment as an instance. Empirical stud-
ies showed that the suggested model could dramatically
improve (quantify) BGP dissemination and mitigate BGP
security problems (quantify). Also, they achieved a 50%
reduction in convergence time. Moreover, the suggested sys-
tem’s empirical research found that even unconvergable 1P
prefixes appear to converge along with accelerating other IP
prefixes’ convergence time.

Costa and Ramos [45] proposed an SDN-based approach
to improve BGP security. They examined the presented
approaches in the last works and described the following rea-
sons some weakness for prior methods. First, they have used
cryptographic techniques. Second, they have needed some
BGP changes due to its widespread adoption and the lack
of a centralized authority. Also, the separation of the routing
control problem from routers by SDN has been proposed to
solve BGP problems. They posited this to be key to addressed
BGP security. Also, they have used BGPSecX for improved
the BGP security. Their design also contains secure chan-
nels between the BGPSecX of different Internet Exchange
Points (IXPs) that want to collaborate. BGPSecX has four
security defenses against prefix hijacks. First, detection is
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via Route Origin Authorization (ROA) verification using a
Resource Public Key Infrastructure (RPKI) infrastructure.
Second, prefix filtering is another whitelist technique that can
be employed to filter false announcements. Third, queries
between IXPs are employed for the validation of routing
information. Fourth, they are well-known anomaly detection
mechanisms. They have believed the proposal to be capable
of addressing the three fundamental problems mentioned in
the beginning. Consideration of security issues is an advan-
tage of the proposed model. This paper does not consider
other BGP challenges.

Employing  Microsoft ~ security  threat  model,
Swapna et al. [46] analyzed frequently utilized strategies for
Software-Defined Wireless Networking (SDWN) to underlay
cloud or data center environment. This study proposes a
framework for minimizing the void in SDWN protocols for
on-demand security research. Their analysis revealed that for
security specifications, BGP needs a third-party implemen-
tation environment. Also, to download and update the whole
configuration from the data store within a single session, they
addressed NETCONF. Albeit, NETCONF is exposed to dif-
ferent attacks. So, many threats can be prevented by utilizing
Transport Layer Security (TLS) as a security technique. This
paper considers the security issues, but convergence time and
scalability are not considered.

The investigated papers in the security-enhancing frame-
works group were analyzed in terms of some aspects,
as described in Table 2. Table 2 summarizes the arti-
cles’ most essential features. The most important factors,
that researchers have tried to improve, are security and
bandwidth.

TABLE 2. Comparison of the key factors, advantage, and disadvantage of
the security-aware techniques.

Paper Advantage Disadvantage
[44] e Increasing BGP | ¢ Their solution is not
propagation clear

e Alleviating BGP security
issues

[46] e  High security e Low convergence time
e Low scalability
[45] e  High security e Not considering other

BGP challenges

C. MULTI-OBJECTIVE FRAMEWORKS

There have been numerous changes in the use of the Inter-
net, contributing to a large rise in Internet routing. With the
current networking infrastructure, meeting these criteria is
challenging and creates more costs and less efficiency. Since
network devices are hardware equipment, their processing
requires more energy and resources. If network protocols
are developed employing software modules, flexibility can
be achieved easily [30]. The SDN is generalized to embrace
several heterogeneous technologies as the SDN is popular-
ized in different networks ranging from connectivity to main
backbone. Besides, the network needs to be split into sev-
eral fields to obtain confidentiality and scalability for the
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operation of various carriers and regions [47]. In this section,
multi-purpose articles are reviewed.

Lin et al. [48] presented an Internetworking with SDN
utilizing available BGP. The proposed model first pre-
sented an overview of BGP Transition for SDN Networks
(BTSDN). They presented the controller running IBGP,
OpenFlow proxy and flow redirection, Address Resolution
Protocol (ARP) proxy module, destination Media Access
Control (MAC) rewriting module. For evaluation, they have
used ten nodes for emulating three ASes. According to this
scenario, AS 1 was an OpenFlow AS. AS 2 and AS 3 were
legacy IP fields. Three PCs acted as web subscribers and were
installed on the Microsoft Windows XP. Then, they evaluated
the proposed model in two steps. In the first step, the feasi-
bility of the controller is verified to get routing information.
In the second step, the feasibility of the BTSDN solution is
verified. Therefore, one of the most important advantages of
this article is the controller’s feasibility to get routing infor-
mation and the feasibility of the BTSDN solution. However,
the scalability of this method was not considered.

Duan et al. [49] proposed OFBGP,' a modern scalable
and open BGP structure without any centralized component,
focused on the distributed layout. The OFBGP software is an
SDN controller function. Based on their specifications and
criteria, BGP functionalities were separated into BGP pro-
tocol and BGP judgment in the architecture of OFBGP. For
scalability, utilizing a distributed structure, the BGP applica-
tion can simply scale to boost performance. Using BGP Non-
Stop Routing (NSR) technology, obtaining high availability
guarantees the link between BGP neighbors and the routing
information’s accuracy during fault recovery. Specifically,
without any central component, OFBGP is based on a dis-
tributed structure. Also, in OFBGP, each computational task’s
internal state is snapshotted and stores the events leading to
adjustments. Furthermore, all OFBGP computing tasks run
concurrently. There is no cold backup, making it possible
to hold certain hardware resources. Low cost of time, high
scalability, high availability, low recovery time, and high per-
formance are advantages of the proposed model. The OFBGP
model’s challenges that may be pitfalls of the OFBGP model
are strengthening the internal routing strategy in OFBGP, how
to decrease the contact traffic among tasks, and how to help
path aggregation in OFBGP.

Moreover, Rzym et al. [50] analyzed the deployment of
Path Computation Element (PCE) notion on the SDN struc-
ture in the multi-domain network utilizing Path Computation
Element Protocol (PCEP) and BGP Link-State (BGP-LS)
strategies. Suggested formulations of the models were used
for determining the flow of traffic between the links open.
In this research, they used the PCE-based path computation
employing a 3-layer TE system. These layers consist of an
IBM Cplex LP solver-equipped PCE module, an SDN con-
troller responsible for transmitting path setup demands, and
virtual routers to handle traffic effectively through a single

1OFBGP is a new scalable and available BGP architecture for SDN
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field network. The PCE module uses accessible network sta-
tus knowledge intelligently and executes dedicated optimiza-
tion algorithms. They also introduced the PCE architecture,
which is the collection of PCE server, PCE client (PCC),
and reliable PCE Protocol (PCEP). The Cisco I0S XRv
5.3.0 was utilized in the test-bed implementation. Also, they
have utilized the OpenDaylight in the Lithium as a controller.
Furthermore, they used graphs as a network model in which
links are edges and routers are vertices. Links within the
ASes are standard FastEthernet, and their proposed model
described the issue of the total cost reduction of flows imple-
mented within the network. For evaluation, the optimization
time, memory usage, and RAM usage were used. This paper
does not consider the privacy and security issues as well as
scalability.

Linetal [51] proposed an easy and experimental
BGP-based transition solution called BTSDN. Using the
latest BGP protocol to link the OpenFlow network to the
Internet, BTSDN discusses its functionality. In BTSDN,
to substitute the existing Internet worldwide, SDN networks
can be implemented incrementally on the Internet. Then they
proposed BTSDN architecture, according to this architecture.
OpenFlow switches directly linked to a border router to act
as OpenFlow protocol proxy for the border routers. Since
conventional BGP routers do not support OpenFlow, the bor-
der routers’ actions cannot be controlled by the controller.
However, on the OpenFlow proxy, the controller can install
those directions into the flowtable and monitor the border
router. So, the controller can also monitor the actions of the
whole intra-domain network on BTSDN. Also, they classified
the traffic. They listed all the traffic and the transfer port from
which the traffic comes due to the destination IP address’s
next hop. In two steps, they completed the full trial. Step 1;
verification of the controller’s viability to gain knowledge
about global routing; in this step, they have used the static
flow pusher Application Programming Interface (API) in
Floodlight to install the BGP path. In the second step, BTSDN
feasibility is verified. This step aims to confirm if each PC in
passive and proactive models interacted with other PCs in
other non-OpenFlow fields, respectively. They used WinFTP
in this step. For evaluation, intra-domain packet delivery,
availability, Quagga responsibilities, and traffic classifier
were used. Therefore, confirmation of controllability and
feasibility is one of the most important results of this study.

Furthermore, Godén et al. [52] examined an approach for
IBGP information dissemination using SDN. The prior goal
is achieved by substituting per-ASBR (AS Border Router)
for path reflection, while the latter is guaranteed by dele-
gating complexity to SDN for multicast tree maintenance.
The authors also discussed the IBGP challenges, such as the
shortage of route diversity and potential correctness failures
at the data and control plane. Moreover, any important fea-
tures of multicast communication have been checked. Their
proposal was based on an IBGP full-mesh. IBGP full-mesh
is necessary to ensure complete visibility and accuracy of
the path. Consequently, any AS internal router gets com-
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plete external accessibility information in full-mesh BGP,
thus ensuring its attributes. They also focused on the hybrid
router design that combines both the OpenFlow protocol
and legacy distributed routing protocols like OSPF (Open
Shortest Path First) and BGPP. Ultimately, they used the Ryu
controller in their proposed model. Therefore, each ASBR
advertises itself to the controller, which adjusts the ASBR
with the multicast addresses specified, and distributes this
information to the remainder of the AS routers. Whenever a
novel router is detected in the network, it is transmitted to
the current multicast groups by the controller to join each
one. They used an emulated environment based on Mininet,
hybrid routers, and Ryu controller for evaluation. In the eval-
uation phase, some tests were applied to the proposed model.
Scalability, amount of memory consumed, amount of control
traffic has been considered. The SDN controller’s availability,
multicast reliability, and privacy and security issues were not
considered.

The BGP-based Path Vector (BGP-PV) method was sug-
gested by. Hassan ef al. [53] to pick a path from the vector
shown by the PV and channel the traffic accordingly. First,
the authors expressed some of the reasons for utilizing path
vector as a protocol. The Path Vector Protocol (PVP) is uti-
lized as a protocol for network routing in the proposed model,
which preserves dynamically modified path information. It is
possible to deny changes that looped across the network
and returned to the same node. Compared to distance vector
routing in convergence and more efficient in route selection,
the path vector is an extension of the distance vector algo-
rithm. A PVP is based on the IDR protocol, which manages
dynamically modified path data. A node preserves different
paths in a routing table according to the suggested model. The
whole of these paths is saved in the vector forms. The path
is built on the route switches that are chosen. The controller
passes a withdrawal message among all nodes on the path if
the active route is not available. In this article, the simulation
environment was used. The suggested model’s benefits are
decreasing the average end-to-end latency, raising the overall
network throughput, and lowering the routing rate.

Gomez et al. [54] proposed Effective Tunnel-based Multi-
Path BGP (ETMP-BGP) to get the entire control of multi-
path BGP routing. This method was proposed based on SDN
and is used to manage the destination-based routing problem.
On AS-level routes, this technique can identify congestions
and modify those routes on a per-source basis. Furthermore,
the global multi-path AS-level routing was constructed into
a linear programming model. According to the suggested
model, tunnels are assigned to redirect part of the traffic
to the destination while the source AS collects congestion
input from the goal AS. To construct tunnels, they used
MPLS. A greedy algorithm was also suggested to continu-
ously record congestion input from destinations and contin-
ually allocate capacity-based traffic. The proposed method
can mitigate the AS-level congestions and conduct better
than available BGP layouts due to the performed simulation.
Also, load-balancing and good performance when links were
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tighter and low average packet loss rate are the advantages of
the proposed model. In this method, scalability and privacy
issue were not considered.

Elguea and Martinez-Rios [55] examined metrics to
change SDN-based BGP routes. They found limited
opportunities for modular management and improved traffic
engineering in a router that executes BGP due to network
equipment operating systems’ constraints. These devices
were developed and dimensioned solely for this purpose.
With SDN, it is feasible to get all the router’s details about
the BGP configurations in a PC. It allows handling the routes
in more detail, and in general, all the data that enable better
routes to be inferred than otherwise. Tools like this, written in
Java to implement BGP, allows any policy to be defined and
implemented to create new routes. It is almost challenging to
test routes with too many specifics in the router beforehand.
However, the opportunities and versatility are far higher in
a PC. You can also decide the geographical position of each
AS, locate the country to which it belongs or stop crossing and
returning to other continents. Doing real-time route handling
enables the Internet to be more complex, stable, and fast.
While additional latency mitigation methods, like the cache,
exist, it is more effective to choose shorter paths.

Eight important papers were analyzed in the multi-
objective frameworks section in terms of some aspects.
Table 3 summarizes the advantages and disadvantages of the
articles. The most critical factors that researchers have tried
to improve are the cost of time, availability, recovery time,
and optimization time.

IV. DISCUSSION

In this paper, 19 papers about the BGP protocol and SDN
approaches for solving the BGP limitations have been
reviewed. The BGP is a significant aspect of the Internet rout-
ing infrastructure utilized among ASes to transmit routing
information. The goal of BGP is to share its info with other
BGP network systems and interchange network compatibility
and accessibility info for AS routes. This method enables
all systems on both sides of the BGP to create topology
graphs of the entire network. One of the important benefits
of BGP is that corporate users can set up flexible connec-
tions between their corporate network and multiple ISPs.
Two significant features distinguish BGP from other routing
protocols, (1) It aggregates and disseminate Network Layer
Reachability Information (NLRI) across routers, (2) It uses
path attributes for implementing routing policies. Dissimi-
lar to other routing protocols, BGP problems may result in
important and widespread damage. Current research on BGP
emphasizes resolving some issues related to operations and
security. Operational worries of BGP, such as scalability,
convergence delay, routing stability, and performance, have
been addressed widely.

On the other hand, most of the security investigations
focused on issues such as confidentiality, authentication,
authorization, integrity, and validation of the BGP messages.
For example, Karakus and Durresi [56] presented a picture
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TABLE 3. Comparison of the key factors, pros, and cons of the
multi-objective techniques.

Paper Advantage Disadvantage
[48] e The feasibility of the | ¢ Low scalability
controller
e Feasibility of BTSDN
solution
[49] e Low cost of time e High
e High scalability communication
e High availability traffic
e Low recovery time e Low internal
routing policy
[50] | e Low cost e Low privacy
e Appropriate for real-time Low security
systems e Low scalability
[51] e High availability e Low scalability
e The feasibility of the
controller
[52] e High scalability e Low availability
Low amount of memory | ¢ Low multicast
consumed reliability
Low privacy
e Low security
[53] e Reducing the average | ¢ Low scalability
end-to-end delay
e Increasing the network
throughput
e Minimizing the routing
cost
[54] e Load-balancing and Low scalability
good performance e Low privacy
e Low average packet loss
rate
[55] e High flexibility e High latency
e Appropriate for real-time
systems
e High dynamicity

of Quality of Service (QoS)-motivated literature in open
flow-enabled SDN networks investigating related studies.
They suggested that some new apps, like video conferenc-
ing, distance learning, etc., have been popular in networking
lately. These apps still contain some problems with QoS or
QoE demands from their subscribers/clients, considering the
benefits of these QoS-dependent apps for subscribers. Also,
Mitseva et al. [57] undertook a study of the fundamental
challenges to BGP and proposed a framework for analyzing
current proposals for BGP security. According to this fact,
they introduced a complete and up-to-date query of suggested
proposals to secure BGP. Finally, Sahay et al. [58] provided
areview on SDN’s employment for improving the network’s
security because of the growing and abrupt progress of SDN.
In particular, the latest analysis techniques focusing on SDN
use for network security have been investigated, including
threat prevention and prevalence, smart grid security, traffic
control, service chaining, configuration and policy manage-
ment, and implementation of middle-boxes. They also high-
lighted the key advantages and flaws in network security,
including prevention and avoidance of threats, traffic con-
trol, and architecture, as well as configuration and policy
compliance.
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According to the BGP shortcomings, security and privacy
limitation are the most important limitations in the BGP.
Furthermore, BGP is vulnerable to attacks and misconfig-
urations. These limitations affected the performance of this
protocol and network. The most important BGP attacks are
listed below, (1) Data falsification attacks, such as prefix
hijack, sub-prefix hijack, AS path forgery, interception attack,
replay/suppression attack, and collusion attack. (2) Protocol
manipulation attacks, such as MED modification, Exploit
RFD/MRALI timer, denial of service (DoS), and route leak.

Because of the limited scale of the SDN network sup-
ported by a single controller, many researchers suggested log-
ically centralized but physically distributed SDN solutions to
make it broadly commercial. The scalability and availability
become more emphasized in the architecture design of SDN
controllers and network applications. Since SDN allows the
networks to scale out flexibility, the control plane’s scalability
is particularly important. Meanwhile, designing a more robust
and high availability solution to evade losses caused by the
failure of control plane components is essential. Also, SDN
can enhance the networks routing functionality. Recently,
several studies applied its principles in the Internet’s inter-
domain routing as well. SDN provides high control of a net-
work through programming with its decoupling of the control
plane from the data plane. This feature can bring potential
aids of improved configuration, enhanced performance, and
encouraged innovation. For instance, the SDN control may
have packet forwarding at a switching level and link tuning
atadata link level, breaking the layering barrier. Furthermore,
with the ability to obtain instantaneous network status, SDN
lets a real-time centralized control of a network based on
immediate network status and user-defined policies. Enhanc-
ing configuration, improving performance, and encouraging
innovation are the main benefits of SDN. Still, in the SDN,
some challenges are raised that the network designer has
focused on them. (1) It needs changing a whole network
infrastructure to implement SDN protocol and controller.
Henceforth, it requires wide-ranging network reconfiguration
and increases cost because of reconfiguration. (2) New man-
agement tools need to be procured, and everybody should
be trained to use them. (3) Security is a big issue of SDN.
(4) SDN controllers are the single points of failure. Finally,
we summarized the results of the analyzed articles in Fig. 2.
As can be seen, researchers in previous studies have focused
more on improving latency and convergence time. Therefore,
we conclude that latency and convergence time are the most
common issues related to BGP and SDN.

V. OPEN ISSUES AND FUTURE WORK

BGP was designed nearly three decades ago and had many
limitations due to its fully distributed nature, policy imple-
mentation capabilities, scalability, security, and complexity.
Furthermore, SDN provides a forum for innovative network-
ing strategies; however, the transition from traditional to
SDN networking may be difficult. Popular concerns include
SDN interoperability with legacy network equipment, unified
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control efficiency and privacy concerns, and the absence
of technical support specialists. Some models took into
account network scalability, security concerns, and optimal
routing, while others took into account communication traf-
fic, average packet loss rate, and routing cost. In contrast,
the simulation was used. In the field of computer defense,
which involves risks, attacks, and risk management, hav-
ing improved protections to avoid attacks and following the
appropriate protocol are both very motivational issues.

It is essential to define the correct abstractions provided to
the services operating on the network. Therefore, layered con-
trol channel architectures are good choices that use network
programming languages and compilers. Another fragment of
the puzzle is the virtualization/slicing abstraction. Collabo-
rative protection against novel DDoS attacks is one possible
service that would be useful to run on a cross-domain basis
utilizing the suggested platforms. SDN-based traffic engi-
neering for mutual monitoring and mitigation could benefit
from this service.

Also, reliability plays a significant role in any software
development. If any problem occurs in a system, the solution
must perform automatically. An SDN controller can support
a minimum of 100 switches, mitigate the broadcasting over-
head, and curb the proliferation of the entries in the flow
table [59]. Open interfaces of the SDN network may bring
a new kind of attack that may decrease the performance of
the SDN. So, the solutions must be in the SDN framework
for integrity, remote access management, authentication, and
user authorization [60].

The future analysis involves quantifying the multi-AS clus-
ter SDN controller scalability, resiliency, and centralization
trade-offs. For instance, a fascinating area to explore is the
effective positioning of controllers in a multi-domain envi-
ronment to cope with latency and delivery trade-offs. Another
feature of extensions, along with policy connections among
inter-domain services operating on top of the controller,
is policy support. For arbitrary topologies and several laws,
effective algorithms for computing shortest paths may be core
components of the ongoing work.

Also, exploring redundant methods for fast re-routing on
the IP layer can be investigated in the future. Moreover,
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SDN and OpenStack are considerably new technologies to
advance these technologies’ security aspects. Minimizing the
convergence time of the BGP is another open research oppor-
tunity that can lead to increasing the reliability of networks.
Researchers can also look for cross-vendor compatibility and
security constraints when the cloud is integrated with SDN.

VI. CONCLUSION

The current distributed environment does not allow for suf-
ficient customization of routing protocol usage. As a result,
itis possible to do so by separating the control and data planes
using SDN. SDN, abstractions, simplicity, and programma-
bility revolutionize network service, configuration, and man-
agement through unified control. Domains are associated
with the use of BGP in multi-domain SDN to share routing
and route information between domains or different ASes.
This study provided a systematic review of the limitations
of BGP strategies. An in-depth analysis of 19 studies from
our search query revealed various limitations on the BGP as
well as the SDN approaches, as well as many open issues.
In addition, the advantages and disadvantages of numerous
articles have been illustrated. In this paper, we investigated
a variety of methods and compared them based on criteria
such as accuracy, optimal routing, and reliability, as well
as scalability and convergence time. This study referred to
some of these approaches’ main drawbacks in order for more
well-organized BGP methods to be developed in the future.
The findings revealed that while the majority of the investi-
gated papers improve convergence time, scalability, optimal
routing, and privacy issues are not addressed.

This review aimed to provide a comprehensive overview
of SDN and BGP studies in order to identify research gaps
and potential future research directions. However, limitations
such as the absence of non-English studies can be viewed as a
drawback of this study. As a result, the SDN and BGP should
be investigated in order to comprehend both the opportunities
and the significant challenges of the twenty-first century. This
paper will be useful in encouraging further research to find
more solutions that are low in cost, time, and security.
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