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ABSTRACT Due to the rapid development of modern communication technology and the substantial
improvement of the processing capacity of communication equipment, it has become a challenging and
meaningful research direction to realize the covert transmission of information by ensuring the low
probability of detection (LPD) performance of the communication signals. The disadvantage of traditional
fixed-parameter signal in LPD gradually appears. The paper proposes a time-varying chaotic multitone com-
munication method to accomplish the LPD for the eavesdroppers. The method gets rid of the conventional
LPD communication method whose performance improvement is exchanged at the expense of its reliability
loss or sacrificing more resources. Based on the original chaotic multitone (CMT) communication method,
the time-varying parameter is introduced to improve the randomness of the waveform and thus reduce
the detection probability of eavesdroppers to the single tones in the multitone group (MTG). Meanwhile,
to improve spectrum efficiency and reduce system complexity, the corresponding communication system
model is designed based on orthogonal frequency division multiplexing (OFDM) technology. After given
the corresponding detection and demodulation scheme based on the diversity and combination, the influence
of time-varying parameters on the reliability for the cooperative receiver is analyzed. The LPD contribution
of this method is evaluated by analyzing the detection probability of the eavesdropper. The experimental
results show that the proposedmethod not onlymaintains the original reliability but also reduces the detection
probability of eavesdroppers under the constant false alarm probability detection scheme.

INDEX TERMS LPD, time-varying chaotic multitone communication method, communication reliability,
constant false-alarm rate, OFDM.

I. INTRODUCTION
With the development of current sensing and detection
technologies, in the complex wireless communication envi-
ronment, high requirements are put forward for the low
probability of detection (LPD) of eavesdroppers to ensure
the security of communication. The goal of LPD technol-
ogy is to maximize the energy required for eavesdroppers
to detect signals while maintaining the original communi-
cation reliability [1], [2]. At present, the commonly used
technologies include spread spectrum and short-term burst
technology, which introduce uncertainty and randomness to
make the signal characteristics less obvious [3]–[5]. The
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randomness and uncertainty are mainly divided into the sys-
tem itself and artificially introduced which have been con-
firmed the feasibility [6]. However, the method using the
uncertainty of the system itself often sacrifices the relia-
bility with the cooperative receiver [7]. In the literature,
a joint data and interference transmission scheme based
on a new distributed asynchronous cyclic delay diversity
scheme is proposed for cooperative communication systems
which can achieve the maximum diversity gain at the legiti-
mate user, while degrading the receive signal-to-interference-
Maximize diversity gain at the legitimate user while reducing
the received signal to interference and noise ratio at eaves-
dropper [8]. Artificially introduced uncertainties generally
require relay or other assistance measures, resulting in a
waste of energy and spectrum resources [9], [10]. Therefore,
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a communication method that can maintain reliability and
improve concealment with uncertainty and randomness has
become a hot research topic.

A chaotic multitone (CMT) communication method pro-
posed in [11] is different from the conventional multi-carrier
modulation communication method. There is no fixed cor-
respondence between baseband data and multi-carrier in
this scheme, and its transformation law is chaotic, so it is
called chaotic multitone modulation. The anti-interception
performance is guaranteed by one-to-many chaotic mapping
between baseband data and multitone group (MTG). In addi-
tion, the encryption modulation method based on chaotic
cryptography is studied to meet the randomness and security
requirements of themodulation and coding scheme level [12].
But the frequency diversity method in CMT based on fre-
quency division multiplexing (FDM) causes the waste of
spectrum resources. Besides, when the number of single
tone in the MTG is fixed, the multitone signal features are
easily exposed to the eavesdroppers who have the detection
ability of multi-filter banks detection and signal energy is
high enough, even if the characteristics of the signal are
unknown [15], [16]. Based on the above analysis, to raise
the energy threshold for eavesdroppers to find signals and
decrease the waste of spectrum resources based on FDM,
the paper introduces the time-varying parameter to design
Time-varying CMT (T-CMT) communication method. It can
improve the randomness of the waveform and achieve LPD
for eavesdroppers by allocating power uncertainty at every
single tone. Then, the corresponding communication scheme
is redesigned based on orthogonal frequency division multi-
plexing (OFDM) technology. In brief, we conclude our main
contributions as the following three-folds:

• The introduction of time-varying parameters based
on the original CMT modulation method increases
the uncertainty of the non-cooperative party and
improves the waveform randomness. The corresponding
time-varying chaotic multitone modulation scheme is
designed.

• To improve the bandwidth utilization, the corresponding
communication scheme is redesigned based on OFDM
technology. After coding the modulated information,
the implementation scheme based on inverse fast Fourier
transform (IFFT)/ fast Fourier transform (FFT) is given.

• The detection and demodulation method of the coopera-
tive receiver based on diversity and combination energy
detection is given. Thus, the upper bound of bit error
rate (BER) that this scheme can achieve is analyzed the-
oretically. To illustrate the performance of this scheme
in reducing the detection probability for eavesdroppers,
considering the worst security situation, the eavesdrop-
pers’ detection ability of the multitone signal generated
by this method under the energy detection scheme based
on filter banks is theoretically analyzed.

The rest of this paper is organized as follows. Section II
describes the system model composed of the time-varying

CMT (T-CMT) modulation method, transmitter communica-
tion scheme, and the T-CMT signal detection and demodula-
tion based on OFDM. Section III is the theoretical analysis
of the performance of the proposed method. Section V pro-
vides the simulation experiment analysis. Finally, Section VI
concludes the paper and presents future work directions.

II. SYSTEM MODEL
For the equidistant available frequency points set (AFS)
�= {f1, f2, · · · , fN }, select m single tones as a MTG
Fz from it by random combination and represent all
of them as a multitone frequency group set (MTGS)
�F= {F1,F2, · · · ,FNm} [12]. Where Nm = Cm

N =
N !

m!(N−m)!
represents the number of MTG in MTGS. It is noteworthy
that the frequency interval between adjacent single tone is
1f . When the modulation order of baseband symbol data
is M , different from [11], based on the principle of chaotic
cryptography in [12], a secure mapping relationship with
demodulation resistance and a method of generating the cor-
responding discrete chaotic index sequence were proposed.
For simplicity, the mathematical mapping function between
baseband data and MTG can be defined as:

8(Fz) = a,Fz ∈ Aa, z ∈ [1,Nm] , a ∈ [0,M − 1] (1)

That is when the ith baseband data is di = a, a class
of MTGs that can be used to represent it is Aa ={
Fa,1,Fa,2, · · · ,Fa,Na

}
and it is a one-to-manymapping rela-

tionship between baseband data and MTG. Assume the cor-
responding chaotic index sequence of Aa is ςa, ςa ∈ [1,Na],
whereNa is the number ofMTGs in Aa. For the baseband data
di = a, the final MTG is:

Fa,ςa(i) = {f1, f2, · · · , fm} (2)

where the discrete chaotic sequence ςa, ςa ∈ [1,Na] is used
as the address index sequence to ensure that the variation
of MTG conforms to the chaotic law [11], [12]. The design
of the corresponding chaotic index sequence and mapping
function has been given a specific illustration in [12] and there
is no much discussion here.

When the modulation parameter m changes in [m1,m2],
the number of optional MTG combinations changes from Cm

N

to
m2∑

m=m1

Cm
N .When the originalmodulation scheme can ensure

that MTG is randomly used, this method can further enhance
the randomness of the modulation waveform.

A. TIME-VARYING CMT MODULATION METHOD
Thismethod employs the variable satellite timing information
V to represent the variable m and the mapping relationship
can be expressed as f (V ) = m, where m1 < m < m2,

m1 ≥ 0,m2 ≤ n and m ∈ R+. When the distance between
the transmitter and the receiver is dab, to avoid the error
caused by the transmission time delay of electromagnetic
wave [13], the minimum interval between different V is lim-
ited as 1V � dab

/
c ignoring the internal signal processing

time. Where c is the propagation rate of the electromagnetic
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FIGURE 1. T-CMT modulation scheme.

wave in the air, which is generally defaulted as 3 × 108m/s.
The T-CMT modulation scheme is shown in FIGURE.1.

As shown in FIGURE.1, for the same AFS, let
�m
F= {F

m
1 ,F

m
2 , · · · ,F

m
Nm} denotes the corresponding MTGS

under different m. To illustrate the influence of the
time-varying parameter on the system performance, the orig-
inal mapping method is still used in this paper. To distin-
guish the same type of MTGS under different m, let Ama
represents optional MTGS for category a and the MTG in
which is composed of m single tones. Similarly, according
to the different numbers of MTG in Ama , the corresponding
address index sequences ςma are established respectively.
Taking di = a as an example, when the timing information
at the sending time is V , the final MTG is determined as
Fma,ςma (i) = {f1, f2, · · · , fm}.

B. TRANSMITTER COMMUNICATION SCHEME BASED ON
OFDM
After T-CMT modulation, the corresponding MTG is
Fma,ςma (i) = {f1, f2, · · · , fm} for the ith baseband code di = a.
The communication scheme in [11], [12] is implemented
by the filter bank based on the FDM to obtain the time
domain signals of multitone superposition. Since the filter is
greatly restricted by hardware conditions, the implementation
complexity is high when the number of frequency points in
the AFS is large [16], [17].

With the orthogonality between subcarriers, OFDM tech-
nology can save nearly 50% of the spectrum resources [20].
When the number of subcarriers is N , an OFDM symbol con-
tains the composite signal of a modulated subcarrier. Accord-
ing to the T-CMT modulation method, the logical mapping
of the MTG to describe the baseband data is established. For
simplicity, the MTG in�m

F can be represented by Fmz and one
of the logic coding methods is expressed as:

xz (α) =

{
1, fα ∈ Fmz
0, fα /∈ Fmz

(3)

After encoding, each MTG can get a binary sequence
Xz = {xz (0) , xz (1) , · · · , xz (α) , · · · , xz (N − 1)}, among
which xz (α) indicates whether the (α + 1)th single tone
of � is used in Fmz . If yes, xz (α) = 1, otherwise,
xz (α) = 0. After coding, based on the OFDM method,
the single symbol time is constrained as Ts = 1

/
1f . The

T-CMT symbol corresponding to the ith baseband symbol

can be expressed as:

si(t) = rect(t − iTs)
N−1∑
α=0

xz (α)

×

(√
Pb
/
m
)
exp(j2π

(
f1 +

α

Ts

)
(t − iTs)) (4)

where Pb represents the power required to transmit the unit
baseband symbol.

According to the OFDM method, the equivalent baseband
signal in the complex domain is expressed as:

si(t) = rect(t − iTs)
N−1∑
α=0

b (α) exp(j2π
α

Ts
(t − iTs)) (5)

where bα = xz (α)
√
Pb
/
m is the energy normalization

factor. Each multitone symbol period contains the inte-
gral multiple periods of one single tone and the difference
between adjacent single tones is one period which ensures
the orthogonality [21].

When the number of single tones N is relatively large,
IFFT can be used to reduce implementation complexity [18],
[20]. Based on these analysis, a transmitter communication
implementation scheme based onOFDMof proposed T-CMT
modulation method is shown in FIGURE.2.

FIGURE 2. Transmitter communication scheme. Implementation scheme
based on IFFT after T-CMT modulation and coded in frequency-domain.

As shown in FIGURE.2, the superposition of multitone
signals in the time-domain can be completed by using IFFT.
Similar to the conventional OFDM signals, the purpose of
adding a cyclic prefix (CP) is to avoid inter-symbol interfer-
ence (ISI) and inter-tone crosstalk [21].

However, it is worth noted that the conventional
OFDM-based modulation methods such as QAMmodulation
can use each subcarrier to transmit different symbol infor-
mation in parallel [20]. In contrast, the T-CMT modulation
method is serially transmitted within the same symbol time.

C. T-CMT SIGNAL DETECTION AND DEMODULATION
BASED ON OFDM
For the scheme of the transmitter, the corresponding receiver
structure is shown in FIGURE.3:

FIGURE 3. Receiver scheme.

Considering the addition of CP and IFFT operation at
the transmitter, the receiver should implement the inverse
OFDM operation composed of CP deletion, serial to paral-
lel conversion, and FFT operation to obtain the frequency
domain information after completing the signal reception.
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Then the detected MTG is demodulated to obtain the
baseband data. The specific detection and demodulation
scheme applies diversity combined with the energy values
{e1, e2, . . . , eα, · · · , eN } ofN single tones to obtain the corre-
sponding MTG based on the timing information V , as shown
in FIGURE.4.

FIGURE 4. Detection and demodulation scheme based on diversity
combination.

In FIGURE.4, U1,U2, · · · ,UNm is the decision variable
obtained by combining all possible energy combinations of
the MTG in �m

F based on the frequency diversity method in
the T-CMT. Then, the combination Up with the largest mea-
surement value in the judgment part is taken as the detected
MTG which can be expressed as F̂p =

{
f̂ p1 , f̂

p
2 , · · · , f̂

p
m

}
.

Finally, 8
(
F̂p
)
= a is calculated according to the mapping

relationship between MTG and baseband data, and the corre-
sponding symbol information d̂i = a is demodulated.

III. PERFORMANCE ANALYSIS
The performance of the proposed communication method
depends on the reliability of the cooperative receiver and the
detection probability of the eavesdropper [16]. In this section,
the reliability is evaluated by analyzing the BER of the
method for the cooperative receiver in theory. The detection
probability of the eavesdropper, Willie, is evaluated based on
the constant false alarm probability detection technology.

A. RELIABILITY ANALYSIS UNDER IDEAL AND FADING
CHANNEL
The analysis of the CMTmodulation algorithm in [11] shows
that the probability used at each frequency point satisfies the
uniformity and randomness distribution. After introducing
the time-varying parameter m, considering an extreme case,
0 < m < N , the probability of the αth single tone being used
can be approximately expressed as:

Pr (α ∈ Fz) =
N∑
m=1

Pr (α ∈ Fz| m)Pr (m)

=
1

N (N + 1)

N∑
m=1

m

= 1
/
2 (6)

On this basis, the reliability and concealment of the pro-
posed communication methods in different channel environ-
ments are analyzed.

Reliability Analysis under Ideal Channel: Since the m
single tones of MTG can be considered as disordered and
the mapping relation8(•) between MTG and baseband data
is determined by all single tones of the used MTG, when
the number of the error single tones in the detected MTG
is different, the influence on the final demodulation results
is also different with the scheme of diversity combining
detection. To value it, represent the influence by the error cost
factor Pm (k). For the mapping relation in [12], the experi-
mental simulations show that Pm (k) can be calculated by the
proportion of the error single tones in MTG, which can be
approximately expressed as:

Pm (k) = k
/
m (7)

where k is the number of error single tones between the
detected MTG and the correct MTG. Therefore, it is neces-
sary to analyze the probability of the different numbers of
single tone detection errors inMTG. The theoretical BER can
be deduced according to the BER joint bound [22].

Ps ≤
m∑
k=1

Pm (k)PF (k)

/
log2 (M) (8)

where PF (k) represents the probability that the number of
error single tones in the detected MTG is k .
For simplicity, assume theMTG used for sending baseband

symbol di is Fp = {f1, f2, · · · , fm}, the correct detection

output should be Up =
m∑
j=1

epj as shown in FIGURE.4 and

the error decision Uq =
m∑
j=1

ejq corresponds to the MTG Fq.

In the ideal AWGN channel, when the noise power spectral
density is No. The probability density function (PDF) of each
single tone energy epj in the correct MTG obeys the non-
central chi-square distribution with two-degrees-of-freedom
which can be expressed as:

fp
(
epj
)
=

1
2σ 2

o
exp

(
−

(
epj + Ec

)/
2σ 2

o

)
I0
(√

epj Ec
/
σ 2
o

)
(9)

where σ 2
o = EcNo is the variance of a complex Gaussian

random variable in which Ec = Eb
/
m. The PDF of error

frequency energy eqj obeys the central chi-square distribu-
tion with two-degrees-of-freedom [18], [19], which can be
expressed as:

fq
(
eqj
)
=

1
2σ 2

o
exp

(
−eqj

/
2σ 2

o

)
(10)

The single tone decision error probability Pf can be
obtained by integrating the joint PDF:

Pf = P
(
eqj − e

p
j

)
=

∫
∞

0

∫
∞

epj

fp
(
epj
)
fq
(
eqj
)
depj de

q
j

=
1
2
exp

(
−rf

/
2
)

=
1
2
exp (−Es/2mNo) (11)
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where rf is the corresponding signal-to-noise ratio (SNR)
on the single tone. In the ideal channel, when the symbol
energy of the code element is fixed to Es = PbTs, simplifying
Gaussian white noise power to σ 2

b = NNo, the SNR on
every single tone of the cooperative receiver can be expressed
as [12]:

rf = NPb
/
mσ 2

b = SNRbN
/
m (12)

The event that eqj > epj occurs equivalent to an event that
there is one single tone that was noise but was judged to
be a valid single tone. The number of such events can be
represented by k̃ and the relationship between k̃ and k can
be described as:

k =

{
k̃, k̃ ≤ m
m, m < k̃ ≤ N

(13)

According to Bernoulli’s law and the above relationship,
PF
(
k̃
)
can be expressed as:

PF
(
k̃
)
=

(
N
k̃

) (
Pf
)k̃(1− Pf )N−k̃ (14)

The BER can be expressed as:

PBER = Ps
/
log2(M )

=

N∑̃
k=1

Pm
(
k̃
)(N

k̃

) (
Pf
)k̃(1− Pf )N−k̃

log2 (M)
(15)

When m ∈ [m1,m2] is a time-varying parameter, there is
PBER (m2) < PBER (m) < PBER (m1). This proves that the
T-CMT modulation based on OFDM does not destroy the
reliability of the original communication scheme in essence.
While the BER is affected bym that is similar to the principle
of spectrum expansion when the symbol energy of a unite
baseband symbol is fixed, the increase of m reduces the
distributable energy on single tone and increases the error
detection probability.
Reliability Analysis under Fading Channel: For simplic-

ity, taking Rayleigh fading channel as an example, the BER
is analyzed when the fading factor is β.
In Rayleigh fading channel, the PDF of each single tone

in the correct MTG obeys the central chi-square distribution
with degree of freedom 2 [22], [23], which can be expressed
as:

fp
(
epj
)
=

1

2σ 2
β

exp
(
−

(
epj
)/

2σ 2
β

)
(16)

where σ 2
β = EcNo

(
1+ γ̄f

)
and γ̄f = SNRf E

(
β2
)
represents

the average SNR at each single tone. The PDF of error
frequency energy eqj can be expressed as:

fq
(
eqj
)
=

1
2σ 2

o
exp

(
−eqj

/
2σ 2

o

)
(17)

FIGURE 5. Willie’s filter bank energy detector.

Similarly, the probability of single tone judgment error
can be obtained by integrating the joint probability density
function:

P̃f = 1
/(

2+ γ̄f
)

(18)

Thus, the BER can be expressed as:

PBER =

N∑̃
k=1

Pm
(
k̃
)(N

k̃

)(
P̃f
)k̃(

1− P̃f
)N−k̃

log2 (M)
(19)

B. DETECTION ANALYSIS FOR WILLIE
ForWillie, the optimal detection scheme formultitone signals
is the energy detector based on the filter bank [24], [25].
In this paper, it is assumed that the bandwidth of the detected
signal is wide and the specific frequency characteristics of
it are unknown for Willie. Considering the worst security
situation, as long as Willie could detect the signal in one
detected window, the signal is considered to be detected.
The detection model based on multi-filter banks is shown
in FIGURE.5. Within each detected frequency gap (DFG)
the energy is computed and compared to a threshold and the
overall detection depends on the judgement outputs of each

DFG. Where Tk = 1
n

n∑
n=1
|yk (n)|2 represents the statistics of

the energy detector in the k-th DFG. AssumingWillie’s noise
spectral density are approximately constant within each DFG
which can be denoted as σ 2

w,k .

Noted that nTk
/
σ 2
w,k follows the distribution of

Chi-square Probability Density Function fχ2
n
with n-degree

of freedom [18], the hypothesis test model is H1 : Tk >

γk ;H0 : Tk < γk ; where H0 represents there is no signal
in the DFG and H1 represents signal exists. For ease of
calculation, the normalized constants are defined as αk =
n
/
σ 2
w,k and βk = n

/(
σ 2
w,k + P

w
s,k

)
, thus αkTk |H0 ∼

fχ2
n
, βkTk |H1 ∼ fχ2

n
. Where Pws,k = Pb

/
m is a parameter

varying with m.
For Willie, due to the lack of prior information onm, while

the total transmitting power of the signal is constant, changed
threshold cannot be used to judge in the DFG each time.
WhenWillie’s observation of the kth band gap is long enough,
let Pws,k = 2Pb

/
(m1 + m2). Under the constant false alarm

probability detection method, the false alarm probability in
each DFG is PFA,k = Pr (Tk > γk | H0) = 1 − Fχ2

n
(αkγk),

where Fχ2
n
is the cumulative chi-square probability density

function with degree of freedom n.
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FIGURE 6. Time-domain superimposed signals.

The detection threshold is γk = F−1
χ2
n

(
1− PFA,k

)/
αk and

the corresponding detection probability is:

lim
n→∞

PD,k

= Pr (Tkβk > βkγk | H1)

= 1− Fχ2
n
(βkγk)

= 1− Fχ2
n

(
nγk

/(
σ 2
w,k + P

w
s,k

))
=

1
m2 − m1

m2∑
m=m1

(
1− Fχ2

n

(
nγk

/(
σ 2
w,k + Pb

/
m
)))

(20)

For conventional CMT communication methods, when m
is fixed as m̃ = (m1 + m2)

/
2, the detection probability is:

lim
n→∞

P̃D,k = 1− Fχ2
n

(
nγk

/(
σ 2
w,k + Pb

/
m̃
))

(21)

Let F−1
χ2
n

(
1− PFA,k

)
= τ , we can obtain that

nγk
/(

σ 2
w,k + Pb

/
m̃
)
= τ

/(
1+ SNRw,k

)
, where SNRw,k =

Pb
/
m̃σ 2

w,k .
Because Fχ2

n
(x) is a convex function about x, while the

extreme point is η, according to Jensen Inequality [26], when
τ
/(

1+ SNRw,k
)
< η, P̃D,k ≥ PD,k , it can be concluded that

the existence of time-varying parameters at a range of SNR
can theoretically reduce the detection probability of Willie.

IV. EXPERIMENTAL VERIFICATION AND PERFORMANCE
EVALUATION
A. SIGNATURE ANALYSIS
In order to analyze the performance of the signal wave-
form itself, the time domain signals were simulated; the
envelope distribution of the signal and the power spectrum
density (PSD) under different time-varying parameters were
counted.

When the number of available frequency points was
N = 16 and the range of time-varying parameter m was
m1 = 4,m2 = 7, the initial phase of each single tone is 0
by default. The time-domain superposition signal after IFFT
transform was shown in FIGURE.6

FIGURE 7. Envelope distribution of signals.

As shown in FIGURE.6, only when the initial phase
is superimposed, the signal would have a peak-to-average
power ratio (PAPR). While the reason for the large PAPR of
conventional OFDM symbols is the superposition of multiple
subcarrier signals. Because of m

/
N < 1, the existence of

vacant carrier and time-varying parameters can reduce the
probability of the same phase between subcarriers. In addi-
tion, the results in [20] show that the effect of PAPR reduction
depends on the allocation of subcarriers for each user. The
coding part of the OFDM-based T-CMT modulation method
can be equivalent to the subcarrier allocation of discrete
fourier transform (DFT) spread spectrum frequency division
multiple access (FDMA). Each symbol corresponds to a set
of subcarriers to transmit data, and the unused sub-carrier
is filled to 0. The difference is due to the randomness of
MTG intermediate frequency point distribution in the T-CMT
modulation method, its PARP enhancement performance
should be between interleaved FDMA (IFDMA) and local-
ized FDMA (LFDMA) in DFT spread spectrum.

In theory, when the protection interval is large enough,
the real and imaginary parts of the time domain complex
signal should gradually obey Gaussian distribution and the
signal envelope should gradually obey Rayleigh distribution.
The square distributions of the real part, imaginary part and
envelope were counted respectively, as shown in FIGURE.7.

It can be seen from FIGURE.7 that the real part and imag-
inary part of the complex signal obey Gaussian distribution
and envelope obey Rayleigh distribution [26], [27], which is
consistent with the hypothesis of test statistics in theoretical
analysis.

To verify the PSD of the multitone signal corresponding to
a single code element under different m, the power spectrum
at different m was analyzed by oversampling and interpola-
tion of the signal, as shown in FIGURE.8.

It can be seen from FIGURE.8 that in the ideal condition
without any interference, the frequency characteristics of the
signal can be detected by the spectrum characteristics of
the observed signal, which provides a basis for the correct
demodulation of the cooperative receiver. The specific detec-
tion method based on FFT analysis is consistent as described
in the third part of the Section II.
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FIGURE 8. PSD of multitone signal under time-varying parameters.
(a). PSD of one multitone signal when m=6. (b). PSD of one multitone
signal when m=5.

FIGURE 9. BER test and comparison. (a). The simulated and theoretical
BER of fixed and variable m under different SNR in ideal channel. (b). The
simulated and theoretical BER of fixed and variable m under different
SNR in fading channel.

B. RELIABILITY TEST
To verify the reliability of the proposed method, the BER of
the conventional CMT method under the different numbers
of single tones of MTG and T-CMT method were tested in
the ideal channel and Rayleigh fading channel respectively.

Notably, to avoid the loss of frequency information, four
times oversampling is used in the experiment [21], which
is equivalent to a 6dB increase in SNRs compared with the
theoretical analysis. The BER test and comparison under
different channel environments were shown in FIGURE.9.

After removing the SNR compensation caused by over-
sampling, the theoretical BER curve is basically consistent
with the simulated curve. It can be seen from FIGURE.9 that
the reliability of the proposed method conforms to the con-
clusion in theoretical analysis that PBER (m2) < PBER (m) <
PBER (m1). In short, the introduction of this time-varying
parameter would not destroy the original reliability.

C. DETECTION PROBABILITY OF WILLIE
The concealment was evaluated by testing the detection abil-
ity ofWillie under different SNRwith the constant false alarm
probability. Based on the Monte Carlo method, the detection
probability of each single tone was tested with the conven-
tional CMT communication method m = 5 and the proposed
method m randomly changes among {4, 5, 6}. The measured
detection probability curves under different SNRwere shown
in FIGURE.10.

FIGURE 10. Detection probability of Willie under different SNR with the
constant false alarm probability method.

In a certain range of SNR, to ensure that the range of
detection probability of Willie is Pd ≤ 0.1, the require-
ments for SNR of the proposed method can be increased
by 1− 2dB. In conclusion, when the range of SNR is
0dB− 8dB, the introduction of time-varying parameters can
reduce the detection probability of Willie and improves the
concealment of the system.

V. CONCLUSION
This paper introduces time-varying parameters to increase
the randomness of the waveform and improves the spectral
efficiency based on the original CMT method, and reduce
implementation complexity based on the OFDMmethod. The
proposed method gets rid of the drawbacks of conventional
LPD communication methods in exchange for LPD enhance-
ment at the cost of their reliability loss or sacrificing more
resources. The specific implementation of the correspond-
ing module of this communication method is given and the
reliability of it and its contribution to reducing the detection
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probability of eavesdropper are analyzed theoretically. Theo-
retical analysis shows that this method can ensure the orig-
inal reliability performance. Meanwhile it brings detection
uncertainty for the eavesdropper parties, thus reducing its
detection probability and improving its covertness at low
SNR. In the experimental simulation part, first, the time-
domain characteristics of the signal show that the proposed
method can reduce the PAPR due to the existence of vacant
subcarriers, which have engineering practicability. Second,
the communication reliability of the proposed method is
evaluated by simulating and comparing the influence of
time-varying parameters on BER under different channel
conditions. Finally, the relationship between the detection
performance of eavesdroppers under the constant false alarm
probability detection scheme and the energy threshold which
is represented by the SNR of the received signal is simulated.
The experimental results prove that the scheme can reduce
the detection probability of eavesdroppers while ensuring
the original reliability. In this paper, the energy loss caused
by different single tones in the long-distance transmission
is ignored and the next work will consider the engineering
implementation of the receiver and transmitter based on this.
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