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ABSTRACT Recently, its becomes easy to track down the data due to its availability in a large number.
Although for data management, processing, and obtainability, cloud computing is considered a well-known
approach for organizational development on the internet. Despite many advantages, cloud computing has still
numerous security challenges that can affect the big-data usage on cloud computing. To find the security
issues/challenges that are faced by software vendors’ organizations we conducted a systematic literature
review (SLR) through which we have find out 103 relevant research publications by developing a search
string that is inspired by the research questions. This relevant data was comprised from different databases
e.g. Google Scholar, IEEE Explore, ScienceDirect, ACM Digital Library, and SpringerLink. Furthermore,
for the detailed literature review, we have accomplished all the steps in SLR, for example, development of
SLR protocol, Initials and final assortment of the relevant data, data extraction, data quality assessment, and
data synthesis. We identified fifteen (15) critical security challenges which are: data secrecy, geographical
data location, unauthorized data access, lack of control, lack of data management, network-level issues,
data integrity, data recovery, lack of trust, data sharing, data availability, asset issues, legal amenabilities,
lack of quality, and lack of consistency. Furthermore, sixty four (64) standard practices are identified for
these critical security challenges using the proposed SLR that could help vendor organizations to overcome
the security challenges for big data. The findings of our research study demonstrate the resemblances and
divergences in the identified security challenges in different periods, continents, databases, andmethods. The
proposed SLR will also support software vendor organizations for securing big data on the cloud computing
platforms. This paper has the following content: in Section II, we have describe the Literature review; in
Section III, research methodology is specified; in Section IV, the findings of the SLR and the analysis of
result are discussed; in Section V, the limitations of this research are given; in Section VI, we discussed our
conclusions and future work.

INDEX TERMS Security challenges, big data, cloud computing, SLR, vendor, SPSS.

I. INTRODUCTION
From a decade data is generated exponentially and it can
be accessed very easily with effective cost by leaps and
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bounds [1]. The data volume may be increased from TB to
PB because 2.5 quintillion bytes of data may be gathered per
day, according to Walmart, where they group and store about
2.5 PB of data in a hour [2]–[4]. This data may be comprised
of images, videos, audios, text, social links, GPS signals,
commercial, and social accounts, etc. and might be gathered
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from different sources, for example, industries, banks, edu-
cational institutes, health departments, and other business
organizations, etc. [5], [6]. The data is either in the form
of structured, semi-structured, or un-structured. The IDC’s
(International Data Corporation) verified that the ratio of
structured data on internet is around 32%while un-structured
data is around 63% [7]. This data in any form can result in
big data whenever its volume, velocity, variety, variability,
value, visualization, or veracity surpasses the volume of IT
system for the storage, processing, and management of that
data [3], [8], [9]. Furthermore, whenever the volume of data
increased from Terabytes to Zettabytes then it results in big
data [10], [77], because at that time massive volume of data
will overflow the processing and storing capacity of the IT
system [3], [8], [11]–[13], [81].

According to Apache Hadoop, big data is the data that
have a large volume and size on which traditional IT system
cannot operate, as storing and processing with the time and
possessions given [2]. Though big data has no definite size
because of its increasing volume from petabytes to exabytes
still many organizations have collected this huge volume of
data by conducting reviews and surveys all over the world
to advance their procedure of decision-making to maintain
a good future for their organizational business. Therefore,
cloud comes for processing, storing and managing this large
volume of data on internet instead of traditional IT systems
[11], [12], [14], [66], [68], [69], [80], [81].

To manage this large volume of data for software vendors
organizations, cloud computing are used to perform all these
processes on the internet instead of local server. Cloud com-
puting is the technology which provides a series of IT related
services to their clients over the internet to fulfill their day-
today needs. While the quality of these services depends on
the delivery of cloud computing possessions, software’s, and
data available on the internet instead of traditional systems or
other devices on user needs with effective costs [8], [9], [11],
[15]–[20], [64], [66], [80].

To process and manage this large amount of data, the net-
work of cloud computing is connected to a large number
of servers in a connection with each other’s and then pro-
cessed data of the end-user are stored on a secret storing
address located any-where in the world [20]–[22], [64], [70].
Cloud computing basically provides three types of services
which are ‘‘Software as a Service (SaaS)’’, ‘‘Platform as a
Service (PaaS)’’, and ‘‘Infrastructure as a Service (PaaS)’’.
Some popular examples of cloud computing are: YouTube,
Gmail, LinkedIn, ToTok, Facebook, Twitter, Zoom App, and
Dropbox etc. Cloud Computing provides agility, easiness,
pliability, and scalability that’s why cloud computing is used
in organizations for data processing and management very
rapidly [1], [8], [12], [17]–[19], [23]–[25], [69], [77].

‘‘Software as a Service (SaaS)’’ is a service of cloud
computing that carry software application on the internet and
does not requires to install the software on the user computer,
as they can easily and simply access the services of cloud via
the internet, for example Google Workspace, Dropbox, and

Salesforce. etc. [1], [13], [22], [23], [25]. ‘‘Platform as a Ser-
vice (PaaS)’’ is a service of cloud computing, which provide
a development environment to the users, on which the cus-
tomers can upload their own software application and coding
like ‘‘Windows Azure’’, ‘‘Heroku’’, ‘‘Force.com’’, ‘‘Google
App Engine’’, etc [1], [13], [22], [23], [25]. While ‘‘Infras-
tructure as a Service (IaaS)’’ is a service of ‘‘cloud comput-
ing’’ where multiple ‘‘computing resources’’ are given to the
customers by the IaaS. IaaS services are accessed by the cloud
customers by using a wide area network such as internet.
IaaS services consist of storage, network, operating system,
hardware, and storage devices on user request, for exam-
ple ‘‘Amazon Web Services (AWS), Microsoft Azure, and
Google Compute Engine (GCE)’’ [1], [13], [22], [23], [25].

Cloud computing mainly has three types, such as ‘‘public
cloud, private cloud, and hybrid cloud. The Public cloud is
the computing services provided by the third party providers
publicly on the internet. This type of cloud services are
available for all kind of users and can be use freely but need to
pay for the consumed services of the cloud. The Private cloud
is a computing service, which is provided on the internet
for the selected customers not for all common users on the
internet. While the private cloud provides maximum security
and privacy through the internal hosting and firewalls. The
Hybrid cloud is the combination of public and private clouds.
In this type of cloud computing each cloud is managed inde-
pendently, however the application and data could be shared
between the clouds [23], [10], [26], [62].

Presently cloud computing has become very much use-
ful and popular for storage and processing of the data.
It has many advantages like multi-tenancy, resource shar-
ing, data storing and clear virtualization, however cloud
computing still faces certain security challenges, which
are [1], [16], [17], [22], [59], [63], [67]:

• Confidentiality
• Privacy
• Data Integrity issue
• Data Availability issue
• Trusted Third Party
• Interoperability Issue
• Malicious Insider attack
• Lack of Trust issue
• Losing Control over Data

To address these security challenges we have formulated
below two research questions:

RQ1: ‘‘What are themain security issues / challenges faced
by the vendor organization to secure the Big Data on Cloud
Computing?’’

RQ2: ‘‘What are the existed solutions / practices as defined
in the literature used for avoiding the security issues / chal-
lenges faced by the software vendor organization?’’

Keeping in view the above research questions, we find
out 15 critical security challenges that might affect big data
security on the cloud computing and identified 64 practices
that would help in overcoming these security challenges from
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the selected 103 research articles shortlisted for the proposed
SLR study. The results validates the semblances and differ-
ences in the identified security challenges in different peri-
ods, continents, databases, and methods. The SLR challenges
and practices identification will also assist software vendor’s
companies to secure big data on the cloud computing. For the
proposed literature study, wemainly targeted software vendor
organizations that develop software applications using agile
software methodology.

II. BACKGROUND
Nowadays in the digital world, the data produced by every
organization increasing exponentially and it is hard to be
managed by warehouse technology. The large volume of raw
data produced by various data sources, required the big data
techniques to analyze it [1], [27], [28]. According to Wal-
Mart, they processed more than million of user’s records with
in an hour and store up-to 2.5 petabytes of user’s data [3], [4],
[29], [30]. Congress library reports that they gathered 235 ter-
abytes of novel data every year and stored 60 petabytes of this
data. In 2014, more than 5.5 billion cell phones were used,
and each of them can creates terabytes of call records every
year [28]. During 2000s, the International Data Corporation
(IDC), an international leading market firm reports that that
digital world which was 4.4 ZB in the year of 2003, will be
grown up-to 44 ZB by 2020 [28], [31].

For big data analytics maximum number of raw data
is unstructured data, which is obtained from multiple data
sources and application such as weblogs, Facebook, Twitter,
LinkedIn, text files, dropbox, emails, images, audio, or video
recordings. Big data is destined for handling and managing
unstructured data with the help of key value pairs. Big data
concept is defined by Gartner and Will Dailey [28], [32],
[35]. According to Gartner [28], [32] the big data is that
data which has maximum volume, velocity, and variety of
information that requires efficient costs, advanced ways of
data processing and decision making. Similarly, Will Dailey
[28] defined big data as, ‘‘The super processing environment
that is engineered for the parallel computing process through
huge volume of distributed data so to analyze that data ’’.

The large volume of data results in big data, when its
volume increases from terabytes to zettabytes [10] and the
volume, value, velocity, variety, veracity, variability, and its
visibility run-off the storage and processing ability of IT
System [3], [8], [11], [12], [35], [70]. Cloud computing
has mainly faced security challenges on four levels which
are network level, data level, user authentication level, and
generic level [21], [59]–[62]. The above mentioned security
challenges faced by the big data on the cloud are discussed in
detail below:

Distributed Nodes: this is a network level issue where all
the nodes are connected with each other and data flow can
be occurred any-where across the nodes. User cannot know
about the exact node of computation, data flow, and data
location. As the data of each user is distributed around the
world [15], [21], [33], [34].

Un-encryption of data: For better performance and efficacy
cloud computing like Hadoop and MapReduce store and
process the data without encryption, due to which critical data
of end user are unsecure and malicious insiders can easily get
access to the critical data [12], [13], [15], [18], [33], [35]–
[37].

Data Recovery issue: whenever in cloud computing a data
loss is occurred due to any cause then recovering the com-
plete data is not possible as some of its parts are deleted
permanently. It is also considered as a big challenge for cloud
computing to find out the exact node of data deletion for
recovery in the cloud [13], [16], [26], [38], [39].

Trust issue: Cloud computing has a trust issue because
the storage location of data is not the same as that of cus-
tomer. Moreover, the customer has no idea of their criti-
cal data and its security, that’s why customer do not trust
on cloud computing and refer to store their personal data
on their own system at home instead of cloud environment
[7], [11], [24], [33], [40], [41].

Technical Network issue: In cloud computing data com-
munication occur through unsecured network such as Inter-
net, where every node can easily change data or inter node
communication so that to breach the entire connection of the
system [15], [40], [42], [43].

Un-controlled access of Data: In cloud computing all the
nodes are inter linked with each other for data processing.
As every node has free access to the user data, which can
make the possibility for some harmful nodes to change or
steal the critical data. So this un-controlled administrative
access of each node to the data is a critical issue in cloud
computing [13], [15], [10], [36], [38].

Cloud computing Security association also discussed the
main challenges of security of big data on cloud environment
as [26], [36], [44], [45], [61], [67], [76]:

• Secure the computation in distributed programming
frameworks

• Security best practices for non-relational databases
• Secure data storage and transactions logs
• End-point input validation/filtering
• Real-time security monitoring
• Scalable and composable privacy-preserving data min-
ing and analytics

• Cryptographically enforced data centric security
• Granular access control
• Granular audits
• Source of data

It is contended that avoiding, addressing, or justifying
these security challenges by software vendors organization
can yield in a successful consequences of the big data secu-
rity on cloud environment. This motivated us, to explore in
detailed the security challenges confronted by the software
vendors organizations by conducting a Systematic Litera-
ture Review (SLR) that helps in identifying critical security
challenges faced by big data over the platform of cloud
computing. Furthermore, we are more interested in finding
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the best solutions or practices, which needs to be executed by
software vendor’s organization to pointout, avoid, or mitigate
these security challenges.

We contributed in certain aspects, Firstly, we have find
out through SLR that there are many security challenges
that big data faces on the platform of cloud computing.
These challenges were discussed by many researchers where
they have defined each security challenge separately. To our
knowledge, we haven’t found any such model using SLR
in the literature that supports software vendor organizations
on the usage of big data over the platform of cloud com-
puting. Secondly, our security model for Big Data usage
on Cloud Computing (SMBDCC) will provide solution for
security related challenges. Our security model is a unique
contribution to support software vendor organization about
security related challenges of big data on cloud computing.
Our study is based on, to identify the security challenges
by using systematic literature review (SLR) and empiri-
cal study (ES), and also to examine the solutions/practices,
through SLR and empirical study in the software organiza-
tions, so that to address, mitigate, and avoid these security
challenges.

III. METHODOLOGGY
We the method of Systematic Literature Review (SLR)
approach for the identification of security challenges/issues
that will assist software vendor organization for big data
usage on cloud computing [46], [24]. According to Gan-
gawane and Devi [24] SLR is a novel method of recognition,
analyzation, and gathering of all possible information about
a unique technology to know about the novel track and the
investigation of research questions. In SLR, the searching of
related published work is done with the help of pre-defined
search string that is based on the research questions. The
SLR used a pre-defined inclusion/exclusion method/criteria
for the analyses of the collected data. The SLR consist of
three phases, such as, planning a review, conducting a review,
and reporting a review [46], [71], [78]. Where, the reliability
of the SLR results is greater than ordinary literature review
because SLR followed a method of systematic evaluation.
For the proposed SLR, we followed step by step proce-
dure to identify the challenges and practices of big data on
cloud computing. Where, we select each article based on
its relevancy to the topic or search string after that inclu-
sion/exclusion criteria were applied to exclude the irrelevant
papers from our search. Next, the data extraction is performed
from the selected research papers systematically and then
data synthesis & quality of publication is conducted. From the
proposed SLR, we initially find out 19 security challenges,
which are further reduced to 15 challenges by merging the
similar critical security challenges for big data security on
cloud.

In our SLR, the planning and conducting phases are already
accomplished, and now we need to report the results of con-
ducted phase. The central objective of this research, paper is

to highlight all the security challenges/issues and it’s appro-
priate management with the help of SLR.

We have find out total of 15 challenges (as shown
in Table 2), which are very much critical challenges for big
data usage on cloud computing, These are ‘Data secrecy
issue’, ‘Geographical data location issue’, ‘Unauthorized
data access issue’, ‘Lack of Control’, ‘Lack of Data Man-
agement’, ‘Network level issues’, ‘Data integrity issues’,
‘Data Recovery issues’, ‘Lack of Trust’, ‘Data Sharing Issue’,
‘Data Availability’, ‘Assets Issue’, and ‘Legal Amenabili-
ties’ on the basis of frequency >=25%, where the same
approach used by other researchers [47]. We have used this
criteria to consider more challenges to assist the vendor
organizations.

A. SEARCH PROCESS AND PRACTICE
To make the search string for the SLR, we have follow the
following steps

• Identify population, outcomes, and intervention for the
definition of search term.

• Identification of spellings and synonyms of the substi-
tutes.

• Keywords verification and validation for search terms in
all related selected literature.

• For accurate searching result use of Boolean operators
(AND/OR), if there is any need to guide the search
engine.

Firstly, we designed a search string for trial bases on
different databases to identify the relevant research articles.
This trial search was searched on the five different search
engines i.e. Google scholar, ACM, IEEE, Springer link, and
Science direct. Below is the trial search string which shows
different results on each database but still the results were not
satisfactory.

((‘‘Big data’’) AND (‘‘Cloud computing’’ OR ‘‘Cloud
environment’’) AND (Challenges OR Barriers OR Issues OR
Problems)).

The final search string is:
((vendors OR merchants OR retailers OR contractor OR

suppliers) AND (‘‘big data’’ OR ‘‘massive data’’ OR ‘‘data
science’’ OR ‘‘data analytics’’) AND (‘‘cloud computing’’
OR ‘‘cloud environment’’ OR ‘‘cloud technology’’ OR
‘‘cloud airframe’’ OR ‘‘cloud database’’) AND (‘‘security
challenges’’ OR ‘‘security issues’’ OR ‘‘security risks’’ OR
barriers OR ‘‘security problems’’) AND (‘‘security prac-
tices’’ OR ‘‘security reviews’’ OR ‘‘security methods’’ OR
approaches OR procedures OR ‘‘security solutions’’)).

The search results of relevant publications that are
obtained with the final search string are listed below in
TABLE 1.

For the final selection of research articles, as shown
in Table. 1, we used the inclusion and exclusion criteria’s,
where we need to select the relevant research publications
based on complete reading, paper quality, and verification.
Each of them are elaborated below:
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TABLE 1. Data sources and search strategy.

1) INCLUSION CRITERIA
The inclusion criteria is based on the below terms:

• Those research papers will be extracted where big data
is discussed in detail.

• Those papers will be included where a detail discussion
is present about cloud computing.

• Those papers which discuss about cloud computing
security challenges.

• Those research papers which discussed about big data
security challenges on the platform of cloud comput-
ing.

• Those papers which have discussed about the solu-
tions/practices for big data security challenges on cloud
computing.

• The papers that were written in the English language.
• The papers which have similar title to our research

article.
• The paper which have the keywords similar to our

defined search term.

2) EXCLUSION CRITERIA
The exclusion criteria is based on the following terms:

• Those papers will be excluded, which are not related to
big data.

• Those papers will also be excluded, which are not
relevant to cloud computing.

• Those papers will be excluded, which does not match
our research questions.

• Those papers that have different title from our search
string.

• Those papers, which do not match the abstract with our
search term.

• Those paper that did not match the keywords with our
research string.

• Duplicate papers will also be excluded.
• Those papers that are not written in English language.

3) PUBLICATION SELECTION & QUALITY ASSESSMENT
Publication selection is basically the criteria of selection of a
research publication, which is done on the basis of paper title,
abstract, and keywords. We have selected 611/23,213 papers
primarily. The quality of the publications will be assessed
when the publication will be selected finally. The quality
assessment of a publication will depends on the below ques-
tions.

• Does the author clearly identify the issues faced by
vendor organization that can affect security of big data
usage on cloud computing?

• What are the practices that are adopted by the author to
solve these security issues?

4) DATA EXTRACTION
For data extraction we have followed the below criteria’s:

• Details of paper publication i.e. Title, Authors Name,
Information about Reference Type that either the paper
is published in Journal or Conference, Conference
Name, Journal Name, Issue and Volume of the Journal,
Location of Conference, Year of Publication, Number
of Pages etc.

• That data which is associated with our research ques-
tions.

5) DATA SYNTHESIS
With the help of SLR, we identified a list of the secu-
rity challenges from the sample of 103 published relevant
research papers that are included in the SLR. Data synthesis
has been performed mostly by the first author of the paper
while a handsome support was provided by the rest of authors
on the validation of the SLR results. Initially we identified
19 security challenges for the vendor organizations when
dealing with cloud data platform, that are further reviewed
and validated and therefore some of these security challenges
were merged together on the basis of similarities such as
geographical data location and distribution data storage were
merged together as one challenge. Finally we have a list
of 15 challenges which are shown in Table 2.

IV. FINDINGS
This section describes in detail the results obtained from the
SLR.

A. CHALLENGES/BARRIERS/ISSUES FIND THROUGH
SYSTEMATIC LITERATURE REVIEW
To answer RQ1, we have identified critical security chal-
lenges for vendor organizations by critically analysing
research papers review through SLR that are shown
in Table 2. The critical security challenges of big data usage
on the platform of cloud computing are identified along
with their occurrences in each research paper included in
the SLR are: Data Secrecy Issue with (97%), means that
the data secrecy issue has been discussed in 100 research
papers included in the SLR, Geographical data location issue
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with (69%), Unauthorized data access Issue with (65%), Lack
of Control with (60%), Lack of Data Management having
(59%), Network level issues having (58%), Data integrity
issues with (56%), Data Recovery issues with (55%), Lack
of Trust with (54%), Data Sharing Issue with (53%), Data
Availability with (47%), Assets Issue with (35%), Legal
Amenabilities with (33%), Lack of quality issues with (25%),
and Lack of consistency with (25%). The cloud computing
has still security concerns at each stage and on different
viewpoints. According to an author from vendors perspective
cloud computing has still no security as a service on its best.
In cloud, users applications are organized and running on var-
ious virtual machines, there is possibilities of providing any
vulnerabilities by the cloud vendors organization, which may
exist in cloud services, operating systems, or user application
can be affected by the hackers [48], [79].

The Geographical data location issue is reported in 69 per-
cent research articles as a possible security challenge that
might have a negative impact on the security of big data on
cloud computing. In cloud computing, for large amount of
data retrieval and storage lot of solutions have been proposed,
althoughmany of them have been applied in cloud computing
but still there exits many issues that can delay the effective
implementation of these solutions. These includes the capac-
ity of cloud technologies and high performance for address-
ing a large volume of data, enhance the existing file systems
for the demand of volume of data retrieval applications, and
data storage that how can data will be easily extracted and
transfer among the servers [49]. In cloud computing, cus-
tomer data is stored at several locations all around the globe,
where users don’t have any idea that at what exact loca-
tion their data is stored. In literature, there are many issues
linked with the data storage, which are challenges related to
‘‘shared storage media’’, challenges related to ‘‘location of
data’’, and challenges associated with ‘‘reliability of storage
media’’ [15].

The unauthorized data access issue challenge is high-
lighted in 65 percent research articles of our research work.
The data access issue occurs when a user accessing its own
data or organizational data. In case of large scale organization
of cloud computing, only the relevant employees are given the
access to the confidential data, but according to the security
policy of cloud and free access of user, an unauthorized user
can also get access to that confidential data, which is a sever
issue for the organization [16]. According to CERT Insider
Threat Centers [50] malevolent insider are users that have an
authorized access to the organizational data, services, or sys-
tems and deliberately misuses the data or services, which
can affect organizational security, confidentiality, availability,
or integrity.

The Lack of Control security challenge is described as
60 percent of research articles. The cloud organizations don’t
have a direct control on the data and also have no information
about their data usage by someone else, which can cause a
security issue since there is no translucent technique bywhich
we can directly observe all the resources. It is also possible

that data may not be completely removed from server at the
time of data sharing [51], [62], [65], [75], [79].

The issue of ‘‘Data management’’ has been recorded
in 59 percent of the relevant publications. The Big data is still
facing the security issues when an organization moving it to
cloud, as data management and analysis will be provided by
the different providers [38].

The ‘‘Network Level issue’’ is reported in 58 percent
research articles, which is a critical issue faced by software
vendors organization while transferring the data over the net-
work. The Network security deals with the security features
and network protocol that are used for the transfer of data.

The ‘‘Data integrity issues’’ is defined in 56 percent of
the published papers. The data integrity issue take place
whenever a hidden modification occur in the data by some
malicious insiders or accidental modification occurred so
that receiver cannot see the exact data which the sender
shared [52].

The ‘‘Data Recovery issues’’ is stated in 55 percent of the
related research work. The data recovery is also a big issue
for big data on cloud, as whenever there will be any data loss
occur on cloud then recovery of complete data is not an easy
task [11].

The ‘‘Lack of Trust’’ is also a critical issue for big data
on cloud computing and reported in 54 percent of research
articles. For cloud service providers, it is better to pro-
vide new data control policies to build trust between the
user’s [11], [74].

The ‘‘Data Sharing Issue’’ is mentioned and discussed
in 53 research papers. The data sharing is a critical issue,
which is faced by the big data with many sub-challenges i.e.
data transferring speed and traffic jam. The transfer speed
tells about the data transfer from one point to another while
the traffic jam takes place between local sites, cities or
world-wide during data sharing [53], [65].

The ‘‘Data Availability’’ is a critical issuewhich is reported
in 47 percent research articles. The goal of data availability
is the free access to the data and cloud resources [54].

The ‘‘Assets Issue’’ is a critical challenge for big data on
cloud which is described in more than 35 percent of research
papers. The co-occurrence of assets of multiple occupants
at the same address, having lack of security control infor-
mation’s while using the same service of the cloud. The
possibility of attacks increased while hosting the set of valued
assets on obtainable infrastructure publicly [55].

The ‘‘Legal Amenabilities is reported in 33 percent of
published research papers. The guidelines and regulations, for
example HIPA and SOX forbid the usage of cloud computing.
In a variety of disciplines legal amenabilities are necessary for
specific information technology infrastructures [56].

Our research findings can benefit the software vendors
organization security about their big data usage on the plat-
form of cloud computing. The list of identified security chal-
lenges from the literature are shown below in TABLE 2.

The TABLE 2 shows all the 15 critical security challenges
along with their frequencies and percentages. All the iden-
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TABLE 2. List of identified challenges through SLR.

tified critical security challenges have percentages >=25%
which describes that all these security challenges have great
impact on the big data security on cloud computing. Among
these security challenges we have identified that the Data
secrecy issue is the topmost issuewith the percentage of 97%,
which big data faced on cloud platform. The software vendors
companies can use our proposed research study to overcome
these security issues on cloud platform for better protection
of their data.

1) ANALYSIS OF THE SECURITY CHALLENGES FOR BIG DATA
USAGE ON CLOUD COMPUTING, IDENTIFIED THROUGH SLR,
FOR SOFTWARE VENDORS ORGANIZATION
We performed a statistical analysis on the identified chal-
lenges based on four different variables. These variables
includes, different continents, time decade, research meth-
ods, and database used in the paper. The objective of these
analyses is to identify that whether these security challenges

remain the same as in every continent, time decade, research
method, and database respectively or vice versa.

a: ANALYSIS AND COMPARISON OF
CHALLENGES/BARRIERS ACROSS VARIOUS SEARCH
ENGINES
We have compared several security challenges identified in
two time decades (2000-2010, and 2011-2020). To answer
RQII, Table 3 shows a list of challenges identified in these
two decades. For the analysis of identified security challenges
we have adopted linear by linear association Chi- square test,
to find out if there is any significant differences between
the challenges in these two decades. The Chi-square lin-
ear by linear association is considered more powerful than
that of Pearson Chi-square test [57]. When the value of
p < 0.05 we usually refer this difference as a significant
difference. In case of Data recovery and Data sharing issues
the value of p < 0.05, which indicates that in first decade
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FIGURE 1. Final collection of papers from different time periods,
identified through SLR.

(2000-2010) software vendors organization did not faced any
such issue because of low trend of cloud for big data usage.
It shows that these challenges are not critical in first decade.
But if we see these two challenges in the other decade i.e.
from (2011-2020), we can see that these two challenges
have frequencies of 57 and 55 respectively, and a percentage
of 58% and 56%. So in this two decades data recovery issue
and data sharing issue have a significance difference. Further-
more, we have seen that data secrecy issue is the most critical
issue for big data in both the decades as in decade (2000-
2010) it has the percentage of 100% and in decade (2011-
2020) the percentage is 97%. Similarly, the geographical data
location issue has the percentage of 100% in decade (2000-
2010) and 67% in decade (2011-2020), which shows that this
security issue is also critical in both the decades. The lack
of control issue also has 100% in first decade and 58% in
the second decade, which means that this issue is also critical
to overcome while using big data on cloud computing.

We have identified total of 15 challenges from the research
articles for these two different decades. Our findings reveal
that ‘‘Data Secrecy issue’’, ‘‘Geographical data location
issue’’, ‘‘Unauthorized data access Issue’’, ‘‘Lack of Con-
trol’’, ‘‘Lack of Data Management’’, ‘‘Network level issues’’,
‘‘Data integrity issues’’, ‘‘Data Recovery issues’’, ‘‘Lack of
Trust’’, ‘‘Data Sharing Issue’’, ‘‘Data Availability’’, ‘‘Assets
Issue’’, and ‘‘Legal Amenabilities’’ are considered as critical
challenges in these two different decades.

The core objective of this research study is to scratch dif-
ferent challenges which have negative influence on software
vendor organizations for big data security over cloud comput-
ing. The identified security challenges across two different
decades are shown in TABLE 3 (RQII).

In Figure 1, we have analyze the frequencies of the secu-
rity challenges of big data on cloud computing platform in
two different time period 2000-2010 and 2011-2020, which
described that in in first decade only in 5 research articles
these security challenges were highlighted while in second

decade there are 98 published articles where these security
challenges were discussed. Which clearly shows that these
security challenges are very much critical in the second
(decade 2011-2020).

b: ANALYSIS AND COMPARISON OF BIG DATA SECURITY
ON CLOUD COMPUTING, IDENTIFIED THROUGH SLR, BASED
ON DIFFERENT CONTINENTS
We have used SPSS tool in order to find out the frequencies
of different security challenges of big data on cloud com-
puting across different continents. To analyze these security
challenges we have used chi-square linear by linear asso-
ciation test to find out the significance difference among
these challenges across various continents. We compared
these challenges across six different continents (Asia, Europe,
North America, South America, Africa, and Australia), and
also a mixed (combination of two or more continents i.e.
Africa and Australia). We have find out the similarities and
dissimilarities of these challenges across different continents.
The Details of Risk/Challenges across different Continents
are shown in TABLE 4.

We have found only one significant difference for the
challenge ‘‘Unauthorized data access issue’’ across these con-
tinents as mention in the below Table 4. Where this challenge
has not found in South America (0%) and (42%) in that of
North America, jointly have (27%). This means that unau-
thorized data access issue is not critical for South America.
In Africa reported as 50%, Europe 57%, mixed 67%, and
in Asia it was reported in 77% articles. Which shows that
for all other continent except South America the issue of
un-authorized access was consider as critical challenge.

Data availability issue has (0%) frequency in Australia
which means that this security is not critical in this continent.
While in Africa having a highest occurrences of 100% in
research articles means for Africa this security challenge is
very critical.

The percentage of ‘‘Legal Amenabilities’’, ‘‘Lack of qual-
ity issues’’, and ‘‘Lack of consistency’’ were reported (0%)
in Australia which shows that these security issues were not
critical in this continent. Moreover our findings shows that
these challenges are critical for the rest of the continents and
mixed one.

In Figure. 2 we have described about the frequency analy-
sis of our identified security challenges across different con-
tinents, these are consists of Asia, Europe, North America,
South America, Africa, Australia, and Mixed continent of
Africa and Australia, where we have identified that Asia is
on top among these continents which shows that in Asia these
challenges are very much critical for big data usage on cloud
computing.

c: ANALYSIS OF BIG DATA SECURITY ON CLOUD
COMPUTING, IDENTIFIED THROUGH SLR, BASED ON
DIFFERENT STUDY STRATEGY (METHODS)
TABLE 5, describes the results identified through the SLR
based on the study strategy. The sample size for this study
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TABLE 3. List of identified security challenges through SLR in two different decades.

FIGURE 2. Final selection of papers from different continents, identified
through SLR.

contains 103 research papers that are identified through
the SLR.. We have used the SLR protocol to extract data
from each research paper. For our sample size, we have
used six study strategies which includes Interviews, Surveys,
SLR’s, Literature reviews, Experience reports, Thesis reports.
Below is the Table 5, which describes the identified chal-
lenges through SLR across various methods/strategies. Fig-
ure 3 describes the different articles with respect to different
methods used in this research paper.

From our findings, we concluded that majority of the
challenges were highlighted in the literature reviews, sur-

veys, and experience reports. In case of interviews, there
are seven most critical challenges having the frequencies
100% in research articles they are ‘Data secrecy issue’,
‘Geographical data access issue’, ‘Lack of control’, ‘Lack
of data management’, ‘Data sharing issue’, ‘Data availability
issue’, and ‘Lack of data consistency’. While the rest eight
challenges are not properly discussed or might be out of
scope in case of interview as they are highlighted in 0%
published papers. These are ‘Unauthorized data access Issue’,
‘Data integrity issue’, ‘Data recovery issue’, ‘Lack of Trust’,
‘Assets issue’, ‘Legal amenabilities’, and ‘Lack of quality
issue’.

In case of Survey’s, all the challenges were critical except
‘Lack of quality control issue’ which is reported in 17%
research articles. ‘Data secrecy issues’ is the most repeated
challenges in this strategy with a percentage of 97%. The
rest of the challenges have percentage greater than 25%.
In SLR, all the challenges are describes in 100% published
articles except ‘Lack of quality control’, and ‘Lack of data
consistency’ which have the percentage of 0% in the related
articles.

In the strategy of Literature review ‘data secrecy issue’
is the most reported challenge having a percentage of 97%.
While ‘Lack of data consistency’ is described in 19% related
article which shows that this issue was not critical for the
method of Literature review.
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TABLE 4. List of challenges identified through SLR across different continent.

FIGURE 3. Final collection of papers from different strategies, identified through SLR.

The rest 15 challenges are critical because all have their
percentages great than 25% as shown above in TABLE 5.
‘Data secrecy issue’ is the most critical challenges for both
experience report and thesis repot as it is reported 100% in
published research work for both the strategies. The issue

‘Lack of quality control process’ described in 0% research
articles, and the challenges ‘Network level issue’, ‘Assets
issue’, ‘Legal amenabilities’, ‘Lack of data consistency’ were
recorded in 17% published work in case of strategy of experi-
ence report. In the strategy of thesis report the issue of ‘Data

107318 VOLUME 9, 2021



A. W. Khan et al.: Analyzing and Evaluating Critical Challenges and Practices for Software Vendor Organizations

TABLE 5. List of challenges identified through SLR across different methods.

TABLE 6. List of challenges identified through SLR across different databases.
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TABLE 7. Practices to address data secrecy issue.

sharing’ is highlighted in 0% articles. For the main difference
among several study strategies, we have used linear by linear
Chi-Square test in order to find out the key difference among
the 15 big data critical security challenges on cloud.

Our findings describes that in all these strategies ‘Data
secrecy issue’ is the mostly reported challenge that can affect
software vendors organization while placing big data on
cloud platform. Our result discloses more resemblances than
that of its differences.

Our findings also tells about the importance of different
strategies used in this literature. It also describes that which
method is more suitable for our research work.

d: ANALYSIS OF BIG DATA SECURITY ON CLOUD
COMPUTING, IDENTIFIED THROUGH SLR, BASED ON
DIFFERENT DATA BASES
TABLE 6, describes about the different databases which we
used in our research for relevant results and data extraction.
We have used five different databases in our research process,
which are: ‘‘IEEE Explore, ACM, Science Direct, Springer
Link,’’ and Google Scholar. In which, we see that majority
of the problems are accumulated from Google Scholar. The
security issues ‘Assets issues’, ‘Legal amenabilities’, and
‘Lack of data consistency’ are reported in 9 percent of related

articles in IEEE Explore, which shows that these are not
critical in case of this database.

‘Data secrecy’ and ‘un-authorized data access’ issues are
the most critical challenges in IEEE Explore as 91% and
82% respectively. ‘Data recovery’ and ‘legal amenabilities’
are reported in 0% research articles in ACM database, while
Data Secrecy issue and un-authorized data access issues are
the most critical challenges for the ACM database and both
are reported 100% in the relevant published work.

e: PRACTICES TO ENHANCE DATA SECRECY ISSUE
In TABLE 7, we have addressed the practices to enhance data
secrecy issue.

The challenges ‘Data secrecy issue’, ‘un-authorized data
access issue’, ‘Lack of control’, ‘Data integrity issue’, ‘Data
recovery issue’, and ‘Lack of data consistency’ are the most
critical challenges reported in 100% published research work
in database of Science Direct. The rest of all challenges are
not critical for this database as these are reported 0% in
research articles. For the database of Springer Link ‘Lack
of quality control issue’, and ‘Lack of data consistency’ are
the described in 18% and 23% respectively, which shows that
these are not critical challenges. The remaining 13 challenges
are critical for this database and reported in more than 35%

107320 VOLUME 9, 2021



A. W. Khan et al.: Analyzing and Evaluating Critical Challenges and Practices for Software Vendor Organizations

TABLE 8. Practices for enhancing geographical data location issue.

research papers. The issue of data secrecy is the most critical
issue as highlighted in 91% research papers. in the database
of Google scholar all the challenges are reported in more than
30% published work except ‘Lack of quality control’ and
‘Lack of data consistency issue’ both have 26% occurrences
in research articles. ‘Data secrecy issue’ is the most critical
challenge as reported in 100% of research work. For the main
difference among various databases, we have used linear by
linear Chi-Square test in order to find out the significant
difference among the 15 big data security challenges on cloud
computing. Our result discloses more comparations than its
differences. Our findings also express about the importance
of different databases used in this literature. It also tells about
which database is more suitable in searching of our research
paper. We have found the key differences for the issues
of ‘Un-authorized data access issue’, ‘Legal Amenabilities’,
and ‘Assets issues’ across different databases. Below is the
table for identified challenges through SLR across various
databases [7], [11], [24], [33], [40], [41].

2) PRACTICES IDENTIFIED THROUGH SLR, FOR
ADDRESSING THE IDENTIFIED BIG DATA SECURITY
CHALLENGES ON CLOUD COMPUTING
With the help of SLRwe have identified a total of 63 practices
for the security of big data usage on cloud computing from
vendors perspective. Which are discussed in detail below:

In the below Tables of solutions/practices we have used
several abbreviations. Which are:

• ‘CSC’ used for ‘‘Critical Security Challenge’’
• ‘PCSC’ used for ‘‘Practices for Critical Security Chal-
lenge’’

• ‘P’ used for paper, like P-1 denotes paper-1.

a: PRACTICES TO IMPROVE GEOGRAPHICAL DATA
LOCATION ISSUE
See Table 8.

b: PRACTICES TO AUGMENT UN-AUTHORIZED DATA
ACCESS ISSUE
See Table 9.

c: PRACTICES TO ENHANCE LACK OF CONTROL ISSUE
See Table 10.

d: PRACTICES TO AUGMENT LACK OF DATA MANAGEMENT
ISSUE
See Table 11.

e: PRACTICES FOR IMPROVING NETWORK LEVEL ISSUE
See Table 12.

f: PRACTICES FOR AUGMENTING THE DATA INTEGRITY
ISSUE
See Table 13.
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TABLE 9. Practices to augment un-authorized data access issue.

TABLE 10. Practices to develop lack of control issue.

g: PRACTICES TO DEVELOP DATA RECOVERY ISSUE
See Table 14.

h: PRACTICES TO REPORT THE LACK OF TRUST ISSUE
See Table 15.

i: PRACTICES TO IMPROVE DATA SHARING ISSUE
See Table 16.

j: PRACTICES TO IMPROVE DATA AVAILABILITY ISSUE
See Table 17.

k: PRACTICES TO ADDRESS ASSETS ISSUE
See Table 18.

l: PRACTICES TO ADDRESS LEGAL AMENABILITIES
See Table 19.

m: PRACTICES FOR ADDRESSING LACK OF QUALITY ISSUE
See Table 20.

n: PRACTICES TO IMPROVE LACK OF CONSISTENCY
See Table 21.
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TABLE 11. Practice to improve lack of data management issue.

TABLE 12. Practices for improving network level issue.

V. ANALYTICAL HIERARCHY PROCESS (AHP)
The process of choosing or identifying alternatives from the
given set of factors on the basis of the preference from
the decision-makers is known as multi-criteria decision-
making approach. This procedure become complex when it
includes multiple criteria, while MCDM method describes
the findings based on conflicted criteria, e.g. benefit and cost
criteria [72], [73].

For this MCDM problem, AHP method is very impor-
tant, which is used by many researcher for prioritization and
analysis [87]–[89]. To prioritize and analyze the identified

security challenges of big data, we used theMCDM technique
based on the AHP method. The AHP method is basically
used for deciding relevant weight between multiple criteria,
identification and prioritization of the challenges, and pair-
wise comparison method for calculation of weights of the
criteria within decision-making problems [83]–[85]. AHP has
mainly three phases [86], [73], [87], which are:

1) Decomposition of the complex decision-making chal-
lenges into basic hierarchical structure.

2) Conclusion of priority-weights of challenges and their
sub-ordinate challenges by pair-wise comparisons.
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TABLE 13. Practices to enhance data integrity issue.

TABLE 14. Practices to improve data recovery issue.

3) Verification of the consistency level of results.
We have the following equation of AHP to prioritized and

analyze the security challenges of big data on cloud platform.

A=


1 a12 . . . . a 1n
a21 1 . . . . a 2n
. . . . . . . . . . . .

an1 a n2 1

where aij=1/aji, aij>0.1

(1)

AWλmax(W) (2)

where A is a table of pair wise comparison for security
challenges, λ max is the highest eigen vector value and W
is the relevant weight.

CI = (λmax− n)/(n− 1) (3)

CR = CI/ RI (4)

where n represent orders of the challenges, CI consistency
index and RI is the consistency value of random index which
have different values based on total numbers of challenges.
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TABLE 15. Practices to address lack of trust issue.

TABLE 16. Practices to augment data sharing issue.

TABLE 17. Practices to enhance data availability issue.

The complete accepted values of consistency ratio CR is
(0.10), but if the complete value of CR < 0.10 then the pri-
ority weights of the challenges are satisfactory and suitable.
But if the whole value of CR > 0.10, then it is mandatory
to repeat the evaluating procedure from phase-1 to recover
consistency.

A. FINDINGS OF PAIR WISE COMPARISON, PRIORITY
WEIGHTS AND CHECKING CONSISTENCY
In Table 23 and 24, we find out the pairwise comparison
matrix by using the equation 1 and normalized matrix using

equation 3, 4, and 5 for steadiness level. Where we have
λmax value of 3.029 used for the largest eigen value and CR
value is.025, which is less than 0.1 which is satisfactory and
acceptable.

Table. 25 and 26 describe about the pairwise comparison
matrix and normalized matrix for the management level.
Where the λmax value is 5.313 and CR value is 0.07 less
than 0.1. Thus, the priority weights of the challenges are
satisfactory and acceptable. In case if the CR value is not less
than 0.1, then reiterate the evaluating procedure for improving
the consistency.
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TABLE 18. Practices to improve assets issue.

TABLE 19. Practice to improve legal amenabilities.

TABLE 20. Practice to address lack of quality issue.

Table 27 and 28 describe the pairwise comparison and
normalized matrix by using the above mentioned equa-
tions for the control level of challenges. Here λmax the
largest eigen value of the Table 27 is 5.350 and CR
value is 0.078 which is less than 0.1 so again the
priority weights of the challenges are satisfactory and
acceptable.

Table 29 and 30 figure out pairwise comparison and nor-
malized matrix of eminence level with λ max 2.250 and

CR value 0.063 less than 0.1 which shows that the priority
weights are satisfactory and acceptable.

While, Table 31 and 32 describes the pairwise comparison
and normalized matrix of these four levels, where λmax has
a value of 4.214, and CR is 0.079 which is less than 0.1.
which described that the priority weights of these levels are
satisfactory and acceptable.

In Table 33 we have discussed in detail about the local and
global weights of the challenges and their ranks of priority.
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TABLE 21. Practices to address lack of consistency issue.

FIGURE 4. Final collection of papers from different databases, identified through SLR.

FIGURE 5. Local and global weight comparison of the challenges.

The global weights describes about the contribution of a
specific challenge with in the comprehensive study. Global
weights of the challenge is the product of local weights of the
challenges and weights of its concerned level. For example
the global weight for CSC is 0.048 which is obtained as
0.078∗0.612. Similarly we have concluded the global rank-
ing values for rest of the challenges described above. Fig-
ure 5 shows the overall global ranking of these challenges in

detail. Among these 15 critical security challenges CSC1 has
the highest global value of 0.0477, and CSC12 has the least
global value of 0.00026. The rest of the challenges have the
values greater than CSC12 and less than CSC1.

Table 34 described about the detail of prioritization and
ranking of these critical security challenges of big data on
the platform of cloud computing. Where CSC1 ‘‘data secrecy
issue’’ has prioritized as the top most critical or significant
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TABLE 22. Importance detail of SAATY basic 9 point scale.

TABLE 23. Pairwise comparisons for steadiness level challenges.

TABLE 24. Normalized matrix for steadiness level challenges.

TABLE 25. Pairwise comparisons for management level challenges.

TABLE 26. Normalized matrix for management level challenges.

security challenge for big data on the cloud platform, so ven-
dors must take serious action against this security challenge.
If we compare the result of SLR with AHP approach then we

TABLE 27. Pairwise comparisons for control level challenges.

TABLE 28. Normalized matrix for control level challenges.

TABLE 29. Pairwise comparisons for eminance level challenges.

TABLE 30. Normalized matrix for eminence level challenges.

TABLE 31. Pairwise comparisons between categories of challenges.

TABLE 32. Normalized matrix for categories of challenges.

have seen that according to SLR CSC1 is also most serious
security challenge as out of 103 research articles in 97 articles
CSC1 is identified as the most critical security challenge.
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TABLE 33. Summary of local and global weights challenges and their rankings.

TABLE 34. Prioritizing the challenges.

CSC9 ‘‘lack of trust issue’’ is identified as the 2nd most
significant or critical security challenge for big data usage
on cloud computing, and CSC12 ‘‘assets issue’’ is reported
as the least significant or critical issue among these security
challenges. The rest are shown in the above Table 34. By sim-
ilar method we can prioritized the identified practices against
each identified challenges.

VI. LIMITATION
The authors of all these research studies were not supposed
to report the sincere reasons that why these security issues
have negatively influence on software vendors organization

for big data usage on cloud. These may be that the major-
ity of research studies were literature review, Surveys, and
experience report which may be further subject to publica-
tion bias. With the increasing number of papers publication
in big data security on cloud from vendor perspective, our
SLR procedure may have dropped some related publications.
Moreover, some search engines likeGoogle Scholar could not
gave access completely for paper extraction.

VII. CONCLUSION AND FUTURE WORK
Initially we have identified a list of 19 security chal-
lenges with the help of SLR in which we have merged
some challenges and finally got 15 challenges which are
shown in the Table 2. These 15 challenges ‘‘Data Secrecy
issue (97%)’’, ‘‘Geographical data location issue (69%)’’,
‘‘Unauthorized data access issue (65%)’’, ‘‘Lack of Con-
trol (60%)’’ ‘‘Lack of Data Management’’(59%), ‘‘Network
level issues’’(58%), ‘‘Data integrity issues’’(56%), ‘‘Data
Recovery issues’’(55%), ‘‘Lack of Trust’’(54%), ‘‘Data
Sharing Issue’’(53%), ‘‘Data Availability’’(47%), ‘‘Assets
Issue’’(35%), ‘‘Legal Amenabilities’’(33%), ‘‘Lack of qual-
ity control process (25%)’’, and ‘‘Lack of consistency (25%)’’
are marked as critical security challenges for big data usage
on cloud computing from software vendors’ perspective.
Also identified the standard 64 practices for these 15 critical
security challenges from the selected literature. The software
vendors organization needs to focus on these 64 practices to
overcome these 15 critical security challenges while using big
data on cloud computing.

The goal of our research is to give a protected way to
software vendor’s organization’s for big data usage on cloud
computing. The future work of our research is to validate the
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identified security challenges and also to find out practices
for these security challenges with the help of empirical study
apart from the identified and discussed above. Furthermore,
we plan to conduct a case study in the relevant software
vendor’s organization as in that of Capability Maturity Model
Integration (CCMI) model [82], to identify each vendor orga-
nization level of our proposed security model and finally to
assist them in using big data on cloud. Additionally, in future,
we want to prioritized and analyzed these security challenges
of big data on cloud platform by applying Fuzzy TOPSIS
approach to identify the most important and critical chal-
lenges amongst the identified one.
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