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ABSTRACT Internet of Health Things (IoHT) is a hot topic of research presently, which provides a reliable
and intelligent healthcare system for monitoring the physical conditions of the patients over the Internet from
anywhere and anytime. The ease of time-independent interaction from geographically remote areas is a core
advantage of the IoHT system, which offers preventive or proactive healthcare facilities at a lower cost. [oHT
communication, on the other hand, is usually carried out with a range of low-power biomedical sensors,
rendering them vulnerable to cyber-attacks and incompatible with traditional cryptographic techniques.
The most critical security concern in IoHT is ensuring the authenticity of patients’ health-related messages
sent over the internet. Other key concerns include receiver anonymity and forward security, which means
that only the sender knows the identities of the recipients. As a result, even if the private key of senders
compromised, the adversary will be unable to decrypt the ciphertext. Existing signcryption schemes that
employ certificateless cryptography for the healthcare system failed to guarantee both receiver anonymity
and forward security simultaneously. Therefore, in this article, we propose an anonymous certificateless
signcryption scheme for IoHT applications, which is based on the notion of the Hyperelliptic Curve
(HEC) cryptosystem to satisfy these security requirements. The proposed scheme guarantees formal security
analysis for confidentiality, unforgeability, and receiver anonymity using the Random Oracle Model (ROM).
The results authenticate that the proposed scheme improves security while lowering computation and
communication costs.

INDEX TERMS Internet of things, IoHT, security, signcryption, hyperelliptic curve cryptosystem, random

oracle model.

I. INTRODUCTION

The Internet of Health Things (IoHT) refers to the remote
exchange of patient health-related information over the Inter-
net, such as patient monitoring, treatment progress, obser-
vation, and consultation [1]. The health-related information
of patients can be obtained using biomedical sensors and
analyzed using user terminal devices like laptops, smart-
phones, smartwatches, or even a special embedded device
in the IoHT framework [2]. It includes breathing rate, blood
pressure, chest vibration, body temperature, respiratory rate,
electrocardiogram (ECG), patient posture (accelerometer),
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and others [3]-[7]. IoHT can also be used to track envi-
ronmental factors such as patient care venues, room status,
laboratory shift times, treatment times, and staff-to-patient
ratios in addition to medical applications [8]. As a result, this
dynamic environment requires a stable yet adaptable connec-
tivity, networking, and computing technology base. Short-
range wireless technologies such as Bluetooth low energy
(BLE), Wi-Fi, and Zigbee, among others, are used to link user
terminal devices to a gateway node in the IoHT architecture.
The BLE, on the other hand, makes use of good features
including a modest data rate, low power consumption, and
an unlicensed band, making it the best choice for linking
wearable sensor nodes [9]. For high storage and intensive
data processing, the gateway node can be linked to a (clinical)
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server or cloud infrastructure through a Fifth-Generation (5G)
wireless connection. Medical record can be stored as elec-
tronic health documents in a health information system and
made accessible to medical providers when the patient leaves
the hospital. Since the IoHT framework involves regular and
continuous communications between biomedical sensors and
mobile devices over an open wireless network, it poses a
range of issues, the most serious of which is the security
and privacy of patients’ health-related information [10]. Fur-
thermore, as data is transmitted more often via numerous
biomedical devices and sensors, the risk of cyber-attacks is
comparatively higher.

The primary security issue in delivering safe access in
an IoHT environment is ensuring the validity of patient-
transmitted health-related communications sent over an open
wireless platform on the Internet. And then there is the issue
of receiver anonymity, which means that only the sender
knows about the identity of the recipients. Fortunately, such
an impediment may be overcome by using a compound
scheme known as anonymous signcryption [11]. By integrat-
ing encryption and authentication in one step, anonymous
signcryption protects against malicious user attacks. To avoid
the key escrow problem in the proposed compound scheme,
a certificateless cryptosystem with anonymous signcryption
may be used. In a certificateless cryptosystem, the Key Gen-
eration Center (KGC) has no prior knowledge of the partici-
pant’s secret value, which is one of the key features to avoid
the key escrow problem [12].

Conventional cryptographic techniques, such as Rivest-
Shamir-Adleman (RSA), bilinear pairing, and elliptic curve
cryptography, are commonly used to achieve security and
efficiency in the security scheme [13]. However, these tech-
niques come at a high cost in terms of computation and com-
munication. The RSA cryptography, for example, employs a
massive factorization with a key size of up to 1024 bits. Due
to enormous pairing and map-to-point function computation,
bilinear pairing is weaker than RSA. On the other hand,
the elliptic curve can be used to overcome contradictions in
RSA and bilinear pairing, which is a bit modern cryptography
technique. With a key size of up to 160 bits, the ECC is
used to provide security and performance. However, elliptic
curve cryptography (ECC) is still incompatible in a resource-
constrained environment, so a more advanced variant called
hyperelliptic curve (HEC) can be used [14]. The use of an
80-bit key size is a positive aspect of HEC, as it guarantees
the security features of elliptic curve, bilinear pairing, and
RSA at the same time. As a result, the HEC is presented as
a much superior option for IoHT. In order to adapt an anony-
mous certificateless signcryption scheme for use in the [oHT,
the proposed scheme must meet the security requirements of
confidentiality, unforgeability, and anonymity.

A. AUTHOR'’S MOTIVATIONS AND CONTRIBUTIONS

This article is inspired by the above discussion and proposes
a new scheme that is certificateless and built on the princi-
ple of HEC cryptography to address the issue of ensuring
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the authenticity of the transmitted message and receiver
anonymity. The following excellent characteristics differenti-
ate the major achievements of the undertaken research work:

o For an IoHT environment, an efficient cryptographic
scheme, namely an anonymous certificateless signcryp-
tion scheme, has been provided.

o Through using the certificateless cryptography mecha-
nism, the proposed scheme avoids the key escrow prob-
lem. In addition, for encryption and signature verifica-
tion, the proposed scheme employs HEC cryptography.

o The proposed scheme guarantees confidentiality,
unforgeability, and receiver anonymity on open wireless
links under the Random Oracle Model (ROM) analysis.

o Finally, a comparison of the proposed scheme with
related state-of-the-art schemes reveals that it is effi-
cient, especially in terms of computational and commu-
nication costs.

B. STRUCTURE OF THE PAPER

The article is structured as follows. Related work is discussed
in Section II. Preliminaries are explained in section III. Sys-
tem models are given in section I'V. The proposed scheme can
be seen in Section V. Formal security analysis using ROM is
carried out in section V. Section VII presents performance
comparison with existing schemes. Finally, section VIII con-
tains the concluding remarks.

Il. RELATED WORK

The scientific literature does not properly discuss the secu-
rity and privacy problems solved by using the anonymous
certificateless signcryption schemes in the IoHT. Therefore,
it must be carefully investigated. Regardless of the devil-
ish technique used, a well-designed security scheme will
significantly reduce the risk of data being compromised.
Li and Hong [15] proposed an efficient certificateless sign-
cryption mechanism in 2016, which they then used to create
a WBAN access control scheme. The scheme achieves con-
fidentiality, integrity, authentication, non-repudiation, pub-
lic verifiability, and ciphertext authenticity. The proposed
scheme, on the other hand, is based on bilinear pairing,
which comes at a high cost in terms of computation and
communication. Li er al. [16] proposed a novel certifi-
cateless signcryption scheme in 2018, and then used the
novel signcryption to design a cost-effective and anonymous
access control scheme for WBANs. Anonymity, confiden-
tiality, authentication, integrity, and nonrepudiation are all
achieved by the proposed access control scheme. Since the
proposed scheme depends on bilinear pairing once again,
it is unsuitable for implementation over IoHT. In 2019,
Gao et al. [17] suggested an efficient access control scheme
for WBAN that included certificateless signcryption. The
schemes’ accuracy is shown by mathematical calculations.
On the basis of the hardness of the Computational Diffie-
Hellman (CDH) and Discrete Logarithm (DL) problems,
the proposed scheme proved to provide anonymity and
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unforgeability in the random oracle model. However, owing
to the point multiplication operation, the scheme was not
computationally efficient. In 2020, Gao et al. [17] suggested
a certificateless signcryption scheme for wireless body area
networks that was both efficient and practical. The scheme
does not use bilinear pairing and is built solely on the widely
used RSA cryptosystem. Since RSA, like bilinear pairing,
is computationally expensive, it is not appropriate for [oHT.
Finally, Liu ef al. [18] introduced a secure pairing-free cer-
tificateless signcryption scheme for use in ubiquitous health-
care systems in 2021. The authors contrasted the proposed
scheme’s performance to that of other similar signcryption
schemes. In a random oracle model, a formal security proof
for indistinguishability against adaptive chosen ciphertext
attack and unforgeability against adaptive chosen message
attack is proposed for the scheme.

Security and privacy are the critical concern for the
resource constrained devices [19]-[26]. The healthcare sys-
tems are generally equipped with the limited computational
resources [27]-[29]. However, all of the above schemes
rely on complex cryptographic methods, such as elliptic
curves and bilinear pairing, and hence have high compu-
tation and communication costs. Therefore, these schemes
are incompatible with IoHT systems, which typically have
limited computational resources. The use of the state-of-the-
art anonymous certificateless signcryption scheme is impor-
tant for developing an efficient IoHT cryptographic scheme
that needs less computing power. HEC cryptography, a more
advanced variant of the elliptic curve, is the foundation of our
proposed scheme. As compared to an elliptical curve, bilinear
pairing, and modular exponential, it offers the same level of
security with a smaller key dimension.

Ill. PRELIMINARIES

The hyper elliptic curve (HEC) is the generalized/ short key
range form of ECC. As all know, in the elliptic curve, points
are plagiaristic from a certain group. In HEC, from the divisor
the additive Abelian group will calculate, which causes low
parameter and key size compared to EC. So in this regard,
compared to RSA and EC, the HEC can be a more suited
technique for resource-poor environment. Let #id* is the
algebraic closure #4i4 which is the ultimate field. Suppose
HEC of genus & > 1 over £id is shown as followed:

(HEC) : 0* + (p)o = f(p) where (a, 0)efid x Fid. (1)

Further, a polynomial f(p) € (p) with degree & and a monic
one as f(p) = Fid(p) with a degree 26 + 1.

HECDP Problem: Suppose € {1,2,3...,—1} and §,D
is the divisor from HEC. Let the V = §., and finding from
this equation is called the HEC discrete logarithm problem
(HECDP).

HCDH Problem: Suppose, w € {1,2,3,,—1} and D is
the divisor from HEC. Let the N = §.¢+.D, and finding, from
this equation is called the HEC computational defi-helman
problem (HCDH).

The symbols used in the scheme are illustrated in Tab 1.
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TABLE 1. Symbols used.

S.NO Symbol Descriptions

1 3 Input security parameter having
size 80 bit

2 KGC Key generation center

3 EUF-CMA existential unforgeability against
adaptive chosen-message attack

4 IND- CCA2  selected message adaptive
chosen-ciphertext attack

5 ANON- CCA2 anonymous indistinguishability
against selected identity adaptive
chosen-ciphertext attack

6 @ freely identified set of
parameters

7 HEC Hyper elliptic curve

8 iy, Py, foz, 1,  One-way Hash functions

G Genus of Hyper elliptic curve

having degree G= 2

10 Uy A finite field of order p>= 2%

11 n Represents the master secret key
of KGC

12 Q Represents the master public key
of KGC

13 D Represents the of Hyper elliptic
curve

14 O A user with IDy

15 ID, ID,. Identity of sender and receiver

16 Yy secret number for a user with
IDy

17 Py Partial private key for a user with
IDy

18 PBXK,, PBK,  Sender and receiver public key

19 PK,, PK, Sender and receiver private key

20 M and C Represents plaintext and
Ciphertext

21 y Represents signcryption text

22 1 Null

IV. SYSTEM MODEL

A. NETWORK MODEL

As shown in Fig. 1, IoHT can be used in a variety of
settings, depending on the requirements. Depending on the
patient’s illness, the necessary gadgets are generally included
in the medical sensors. The sensors can be linked to the
gateway router using short-range radio transceivers (i.e.,
BLE). The BLE operates on the 2.4 GHz frequency band.
There are good reasons to choose this technology standard.
They operate in the unlicensed spectrum, for example, and
have decent data rates while using relatively minimal power.
The out-of-clinic patients will use a smartphone or smart-
watch, which is equipped with software programs (apps)
and peripheral hardware. These apps allow for the automatic
collection and storage of patient information in personalized
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profiles. These devices provide the data in a variety of visual
ways, such as graphs that show patterns over time and fre-
quently contain explanations of optimal ranges for a partic-
ular health measure. The aggregated data from the patient
tracking sensors may be too large for the local server to
accommodate. It necessitates a high level of storage and com-
putational capability. Fortunately, the new fifth-generation
(5G) mobile networking infrastructure has a multiaccess edge
computing (MEC) facility. As MEC is implemented into an
IoHT system, it has high capacity and intensive processing
capabilities.

B. THREAT MODEL

We consider the Dolev-Yao adversary model for our proposed
certificate-based proxy signcryption scheme, which means an
adversary has full command of the communication channel.
Further, in this model, the adversary has the full ability to
generate a forge signature; it means that an adversary has
the full command to destroy the authentication process. The
adversary has the full ability to capture all the messages that
are sent through Dolev-Yao model communication channel;
it means that an adversary destroys the confidentiality of
a transmitted Ciphertext. Once an adversary destroys the
confidentiality of a transmitted Ciphertext, then it can easy
for him/her to modify the Ciphertext and replaying it.

We also supposed to divides the role of adversary into
two ways that are A; and A, which can be harm-
full for our scheme during communication regarding to
destroyed the security of confidentiality, unforgeability,
receiver anonymity, and forward security, respectively. here,
we represent A is an outsider attacker which has not the
ability to get access to the master secret key of KGC without
replacing the user public key and still struggling to break
the security of confidentiality, unforgeability and receiver
anonymity. Here, A, is an insider attacker which has the
ability to get access to the master secret key of KGC and still
struggling to break the security of confidentiality, unforge-
ability and receiver anonymity. The specific security models
under different adversaries as same as: such that confiden-
tiality regarding selected message adaptive chosen-ciphertext
attack (IND- CCA2-game). This game can be split into two
parts e.g. (1) A try to break the confidentiality of a message
(IND-CCA2-Game) and communicate for this purpose with
a challenger Cycpy with the privilege ¢. Here, the duty of
Cucpy is to calculate the HCDH problem for A; with the
utilized advantage ¢/ (2)A; try to break the confidentiality
of a message (IND-CCA2-Game) and communicate for this
purpose with a challenger Cycpy with the privilege ¢. Here,
the duty of Cycpy is to calculate the HCDH problem for
A» with the utilized advantage ¢/ without replacing the user
public key.

Unforgeability regarding existential unforgeability against
adaptive chosen-message attack (EUF-CMA-game), this
game can be split into two parts e.g. (1) A can try to forge
signature and communicate for this purpose with the chal-
lenger Chycpy with the privilege ¢. Here, the duty of Cycpy
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is to calculate the HCDH problem for A; with the utilized
advantage ¢/ (2)A; try to forge signature and communicate
for this purpose with a challenger Cacpn with the privilege
¢. Here, the duty of Cycpy is to calculate the HCDH problem
for A, with the utilized advantage ¢/ without replacing the
user public key.

Anonymity regarding anonymous indistinguishability
against selected identity adaptive chosen-ciphertext attack
(ANON- CCA2-game), this game can be split into two parts
e.g. (1) Aj try to break the anonymity and communicate for
this purpose with a challenger Cycpy with the privilege ¢.
Here, the duty of Cycpy is to calculate the HCDH problem
for A, with the utilized advantage ¢/ (2) A, try to break
the anonymity and communicate for this purpose with a
challenger Cycpy with the privilege ¢. Here, the duty of
CucpH 18 to calculate the HCDH problem for A; with the
utilized advantage ¢/ without replacing the user public key.

Forward security can be achieved, when the private key is
accessed by A or A; but the confidentiality is still exist.

V. PROPOSED SCHEME
A. DEFINITION OF THE PROPOSED SCHEME
i. Setup: Considering a security input &, KGC creates
freely identified set of parameters (®) and a master
secret key ().

ii. Partial Private Key Generation (PPG): Given
n, ®, IDgs, and T3, KGC results Pys as a partial private
key for U with IDgs.

iii. Secret Number Generation (SNG): Considering ¢ and
ID¢s as an input, a user (U) with ID¢s picks his secret
number Q5 and saves it privately.

iv. Private Key Generation (PKG): It takes a secret num-
ber €5, and Pg5 as input, and produced a private key
PKis.

v. Public Key Generation (PUBKG): It takes a secret
number g, freely identified set of parameters (®),
a user private key PXK¢ as an input and produced a
public key PBXKys.

vi. Certificateless Signcryption Generation (CSG): It
takes a plaintext ., ®, PBK;, PBXK;, and PK; as
an input and returns W as a certificateless signcryption
text.

vii. Certificateless Un-Signcryption (CUNS): It takes
v, &, PK,;, PBK;, and PBXK; as an input, it checks the
correctness of W, if it is genuine then it outputs .¢/;
otherwise L.

B. PROPOSED ALGORITHM
In this phase, we explain the new scheme construction steps:
Setup: Considering a security input &, KGC creates freely
identified set of parameters ® = {%41, /%2, /%3, /24 hEc, § >
2,5,, D, Q = n.D}, where % is an irreversible hash function,
hEc is the genus 2 hyper elliptic curve, § > 2 is the genus
of hEc, U, is a finite field of order p > 280, D is the
divisor of hEc, Q = ».D is the master public key, and
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FIGURE 1. Proposed network model.

nef{l,2,...... , p— 1} is the master secret key, respectively.
Then, KGC keep private 1 and get freely available the set of
parameters ® in a network.

Secret Number Generation (SNG): A user (O) with IDg;,
figures a public value T¢s utilizing @ as followed:

o Itselects a secret number Y5 € {1,2,...... ,p— 1} and
compute T3 = YD

« And sends a tuple (ID¢s5, T35) to KGC, as a request for
partial private key.

Partial Private Key Generation (PPG): Given n, @, IDygs,
and T3, KGC results Py as a partial private key for U with
ID¢s and the process as followed:

o Selects yi5 € {1,2,...... ,p — 1} and Computes S5 =
yoD
e Compute Xi5 = /#%1(IDg, B, T5) and PBKy =

Xu.J5 + Bo
o Calculate g5 = %>(IDgs5, PBKs) and Pis = vis + 5.1
« Send the tuple (85, Pys) to the user (U) with IDgs using
secure channel

User Key Generation (UKG): Upon receiving ((B¢5, P5)),
it takes a secret number Y5, freely identified set of parame-
ters (®), a user identity ID¢s as an input and produced a public
key PBX¢s and private key PXK 5 by using the following steps:

o Verify the tuple (8, Pi5) as Pis.D = B + %2(IDys,
PBXys). Q

o Compute X5 = %1(IDgs, B, Ti) and PBKy = Xis.
Ts + B

o Calculate PKy = Xi5. Y5 + Pis
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o Set PXy as a private key and send PBXKys as a public
key for publishing

Certificateless Signcryption Generation (CSG): It takes
a plaintext ¢, ®, PBK;, PBK;, and PK; as an input and
returns W as a certificateless signcryption text utilizing the
below process.

o Selectsqg € {1,2,...... ,p—1} and Computes U = a.D
o Calculate ¢y = /%,(IDy, PBK;) and 6, = a.(PBK; +
¢r.Q)

o Compute X; = %3(IDy, §;, U) and C = Egc. (M, U)
o Compute o~ = %4(IDg, C, U) and W = g — #.PK
o Set W = (C, ~, W) and return it to the receiver

Certificateless Un-Signcryption (CUNS): It takes V¥, &,
PXK;, PBKs, and PBXK; as an input, it checks the correctness
of W, if it is genuine then it outputs . ¢#; otherwise L. The
process is followed:

o Calculate 93 = /Z,(IDg, PBK) and U =
7 (PBXK + ¢5.Q)

« Calculate 4~/ = %4(1Dg, C, U) and compare if =,
then accept W otherwise returns L

o Compute §; = PK,..U and K; = #Z3(Dy, §;, W)

« Finally, recovered the plaintext as (M, U) = Dy, (C)

W.D +

C. CORRECTNESS
Evidently, for each user (U) with IDyg, it has PKyp.D =
PBKs + ¢15.Q.

So, U = W.D + #.(PBXKs + ¢5.Q =
7. PKs.D)

(a — r.PXK). D+
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=a.D —rPKs. D+ r.PKs.D=aD=1U,

8 = a. (PBK; + ¢.Q) = a. (PK;.D) = a.D (PX,)
= U.PK; = 6;

V1. SECURITY ANALYSIS

Here, we provide the security proofs for our scheme on the
basis of random oracle model. It includes the six games,
which are explained in the following theorems.

Theorem 1: In this theorem, A try to break the confiden-
tiality of a message (IND-CCA2-Game) and communicate
for this purpose with a challenger Cycpy with the privilege
¢. Here, the duty of Cycpy is to calculate the HCDH problem
for A with the utilized advantage ¢/ .

Proof: Suppose a triple {D, XD, YD} is the given instance
of HCDH problem, then in the following steps we provide that
how the challenger Cycpy interacts with A for getting the
solution of HCDH problem.

Setup: Here, Cycpy sets the master secret n = L and
master public key as Q = 7.D, then it handovers the freely
identified set of parameters & to A;.

Phase A: In this phase, A; creates four lists (listi:1’2’3'4),
which are initially empty, then it selects the sender and
receiver target identity (IDs', ID,") and sends them Cycpy.
So, the hash queries can be performing in the following
manner.

/i Query: When A submits hash queries (%i=1 2.3.4), then
Chcepy check the values in list=1-2:3-4 for these queries, if it
is found then handovers to A, otherwise it selects the values
e.g.,r 4, Iy, e, and rq and returns it to A . Cycpy also updates
the lists list="23* with r A, b, T'e, and 14, respectively.

Phase B: In this phase, A; made some query with Cycpg.
Here, Cycpy create a list (listU), so the queries can be per-
forming in the following manner.

Public Key Extract Query(Qpkeq) : On input IDzs, CHcpa
combs for a tuple (yi5, B, X5, T3, PKs, PBKys), if it is
existing in listU, then it sends PBX¢ to Aj. Otherwise,
CucpH perform the below steps:

o If IDy = ID{, Cycpn picks yi5, X5, X5, 95 €
{1,2,...... ,p — 1}, calculates 85 = y5.D,Tp =
XU_l(T—F x5 D — B — 95.9), PBKys = Xi5.T5 +
Bis, and sets PKyis = L.

o If IDis = ID, Cycpu picks yi5, o5, X5, 05 €
{1,2,...... ,p — 1}, calculates 8 = y5.D, Ty =
Y5.D, PBKys = Xi5.95 + B, and sets PKyy = L
and ;5= Yg5.

o Otherwise, Cycpy picks y5, x5, X5, 95 € {1,2, ...

..,p — 1}, calculates S5 = yi5.D—Yw5.905.D, Tis

Y55.D, PBKy = Xi5.T5 + B, and sets PKys
Xs5. Y5 + yo and 5= Yp5.

So, after the above process, Cacpn updates (IDgs, S5, T,
X)) and (IDgs, @5 PBXys), in list! and list?. Further, Crcph
stores  (y5, B, 55, T3, PKes, PBKys) in the list® and
returns PBX¢s to Aj.

Secret Number Generation Query (Qsngq) : On input IDgs,
Cucpy combs for a tuple (vi5, 855, x5, Ti5, PKes, PBKys),
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if it is not existing in list®, then Chcph perform Qpieq With
IDgs. If IDgs = IDY, Chepy returns L, otherwise it outputs
(o<z5, Tps)-

Fartial Private Key Generation Query (Qppkgq) : On input
IDts5, Cucpu combs for a tuple (v, B, o5, T5, PKes,
PBXys), if it is not existing in list®, then Cxcph perform
Qpkeq With IDg5. Then Cycpn outputs (yi5 + ¢5.1, Bo5).

User Key Generation Query (Qukgq) : On input IDgs,
Cucpu combs for a tuple (yi5, B, X5, Ti5, PKes, PBKys),
if it is not existing in list®, then Cucpn perform Qpkeq With
IDgs. If ID;s = IDgY, it outputs (PKys, PBKys), otherwise
CHcpy returns L.

Public Key Replace Query(Qpkrq) : On input (IDgs,
PBK 5/ )Cricpu combs for a tuple (vs5, B, x5, T3, PKes,
PBXys), if it is not existing in list®, then Cucpy perform
Qpkeq With IDgs. Then, ChcprreplacedPBK s with PBX s .

Certificateless Signcryption Generation Query (Qcsgq) :
Cucpy responses to this query in the following manner:

o If PKs = L, then Cycpu randomly choose

Key v, Wle 1,2, ...... ,p—1}
e Compute U = W.D 4+ .(PBK + ¢5.Q) and C =
Egc, (M, U)

After this process, it stores (IDy, L, K, U) in lis® and
(IDg, C,'W, #~) in list4, otherwise, it performs the signcryp-
tion algorithm in a normal way and at the same time updates
list® and list*. Finally, Cxcpy set ¥ = (C, -, W) and return
itto Aj.

Certificateless Un-Signcryption Query (Qcusq): CHCDH
responses to this query in the following manner:

o Itcomputes U = W.D+4~.(PBK+¢s.Q) and get access

to (IDy, &;, U, XK;)

o Then, it computes (M, U) = Dy, (C) and sends it to

Aj.

Challenge: In this phase, first of all A choose two same
but different nature messages (M1, M,) and sends the tuple
(ID;, M1, M») to Chcpn. Then, Cycpn pick #{e 0, 1} and
produces the challenge signcrypted text W* by using the
following steps.

o Cucpy randomly choose Ky, #~, W e {1,2,...... ,p—

1} and compute U = W.D + 4. (PBXK; + ¢5.9), and
renewed (IDs, C, #~, U) in list*.

o Compute € = €5, (M, U) and stores (IDy, L, K, U) in

list?

o Set U* = (C, 4, W) and return it to A;.

Phase C: In this phase, A; made same query with Cycpn
aforementioned, ignoring Qcusq With IDg', ID;!, W*, respec-
tively.

Guess: A made the bits #*{e 0, 1} and get advantages
for wining in this game if #* = #. It is obvious that, if A;
succeeded then it has the genuine K, for this it get the access
to the tuple (IDy, &, U) such that: §; = a. (PBX; + ¢:.Q) =
WHr.(Xs. Ts+Ys+9s. X)(Y. D+ o5 . D). finally, the Cycpn
getting access to 8, in list® and find the HCDH solution as:
XY.D = (r95) " (G —(WHEX,. Ts+ry)(Y.D+ o5 .D)))-
o5 . X.D with adversary ¢/.
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Theorem 2: In this theorem, A try to break the confiden-
tiality of a message (IND-CCA2-Game) and communicate
for this purpose with a challenger Cycpn with the privilege
¢. Here, the duty of Cycpy is to calculate the HCDH problem
for A, with the utilized advantage ¢/ .

Proof: Suppose a triple {D, XD, TD} is the given instance
of HCDH problem, then in the following steps we provide that
how the challenger Cycpy interacts with A, for getting the
solution of HCDH problem.

Setup: Here, Cycpy sets the master secret as n and master
public key as Q = n.D, then it handovers the freely identified
set of parameters @ and 7 to Aj.

Phase B:In this phase, A, cannot made Qpkrq and CxcpH
answers to Qpkeq as followed: Cucpn picks ys, s, Xs, @5 €
{(1,2,...... ,p — 1}, calculates By = ¥.D, Ty =
XM (rD+ o D — Bs — 95.Q), PBK = Xs. T + fs, and sets
PKs = L. Then, renewed listU, list!, and listz, respectively
and sends PBX to Aj.

Guess: A, made the bits #* € 0, 1} and get advantages
for wining in this game if #* = #. It is obvious that, if A,
succeeded then it has the genuine XK, for this it gets the access
to the tuple (IDy, &, U) such that: §; = a. (PBX; 4+ ¢;.Q) =
W+ 7».(X+ o)PBKs + ¢5.D) = W + X+ o
)(Y+ o)D). Finally, the Cycpy getting access to &, in list?
and find the HCDH solution as: XYD = 18 — (W +
7. % )(Y.D+ o5 . D)-ocis .X.D with adversary ¢/ = ¢.

Theorem 3: In this theorem, A; try to break the confiden-
tiality of a message (EUF-CMA-Game) and communicate for
this purpose with a challenger Cycpy with the privilege ¢.
Here, the duty of Cxgcpp is to calculate the HECDP problem
for A with the utilized advantage ¢/ .

Proof: For forging the signature, we suppose a public
key V, then in the following steps we provide that how the
challenger Cygcpp interacts with A for getting the solution
of HECDP problem.

Setup: Here, Cygpcpp sets the master secret n = L and
master public key as Q = 5.D, then it handovers the freely
identified set of parameters ® to A.

Query: In this phase, A1 made the same query like in Phase
A,B of Theorem 1, excepting the following two queries:

1. Qpkeq: On input IDgs, Checpp combs for a tuple
(vo, Bi, x5, Ti5, PKes, PBKys), if it is existing in
listU, then it sends PBXy5 to Ajp. Otherwise, it picks
V5, X5, X, 05 € {1,2,...... ,p — 1}, calculates
B = v5.D, Ts = Xos ' (V+ o5 D — Bis — ¢5.9),
PBKy = X5.T5 + B, and sets PKyy = 1L and
and o= TY¢5. Then, renewed listU, list!, and list?,
respectively and sends (PBXKy5, PKys) to Aj.

2. Qukgg: On input IDgs5, Cygcpp combs for a tuple
(v55, B, <5, Ts, PKis, PBKys), if it is exist in list®
and PXKy # L, then Cygcepp returns (PBXKgs, PKys)
to A;. Otherwise, CHecDP piCkS Py, x5, X5, o5 €
{1,2,...... ,p — 1} and compute T3 =5 .D, B =
P5.D — 015.9,PKs = Xi5. Y + Pis, and PBK5 =
X5.95 + B, Then, renewed list®, list!, and list?,
respectively and sends (PBK¢5, PKys) to Aj.
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Forgery: A returns a forge signature W' = (Cf, ,f, WF)
for ID,* which has not asked for Qukgq- S0, A succeeded eas-
ily if the followed equation is hold: U = WI. D44 (PBXK+
9.9 = W+ 4L (V+ o5 D) = W+ 45 ois) D +
7.V, then Cygcpp forge a signature (/rf s, 71, Wf) with
adversary ¢/ = ¢.

Theorem 4: In this theorem, A5 try to break the confiden-
tiality of a message (EUF-CMA-Game) and communicate for
this purpose with a challenger Cycpu with the privilege ¢.
Here, the duty of Cxgcpp is to calculate the HECDP problem
for A, with the utilized advantage ¢/ .

Proof: For forging the signature, we suppose a public
key V, then in the following steps we provide that how the
challenger Cygcpp interacts with A, for getting the solution
of HECDP problem.

Setup: Here, Cypcpp sets the master secret as 1 and master
public key as Q = 1.D, then it handovers the freely identified
set of parameters @ and n to A,.

Query: In this phase , A cannot made Qpq and CHcpH
answers to Qpkeq and Qpkeq Working as like Theorem 3.

Forgery: A, returns a forge signature wi — (@f, A, Wf)
for ID,". So, A, succeeded easily, then Cygcpp forge a signa-
ture (1 o5, #F, W) with adversary ¢/ = ¢.

Theorem 5: In this theorem, A try to break the confiden-
tiality of a message (ANON-CCA2-Game) and communicate
for this purpose with a challenger Cycpy with the privilege
¢. Here, the duty of Cycpp is to calculate the HCDH problem
for A with the utilized advantage ¢/ .

Proof: Suppose a triple {D, XD, TD} is the given instance
of HCDH problem, then in the following steps we provide that
how the challenger Cycpy interacts with A for getting the
solution of HCDH problem.

Setup: Here, Cycpy sets the master secret n = L and
master public key as Q = 7.D, then it handovers the freely
identified set of parameters ® to A;.

Phase A: In this phase, A selects two identity (ID; ! , ID22)
and sends them to Cycppy. So, it performs the same hash
queries.

Phase B: Cxcph answered to Qpkeq in the following man-
ner: Cucpy picks yi5, x5, X5, 95 € {1,2,...... ,p—1},
calculates B5 = v5.D, T = Xo '(XD+ x5 —Bs —
©05.9), PBKs = Xi5.T5 + B, and sets PKys = L. Then,
renewed listU, list!, and listz, respectively and sends PBX
to Aj.

Challenge: In this phase, first of all A; choose a mes-
sage M and sends the tuple (ID;, M, IDy) to Cycpy. Then,
it produces the challenge signcrypted text W™ by using the

following steps.
o Cpcpy randomly choose Ky, #~, W e {1,2,...... ,D—

1} and compute U = W.D + . (PBK + ¢,.Q), and
renewed (IDs, C, 4~, W) in list*.
o Compute € = Egc,(M, U) and stores (ID;, L, K, U) in
list®
o Set U* = (C, 4, W) and return it to A;.
Finally, the Cycpy getting access to §; in list® and find the
HCDH solution with adversary ¢/ = ¢.
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TABLE 2. Computational cost comparison.

Schemes Signcryption Unsigncryption Total Total (ms)
Lietal.[16] & 2 Bp 2 Bpt+é 2(14.90)+1.25=31.05
Cao etal. [17] 7 Epm 5¢épm 12 épm 12(0.97)=11.64
Liu et al. [18] 5¢ 6& 11¢& 11(1.25)=13.75
Proposed 4 hédm 4 hédm 8 Aédm 8(0.48)=3.84
TABLE 3. Computational cost comparison.
Schemes Communication Cost Communication
Cost (bits)
Lietal. [16] |m|+ 2|g| 3072
Caoetal. [17] |m[+ 2|Q| 1344
Liu et al. [18] |m[+ |P|+2|H]| 2557
Proposed |m[+ 2|N| 1184
TABLE 4. Variable values. 35
Variable Value § 304 208 203 % 3E;S;yggggon
|m] 1024 bits g [ Total
P| 1024 8 25
[H| 256 T
Q| 160 bits £ 207
IN| 80 bits 8
g 1024 bits e ®]
,‘g 11.64
8 10~
Theorem 6: In this theorem, A, try to break the confiden- é- 6.79 6.25 [
tiality of a message (ANON-CCA2-Game) and communicate S ° H - HH 284
for this purpose with a challenger Cycpy with the privilege . R ﬂ . % ,%‘ ’_‘

¢. Here, the duty of Cycpy is to calculate the HCDH problem
for A with the utilized advantage ¢/ .

Proof: Suppose a triple {D, XD, TD} is the given instance
of HCDH problem, then in the following steps we provide
that how the challenger Chcpy interacts with A, for getting
the solution of HCDH problem. So, A, make the same series
query which is performed in theorem 2, accepts that the Phase
A, Phase B and Challenge are the alike as Theorem 5. Finally,
the Cycpy getting access to §; in list® and find the HCDH
solution with adversary ¢/ = ¢.

Theorem 7: This theorem proves that the proposed scheme
is forwardly secure from A and A,. In our scheme we used
the secret key for encryption and decryption, so if the A
and A, get access to sender private key but they still failed
to unscrambled the Ciphertext.

VIl. PERFORMANCE COMPARISON

A. COMPUTATIONAL cosT

Here, we compare our afresh assembled technique with those
of Li et al. [16], Cao etal. [17], and Liu et al. [18], with
respect to major operations such bilinear pairing (8p), expo-
nentiations (£), elliptic curve multiplications (§pm), and
hyper elliptic curve devisor multiplications (%Z&dm), which
is illustrated in Table 2. Then, we make the comparisons
in Table 2, with the help of milli seconds on the basis of results
used in [30], which includes the running time for is 14.90 ms;
for & is 1.25 ms; for Z&dm is 0.97 ms and for Z&dm
is 0.48 ms [31], [32]. To estimate the performance of the
proposed approach, the Multi precision Integer and Rational
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Lietal.[16] Caoetal.[17] Liuetal.[18] Proposed

Schemes
FIGURE 2. Computation cost comparison (in ms).

Arithmetic C Library (MIRACL) is used to test the runtime
of the basic cryptographic operations up to 1000 times. The
following are the details of resources used for testing the
running time of the basic cryptographic operations up to
1000 times:

« Intel Core i74510UCPU

o 2.0GHz processor

« 8 GB RAM

¢ C++ with MIRACL

o window 7

It is obvious that the scheme of Li et al. [16], Cao et al.
[17], and Liu et al. [18], are inferior in term of computational
efficiency from our scheme which is presented in Tab. 2 and
Fig. 2.

B. COMMUNICATION COST

Here, we compare our afresh assembled technique with those
of Li et al. [16], Caoetal. [17], and Liu et al. [18], with
respect to bits as exemplified in Table 3. In Table 4, we pro-
vide the supposed values for bilinear pairing (g), RSA (P),
elliptic curve (Q), hash (H), and hyper elliptic curve (N).
It is obvious that the scheme of Li et al. [16], Cao et al. [17],
and Liu et al. [18], are inferior in term of communications
efficiency from our scheme which is presented in Tab. 3 and
Fig. 3.
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TABLE 5. Security properties comparisons.

Schemes Confidentiality Unforgeability Anonymity Forward Security
Lietal.[16] YES YES YES NO
Caoetal. [17] YES YES NO NO
Liu et al. [18] YES YES NO NO
Proposed YES YES YES YES
3500 7 In the future, we are intended to design a certificateless
4000 3072 [ |Total signcryption scheme with the presence of public verifiability
28 in multi-cast communication settings.
o 2557
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