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ABSTRACT A new algorithm for biometric templates using a 6D-chaotic system, and 2D fractional
discrete cosine transform (FrDCT) is proposed in this paper. In this technique, the k biometric templates
are represented into three groups. After representation, these three groups are converted into row vectors and
scrambled by using keys generated by the 6D-chaotic system and after that, these row vectors are combined
into three matrices. The three matrices are then mixed horizontally and divided into two halves, with the
left half serving as the real part and the right half serving as the imaginary part of a complex-valued matrix
(CVM). This CVM is further subjected to 2D FrDCT. The output of 2D FrDCT is separated into three parts.
The robustness of the technique is further enhanced by substitution operation using keys generated by the
6D-chaotic system. Thus, the final encrypted template is obtained. The analysis like security, statistical, and
attacks are given to authenticate the reliability of the proposed technique. The experimental values also show
that the proposed technique is resistant to brute force attacks.

INDEX TERMS Biometric template encryption, decryption, 2D fractional discrete cosine transform,
6D-chaotic system.

I. INTRODUCTION
Biometrics [1] is the automatic assessment of the physical
characteristics of human such as the face, fingerprint, iris,
and so on. Researchers can now complete any task using
different biometric devices due to advances in computerized
knowledge. As a result, biometric data must be processed
and compressed to ensure privacy and prevent unauthorized
access to vital information. In recent years, most digital
media including mobile phones and laptops use biometrics.

The associate editor coordinating the review of this manuscript and

approving it for publication was Donato Impedovo .

Nowadays, the biometric-based smart attendance system is
also getting popular. The biometric-based access granting
system is widely used in restricted areas of various investigat-
ing agencies. Biometric techniques have inherent enrichment
over personal identification number techniques, identifica-
tion cards, and passwords.

In the present era, assuring the reliability and privacy of
biometric data is a vital challenge. The digital biometric data
for each human is different but still, it needs a secrecy mech-
anism. The secrecy risk associated with biometrics lies in
biometric modification and reusing the biometric data when
it is shared over unsecured open networks like the Internet.
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That is the main reason to develop a biometric template
encryption technique to secure biometric data from attackers.
Few authors have used watermarking techniques, data hiding
techniques, and encryption techniques to provide security for
biometric data [2]–[8].

Cryptography is generally used for encryption, it is a
branch of applied mathematics and computer science, con-
tributes several algorithms to image protection. Traditional
encryption techniques are ineffective for encrypting images
for a variety of reasons, including a lot of similarity between
adjacent pixels, a lot of info, and a lot of redundancy. As a
result, biometric data security requires special attention, and
we suggest an encryption algorithm that can aid in the effi-
cient protection of biometric data.

In recent years, digital cryptosystem [9], [10], optical
cryptosystem [11], [12] or a combination of both have been
extensively used for encryption of digital biometric tem-
plates. Authors have used different transform domains such
as hybrid transform [8], Fourier transform [13], [14], wavelet
transform [15], [16], Arnold transform [17], and chaotic maps
[18], [19] for encryption.

The fractional Fourier transform (FrFT) theorem is critical
in the implementation of image encryption. The FrFT’s key
weakness is that it produces both true and imaginary coef-
ficients, making processing more complex. As a result, this
paper uses FrDCT that only produces real coefficients.

Encryption research continues to improve security features
such as resistance to various attacks. The high similarity
among the adjacent pixels, either horizontally (H), vertically
(V), or diagonally (D), is one of the encryption’s challenges.
Based on the observation from state-of-art methods about
encryption techniques, when a certain noise assaults the
encrypted picture, several traditional methods suffer substan-
tially. The encryption scheme must have a big keyspace to be
healthier. It means that encrypting images in a domain with a
higher degree of freedom reinforces the encryption process.
Statistical attacks must be resistant to the encryption practice.

In addition to the above, the encryption technique’s keys
must be extremely sensitive, so that information cannot be
recovered by an unauthorized person. Moreover, watermark-
ing is often followed by image encryption. It’s done to ensure
that the data is sent correctly. As a result, our encryption
method must be adaptable enough to accommodate the addi-
tion of a watermark signal.

This research paper proposes an encryption technique for
biometric templates based on the 6D-chaotic system applied
to the 2D-FrDCT coefficients, as a result of the above glimpse
of encryption. In this technique, the k biometric templates are
represented into three groups. After representation, the three
groups are converted into row vectors and are scrambled by
using keys generated by the 6D-chaotic system. Then, these
scrambled row vectors are converted into three matrices. Fur-
ther, these three matrices are horizontally concatenated and
then divided into two half parts in which the first part is real,
and the second is imaginary of a CVM. Then, the 2D FrDCT
operation is performed on the CVM. The 2D FrDCT output

is broken down into three parts. Each of these components
represents a separate biometric template. The substitution
operations using keys provided by the 6D-chaotic framework
improve the scheme’s robustness even further. Thus, the final
encrypted template is obtained. To check the performance of
the presented system, computer simulations and experimental
results were performed on biometric templates. It’s alsoworth
noting that the proposed technique stands up to cropping and
differential attacks remarkably well.

A. RELATED WORKS
For the security of fingerprint and face, Haddada et al. [2]
advocated the use of watermarking based cryptosystem.
In this process, the application of the twofold watermark-
ing technology ensures a high level of security. Primarily,
the local features watermark an individual’s original biomet-
ric template face, minutia, of one biometric template fin-
gerprint and then the predominantly watermarked biometric
template face is placed as extra identifying information into
the original biometric template fingerprint. Douglas et al. [4]
reviewed the Steganography techniques for the preservation
of biometric templates. The authors offer an overview of
steganography approaches used to preserve biometric tem-
plates in fingerprints in this study.

For digital biometric templates security, Tarif et al. [5]
proposed a encryption and concealing technique for provid-
ing security of biometric template in transmission through
system for multi-modal biometric identification and authen-
tication. In this method, the biometric (fingerprint and iris)
templates are estimated using a stimulated iterative hard
thresholding approach and then integrated in the face tem-
plate’s Slantlet-SVD field.

Barrero et al. [7] proposed a shared substructure for various
biometric template protection based on a homomorphic prob-
abilistic transform approach that only manipulates changed
data. An iris template based double image encryption tech-
nique was suggested by Rakheja et al. [8]. In the frequency
domain of the hybrid transform (HT), this technique used
a 3D-Lorenz chaotic approach and modified equal modulus
decomposition were utilised in this methodology. In this
process, Walsh, Kekre, and fractional Fourier transforms of
different orders were combined to create HT. The phase part
of CVM was used to encrypt the iris template a double
image. Rakheja et al. [15] later suggested a strategy for
protecting hybrid iris templates. This methodology employed
a 4D hyperchaotic method and a modified equal modulus
decomposition tool in the multi resolution wavelet transform
domain.

Barrero et al. [20] provided a statistical study of unpro-
tected biometric models to estimate the key parameters of a
digital biometric security system. In addition, the authors sug-
gested a protected weighted feature level fusion to improve
the efficiency and security of authentication.When compared
to unsecured score level fusion, it was discovered that using
weighted feature level fusion enhanced authentication accu-
racy. As a result, the weighted feature level fusion technique
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improved the system’s privacy. Ajish and Kumar [21] pro-
posed an iris template encryption technique using double
bloom filter based feature function.

By inserting a different key sequence for each image
sequence, the benefit of the pixels permutation to create a
noise-resistant encryption scheme can be preserved, resulting
in an encryption method that is immune to known image and
brute-force attacks. The established image attack is rendered
useless for attackers who do not know the initial key by using
a different key sequence.

We used a 6D hyperchaotic method on an intermediate
ciphertext image to improve the protection of a biometric
template in this paper. The settings and beginning circum-
stances of the 6D hyperchaotic technique must first be con-
sidered by the attacker before performing a particular attack.

B. OUTLINE
The following are the remaining parts of this research
paper. Section II presents the preliminary knowledge of the
6D-chaotic system, and 2D FrDCT. The proposed biometric
template encryption and decryption technique is discussed
in Section III. The computer simulation and experimental
findings based on the proposed technique are discussed in
Section IV. In section V, biometric prototype matching is
addressed. The proposed technique’s protection is discussed
in Section VI. Sections VII and VIII include an attack
overview and a comparison of the proposed technique to
similar works, respectively. Finally, section IX concludes the
proposed technique.

II. PRELIMINARY KNOWLEDGE
This section presents the preliminary knowledge of
6D-chaotic system, and 2D FrDCT.

A. THE 6D-CHAOTIC SYSTEM
The chaotic behavior with at least two positive Lyapunov
exponents defines the hyper chaotic attractor. A continuous
hyper chaotic structure has a minimum dimension of four.
Grassi et al. [22] used two same 3D Lorenz chaotic systems
and modeled a four wing hyper chaotic system which is
represented by Eq. 1,

u̇ = a1(v− u)
v̇ = a2u− v− uw+ r1(x − y)
ẇ = uv− a3w
ẋ = a1(y− x)
ẏ = a2x − y− xz+ r2(u− v)
ż = xy− a3z

(1)

where a1, a2, a3, and r1, r2 are the positive and the coupling
parameters. When a1 = 10, a2 = 28, a3 = 8/3 and
r1 = r2 = 0.05. The four wing attractors have been generated
by Eq. 1 as shown in Fig. 1. In the proposed technique,
the parameters a1, a2, a3, r1, r2 and the initial conditions u, v,
w, x, y and z are considered to be the secrete keys, to generate
the keystream.

B. THE 2D FRACTIONAL DISCRETE COSINE TRANSFORM
A generalization of the DCT is the 2D FrDCT. In the DCT,
the finite sequence of points is expressed in terms of the
cosine function. The DCT, first proposed by Ahmed [23]
in 1972, is the most useful transformation method in image
processing and data security. The 2D DCT [24] of any 2D
signal Im,n of size M × N is defined by Eq. 2,

I ′s,t = αsαt
M−1∑
m=0

N−1∑
n=0

Im,ncos
π (2m+ 1)s

2M
cos

π (2n+ 1)t
2N

, (2)

where I ′s,t is 2D DCT transformed signal and 0 ≤ s ≤ M −1,
0 ≤ t ≤ N − 1, 0 ≤ m ≤ M − 1 and 0 ≤ n ≤ N − 1,

αs =


1
√
M

if s = 0

2
√
M

otherwise,
αt =


1
√
N

if t = 0

2
√
N

otherwise.

The frequency domain array I ′s,t in Eq. 2 and spatial domain
array Im,n both are of the same size. In the matrix form, it is
represented by Eq. 3,

I ′s,t = CcIm,n, (3)

where Cc is the IInd type DCT kernel matrix. Comparing
Eqs. 2 and 3, the kernel of the DCT, Cc can be given by Eq. 4,

Cc =

∥∥∥∥ 1
√
M
βscos

(
2π

(2m+ 1)s
4M

)∥∥∥∥ , (4)

where ‖.‖ represents M ×M matrix, 0 ≤ m, s ≤ M − 1 and
β0 = 1, βs =

√
2 for s > 1.

The FrDCT is given by Eq. 5, which is derived from the
Eq. 4.

Cc = UcDcU∗c =
∑
m

Umeiφm , (5)

where Uc is a unitary matrix, composed of eigenvectors in
the columns of um, u∗mun = δmn, Um = umu∗m and Dc is a
diagonal matrix with eigenvalues on the diagonal entries λm,
λm = eiφm with 0 < φm < π .
The FrDCT matrix Cα can be written by substituting the

eigenvalues λm with their αth powers λαm, given in Eq. 6,

Cα = UcDαcU
∗
c , (6)

where α is an order of FrDCT.
When α = 1 the FrDCT behaves exactly similar as DCT,

but when α = 0 the FrDCT data output remains unchanged.
For an image Im,n, 2D FrDCT of fractional orders α, and β is
defined by Eq. 7,

I ′s,t = CαIm,nCT
β , (7)

where CT
β is the transpose of Cβ .

The 2D inverse fractional discrete cosine transform
(IFrDCT) is computed by using Eq. 8,

Im,n = C−αI ′s,tC
T
−β . (8)
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FIGURE 1. The 6D hyper-chaotic attractors of the system 1 when a1 = 10, a2 = 28, a3 = 8/3 and r1 = r2 = 0.05: (a) in the
(y, z, v ) space and (b) in the (u, w, x) space.

III. BIOMETRIC TEMPLATE BASED ENCRYPTION AND
DECRYPTION TECHNIQUE
Figs. 2 and 3, depict pictorial illustration of the proposed bio-
metric template based encryption and decryption technique,
respectively.

A. KEY GENERATION
Step 1: Iterate system 1, p times in advance to elimi-
nate the transient response, to generate random sequences
u = {u1, u2, u3, . . . , uMN }, v = {v1, v2, v3, . . . , vMN },
w = {w1,w2,w3, . . . ,wMN }, x = {x1, x2, x3, . . . , xMN },
y = {y1, y2, y3, . . . , yMN } and z = {z1, z2, z3, . . . , zMN },
respectively each of size max{1×MN }.
Step 2: Converting the sequences u, v, w, x, y, and z into

integers as:

U = floor(u× 1015)mod MN , (9)

V = floor(v× 1015)mod MN , (10)

W = floor(w× 1015)mod MN , (11)

X = floor(x × 1015)modMN , (12)

Y = floor(y× 1015)mod MN , (13)

Z = floor(z× 1015)mod MN , (14)

where floor(p) returns p to the nearest integers less than or
equal to p and mod defines modulo function.

Step 3: Sort the sequences 9–14 and get six sorted
sequences U , V , W , X , Y and Z . Find the positions of the
values of U , V , W , X , Y and Z in U , V , W , X , Y and Z
and mark down the transform positions i.e. O = {O(i) :
i = 1, 2, 3, . . . ,MN }, P = {P(i) : i = 1, 2, 3, . . . ,MN },
Q = {Q(i) : i = 1, 2, 3, . . . ,MN }, R = {R(i) : i =
1, 2, 3, . . . ,MN }, S = {S(i) : i = 1, 2, 3, . . . ,MN },
T = {T (i) : i = 1, 2, 3, . . . ,MN }, where U (O(i)) = U (i),
V (P(i)) = V (i), W (Q(i)) = W (i), X (R(i)) = X (i), Y (S(i)) =
Y (i), and Z (T (i)) = Z (i).

Step 4: Now, the position sequences O, P, and Q are
transform into row vectorsM1,M2, andM3, respectively, each
of size 1×MN andR, S, and T are transform intomatricesM4,
M5, and M6, respectively, each of size M × N and generate
keys K1, K2, K3, K4, K5, and K6 as:

K1 = M1,

K2 = M2,

K3 = M3,

K4 = (M4)mod 256,

K5 = (M5)mod 256

K6 = (M6)mod 256.

B. BIOMETRIC TEMPLATE BASED ENCRYPTION
ALGORITHM
The proposed technique of biometric templates encryption
uses both permutation and substitution processes. The pic-
torial representation of the proposed encryption technique is
shown in Fig. 2. The stepwise process of the technique is as
follows:

Step 1: Let I1, I2, I3, . . . , Ik be k biometric templates of
size m× n.

Step 2: In this step, all biometric templates are represented
in form of three groups of templates which are G1, G2, and
G3 (as shown in Fig. 2). The order of each group is M × N ,
where m ≤ M and n ≤ N .
Step 3: Now,G1,G2, andG3 are converted into row vectors

Rv1, Rv2, and Rv3 and are scrambled by using keys K1,
K2, and K3, respectively. After scrambling, these vectors are
converted into matrices A1, A2, and A3, each of sizeM × N .

Step 4: This step combines A1, A2, and A3 horizontally
and generates a new matrix A. The matrix A is decomposed
vertically into two half parts, i.e., Hl and Hr , where Hl is
considered as the left part and Hr is considered as the right
part (as shown in Fig. 2). The size of each part is M × 3

2N .
When N is not an even number, then one column is padded
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FIGURE 2. Block diagram of the proposed biometric template based encryption technique.

in the combined template and above steps are repeated on the
padded template matrix.

Step 5: In this step,Hl andHr as considered as the real and
imaginary parts of CVM.We applied 2D FrDCT as illustrated
in section II-B such that:

I = Hl + iHr
I ′ = CαICT

β

where α and β are the secret keys of the proposed technique.
Step 6: This step separates I ′ into real part Cre and imagi-

nary part Cimg. These real and imaginary parts are combined
horizontally and a new matrix of size M × 3N is generated.
Further, the new generated matrix is decomposed into three
matrices IP1, IP2, and IP3 of sizeM × N .
Step 7: This step involve the substitution operation in IP1,

IP2, and IP3 using keys K4, K5, and K6, respectively. The
substitution process is given as:

Calculate the minimum values of the matrices IP1, IP2, and
IP3, let γ1, γ2, and γ3 be the minimum values, respectively.
Further, find the minimum value γ of γ1, γ2, and γ3. Let η =
−γ +λ, where 1 ≤ λ ≤ 5. Calculate the corresponding pixel
values of the encrypted template using Eq. 15,

E1(i, j) = mod((IP1(i, j)+ η)⊕ K4(i, j), 256)
E2(i, j) = mod((IP2(i, j)+ η)⊕ K5(i, j), 256)
E3(i, j) = mod((IP3(i, j)+ η)⊕ K6(i, j), 256),

(15)

where 1 ≤ i ≤ M , 1 ≤ j ≤ N , and ⊕ represents the bitwise
XOR operator. Thus, the encrypted template E is obtained
after from E1, E2 and E3, treating them the three components
of this encrypted template.

C. DECRYPTION ALGORITHM
Figure 3 shows the pictorial representation of the decryption
process that reveals the original biometric templates. The
decryption process starts on the encrypted image using the

same keystream K4, K5, and K6 that are used in encryption.
Using the reverse order of the encryption steps, the cipher
image was successfully decrypted.

Step 1: Receiver obtains the encrypted image and decom-
pose it into E ′1, E

′

2, and E
′

3 components. Receiver calculate
IP′1, IP

′

2, and IP
′

3 using Eq. 16,
IP′1(i, j) = mod((E1(i, j)⊕ K4(i, j))− η, 256)
IP′2(i, j) = mod((E2(i, j)⊕ K5(i, j))− η, 256)
IP′3(i, j) = mod((E3(i, j)⊕ K6(i, j))− η, 256).

(16)

Step 2: Now, IP′1, IP
′

2, and IP
′

3 are horizontally combined
to form a matrix A′ of dimension M × 3N . Divide A′ into
two halves. To get a CVM B by treating the two components
as real and imaginary parts, run 2D-iFrDCT with the correct
keys.

Step 3: Divide the complex value B into its real and
imaginary parts, C ′re and C

′
img, respectively. To create a new

matrix of size M × 3N , horizontally combine these real and
imaginary components. Further, break this matrix down into
three distinct matrices. B1, B2, and B3 of sizeM × N .
Step 4: Now, B1, B2, and B3 are converted into row vectors

Rv′1, Rv
′

2, and Rv
′

3 and scrambled by using keys K1, K2, and
K3, respectively. After scrambling, convert these vectors into
matrices G′1, G

′

2, and G
′

3, each of sizeM × N .
Step 5: In this step, from the representation G′1, G

′

2, and
G′3, separates biometric templates I ′1, I

′

2, I
′

3, . . . , I
′
k .

IV. COMPUTER SIMULATION AND EXPERIMENTAL
RESULTS
The proposed technique is implemented in personal com-
puter (PC) using MATLAB R-2015a software. The configu-
ration of PC’s areWindows 10, Intel(R), Core(TM) i5-6200U
CPUwith a clock speed of 2.30 GHz and 8 GB RAM. For the
experimental results, we have taken the biometric templates
of different size shown in Fig. 4(a)–(f). Figure 4(g)–(i) shows
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FIGURE 3. Block diagram of the proposed biometric template based decryption technique.

group representation of original biometric templates. The
initial values and control parameters of the 6D-chaotic system
are u0 = 2.543210007543721, v0 = 3.674515623875401,
w0 = 1.235685120036054, x0 = 1.6758174322200155643,
y0 = 4.785400011325467, z0 = 2.3576335564327899543,
a1 = 10.000102302324532, a2 = 28.004238236135784,
a3 = 2.424874598634125, r1 = 0.036793421834854
and r2 = 0.040002249502146. The fractional order
of the 2D-FrDCT are α = 2.2378500864321523,
β = 3.338626723500651. The encrypted template is
shown in Fig. 4(j). The decrypted templates are shown
in Fig. 4 (k)–(p).

A. MORE EXPERIMENTAL RESULTS
For more experimental results, we have taken differ-
ent biometric templates as shown in Fig. 5(a)–(x). The
encryption and decryption keys are same as given in
section IV. Fig. 5(a)–(x) display the original biometric
templates, Fig. 5(y)–(aa) display three groups of biomet-
ric templates, Fig. 4(ab) display encrypted template, and
Fig. 5(ac)–(az) display corresponding decrypted biometric
templates.

B. RUNNING TIME ANALYSIS
The proposed biometric templates encryption method is
tested on templates of Figs. 4 of size 128 × 128, and 5 of
size 256 × 256. The proposed technique is implemented in
MATLAB R-2015a running on a PC having Windows 10,
Intel(R), Core(TM) i5-6200U CPU with 2.30 GHz fre-
quency and 8 GB RAM. The proposed technique consists of
three main parts: (1) random sequence generator using 6D
hyper-chaotic system, (2) Permutation and substitution, and
(3) Pixel values transformation from the spatial or coordinate
domain to the frequency domain. The proposed technique is a
single-round multi-layer biometric template encryption tech-
nique that can be used for real-time online communication.

TABLE 1. Running time (in seconds) for encryption of biometric
templates of different sizes.

Table 1 shows the running time in seconds for the encryp-
tion of biometric templates of different sizes. Table 1 indi-
cates that the proposed technique has a lower encryption time
than other algorithms.

V. BIOMETRIC TEMPLATE MATCHING
For biometric prototype matching, we employ hamming
distance (HD), peak signal-to-noise ratio (PSNR), struc-
tural similarity index metric (SSIM), and mean square error
(MSE).

A. HAMMING DISTANCE METHOD
The HD compares the two-bit patterns of the initial and
decrypted biometric templates. A perfect match is indicated
by an HD value of zero, while a perfect nonmatch is indicated
by a value of one. The difference in HD between decrypted
biometric templates I ′1, I

′

2, I
′

3, . . . , I
′
k and the original tem-

plates I1, I2, I3, . . . , Ik , is stored in the database which is
calculated by Eq. 17,

HD =
1
MN

M∑
i=1

N∑
j=1

I ′l (i, j)⊕ Il(i, j), (17)

where 1 ≤ l ≤ k and ⊕ the Boolean operator (XOR). The
scale of the biometric prototype isM , N , and HD is the ratio
of total differ bits to total bits.

B. MSE, AND PSNR METHOD
MSE identifies the error between the decrypted template
and the original template. PSNR is a consistency metric that
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FIGURE 4. Experimental results of biometric templates: (a)–(f) original biometric templates, (g)–(i) three groups of original biometric
templates, (j) encrypted template, and (k)–(p) decrypted biometric templates.

compares the decrypted template to its original counterpart.
The higher the PSNR value, the higher the quality of the
decrypted prototype.

The MSE, and PSNR [29] between Il and I ′l are calculated
by the Eqs. 18 and 19, respectively.

MSE =
1
MN

M∑
m=1

N∑
n=1

[Il(m, n)− I ′l (m, n)]
2, (18)

PSNR = 10 log10
(255)2

MSE
, (19)

where Il(m, n) represents the original template and I ′l (m, n)
represents the decrypted template,M and N are the numbers
of pixels of the frame.

C. SSIM METHOD
The SSIM [30] is a perceptual metric for determining image
quality. The SSIM value obtained is a decimal value between
0 and 1, with value 1 indicating perfect structural similarity
only in the case of two equivalent sets of data. The SSIM
index between Il and I ′l is calculated by Eq. 20,

SSIM =
(2µIlµI ′l + J1)(2σIl I ′l + J2)

(µ2
Il + µ

2
I ′l
+ J1)(σ 2

Il + σ
2
I ′l
+ J2)

, (20)

where µIl and µI ′l are mean of the original template and
decrypted template, respectively. σIl and σI ′l are the stan-
dard deviation of the original template and decrypted tem-
plate, respectively. σIl I ′l is the covariance between the original
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FIGURE 5. Experimental results of biometric templates: (a)–(x) original biometric templates, (y)–(aa) three groups of original biometric templates,
and (ab) encrypted template.
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FIGURE 5. (Continued.) Experimental results of biometric templates: (ac)–(az) decrypted biometric templates.

template and the decrypted template, J1 = (k1L)2,
J2 = (k2L)2 and k1 = 0.01, k2 = 0.03 and L =
2number of bits per pixel

− 1.
Table 2 shows the measured HD, MSE, PSNR, and SSIM

values for original and decrypted biometric templates. From
Table 2, one can see that the HD is 0, MSE is also 0, PSNR
is ∞ and SSIM is 1 for all templates. It means that the
decrypted templates are perfectly matched with the original
one, i.e., there is no loss of data during transmission.

VI. SECURITY ANALYSIS
In this section, we have discussed some security parameters to
check the validity and toughness of the presented technique.

A. KEY SPACE AND KEY SENSITIVITY ANALYSIS
In the presented technique, 6D-chaotic system have control
parameters a1, a2, a3, r1, r2 and initial values u0, v0, w0,
x0, y0 and z0 as secret keys and also fractional order α and
β of 2D FrDCT are secret keys. For the control parameters,
initial values of 6D hyper chaotic system and fractional order
of 2D FrDCt, if the precision is 10−15 the key space will be
10(15+15+...+15)11−times × 1015+15 = 10195 ≈ 2648, which is
much sufficient to resists the brute-force attacks.

For key sensitivity analysis, we are slightly changing the
keys. For a slight change in keys, we add 1 = 10−15 in the
control parameters, initial values and fractional order. Due to

TABLE 2. Experimental values of HD, MSE, PSNR, and SSIM between
original and decrypted templates of Fig. 4.

the chaotic properties, a slight change in control parameters
and initial values leads to a dramatic change in the sequences
i.e., in keys. From Fig. 6, one can see that the decrypted
templates are absolutely different from the original one.

Fig. 6(a)–(f) is the decrypted templates of Fig. 4(j) with
slight change in control parameter a1 i.e., a′1 = a1 + 1.
Fig. 6(g)–(l) is the decrypted templates of Fig. 4(j) with
slight change in control parameter a2 i.e., a′2 = a2 + 1.
Fig. 6(m)–(r) is the decrypted templates of Fig. 4(j) with
slight change in control parameter a3 i.e., a′3 = a3 + 1.
Fig. 6(s)–(x) is the decrypted templates of Fig. 4(j) with
slight change in control parameter r1 i.e., r ′1 = r1 + 1.
Fig. 6(y)–(ad) is the decrypted templates of Fig. 4(j) with
slight change in control parameter r2 i.e., r ′2 = r2 + 1.
Fig. 6(ae)–(aj) is the decrypted templates of Fig. 4(j) with
slight change in initial value u0 i.e., u′0 = u0 + 1.
Fig. 6(ak)–(ap) is the decrypted templates of Fig. 4(j) with
slight change in initial value v0 i.e., v′0 = v0 + 1.
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FIGURE 6. Experimental results of key sensitivity analysis. Each row from top to bottom: decrypted templates of
Fig. 4(j) with wrong keys.

Fig. 6(aq)–(av) is the decrypted templates of Fig. 4(j) with
slight change in initial value w0 i.e., w′0 = w0 + 1.
Fig. 6(aw)–(bb) is the decrypted templates of Fig. 4(j) with

slight change in initial value x0 i.e., x ′0 = x0 + 1.
Fig. 6(bc)–(bh) is the decrypted templates of Fig. 4(j) with
slight change in initial value y0 i.e., y′0 = y0 + 1.
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FIGURE 6. (Continued.) Experimental results of key sensitivity analysis. Each row from top to bottom: decrypted
templates of Fig. 4(j) with wrong keys.

Fig. 6(bi)–(bn) is the decrypted templates of Fig. 4(j) with
slight change in initial value z0 i.e., z′0 = z0 + 1.
Fig. 6(bo)–(bt) is the decrypted templates of Fig. 4(j) with

slight change in fractional order value α i.e., α′ = α + 1.
Fig. 6(bu)–(bz) is the decrypted templates of Fig. 4(j) with
slight change in fractional order value β i.e., β ′ = β +1.
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TABLE 3. Experimental results for entropy; entropy value of biometric
templates of Fig. 4(a)–(f), and encrypted template (Fig. 4(j)).

TABLE 4. Encryption quality analysis using the variance of the histogram
test for original and encrypted templates.

B. ENTROPY ANALYSIS
The entropy of the digital data z is considered by Eq. 21.

H (z) = −
N∑
i=1

P(zi)log2P(zi) (21)

where P(zi) is the probability for occurrence of zi.
The suggested technique’s entropy for an encrypted tem-

plate is extremely close to 8, and is demonstrated in Table 3.

C. HISTOGRAM ANALYSIS VIA GRAPHICAL METHOD
In the case of digital biometric data, a histogram is a graph
that shows the relationship between the number of pixels
and their intensity. The histogram of original biometric tem-
plates is advertised in Fig. 7(a)–(c), and the histogram of the
encrypted template is advertised in Fig. 7(d). The proposed
technique is resistant to histogram analysis, and no informa-
tion about the initial biometric template is leaked.

D. HISTOGRAM ANALYSIS VIA VARIANCE METHOD
We have measured the quality of the encryption technique by
calculating the variance of the histogramVH [27]. It is defined
by Eq. 22,

VH (A) =
1
M2

M−1∑
i=0

M−1∑
j=0

(ai − aj)2

2
, (22)

where A = {a0, a1, a2, . . . , aM−1} is an array and ai and aj
are pixel values. The variance of the histogram is calculated
for original and encrypted templates. Table 4 displays the
calculated values of the variance of the histogram.

E. MAXIMUM, AND IRREGULAR DEVIATION TESTS
The maximum deviation (MD) [26] among the original and
encrypted templates were used to determine the encryption
technique’s superiority. The encryption approach is more
effective if the encrypted template deviates from the original
template. To calculate MD, follow the steps given below:

TABLE 5. Encryption quality analysis using maximum and irregular
deviation tests between original and encrypted templates.

1) Plot the histogram of the original and encrypted tem-
plate.

2) Determine the difference in absolute deviation between
the two graphs.

3) Now calculates MD, which is given Eq. 23,

MD =
b0 + b255

2
+

254∑
i=1

bi, (23)

where bi is the amplitude of the absolute deviation
between two graphs at value i.

From the Eq. 23, we analyze that the higher value of MD
shows that, the encrypted template deviates from the original
template.

The irregular deviation (ID) [27] measures the deviation
effected by the encryption technique on the encrypted tem-
plate is irregular. To calculate ID, follow the steps given
below:

1) Let I be the original template and E be the encrypted
template. Calculate the absolute difference matrix AD
as: AD = |E − I |.

2) Plot the graph of histogram distribution HD of the AD
i.e., HD = histogram(AD).

3) Calculate the average value AV using Eq. 24,

AV =
1

M × N

255∑
i=0

bi, (24)

where bi is the amplitude of the HD at the value i.
4) Now, Subtract AV from the HD, and then take the

absolute value of the result we obtain AR i.e., AR =
|HD − AV |.

5) Calculate the area under the AR value curve, which is
ID given by Eq. 25,

ID =
255∑
i=0

AR(i). (25)

From the Eq. 25, we analyze that the lower value of ID
shows that, the encrypted template deviates from the original
template.

Table 5 shows the MD and ID values between original and
encrypted biometric templates.

F. ENERGY TEST
This test measures the aggregate of all elements squared in the
‘‘Grey Level Co-occurrence Matrix’’ (GLCM) [27], which is
used to detect disorders in the encrypted template. For a high
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FIGURE 7. Histogram analysis via graphical method of the proposed technique; (a) histogram of Fig. 4(a), (b) histogram of Fig. 4(b),
(c) histogram of Fig. 4(c), (d) histogram of Fig. 4(d), (e) histogram of Fig. 4(e), (f) histogram of Fig. 4(f), and (g) histogram of Fig. 4(j).

TABLE 6. Encryption quality analysis using energy test for original and
encrypted templates.

quality encryption technique, the energy level should be low.
The energy is calculated by using Eq. 26,

Energy =
M−1∑
i=0

N−1∑
j=0

I2(i, j), (26)

where I (i, j) represents the pixel value at (i, j)th position.
Table 6 shows calculated energy values for original and

encrypted templates. From Table 6, the sufficient less value
of energy for encrypted template with respect to original tem-
plate shows a maximum disorder in the encrypted template
and so the encryption technique is of high quality.

G. CONTRAST TEST
The number of local variations present in the biometric tem-
plate is measured by contrast test. The encrypted templates
generated by a high quality encryption technique will show
high contrast due to randomness. The contrast is calculated
by using Eq. 27,

Contrast =
∑
i,j

|i− j|2I (i, j), (27)

where I (i, j) represents GLCM.

TABLE 7. Experimental values for encryption quality analysis using
contrast test in original and encrypted templates.

Table 7 shows the calculated contrast values of
original and encrypted templates, which shows that
this encryption technique is efficient and offers higher
security.

H. HOMOGENEITY TEST
It measures the proximity quantification of the biometric
template pixels distributed in the GLCM. In the template
pixels near diagonal, homogeneity test values are more sensi-
tive. It has maximum value, when all pixels in the biometric
template are same. The homogeneity is calculated by using
Eq. 28,

Homogeneity =
∑
i,j

I (i, j)
1+ |i− j|

. (28)

Table 8 displays the calculated homogeneity values for
the original and encrypted templates. From Table 8, one
can see that, the homogeneity values for original tem-
plates are high and for encrypted templates are low,
it confirms the encryption technique’s security, quality, and
efficiency.
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FIGURE 8. Graphical analysis of pixel intensity distributions in biometric templates: (a) pixel intensity distributions at H, V, and D direction of Fig. 4(a),
(b) pixel intensity distributions at H, V, and D direction of Fig. 4(b), (c) pixel intensity distributions at H, V, and D direction of Fig. 4(c), (d) pixel intensity
distributions at H, V, and D direction of Fig. 4(d), (e) pixel intensity distributions at H, V, and D direction of Fig. 4(e), (f) pixel intensity distributions at H,
V, and D direction of Fig. 4(f), and (g) pixel intensity distributions at H, V, and D direction of Fig. 4(j).

TABLE 8. Encryption quality analysis using homogeneity test for original
and encrypted templates.

TABLE 9. Experimental result of CC values of Fig. 4(a)–(f) in H, V, and D
directions.

I. CORRELATION ANALYSIS
The proposed technique’s performance against the pixel
intensity distribution of neighboring pixels in the H, V, and

TABLE 10. Experimental result of CC values of Fig. 4(j) in H, V, and D
directions.

TABLE 11. NPCR and UACI results performed on Figs. 4 and 5.

D directions is assessed by computing the correlation coeffi-
cient (CC) [27] between the original biometric template (I )
and the encrypted template (E) using Eq. 29,

CCIE =

∑u
i=1

∑v
j=1(Ii,j − I )(Ei,j − E)√

[
∑u

i=1
∑v

j=1(Ii,j−I )]2[
∑u

i=1
∑v

j=1(Ei,j−E)]2
,

(29)

where I and E are mean of original and encrypted templates.
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TABLE 12. Comparison of our technique with other relevant techniques: Rakheja et al. technique [8], Barrero et al. technique [20], Khan et al. technique
[27], Khan and Ahmad technique [28], and Singh technique [34].

Tables 9 and 10 display the CC values that were measured.
For each direction (H, V, or D) and color variable, the CC
in the encrypted template is very close to zero (R, G, or B).
As a result, though adjacent pixels in the original models
are more correlated, adjacent pixels in the biometric template
encrypted by our technique have a slight correlation.

In the H, V, and D directions, the graph depicts the pixel
intensity distribution of neighboring pixels in the initial bio-
metric templates and encrypted as shown in Fig. 8.

VII. ATTACK ANALYSIS
A. CROPPING ATTACK ANALYSIS
For this analysis, we deal with the encrypted template
(Fig. 4(j)) cropped with different formats to test the robust-
ness of the proposed technique as shown in Fig. 9((a), (h), (o),
(v), and (ac)). The encrypted template (Fig. 4(j)) is cropped
with block size of 16 × 16, 32 × 32, 64 × 64 from left top
corner, and 16×16, 32×32 frommiddle, which are displayed
in Fig. 9((a), (h), (o), (v), and (ac)), respectively. The cor-
responding decrypted templates are shown in Fig. 9((b)–(g),
(i)–(n), (p)–(u), (w)–(ab), and (ad)–(ai)). As shown in Fig. 9,
our proposed encryption technique is resistant to cropping
attacks.

B. DIFFERENTIAL ATTACK ANALYSIS
Biham and Shamir [31], [32] are usually attributed to the dis-
covery of differential cryptanalysis attack to various ciphers.
In the differential attack, the adversary may change one
pixel of the original biometric template to find purposeful

relationships between the original biometric template and
corresponding encrypted template. If a single pixel shift in
the original template induces a major change in the encrypted
template, then the encryption method is immune to differen-
tial attack. The number of pixels change rate (NPCR) and
unified average changing intensity (UACI) [33] tests, both
of which are defined in Eqs. 30 and 31, respectively, are
widely used to determine the encryption technique’s strength
in differential attacks.

NPCR =

∑M
i=1

∑N
j=1D(i, j)

M × N
× 100%, (30)

UACI =
1
MN

[∑M
i=1

∑N
j=1 |E(i, j)− E

′(i, j)|

255

]
× 100%,

(31)

where E and E ′ are two encrypted biometric templates corre-
sponding to the original biometric templates with the differ-
ence of only one pixel.M and N are the size of the biometric
templates and D(i, j) is a bipolar array given by Eq. 32,

D(i, j) =

{
0 if E(i, j) = E ′(i, j)
1 if E(i, j) 6= E ′(i, j).

(32)

To check the resistance against differential attack on the
presented technique, the NPCR and UACI tests are executed
on Fig. 4 and Fig. 5 using the Eqs. 30 and 31. The results
of NPCR and UACI are given in Table 11. For two random
templates, the expected values of NPCR and UACI [33]
are 99.6094% and 33.4635%, respectively. From Table 11,
the proposed method has high NPCR and suitable UACI
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FIGURE 9. Experimental result of cropping attack: each row from the second column to the last column show decrypted templates under
different levels of cropping attack.

values, which are close to standard values. On the basis
of comparison of the experimental and the standard values,
we can say that our method passes both NPCR and UACI
tests, so the proposedmethod is resistant to differential attack.

VIII. COMPARISON WITH THE RELATED WORKS
A comparative analysis against existing methods was per-
formed to check the authenticity, accuracy, and originality

of the presented biometric templates encryption technique
for real-time applications. We have compared our presented
technique with other existing techniques [8], [20], [27], [28],
[34]. The type of data, applied process, transform domain,
permutation and substitution methods, the number of keys,
sensitivity to secret keys, keyspace, entropy, PSNR of the
decrypted image, and attack analysis are among the param-
eters considered for comparison, as described in Table 12.
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The proposed approach advances research in the 2D
FrDCT domain, as shown in Table 12. It also does well in
terms of keyspace, key sensitivity, entropy, PSNR, cropping
attack, and differential attack robustness.

IX. CONCLUSION
This paper presents a new encryption and decryption tech-
nique for the protection of biometric templates using the
6D-chaotic system and 2D FrDCT. Due to the sensitivity of
the key (fractional orders) used, using 2D FrDCT in bio-
metric template encryption significantly improves the safety
parameters in the encrypted biometric template; however,
the 6D-chaotic method is used to improve protection even
further for any cryptanalyst attempting to decrypt the bio-
metric templates without authorization, since the 6D-chaotic
system is highly sensitivity with respect to initial and its
control parameters. To exhibit the feasibility and stability of
the proposed technique, computer simulations and experi-
mental results are given. The proposed technique’s robustness
against statistical attacks is confirmed by security analyses
such as entropy, histogram, and correlation analyses. The
proposed technique is also resistant to brute-force attacks,
according to the findings of the experiments. Furthermore,
the proposed technique is resistant to cropping and differen-
tial attacks. On the basis of experimental results and security
analysis, we can say that the proposed technique is fast and
efficient encryption and decryption technique for biometric
templates security.
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