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ABSTRACT Side-channel analysis (SCA) attacks and many countermeasures to foil these attacks have been
the subject of a large body of research. Different masking schemes have been proposed as countermeasures,
one of which is Threshold Implementation (TI), which carries proof of security against DPA even in the
presence of glitches. At the same time, it requires a smaller area and uses much less randomness than
the other secure masking methods. One of the methods to have an efficient TI of high degree S-boxes is
the decomposition method. Our goal in this paper is to analyze the nonlinear components of symmetric
cryptographic algorithms. To minimize the area of the protected implementation of cryptographic algorithms,
we show the conditions to decompose the substitutions boxes, which are permutations, of high algebraic
degree into the ones of lower degree. To find the conditions, we target the decomposition of permutations
into quadratic or cubic permutations by considering the power permutations and their parities, which help
us determine whether the higher degree permutations are decomposable power permutations or not. Finally,
the decomposition results about the finite fields and corresponding lower degree power permutations are

presented.

INDEX TERMS Masking, quadratic and cubic permutations, decomposition, symmetric group.

I. INTRODUCTION
Nowadays, side-channel analysis (SCA) is a hot topic for
researchers. The most common analysis, differential power
analysis (DPA), exploits the correlations between instanta-
neous power consumption and the cryptographic algorithm’s
intermediate values.

Several countermeasures are being studied to prevent SCA
attacks. One of the secure-proven methods, Threshold imple-
mentation (TI), is a Boolean masking technique that random-
izes an algorithm’s intermediate values and is based on secret
sharing and multi-party computation. In [1], TI sharings of
all 3 x 3 and 4 x 4 substitution boxes (S-box) with 3, 4 or
5 shares are presented. Recall that S-boxes used in many sym-
metric key algorithms are usually non-linear permutations
over a finite field.

One needs at least d + 1 shares in order to share a
permutation with algebraic degree d [2]. The area require-
ments of permutations using a different number of shares
are well-investigated [3]. To limit the area increase of the
protected implementations, we need to keep the number of
shares as low as possible.

The associate editor coordinating the review of this manuscript and

approving it for publication was Muhammad Imran Tariq

106806

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/

It is shown that the decrease in the number of shares has a
direct impact on the area requirements. In order to achieve this
by applying TI with the minimal possible number of shares,
one can decompose permutations of higher algebraic degree
into lower degree permutations.

In this paper, we focus on the decomposition method,
which is described in the literature [4]. In that paper, the con-
ditions to obtain quadratic and cubic permutations over the
finite fields Fo» for values of n between 3 and 16 using
Carlitz’s Theorem are determined. Then in [5], the decom-
position of permutations in Sym(IFp») for 3 < n < 31 is
investigated. Also, the decomposition process of permutation
is reduced to a modular arithmetic problem, as in this paper.
Stafford’s Theorem [6], which is stated in Section II, has
made us consider the power permutations and their parities
in order to investigate when a permutation over a finite
field can be decomposed into permutations of lower degree.
In Section III, we dive more into the parity of permutations,
and then we prove a special case of decomposability of
permutations over some finite fields satisfying certain condi-
tions. In Section IV, we provide many lemmas and corollaries
that we present our techniques leading us to find the cycle
structures and parities of permutations. The cycle structure
of power permutation was also studied in [7]. We give the
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results from a different point of view, which is much better in
computational complexity than the previous ones.

Il. PRELIMINARIES

Let [F; be the finite field GF(q) with ¢ = 2" elements
and Sym(IF,;) denote its symmetric group. We find the val-
ues of n such that permutations in Sym(F,) can be written
as a composition of lower algebraic degree permutations.
For the definition of algebraic degree and detailed infor-
mation on symmetric groups, we refer to [8] and [9],
respectively.

A polynomial f € F4[x] is called a permutation polyno-
mial of Fy if the function f : F, — I, given by ¢ = f(c) is
a permutation, i.e., f is 1-1 and onto. Given a permutation
in Sym(IF,), there exists the unique permutation polynomial
representing 1. We refer the reader [8], [10]-[14], and [15]
for a rigorous information.

Lemma 2.1 [16]: For any function ¢ : F, — [, there
exists a unique polynomial f € IF,[x] of degree at most g — 1
such that the associated polynomial function f : ¢ — f(c)
satisfies ¥ (c) = f(c) for all ¢ € IF,.

Consequently, all permutations considered in this paper are
of degrees < g — 1. We recall the following well-known
theorem.

Theorem 2.2 [16]: The monomial x*is a permutation
polynomial of [F if and only if ged(k, g — 1) = 1.

We will refer to permutations induced by monomials x*
as power permutations. The (algebraic) degree of a power
permutation x¥ is defined to be equal to wt(k), where wt(k)
denotes the Hamming weight of the n-bit vector correspond-
ing to the binary expansion of & in [8], or equivalently 2 —adic
notation of the number k.

Any permutation can be represented as a composition of
disjoint cycles. A cycle is a set of elements in a permutation
that switch an element with one another. A cycle with two
elements is called a transposition. Any permutation can be
written as a product of such transpositions. There is no unique
way to express a permutation using transpositions; however,
their number is either always odd or always even, depending
on the permutation. This number corresponds to the parity or
the sign of the permutation.

Recall that Euler’s totient function ¢(q — 1) which counts
the number of positive integers up to ¢ — 1 that are relatively
prime to g — 1.

A. COMPOSITION OF PERMUTATIONS
The permutations 7, defined by x — ax 4+ b fora € IFZ
and b € [, are called affine permutations. The set Aff (F;) =
{tap | a € IF‘;;, b e F,} is clearly closed under composition
and inversion, hence it is a subgroup of Sym(F,).

If there exists a permutation ¢, such that ¢ and Aff(F,)
together generate Sym(IF,), then every element ¥ of Sym(F,)
is of the form

Y=T10QpoT---0@QoOTg
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for some affine permutations 71, 172, ..
decomposed as

., Tk. If @ can be

p=010020...0p,

where Q;’s are permutations of degree d, then 1 is a compo-
sition of permutations of degree d

Y =(t1oQ1)oQr0---00u0(r2001)0020---00
o (tg—1001)0020...(Op o ).

Thus, in order to show that every permutation in Sym(IF,;)
can be decomposed into permutations of degree d, it is suffi-
cient to show that

« there exists a permutation ¢, which can be decomposed

into permutations of degree d, and

« ¢ generates Sym(IF;) together with Aff (IFy).

It was shown that every permutation could be written as a
composition of affine permutations and the power permuta-
tion x972, for q = 5 by Betti and for ¢ = 7 by Dickson, [17].
Later on, Carlitz proved that, for any ¢, every transposition
(Ox) can be generated by affine polynomials and the mono-
mial x92, where « denotes a fixed non-zero number in Iy,
by considering the polynomial:

— 42 a2 L2
g0 = —a((0 =y + )7 —a)

where g(0) = o, gla) = 0 and g(B) = B for B #
0, 8 # o. Explanations how the polynomial is constructed
are given in [18]. Since every permutation can be written as
a composition of transpositions, we have the following.

Theorem 2.3 [19]: The group Sym(IF,) is generated by the
affine permutations and the power permutation x7~2.

In [4], the authors investigated when the power permu-
tation x972 = x ! for 3 < n < 16 can be decom-
posed into quadratic (or cubic) permutations and found those
with a minimum decomposition length. The authors proved
that every permutation in Sym(IF,;) can be decomposed into
quadratic permutations whenever n is not divisible by 4 and
into cubic permutations when 7 is divisible by 4.

In this paper, we extend this result for larger n values
using the following generalization of Carlitz’s result. In [6],
Stafford generalized the previous result to all power maps
with the following result. Namely, instead of using power
permutation x772 (i.e., inverse map), it suffices to use any
power permutation x* under some conditions.

Theorem 2.4 [6]: Let IF, be the finite field where ¢ = 2"
and let 1| < k < g — 2 be an integer relatively prime to
g — 1. If k is not a power of 2 and the power permutation x*
is an odd permutation, then Sym(F) is generated by the affine
permutations Aff' (F;) and the power permutation xk.

Suppose we can write a power permutation x*, which
satisfies Stafford’s conditions, as a composition of quadratic
(or cubic) permutations. In that case, every permutation in
Sym(F;) can be written as a composition of quadratic (or
cubic) permutations.

We aim to find low degree odd permutations x
field Fo» using Stafford’s result.

q-—2

k over a finite
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lIl. PARITY

Recall that transposition is a cycle of length 2. A transposition
is odd, and so is any cycle of even length, as it can be written
as a product of an odd number of transpositions.

A. ANALYTIC APPROACH

We show how to determine analytically the parity of a power
permutation. Let « be a primitive element of the finite field
FF,. Then we can write

F, =10, a, o0, alr T = 1)

Consider the power permutation x¥ in Sym(F,). That is,
ok 0 o o o ad™? 1
o ofF o2 3 oka-2
In order to determine whether or not the power permutation
x* is odd, it is sufficient to determine its cycle structure.
Notice that the elements 0 and 1 are fixed points of x* and
we discard them. We begin writing x* as a composition of

disjoint cycles. The first cycle is of the form

ko k2

Ni—1
[o] = (@', a0k, ak )

where the length of cycle decomposition Nj is the least
positive integer such that

KN =1 (mod ¢ — 1).

That is, Ny is the order of k in the multiplicative group
ZZ—I' For the second cycle, if exists, we take the first o/ not

included in this cycle and consider (/, ¥, ¥, . . ).
We repeat this procedure until we exhaust all elements.
Since a cycle is even if and only if its length is odd,
we should count how many disjoint cycles there are of even
length to determine if x* is odd. Notice that this idea reduces
the problem of checking the parity of x* to a modular arith-
metic problem.

B. SPECIAL CASE
The idea in III-A reveals a straightforward theorem below:
Theorem 3.1: Let x* be a power permutation in Sym(F q)
of degree d. Assume that g — 1 is an odd prime number
and k is a primitive root of the multiplicative group ZZ_I.
Then every permutation in Sym(IF,) can be decomposed into
permutations of degree d.
Proof 1: Since k is a primitive root of Z:;f], the least
positive integer i such that k' = 1 (mod g — 1) is ¢ — 2.
Therefore, the cycle decomposition of x¥ is

2 q-3
(al,ak,ak ,...,ak )

Since the length of this cycle is even, the permutation x*

is odd and hence it generates Sym(IF,) together with Aff (IF,)
by Theorem 2.4. Consequently, every permutation in Sym(IF,)
can be decomposed into permutations of degree d.

The specific instances of this theorem can be seen for the
permutations defined over the finite fields I, where ¢ = 2"
andn = 3,5,7,13,17,19, ... (i.e., the exponents of some
Mersenne primes) with k = 3.
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IV. CYCLE DECOMPOSITION OF PERMUTATIONS

Assume that, using the exhaustive procedure described pre-
viously, the permutation x¥ can be written in cycle decompo-
sition notation, with disjoint cycles as

k k2

Ni—1 Np—1
(ozl,a,ot ook )...(am,amk,...,amkm )...

Ni-many elements Np,-many elements

under the assumption that & is not included in the previous
cycles.

Notation 4.1: We shall denote the length of the cycle [a™]
by N,,. Equivalently, N, is the minimum positive integer such
that mk™ = m mod (g — 1). In addition, in the case m is a
proper divisor of g — 1, Ny, is the order of k in the multiplica-
tive group (Zg—1/m)*> . In general, for any m, Ny, is the order of
k in the multiplicative group (Zg—1/gcd(g—1,m)) - Throughout
the paper, we consider the divisor m’s, the subscripts are from
{1,2,---,q — 2} and unless otherwise indicated, *“‘divisor”’
is used instead of ““proper divisor’ in these cases.

Let k be a positive integer less than g — 2 and relatively
prime to ¢ — 1. Let d be the algebraic weight of k where x*
is a power permutation in Sym(IF,). For a divisor m of g — 1,
let Ny, be the order of k in (Zy—1/m)™, where (Zg—1/m)™ is
the multiplicative group consisting of invertible elements of
Zg—1/m- Then, x¥ is odd if and only if Nj is even and |S]| is
odd where S = {m | N, is even}.

A. ON THE LENGTH OF THE CYCLES
In this subsection, we start with a useful lemma to show
some relations between the lengths of certain cycles of some
elements in [F; in cycle decomposition of the power permu-
tation x.

Lemma 4.2: N,s5|Ny for all m, s.

Proof 2: Recall that Ny is the minimum positive integer
satisfying sk = o, So, if we take the m”-power of both
sides, we get that

amskNS = o™

P 2
On the other hand, o is in the cycle (¢, oz””k, ok s

Nmjs—1
., oKy and so

amskN"’S =™

where N, is the minimum positive integer satisfying this.
Let Ny = gNys + r for some integers g, r with 0 < r < Ny;.
Assume that r 7~ 0. Then we have that

amka s __ . ms
Olmsqu ms+r ms

qNms .
O[msk k a™

mskdNms K ms
o =

k"

N, kNms
(( .. (amSkNmJ>k ) ) ) =a™

where we iteratively exponentiate g times to the power k

. N .
However, since we have o™*™™ = @™ one obtains that

Nms‘.
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o™k — o™ which contradicts the minimality of N,,s. Thus

r = 0 and so N,,s|Nj.

The following corollary follows immediately from
Lemma 4.2.

Corollary 4.3: We have that N,,|N for all m.

The next lemma gives us a stronger result under some
conditions.

Lemma 4.4: Let p be a divisor of ¢ — 1 and suppose that
ged (t, % = 1. Then Ny, = N,.

Proof 3: Recall that, by the definition of N,, we have that
aP*" = oP . Ttfollows that o”®"” =D = 1 in [F,. As the order
of « in the multiplicative group Fy is g — 1, we have that

q— p&Nr —1).

Moreover, N, is the least positive integer satisfying this
relation. Similarly, we know that «”*” = P’ and so
aPt & =1 — 1 ip IF,. As before, we have that g— 1| pt(kNet —
1) and so q%h(k"’ﬂ’ — 1). Since ged (t, %) = 1, one can
see

g — 1pkNer —1).

By the minimality of N,, we have that N,|N,,. Otherwise,
after applying the division algorithm to N,; and N, as before,
and we would obtain 0 < r < N, such that «”*¥" = ” which
is equivalent to g — 1|p(k" —1). By Lemma 4.2, we also know
that N, |N,. Hence

Nyt = Np.

Again we present an immediate corollary which follows
from the Lemma 4.4.

Corollary 4.5: In particular, we have thatif ged(t, g—1) =
1, then N, = Nj.

As one can deduce from the Lemma 4.4, the Euler totient
function defined above in Section II, is needed in order to be
able to count the number of a part of elements within the cycle
of the same length.

B. THE NUMBER OF DISTINCT CYCLES

Let p be a divisor of ¢ — 1. In this subsection, it will be
proven that the corresponding cycles are all distinct for a
given divisor, and the counting of elements appearing in the
cycle decomposition of a permutation is completely done.

Notation 4.6: Set K, = ¢ (%). Let W, denote the set
of as W, = {t : gcd(r, q%) =1landl <t < qul}.Note

that |W,| = ¢ % = K,. We enumerate the elements of
Woas W, = {t1, 1, ..., th}. Then, for a divisor p of g — 1,
we define the list L, of cycles as the following list:

[aP1] = (apll L aPh k’ aPh kz’ L., e kNp*l)
[aP2] = (aplz’ aln k’ aPlh kz’ L aft kNp*l)
2 Np—1
[aP®r] = (P, aP®ok ol R PR KT (*)
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Observe that each of these cycles has length N,, since
ged(t, ﬂ) = 1 implies that the length of [@”’] is the same
as the length of [”], as stated in the Lemma 4.4.

Some of the cycles in (x) may be identical. Let U, denote
the number of distinct cycles in this list. In the following
lemma we determine U,,.

Lemma 4.7: Let p be a divisor of ¢ — 1 and U, denote
the number of distinct cycles in the list (x), which is the list
determined by p as explained above. We have

_ KP
= N,
where K, and N, is defined in Notation 4.6 and 4.1,

respectively.
Proof 4: Since ged(k, g — 1) = 1 and ged (t,-, ‘1%1) —1,

Up

following from V#; € W,, we have that ged (tik, %> =

1, which implies that 1;k mod (qp%l) is also in the set W,,.
Hence, one can see that ¢’ is counted in at least N ,» different
cycles in the list ». As this holds for any t € W, we conclude
that N,|K, and
K
U, <-2.

Np

We claimthat U, > ]I\{,—Z for every divisor p of g—1. Assume
to the contrary that, for some divisor p of ¢ — 1, we have that
Uy, < 1% Then, since every element of IFZ is contained in

P

some cycle of this form for some divisor p of g— 1, we would
have

Fi< Y UN, < 3 %sz 3 ¢<%> —g—1

plg—1 plg—1 """ plg—1

which is a contradiction. Hence, U, = 5—/’; for every divisor
pofqg—1.

Remark 4.8: Note that it is possible to have two distinct
divisors p; and ps of ¢ — 1 such that N, = N,,. Therefore,
U,, might be strictly less than the number of all cycles of
length N, .

To make it more precise, we give the following toy exam-
ple for a power permutation defined in a finite field Fo»
with a small value of n because of the cycles being easy to
compute.

Example 4.9: Consider the power permutation x> over
Fy.Soqg—1=63=37.Letp; =1,0 =3, p3 =7,
pa =9 and ps = 21, the proper divisors of 63.

— Forpy =1, W, ={1,2,4,5,8,10, 11, 13,16, 17, 19,
20, 22, 23,25, 26, 29, 31, 32, 34,37, 38, 40, 41, 43,
44,46, 47, 50, 52,53, 55, 58, 59, 61, 62}, i.e. the num-
bers coprime to 63. The distinct cycles in L by com-
puting the cycles of o where t; € W) are:

25 62 .58 .38

- o] = (o, &, a®, ab?, a8, o38)
C[02] = (@2, 010, 430 bl 053, 1%
Claf] = @ o ¥ o, ® 02)
- [e®] = (@, o™, o', o, «

[ 8] ( 8 40
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TABLE 1. K,, N, and U, values for given p.

K, | N, | U,
p=1 36 6 6
p=23 12 6 2
p="1 6 1
p=9 6 1
p=21| 2 | 2 | 1
C @] = @, 07, 022, 0?7, 0, o*)

19] — 32,34 44

= (@, a®, o, a*, a3, a?)

- [
Note that it is not necessary to compute the cycle [’ ]
separately since it is nothing but [«]. Clearly it is seen
that all elements o satisfying ; € W; are spanned
above. 36 elements of Fys \ {0, 1} are located in a
cycle. There are 6 different cycles, which confirms
with Lemma 4.7 as the values of the total number of
elements, K| = ¢(63) = 36, the number of elements
in one cycle N; = 6 and the number of distinct cycles
U; =6inthelist L.

— For pp =3, W3 ={1,2,4,5,8,10, 11, 13, 16, 17, 19,
20}. Check the cycles of o3 i where f; € Ws.

_ [Ol3] — (Ol3, alS, 0112, O[6O, Ol48, (XSI)
_ [Ol6] — (Ol6, a307 (X24, Ol57, a33, Ot39)

Again all elements o' satisfying t; € W3 are spanned.
Another 12 elements of 'y \ {0, 1} are located in a
cycle.

We continue to apply the same procedure to the rest of
divisors with less details. resume

— For p3 =7, W7 = {1,2,4,5,7, 8} and the only cycle
is:
_ [Ol7] — (0{7’ (135, 0649, 0556, (128, 0614)
— For ps =9, Wo = {1,2,3,4,5, 6} and there is again
one cycle:
_ [a9] — ((2(9, 0[45, 0536, 0554, OllS, 0527)
— For ps = 21, W1 = {1, 2} and the cycle:
_ [a21] — (a21, Ol42)

One can see that each element of [F,6 appears exactly once in

the distinct cycles listed above. The values of K,,, N, and U,

are given together with the divisors p, in the Table 1, where

K,=¢ (%1), N, isorder of k in (Zg—1/,)* and U, = ﬁ—z
The cycle structure of the power permutation x> over Fse

can be represented as [(6, 10), (2, 1)], which means there are

10 different cycles of length 6 and there is 1 cycle of length 2.

The cycles of the elements 0 and 1 are not listed in this

notation.

In brief, we can give a summary of lemmas and some cor-
responding examples specific to x> defined over F,6. By the
Lemma 4.2, Ng|N3 and N,;|N7 etc, where N9 = 6, N3 =
N7 = 6, N1 = 2. By the Corollary 4.3, N,|N; = 6 for all
divisors p. By the Lemma 4.4, N1g = Ny since gcd(2,7) = 1,
i.e. ged (t, q%) = 1. By the Corollary 4.5, N, = Nj since
gcd(2, 63) = 1. Also as mentioned in the Remark 4.8, one
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can see that there are some cycles of same length for the
elements placed in different lists, for example N3 = N7.
By the Lemma 4.7, we cover all elements in [Fy6.

From its cycle structure, one can say that x> defined over
56 has odd parity since there are odd-many cycles of even
length. Afterward, we will decide the parity of a permutation
without computing the cycle structure of it.

Corollary 4.10: If Ny is odd, then permutation is even.

Proof 5: Nj is odd implies N,,’s are all odd, for any 1 <
m < q — 2, since N,,|N1 by Corollary 4.3. Hence regardless
of their number of cycles, it forms a even permutation.

Therefore, using Lemma 4.4 and the Lemma 4.7, we arrive
at our main Theorem.

Theorem 4.11: Let k be a positive integer less than g — 2
and relatively prime to g — 1. Let d be the algebraic weight of
k where x* is a power permutation in Sym(FF,). For a divisor m
of g — 1, let Ny, be the order of k in (Z4-1)*, where (Z 4-1)*
is the multiplicative group consisting of invertible elements
of Z4-1. Then, x* is odd if and only if Ny is even and |S| is
odd where § := {m | Ny, is even}.

With the help of this theorem, we can determine the parity
of a given power permutation as well as its cycle structure.
In the literature, the cycle structure of power permutation
was also given by Ahmad, in [7] as follows:

Theorem 4.12: Let m be any positive integer. Then x* has
a cycle of length m if and only if ¢ — 1 has a divisor ¢ such
that k£ belongs to the exponent m modulo #. The exact number
T, of such cycles is

Tn=)_ ¢

ecCy,

where C,, = {t : t|d,, and k belongs to m modulo ¢, where
dy, = ged(k™ — 1, g — 1)} and ¢ is Euler’s totient function.

By using our method, from a different point of view than
the one in [7], which is described in Section IV and which
will be described in the following algorithms in detail, one
can obtain the cycle structure of a power permutation with a
better computational complexity. Moreover, our method gives
information also about the parity of the permutation much
faster, see the Section V.

V. ALGORITHMS
In order to determine that a permutation is even or not,
we provide the following algorithm:

By the algorithm 1, one can determine that the permutation
is odd if the count is odd; otherwise, it is even.

Besides, to write the cycle structure of a monomial using
our method, we provide the algorithm 2.

Since g = 2", the number of digits of g, equally log(g),
or log(g — 1) when required, equals to n. First we need to find
the divisors of the number ¢ — 1. This can be done by factor-
izing having the complexity O(exp((64/9)'/3n'/3(In(n))*/3))
with the Generalized Number Field Sieve. The number of
divisors are bounded from above with n!/3. Then, it will be
computed the order of k£ in Z;‘_l /o having the complexity
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Algorithm 1 The Parity of a Power Permutation x*

Input: k and ¢ — 1 such that ged(k,g — 1) =1, count =0
Output: Parity of x¥
N1 < Ordefl(k)
if N} is odd'then
Print “The permutation is even”
Stop
else
while p is a proper divisor of ¢ — 1 do
Np = Ord(Zq_l/p)x(k)
if N, is even then
U, < ¢(L2)/N,
if U, is odd then
count <= count + 1
end if
end if
end while
end if
if count is odd then
print “The permutation is odd”
else
print “The permutation is even”
end if

Algorithm 2 The Cycle Structure of a Power Permutation x*

Input: k and g — 1 such that ged(k, g — 1) = 1, count = 0,
List[a][2], where a is the number of divisors
Output: Cycle Structure of x*
while p is a divisor of ¢ — 1 do
N, < OrdZ:,l/p(k)

Uy, < ¢(L1)/N,
for i <= 0 to count do
if N, in List[i][0] then
List[i][1] <= List[i][1] 4+ U,
break i
else
count < count + 1
List[count][0] <= N,
List[count][1] <= U,
end if
end for
end while
print “The cycle structure is:” List[a][2]

(9(\/N>p) < O(2"?) with Pollard’s Rho algorithm. The Euler
totient function of ¢ — 1/p has the complexity O(2"/?) and
dividing it by N, for each divisor p has relatively small
complexity.

In total, both Algorithm 1 and 2 have the complexity:

O(exp((64/9) ' B (In(n))*/3)) + O@'/32")
~ O(exp((64/9)'2n' 3 (In(n))*/?)).
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In Ahmad’s method, there are ¢ — 1 many choices in the
beginning. Then the method calculates a greatest common
divisor of k" — 1 and ¢ — 1 which has complexity O(log(n))
and finds a divisor of that number with the same complexity
as integer factorization then finds the order of k in Z,* which
has O(2"/?) and then Euler totient with O(2"/2) and their sum
which has relatively small complexity. In overall it has:

O(2" — 1) log(m)exp((64/9)'*n! /3 (In(n))*/3)2M).

VL. RESULTS

In this section, before stating our experimental result, it is
given the following lemma, which helps us omit the search
for quadratic power permutations in some finite fields.

Lemma 6.1: No quadratic power permutations exist for
n=2"inF, with g = 2".

Proof 6: For a quadratic power permutation x*, k should
be of the form k = 21 + 2/ for some integers i,j with
i > 0, i.e. the binary representation of quadratic k is
(0---010---010---0) where 1’s are in the (j + i)* and j*
positions from right. Clearly k = 2/(2/ 4-1). By Theorem 2.2,
x* being a permutation is equivalent to ged(k, g — 1) = 1.
So we check whether gcd(2/(2/+ 1), 22" — 1) = 1. Itis easily
seen that ged (2/(2/ + 1), 22" —1) = ged(2' +1,22" — 1) and
moreover, we have that

o Ifged(2 —1,22" — 1) =1, then

ged(2' 4+ 1,22 — 1) = ged@¥ —1,2%" — 1)
— 2gcd(2i,2’”) _ l

# 1.

o Ifged(2 —1,2%" — 1) # 1, then

_ged(2¥ —1,22" — 1)

T oged(21—1,22" — 1)
0ged(2i2™) _ g

~ 9ged(2™ _ |

— 2gcd(i,2’”) +1

£ 1.

In both cases, since ged(k, g — 1) # 1, no quadratic power
permutations exists in F; with g = 22",

In this paper, we performed a search for quadratic and cubic
power permutations for the values 3 < n < 141 using the
Algorithm 1 which follows from the Theorem 4.11, and also
with the help of the Lemma 6.1.

We now state our experimental results.

Theorem 6.2: Let n be an integer such that 3 < n < 141.

— If n is not divisible by 4, then every permutation in
Sym(IF») can be written as a composition of quadratic
and affine permutations.

— If n is divisible by 4, then every permutation in
Sym(FFon) can be written as a composition of cubic and
affine permutations.

ged(2 +1,2%" — 1)

- Moreover, if n is a power of 2, then every permu-
tation in Sym(IF») can be written as a composition
of x!3 and affine permutations.
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- Sym(Fon) cannot be generated by the quadratic
power permutations and the affine permutations.

One can find these decomposition results to any permuta-
tion in GF(2") in [4] for the values 3 < n < 16, and in [5]
for the values 3 < n < 31.

We performed a search for quadratic and cubic power per-
mutations for various values of n, using C and MAGMA [20].
Based on the computational evidence, we conjecture the
following:

Conjecture 6.3:

— For all n > 1, the power permutation x> is odd in
Sym(IFzz,m )

— For all n > 1, the power permutation x
Sym(Fpant2) and Sym(IFan13).

— For all n which is a multiple of 4 and not a power of 2,

all quadratic permutations of o« are even.

5 is odd in

VIl. CONCLUSION

In this paper, we have provided two algorithms, one deter-
mining the parity and the other finding the cycle structure
of a given power permutation. We also gave the complexi-
ties of the algorithms. The comparison with the previously
known method showed that our approach is 2" — 1 times less
complex. Using our method, we also extended the previous
results: Any permutation on Fy» where 3 < n < 141 can
be decomposed in quadratic permutations, when n is not
divisible by 4 and in cubic permutations, otherwise. We have
left some conjectures: “Are the power permutations x> and
x> odd in Sym(F#) where n is not multiple of 42> and “Are
all quadratic power permutations even in Sym(F4:)?”.
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