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ABSTRACT This paper investigates the physical layer security and data transmission for the underlay
device-to-device (D2D) networks, and considers a combination of the reconfigurable intelligent sur-
face (RIS) and full-duplex (FD) jamming receiver for the robustness and security enhancements of the
system. In the demonstrated spectrum sharing setup, the total power of the D2D networks is conceived to the
transmitter and receiver to transmit a private message and emit the artificial noise (AN) signals. To prevent
information leakage, a beamforming design is presented for a multi-antenna FD D2D receiver in order to
suppress and inject the AN signals in the direction of legitimate users and eavesdropper, respectively. The
statistical characterization of end-to-end RIS-assisted wireless channels is presented, and the achievable
ergodic secrecy rate of the system is derived in novel approximate expressions. The numerical and simulation
results confirm the accuracy and effectiveness of the proposed analytical framework. The results demonstrate
an optimal selection of the D2D power allocations for different number of reflecting elements in terms of
achievable ergodic secrecy rates of the system.

INDEX TERMS Underlay D2D networks, reconfigurable intelligent surface, full-duplex jamming, ergodic

secrecy rates.

I. INTRODUCTION

Over the past few years, the revolutionary progress in wire-
less communication protocols, computing capabilities, and
sensors has enabled a new technology paradigm, i.e., Inter-
net of Things (IoT). The major applications of IoT include
healthcare, smart surveillance, automated transportation,
industrial automation, remote management, and extended
reality reality [1]. The global mobile traffic volume and
internet-connected smart devices by 2030 are expected to
exceed 5016 Exabyte/month, and 40 billion, respectively.
However, the scarcity of spectrum resources is a challenge in
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establishing the ubiquitous connectivity, bandwidth demands,
and optimized support for 1oT; thus, identifying the novel
enabling technologies and wireless communication net-
works is a necessity [2], [3]. Fifth generation (5G) net-
works are expected to play a key role in the widespread
adoption of IoT. The standardization activities and deploy-
ment of 5G networks enabling the advanced functions
such as ultra reliability, low latency, and mass connectivity
have begun worldwide. The potential enabling technologies
of 5G include multiple-input multiple-output (MIMO) [4],
non-orthogonal multiple access (NOMA) [4], ultra-dense
small cells [5], millimeter wave (mmWave) communica-
tion [5], and software-defined cognitive radios [6]. Despite
the potential of these revolutionary technologies, 5G cannot
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meet all the requirements of a post-2030 world. Therefore,
the conceptualization of the sixth generation (6G) networks
has been started.

The core requirements, service categories, and enabling
technologies of 6G networks present an interesting future of
wireless communications [7], [8]. To derive the actualization
of 6G networks, massive MIMO [9], artificial intelligence
(AD) [10], efficient spectrum sharing [11], full-duplex (FD)
communication [12], and reconfigurable intelligent surface
(RIS) [13] are the potential key enabling technologies and
solutions. In particular, RIS is a revolutionizing technol-
ogy which reconfigures the wireless propagation environ-
ment smartly via software-controlled reflections. In a detail,
passive reflecting elements integrated on a planar surface
reflect the incident signals independently by controlling the
amplitudes and/or phases, thereby collectively achieving a
high-precision beamforming to enhance or cancel signals
in any direction. Consequently, RIS improves the link per-
formance and ensures a reliable reception. The advantages
of RIS include high flexibility, superior compatibility, and
low-cost deployment, and the design challenges include chan-
nel acquisition, beamforming design, and optimization [14].

In other developments, the security-sensitive applications
require hyper-secured wireless networks. The private data
are susceptible to malicious overhearing attacks owing to
the broadcast nature of the wireless signals. The assurance
of data security from the application to physical layers is
essential. In this regard, the information-theoretic physical
layer security (PLS) provides security against unintended
users/eavesdroppers and ensures the data confidentiality. PLS
limits the signal-to-interference-plus-noise ratio (SINR) to
the eavesdroppers by utilizing the physical characteristics of
the wireless channels, and enables the signals to be decoded
at the intended users only. Eavesdroppers are classified into
two complementary categories: passive eavesdroppers, who
attempt to decode/analyze the information, and active eaves-
droppers, who attempt to alter the information. In general,
secrecy rate is considered as a optimization objective for the
security provisioning [15], [16].

A. RELATED WORK

Several techniques have been investigated to improve the
spectrum utilization and fulfill the massive connectiv-
ity demands [17]-[20]. For example, FD communications
improve the spectral efficiency. Particularly, the recent
advances in self-interference (SI) cancellation have made FD
a practical choice for the wireless applications [17]. The
sharing of spectral resources of the cellular networks with
D2D users is another approach to reuse the spectrum. The
D2D communications offload the cellular traffic, deliver the
content directly among proximity users, and offer the advan-
tages, including reduced transmission latency, extended cel-
lular coverage, and enhanced spectral/energy efficiency [18],
[19]. The integration of FD in D2D communications provides
an efficient design solution for the network architecture of 6G
networks [20]. However, the potential gain of the cellular

99668

networks with underlay FD D2D communications requires
efficient interference management and resource allocation.
It is important to design efficient spectrum-sharing schemes
to improve the cellular and D2D links simultaneously.

Simultaneously, academia and industry have shown
tremendous interest to unlock the superior advantages of
RIS, and enhance the several performance metrics of the net-
works, such as sum-secrecy rates, energy efficiency, and spec-
tral efficiency. Different application scenarios of RIS have
been introduced, including device-to-device (D2D) commu-
nication [21], mmWave communication [22], coordinated
multipoint (CoMP) transmission [23], simultaneous wire-
less information and power transfer (SWIPT) [24], and
PLS [25]-[27]. In specific to PLS, [25] adjusted the phase
shifts and transmit powers to enhance the PLS performance in
RIS-assisted two-way communications. The authors in [26]
presented the secrecy maximization problem in RIS-assisted
multiuser two-way communications by utilizing the signals of
the users for degrading the eavesdropping capability. More-
over in [27], the proposed RIS-based channel randomization
technique improved the secrecy performance for a downlink
cellular wire-tap network. The application of PLS was also
extended to the D2D communications underlaying cellu-
lar networks where the system interference was utilized to
enhance the secrecy performance [28], [29]. Such a scenario
provided a win-win situation as each node simultaneously
achieved its own transmission. In contrast, friendly jammers
required power to interfere with the malicious users [30].
The underlay FD D2D networks also improved the secu-
rity of the system. The FD D2D receiver simultaneously
received the confidential signal using the SI elimination pro-
cedure and generated the jamming signals to confuse the
eavesdropper [31].

B. MOTIVATION, NOVELTY AND CONTRIBUTION

To summarize, the efficient spectrum sharing for underlay
D2D networks with the performance enhancements via RIS,
FD radios, and PLS, is required for the 6G era. In general,
underlay D2D networks were analyzed in a typical setting
of the spectrum sharing, i.e., a D2D transmitter secured the
cellular network via jamming signals, using either a relay or
a direct link [32]. The requirement of a power source and
the negative impact of additive noise do not make relays
a good choice for the poor-quality users [33]. The direct
link and proximity conditions also do not guarantee a reli-
able transmission. Consequently, the integration of RISs with
underlay D2D networks is essential. In addition, a secure
D2D communication in underlay networks has become a
prerequisite, as security issues have become a major concern,
particularly with the IoT developments [34]. The combined
application of the RIS and FD jamming receivers can be
useful for the robustness and security enhancements of over-
all underlay networks. Existing literature does not focus on
the above-mentioned work and bridging these gaps is the
motivation behind our work.
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This paper presents a theoretical framework to quantify
the robustness and security performance of RIS-assisted
underlay D2D networks. An interesting application scenario
is developed by introducing a multi-antenna D2D receiver
as a FD jamming receiver. Consequently, the D2D trans-
mitter and receiver share the total power, to transmit and
emit the confidential and jamming signals, respectively.
Finally, the optimal D2D power allocations according to
number of reflecting elements for the achievable ergodic
secrecy rates are identified. The technical contribution of this
paper is:

« Novel system setting: Presenting a novel analytical
framework of spectrum sharing for RIS-assisted under-
lay D2D networks, the robustness and security enhance-
ments of the system are investigated using a combina-
tion of the RIS and FD jamming receiver. To facilitate
the stringent quality-of-service (QoS) requirements in
cellular network, both direct and RIS cascaded links
are considered. In our setup, a D2D receiver selects an
antenna for the maximum reception, and beamforming
is designed for the remaining antennas to inject and
suppress the artificial noise (AN) in the direction of
eavesdropper and legitimate users, respectively.

o Performance analysis: The statistical characterization
of the end-to-end (E2E) RIS-assisted wireless channels
and instantaneous E2E SINRs is presented. Building
upon these expressions, the approximate expressions
of the achievable ergodic secrecy rates of the system
are derived. In particular, the effective channel powers
for the legitimate receivers are approximated with the
gamma distribution using moment-matching technique.
In contrast, the exponential and hypoexponential distri-
butions are considered for the eavesdropping links.

« Insightful observations: Numerical results confirm an
agreement between the theoretical and simulation
results. The results suggest an optimization of D2D
power allocations for the achievable ergodic secrecy
rates of the system and provide valuable insights for an
optimal selection with respect to number of reflecting
elements.

C. NOTATIONS AND PAPER ORGANIZATION

Notation: In this paper, vectors and matrices are shown in
bold letters. x, ||x||, and x~! denote the Hermitian trans-
pose, Euclidian norm, and inverse operators of a matrix X,
respectively. [X], and |.| implies the z element of x and the
absolute value, respectively. arg (x) returns the argument of a
complex number x and diag {x} denotes a diagonal matrix in
which each diagonal element is the corresponding element in
x. The space of P x Q complex-valued matrices is denoted
by CP*<. The symbols ~ and ©® mean approximately follow
the distribution and element-wise product, respectively. E {.},
V {.}, fx and Fx denote the statistical expectation, variance,
probability density function (PDF) and cumulative distribu-
tion function (CDF) of a random variable (RV), respectively.
log (.) and In (.) stand for the binary and natural logarithm

VOLUME 9, 2021

TABLE 1. List of abbreviations.

Abbreviation Description
D2D Device-to-device
RIS Reconfigurable intelligent surface
FD Full-duplex
AN Artificial noise
IoT Internet of Things
5G The fifth generation
MIMO Multiple-input multiple-output
NOMA Non-orthogonal multiple access
mmWave Millimeter wave
6G The sixth generation
Al Artificial intelligence
PLS Physical layer security
SINR Signal-to-interference-plus-noise-ratio
SI Self-interference
CoMP Coordinated multipoint
SWIPT Simultaneous wireless information and power transfer
QoS Quality-of-service
E2E End-to-end
PDF Probability density function
CDF Cumulative distribution function
CSI Channel state information
LoS Line-of-sight
AWGN Additive white Gaussian noise

functions, respectively. Furthermore, K, (.) stands for the
modified Bessel function of the second kind.

The rest of this paper is organized as follows: In Section II,
the system model of the presented framework, including the
network description, design of beamforming and AN, and
signal transmission model, is provided. Section III describes
the analytical framework of the statistical characterization of
RIS-assisted E2E wireless channels, and Section IV presents
the achievable ergodic secrecy rate analysis. Section V
reports the numerical results to validate the analytical results
with the performance comparison. Finally, the conclusions of
the paper are summarized in Section V1.

The abbreviations and notations used in this paper are listed
in Tables 1 and 2, respectively.

Il. SYSTEM MODEL

A. NETWORK DESCRIPTION

As shown in Fig. 1, a spectrum sharing setup for a cellu-
lar network with in-band underlay D2D communications is
considered. The D2D users transmit simultaneously in the
same spectral band, and in a compensation, contribute to a
high-level security of the system [33], [34]. In the downlink
transmission scenario, a D2D transmitter (DT) and a cellu-
lar base station (CT) send information symbols to a D2D
receiver (DR) and a cellular user (CR), respectively, under
the malicious attempt of a passive eavesdropper (E). To assist
the transmissions and improve the instantaneous SINR at
the intended receivers, RISs are deployed, i.e., RiS. in the
vicinity of CT, and RiS,; in the vicinity of DT. To facilitate
the high SINR requirements for a CR, both the direct and
RIS-cascaded links are considered. A RIS-cascaded without
a direct link is considered for a D2D user. For analysis,
the transmission mode of all nodes other than DR is set as
a half-duplex with a single-antenna. In contrast, DR with
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TABLE 2. List of notations.

Notation Description
RiS. RIS in cellular network
RiSy RIS in D2D network

M Number of antennas at DR

R Number of reflecting elements of RiS.
S Number of reflecting elements of RiSy
© Ratio of D2D power allocation

e Vector of AN signals

Q Beamforming matrix

O, Phase shift matrix of RiS.

Q4 Phase shift matrix of RiSy

n; AWGN at 7 receiver

01.2 Variance of AWGN at ¢ receiver

bsic SI elimination factor

o SINR at CR

'yb SINR at DR

'y% SINR to decode cellular symbol at E

'yé SINR to decode D2D symbol at E

Ac Effective channel power for CR

Ag Effective channel power for DR

R¢ Achievable ergodic rate at CR

Rb Achievable ergodic rate at DR

Re‘ Achievable ergodic rate of cellular symbol at E

R§ Achievable ergodic rate of D2D symbol at E
CR

r
! —z
| Eavesdropping Signals Jamming Signals  Confidential Signals
[ s
SEEEE s s
ooooo [
RiSc: R reflecting RiSa: S reflecting DR: M Antennas
elements elements

FIGURE 1. System model.

M antennas in a multi-antenna setup works in a FD mode.
DR selects an antenna for the maximum reception from RiS,,
and designs the beamforming to use M — 1 antennas to emit
the AN signals in the direction of E! and suppress the AN
signals in the directions of CR and receiving antenna of DR.?

IThe jamming signals for E are provided via direct link only because
a scenario is considered where the direct distance between E and DR is
significantly smaller than via RiSg.

2Due to the proximity of the D2D users, the signal from RiS. to DR is
not included. However, in practice, CT is unaware of the D2D transmissions
in underlay D2D networks. The changing in this setting will provide a more
general system setup and has been left for future work.
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The conventional RIS setup, i.e., a planar surface with several
passive reflecting elements and a smart controller, is consid-
ered [35]. To demonstrate the practical setup of RIS-assisted
underlay networks and examine the impact of the reflecting
elements precisely, different number of reflecting elements
is considered in both networks. In particular, RiS. and RiSy
contain R and S number of reflecting elements, respectively,
and adjust their phase shifts to constructively add the signals
at CR and DR, respectively.

Without loss of generality, all the baseband equivalent
channels are assumed to be independent, identical, and flat,
with the amplitudes following the Rayleigh distribution® with
a scale parameter equal to 1.% In total, there are 11 communi-
cation links, CT — CR, C — RiS., RiS. — CR, CT — E,
RiS. — E, DT — RiSy, RiS; — DR, RiS; — E, DR — E,
DR — CR, and DR — DR, and are denoted by the complex
channel coefficients, i; € C, hy € CR*! h3; e CExL
h4 (S (C, h5 S (CRXl, h6 S CSXl, h7 S CSXl, hg S CSXl,
hg € CM-DxI p 0 ¢ CM=Dx1 and by, e CM-Dx1
respectively.

B. DESIGN OF BEAMFORMING AND AN
First, a DR selects an antenna as arg max |A gy, |2 to maximize
m=1,--- .M
the received power, where | Agm|? is the effective channel
power from the DT to the antenna m at DR. Conceiving the
total power of D2D networks is Py, in which, a portion of P,
@, is assigned to DT to transmit the confidential information
symbol to DR, and the remaining portion, 1 — ¢, is used
by DR to emit the AN signals to E, where 0 < ¢ < 1 is
the ratio of the D2D power allocation.” Tisa (M — 1) x 1
Gaussian vector of the AN signals having all the element
entities with a zero mean and unit variance. Because the CSI
of E is unknown, the power (1 — ¢) Py is allocated evenly
to M — 1 entities of Y to emit the AN signal. To protect the
DR and CR against the AN signals, an (M — 1) x (M — 1)
beamforming matrix, €2, is designed as

Iy -Q
My—1 — QI

where Q is given by 6(6116):16'{. Iy_;isan (M — 1) x
(M — 1) identity matrix, and O is defined as [hyp hy1].

ey

3Following a generic assumption on PLS, i.e., the availability of the
perfect channel state information (CSI) of the legitimate links and the channel
distribution information of the eavesdropping links, this paper considers the
optimal phase shift setting for the legitimate links only, and the beamforming
design at FD DR without the perfect CSI of E [36]. In a detail, RIS cascaded
channel can be estimated by utilizing the active transceivers at the trans-
mitter and receiver (i.e., by transmitting/receiving the pilots) [37]. However,
a detailed channel estimation procedure for RIS assisted communications is
outside the scope of this paper.

4This assumption corresponds to the scenario in which there exists the
several scatters if the line-of-sight (LoS) link is blocked.

SSuch a setting corresponds to a scenario in which the DT and DR, as a
single transmitter-receiver pair in the D2D networks, transmit alternatively
in each transmission duration. Therefore, the sum of the powers assigned to
DT and DR in the proposed setting is equal to the total power assigned to DT
in the time division duplex system.
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By this setting, o (Ip—1 — Q) = 0 can be observed, and
Q satisfy the desired condition, i.e., hII'IOSZ = hﬁQ = 0.
In such a way, both the SI signal at DR and the AN signal
towards CR are nullified, ensuring the normal receptions at
both DR and CR without the interference.

C. SIGNAL TRANSMISSION MODEL
The baseband equivalent received signals at CR, DR, and E
are, respectively represented as

Ye =V Pe (hl + hgi@chZ) Xc

T—g)P
+ %h%QT+nc, )

Yd = v ¢Pa (h7 ®dh6> Xd

(1 —-9@)Py H
+,/ﬁh“9’f‘|‘nd, 3)
and
Ye =/ Pe (h4 + h?@ch2) Xe + Py (hg@dhﬁ) X4

(I—9) Py
e e @

where ©, = diag{Ble/% , ..., pRei?') € CR*R and @, =
diag{ﬂéei"’zli, e ﬂgei"’asl} € C5*S are the phase-shift matri-
ces of RiS. and RiS;, respectively. In a detail, ¢£(¢}§) €
[0,27), and BL(B)) € [0,1],Vr = 1,...,R(s=1,...,5)
are the phase shift and reflection amplitude induced by the
r(s™y reflecting element in RiS. (RiSg), respectively. The
simplified model of the reflection amplitudes, ie., B, =
B = 1, is used for maximization of the reflected power of
the intended signal and thus the reduction of the hardware
cost [38], [39]. Furthermore, x., E {|x;|*} = 1, and xg,
E {|x4|*} = 1, are the Gaussian modulated signals intended
for CR and DR, respectively. n., ng, and n,, with the vari-
ance acz, aj, and 082, denote the additive white Gaussian
noise (AWGN) related to the receiving antenna of CR, DR,
and E, respectively. The independent, identically distributed
noise, i.e., o2 2 2 2 is considered for the

= O = 0 = O,
c d e’
P.

mathematical tractability. In this respect, p. = 5., pod £

%, and p; £ ((134:“)1)1(37 4 are the SNR at CT, DT, and DR,
respectively [40]. Furthermore, P, is the power assigned to
the cellular network. By nullifying the AN signals in the

directions of CR and DR.° the SINRs decoding x. and x; at

In practice, the antenna m at DR receives the jamming signal, Y,
due to the FD operation, and the jamming signal must be canceled
for a reliable reception of x4 [41]. The signal received at DR can be

written as /¢Py (hg(*‘)dh()) x4 + +/bsic X (lﬂj](p_)fd hﬁ QY + ng, where

(A—9)P4 v H
7 h

bgic X Q7 indicates the residual SI after the beamforming
procedure. 0 < bg;. < 1 is the SI elimination factor (i.e., bs;r = 0 indicates
the nullified SI, and bg;. = 1 is the maximum SI or invalid beamforming).
Importantly, the perfect estimation of hyq is required to nullify the SI and
is not possible in the practical systems. However, because beamforming is
implemented to nullify the AN in the directions of DR and CR, the residual
SI at DR is very small (as compared to the AN signal that deteriorate the
channel of E), and thus can be ignored, i.e., b, = 0.
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CR and DR are simplified as
v = pelhi + b ©hy|?, )
and
vl = palhy ©4hs|?, (6)

respectively.
Similarly, the SINRs decoding x. and x; at E are denoted
by

. Hpc|h4thgf®cl;2|2 . .
pd|hg Oghg|= + pjllhg Q= + 1
and
VP = palhf ©hg|? ’ @®)
pelhs +h ©cho |2 + pjlhg 2|1 + 1
respectively.

Ill. STATISTICAL CHARACTERIZATION OF RIS-ASSISTED
E2E WIRELESS CHANNELS

This section presents the theoretical framework of the sta-
tistical characterization of the RIS-assisted E2E legitimate
and eavesdropping wireless channels in the cellular and D2D
networks.

A. E2E LEGITIMATE CHANNEL IN CELLULAR NETWORK
Based on the available CSI, RiS,. adjusts the phase shifts as
¢, = arg(hy) — arg (h3],[h2],) to maximize the intended
SINR (i.e., yLC). As a result, hy + hg@chz is revised as
hi + Zle [[h3],[h2]|. Let h3 » = h3 © hy, where [h3 3],
represents the channel amplitude of x, incident on the
reflecting element of RiS., and then reflected towards CR,
and is subject to the double-Rayleigh fading. The following
Lemma shows the statistical properties of [h3 2],
Lemma 1: The mean and variance of [h3 2], are given by
E {|[h3,2],|} =T andV {|[h3,2]r|} = 161_6”2, respectively.
Proof: See Appendix A. ]
Furthermore, h3 , = Zf=1[h3,2]r is the sum of R i.i.d.
double Rayleigh RVs, and using the central limit theo-
rem (CLT) for a sufficiently large R, is approximated by

the Gaussian distributed RV with mean E {|h3,2|} = 1%

and variance V { |h3,2|} = %g"z) [42]. The effective
channel power for CR is defined as A. = (|hi] + |h3,2|)2,
which is the square of the sum of the Rayleigh and Gaussian
distributed RVs. By using the moment matching technique
for the distribution approximations [43], A, is approximated
with a regular gamma distribution, i.e., A, ~ I" (k¢, 8.). The
shape parameter k., and scale parameter 6., are given by

_ E{A?
CE{A2) —E{(A)*

©))

C

and
E{AZ} —E{A.)*
E{Ac}

0, = , (10)
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respectively, where E {A.} and E { A2} are the first and sec-
ond moments of A, respectively.

The following theorem determines the parameters k.
and 6.

Theorem 1: The parameters, k. and 6., are expressed by

R(16 — 72 Rt\*> R
E{Ac}=1+%+<%) + ”;/;,

) o) (2)
+3 (_R (161; ”2))2
() () ()

2 2
+6(M+ <R—n> )+3Rnﬁ+2
16 4
(12)

(1)

respectively. Substituting Egs. (11) and (12) into Egs. (9)
and (10), the parameters k. and 6, are respectively obtained.
Proof: See Appendix B. 0

B. E2E LEGITIMATE CHANNEL IN D2D NETWORK
Following a similar approach for the D2D network, RiSy
adjusts the phase shifts as ¢2 = ¢75 + ¢gs to maximize the
intended SINR (i.e., yLD ), where ¢7, and ¢¢; are the phases
of [h7]; and [h¢]s, respectively. Consequently, h? O hg is
revised as Zle |[h7]5[he]s|. Let h7 ¢ = h7 © hg, where
[h7 ¢]s represents the channel amplitude of x; incident on
the s™ reflecting element of RiS,;, and then reflected towards
the DR, and is subject to the double-Rayleigh fading with
the statistical properties easily determined using Lemma 1.
Using CLT for a sufficiently large S, h7¢ = Zle[h7,6]s
is approximated with a Gaussian distributed R} with mean
E{|h7,6|} = ST” and variance V{|h7,6|} = %g”z). The
channel power for the DR in the D2D network, A; =
|h7’6|2, is the square of Gaussian R} only, and can also be
approximated with a regular gamma distribution, i.e., Ay ~
I (kq, 64), using the moment matching technique [44]. Fol-
lowing the similar steps, the shape and scale parameters of
Ay, i.e., kg and 6,4, can be derived using the first and second
moments as

st\* S(16—n?)
) —_ (13)

E{Ad}=(7 —,

- (5) o) ()

_ o2\ 2
+3<—S(16 ”)). (14)

16
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C. E2E EAVESDROPPING CHANNELS

Without the perfect CSI, RiS. and RiS; cannot adjust the
phase shifts of their respective reflecting elements accord-
ing to the fading gain phases of the eavesdropping links,
and therefore the optimal setting of phase shifts is not
obtained [45]. Consequently, the eavesdropping SINRs,
yEC and y,? can be rewritten as

c Pclti

=—, (15)
VE pat2 + pjt3 + 1
and
D d2
=, (16)
E pet1 + pjts +1
respectively. Here,
R 2
s S(ar _ 42r 451
t1 = [|lhals| e 7P+ 3 OO =) g, [hs), || . (17)
r=1
g 2
. (¢v _¢6x _¢8s)
n=|y_ el |[he]slhslsl| (18)
s=1
and
13 = |hg (19)

where ¢%", ¢*", ¢, ¢%, and ¢ are the phases of [hy],,
[h4],, [hs],, [hels, and [hg], respectively. Furthermore, #;
and f, can be approximated using the exponential RV with
parameters A;; = R+1and A;, = S, respectively. The proba-
bility density function (PDF) of 3 also follows an exponential
distribution with parameter A;;, = M — 1. Here,vthe PDF of

tir i € {1,2,3), is considered as f;,(y) = -exp 4.

IV. ACHIEVABLE ERGODIC SECRECY RATE ANALYSIS
This section provides an analytical framework to derive the
approximate achievable ergodic secrecy rates in the cellular
and D2D networks.

A. ACHIEVABLE ERGODIC RATE FOR CELLULAR
LEGITIMATE USER

The achievable ergodic rate associated with x, at CR is given
by

& = {log (1+F)}. (20)

where yLC = pcAc.

For A, ~ T (k¢ 0.) and any scalar p, > 0, pcA, ~
[ (ke, pcb:). Using Egs. (9) and (10), we get p.A, ~
. (A (E{AGE(A)

E{A2}-E{A ) ¢ E{Ac}

Lemma and Theorem are presented to solve Eq. (20)

Lemma 2: p.Ac ~ T (ke, pcO.) has the parameters k. and
0cbe, and the mean and variance of p.A. are respectively
given by

. Now, the following

E {pcAc} = kcpcem 2n
V{peAc) = ke (0c8c)* - (22)
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Proof: The proof is available in [46]. O

Theorem 2: If p. A is RV with mean E {p.A.} and vari-

ance V{p:A;}, then E {In (1 + p.Ac)} can be approximated
as

E{ln (1+pcA)} ~In (1+E{o.Ac})

—V{p,A‘}(—> )
LT a+EpeA)?
Proof: See Appendix C.

Using Lemma 2 and Theorem 2, as well as the algebraic
manipulation, Eq. (20) can be approximated as

ke (pcBe)?
¢ (0cbc) . (24)
21+ kepebe)
Using Theorem 1 and substituting the values of k. and 6,
obtained in Egs. (11) and (12), Eq. (24) is solved. In this way,

the approximate expression of the achievable ergodic rate at
CR in cellular network is obtained.

(23)
U

c 1
RE ~ = 1 (1 +kepeble) —

B. ACHIEVABLE ERGODIC RATE FOR D2D LEGITIMATE
USER

The achievable ergodic rate associated with symbol x; at DR
can be expressed by

R =E{log (1+7)} (25)
where yLD = pilg.
Using the same approach, Eq. (25) can be approximated as

ka (paba)®
2 (1 + kapaba)*
By obtaining the values of k; and 6, using the first and sec-
ond moments, i.e., E{A;} and E {Ag,}, Eq. (26) is solved.
In this way, the approximate expression of the achievable
ergodic rate at DR in D2D network is obtained.

1
RP ~ 12{1n(1+kdpd9d) } (26)

C. ACHIEVABLE ERGODIC RATE FOR EAVESDROPPER
The achievable ergodic rates associated with symbols x. and
xq at E are given by

RS = fiog (14 €)}. @7)
and
R = fiog (1+2)}. (28)

respectively.

For positive ¢y, 2, and ¢3, we can rewrite log (1 + 5 +L3 )

as log (1 + %) — log (1 + %) Now, Eq. (27) and (28)

can be expressed as

RS = E{log (1 + Up)} — E {log (1 + U2)}, (29)
and

R =Eflog (1 + Un} —E{log(1+ U3},  (30)

respectively, where Uy = pct1+pqt2+pjt3, Uz = pata+pjt3,
and U3 = pct1 + pjt3.

VOLUME 9, 2021

To solve Egs. (29) and (30), the following Lemmas and
Theorem are presented
Lemma 3: If Y ~ Exp («), then for the positive factor co,
coY ~ Exp é‘—o .
Proof: See Appendix D. (|
Lemma4: For 1 < k < K, the sum of K independent
exponential RVs with a distinct rate ki, (ki is the rate of
the k™ exponential distribution) can be approximated by the
generalized Erlang or hypoexponential distributed RV U ~
hypoexp (k1, ..., Ki).
Proof: The proof is available in [47]. U
Using Lemma 3, i.e., by scaling Y ~ Exp (), the RVs

pety  ~ Exp (Rfl), patr ~ Exp (i) and pji3 ~
Exp (M vy 1) are obtained. Using Lemma 4, i.e., by obtaining

the distribution of the sum of K independent exponential
RV, the statistical properties of U are determined. The mean
of U, E{U}, and variance of U and V {U}, are Zle é,

and Zszl (K]—k)z, respectively. Furthermore, the following
theorem solves Egs. (29) and (30), respectively.

Theorem 3: The approximate expressions of the achiev-
able ergodic rate associated with symbols x. and x4 at E can
be determined as

R

ma

~

1
In2
{ <1+IE{U1})
x {ln —
1+E{Us}

V{U,} V{Uz} }
2A+E(U1)? 20 +E{U-)?)
(31)
and
RE
~
T n2
x{1n<1+E{U1})— V{U} V{Us} }
1+E{U3})) 20+E{U:})? 2 +E{Us})?
(32)
respectively, where
E{Ul}_R—{-l—i—?—'— _1
2
pa pi
VU ( o ) +(S) +<M_1> :
E(U) = &+ P
p
viv = (%) + ( ) ,
_ Pc
B = M—l’
2 2
_ Pc Pj
V{U3}_(R+1) +<M—1) '
Proof: See Appendix E. |
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D. ACHIEVABLE ERGODIC SECRECY RATE OF THE SYSTEM
Similar to [48], the achievable ergodic secrecy rate is defined
as a positive discrepancy between the achievable ergodic rates
for the legitimate user and eavesdropper. Using the derived
expressions associated with the cellular and D2D information
symbols, the achievable ergodic secrecy rates can be defined
as

RS =[RS —RETT, (33)
and

R§ =Ry — Rg1", (34)
where [v]T = max(0, v). RE and Rg are calculated by

Egs. (24) and (31), and R? and Rg are calculated by Eqgs. (26)
and (32), respectively.

In practice, Rg and R? are non-negative by designing the
secure transmissions for the underlay D2D networks. In this
respect, the achievable ergodic secrecy rates of the system can
be acquired as

RI = RS + RY. (35)

V. NUMERICAL RESULTS

This section presents the numerical results to verify the ana-
lytical results presented in the previous sections, and provides
the valuable insights. If not specified otherwise, the main
parameters are set as R = 60, § = 30, M = 15, and % =
P—‘Z’ = 10dB, and are selected for a behavioral validation of the
system. For the comparison, the benchmark scheme in [32] is
plotted in which the jamming signals for the cellular network
were provided via a D2D RIS-cascaded channel, and only a
direct link (i.e., without a RIS-cascaded channel) was used for
a cellular user. Moreover, D2D users in [32] were evaluated in
terms of the reliability performance only. In order to evaluate
the performance of the cellular network comprehensively,
the baseline scheme is also plotted in which the cellular
networks used only a RIS-cascaded channel (i.e., without
a direct link), and were not provided the jamming signals
(i.e., no cooperation between the networks). The simulation
results are obtained via the Monte Carlo simulations with
107 channel realizations. Notably, the numerical and simu-
lation results are consistent and therefore verify the accuracy
of the presented analytical framework.

A. PERFORMANCE OF THE CELLULAR NETWORKS

First, the performance of the cellular networks is evaluated
in terms of the achievable ergodic secrecy rates. Fig. 2 shows
the relationship between the achievable ergodic rates at CR,
Rf, with the SNR at CT, p.. The analysis point is calculated
by Eq. (24). The results show that Rf exhibits an incremental
relationship with p., and the presented framework provides
a superior performance compared to the benchmark and
baseline schemes. This is because the presented framework
considers both direct and RIS-cascaded links. RE can be
enhanced by the RIS, instead of increasing p. or a relay link,
for the SINR improvement. This is justified by the degree
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FIGURE 2. Achievable ergodic rates at CR vs. SNR at CT (oc)-

of freedom achieved by the optimal phase shifting and the
amount of additional information that can be transmitted
using the proposed framework. In contrast, the benchmark
scheme provides the worst performance because it is based
on an environment where RIS does not exist.

Fig. 3 depicts the relationship between the achievable
ergodic rates at E, Rg, with p., and provides a performance
comparison with the benchmark and baseline schemes. The
analysis point is calculated by Eq. (31). In the presented
framework, the jamming signals for the cellular network
are provided from both the DT (via RIS-cascaded channel),
and multi-antenna DR. In contrast, only the single-antenna
DT provides the jamming signals in benchmark strategy.
As expected, Rg also increases with p., due to the increase
in leakage information. The presented framework guarantees
a superior performance in comparison to baseline scheme for
which there is no cooperation from D2D network in terms of
jamming signals. The superior performance of the presented
framework in comparison to benchmark scheme relies on the
D2D power allocation strategy.

Fig. 4 plots the achievable ergodic secrecy rates in the
cellular network, Rg and p., and presents a performance
comparison with the benchmark and baseline schemes. The
analysis point is calculated by Eq. (33). For all the schemes,
Rg first increases and then decreases as p. increases, demon-
strating that p. can be optimized. This implies a trade-off
between the security and reliability in the event of an eaves-
dropping attack, referred as the security-reliability trade-off.
The presented framework provides best performance in terms
of Rg by utilizing the proper D2D power allocation strat-
egy. By adjusting the D2D power allocations, the achievable
ergodic rates associated with x. at CR exceed than that at E,
and therefore higher Rg points are attainable throughout
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FIGURE 3. Achievable ergodic rates at E vs. SNR at CT (oc).
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FIGURE 4. Achievable ergodic secrecy rates of the cellular network vs.
SNR at CT (poc).

pc. The benchmark outperforms the baseline scheme as it
provides a comparatively lesser leakage information due to
the jamming signals.

B. PERFORMANCE OF THE OVERALL SYSTEM

Now, the achievable ergodic secrecy rate performance of
the overall system is evaluated. Fig. 5 shows the relation-
ship between the total achievable ergodic rates at the legit-
imate users, CR and DR, i.e., RS + RP, with D2D power
allocation ratio (¢). The analysis points are calculated by
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FIGURE 5. Total achievable ergodic rates at CR and DR vs. D2D power
allocation ratio (¢).

Egs. (24) and (26). Here, the relationship is also incremental.
Importantly, the presented framework provides the maximum
decoding SINRs at CR, given by Eq. (5), and DR, given
by Eq. (6), and thus provides an optimal performance in
terms of total achievable ergodic rates. This is justified by the
argument that the AN signals in the direction of the CR and
DR are eliminated by adapting the proposed beamforming
design; therefore, the interference is minimized. It can also
be observed that the reflecting elements in both networks,
i.e., Rand S, have a positive impact on the performance. By an
optimal phase shift setting, increase in reflecting elements
enables an efficient exploitation of the spatial degrees of
freedom, providing substantial performance gain.

Fig. 6 depicts the relationship between the total achievable
ergodic rates at E, i.e., Rg + RP, with ¢. The analysis points
are calculated by Egs. (31) and (32). In the presented frame-
work, the total SINR decoding x. and x, at E increase with an
increment in ¢, and consequently, ¢ is directly proportional
to the total achievable ergodic rates at E. It is observed that
the information leakage also increases with a increase in both
R and S. It verifies that E manages to receive R and S number
of copies of the intended signals, although RiS. and RiS; do
not optimally adjust the phases for their eavesdropping links
(due to absence of CSI), and cannot maximize y5 and y2,
respectively.

Fig. 7 plots the achievable ergodic secrecy rates of the
system, Rg"”‘l with ¢, R, and S. While validating the previous
results in Fig. 5 and Fig. 6, the results show an increment
in Rg""‘l first, and then a decrement, as ¢ increases, and
demonstrate that for a given number of R and S, there exists
an optimal ¢ (¢*) to maximize Rg”"’l . Another important
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observation is that the positive impact of R and S in terms of
Rg"’“l is attainable although the increase in R and S increases
the total achievable ergodic rates both at the legitimate users

and E.
Fig. 8 illustrates ¢* for different number of reflecting

elements in RiS;, and RiS;. The analytical solution, i.e., ¢*
for the maximum Rg"ml, is obtained for different number of
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R and S. It is observed that ¢* has an incremental relationship
for both R and S. Our results identify the optimal selection of
D2D power allocations according to the number of reflecting
elements in D2D and cellular networks, and provide guide-
lines for the robustness and security enhancements of the
RIS-assisted underlay D2D networks.

VI. CONCLUSION
Despite the potential of the key technologies, 5G networks

will not meet all the requirements of a post-2030 world,
which necessitates the designing of 6G networks. The antic-
ipated approaches for 6G networks include the RIS, efficient
spectrum sharing, FD communication, massive MIMO, and
PLS. This paper presented a novel analytical framework of
spectrum sharing for the underlay D2D networks to enhance
the robustness and security of the system under an eaves-
dropping attempt, using a combination of the RIS technology
and FD jamming receiver. We statistically characterized the
E2E channel powers and derived the approximate expressions
for the achievable ergodic secrecy rates. The derived analyt-
ical expressions provided an easy selection of the optimal
D2D power allocations for different number of reflecting
elements. The results could provide design insights into the
architecture of the RIS-assisted underlay D2D networks to be

implemented in the 6G era.

APPENDIX A
PROOF OF LEMMA 1
Given [[h3],| and |[h;y],| following the Rayleigh distri-

butions, [h3 2], is subject to a double-Rayleigh fading.
Therefore, the closed-form PDF of [h32], can be
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determined by,

<]
Jins 51, 0) = /0 insl| ()Xc)ﬁ[hz]rl(x)dx
= 4yKo (2y) . (36)

Moreover, the mean and variance of [h3 7], can be calcu-
lated as,

E {|[hs 21,1} = /0 WKo@ydy=7. 6D

and

_ 3 _
V{Ihs 2]} = 4y Ko (2y) dy 6
0
16 — 2
=1 (38)

respectively. This proves the proposition.

APPENDIX B

PROOF OF THEOREM 1

Using the moment matching technique, the first moment of
Ao, E{A.}, is determined as,

E{A. =E [(|h1| + Ihs,zl)z}

=E {1l P} +E {Is.2} + 2B (1) E {Ihs o1}
(39)

By substituting the statistics associated with a Rayleigh
distributed h, and a Gaussian distributed h3 7, i.e.,

B (Jh)) = 2T,
E{imP} = Viml+ @mp?
. 4—n = _1
=—+7="L
R
E{lhs2l} = Tn
and
E{hs2?} =V {Ihsal} + (B {Ihs1})?

_R(16—7%) (R’
‘T+<T)’

in Eq. (39), the first moment of A is obtained.
Similarly, the second moment of A, E { A2}, is determined
by,

EEAE] =E (|h1|+|h32| ]

() (I E {1hs 2
(Jelmeelmr)
(

)E{W} {Ihsal} +E{ ). @0)

w A~
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Following the similar procedure and substituting the statis-
tics, i.e.,

E (s} = (B {Ihs2l})* +6
3(V {Ihsal})”

4
() o) (57

+3(_R (161; 772))2 :
E (b2} = (B {Ihs21})’ +3E {Ihs.2l} V {Ihs.21}

. (1%>3+3(1%n) (R(161;;-[2))’
E{imP) = %;

(E{Ih321})” V {Ihs 2]}

and

2] -

in Eq. (40), the second moment of A is obtained. This proves
Theorem 1.

APPENDIX C

PROOF OF THEOREM 2

We use the Taylor expansions to approximate the moments
of In (1 4+ p.A.), given the moments of p.A. as finite and
In(1+ p.Ac) as sufficiently differentiable. By taking the
Taylor series approximation for In (1 + p.A.) about the point
(0eAc)o, Where (pAc)g € (—1, 00), we get,

In (14 peAe) ~ In (1 + (peAe)o)

Ac—(pcAe) .
1+ (pcAc)g

(pcAc - (IOCAC)O)2

2 (14 (peAedo)
@1

By substituting (p.Ac)g = E{p:.Ac} and applying E{.} to
both sides of Eq. (41), Eq. (23) can be solved. This proves
Theorem 2.

APPENDIX D

PROOF OF LEMMA 3

The CDF of RV c¢oY is given by F y(y) = P(coY <y) =
Fy (Cy—o), where Fy(.) is the CDF of Y. Lemma 3 proves that.

APPENDIX E

PROOF OF THEOREM 3

Using Theorem 2, algebraic manipulation, and substituting
the results of Lemma 3 and 4, Eqgs. (29) and (30) are solved.
This concludes the proof.
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