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ABSTRACT In this paper, the leader-following consensus problem of a multi-Euler-Lagrange system is
studied under deception attacks, where attackers can inject the false data into the data being exchanged over
the communication network between twoEuler-Lagrange systems. A distributed adaptive filter is proposed to
compensate the unknown injection false data, where the magnitude of the false data is estimated. Meanwhile,
the performance of the multiple Euler-Lagrange system consensus with the proposed filter can be guaranteed
to be similar to that with the traditional controller when the communication network is not injected into
false data by a malicious attacker. Furthermore, the consensus criteria of a multiple Euler-Lagrange system
and the parameter design scheme of the proposed adaptive filter are achieved by using Lyapunov stability
theory. Finally, a numerical example is carried out to demonstrate the effectiveness of the proposed consensus
controller for a multi-Euler-Lagrange system attacked by using the false data injection.

INDEX TERMS Euler-Lagrange systems, leader-following consensus, deception attack, distributed filter.

I. INTRODUCTION
In recent years, the cooperative control of distributed network
systems has been widely explored in many fields, such as the
network robot systems [1], [2], distributed estimation of the
wireless sensor network [3], [4], and distributed detection [5].
The cooperative control problems of distributed network sys-
tems include synchronization problems, clustering flocking
problems, formation control problems, et al. In fact, these
problems can be considered as the consensus problems, that
is, each individual uses limited local information to achieve
the same state or output of all individuals. Many consen-
sus control strategies are intensively investigated under var-
ious circumstances, for example, adaptive robust control for
model uncertainty or system disturbances [6], [7], distributed
switching consensus for parameter jump or switching topol-
ogy [1], [8], adaptive bipartite consensus for cooperation or
competition between agents [6], [9], et al. However, the real-
ization of the consensus control of the distributed network
system depends on the security of information interaction
over network communication between the agents. Therefore,
it is of great significance to study the consensus problem of
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distributed network system when the communication channel
or manipulation information is attacked, and this problem has
also received some substantial research.

Recently, the security of Cyber-Physics systems has
attracted much attention, where cyber attacks are con-
cerned [10]–[13]. Generally, the cyber attacks are roughly
divided into two categories: 1) the denial-of-service (Dos)
attacks [14], [15] and 2) deception attacks [16], [17]. The
former can destroy the system performance by preventing
the timely transmission of data. The latter can be imple-
mented by the attacker to tamper with the transmission data
or inject false data, which make the control center send
out wrong instructions such that the stability of the system
is destroyed or executes the instructions specified by the
malicious attacker. On the other hand, deception attacks are
difficult to detect and prevent, so it has attracted extensive
attention from many researchers.

False data injection attack has been focused on in the field
of smart grid [18], [19] and wireless sensor networks [20],
[21]. Next, the distributed consensus problem has been
studied for a multi-agent system under deception attacks.
Mustafa et al. [22] used the Kullback-Leibler (KL) diver-
gence metric in [16] to design two attack detectors in order
to detect various deception attacks and make the tracking
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error of a leaderless linear distributed multi-agent system
converge to zero. Considering the false data injection attacks
with Bernoulli distribution in the sensor-to-controller chan-
nel, He et al. [17] andWen et al. [23] all used distributed pulse
controllers to achieve the bounded mean square consensus of
multi-agent systems. Wu et al. [24] proposed a distributed
algorithm based on event-triggered scheme to achieve the
elastic consensus of a multi-agent system under deception
attacks, where the damage from the malicious attacker and
the consumption of computation and communication were
reduced. Huang et al. [25] proposed a distributed adaptive
filter to compensate the deception attacks from the commu-
nication channel in multi-agent systems such that the con-
sensus of the multi-agent system was guaranteed when it was
subjected to themalicious attacks and communication quanti-
zation. Zuo et al. [26] combined the state estimation approach
with the threshold scheme to estimate the states of neighbor
agents for the multi-agent system under false data injection,
which ensured the mean square consensus of multi-agent sys-
tems subject to the false data injection attacks. In [22]–[26],
the dynamics of agents was described as the linear motion
of particles or a nonlinear dynamic satisfying the Lipschitz
condition. However, the motion states of agents depend usu-
ally on the agent’s dynamics. Consequently, the dynamics of
agents have to be concerned when consensus of multi-agent
systems are studied.

The Euler-Lagrange system is often used to describe the
dynamical behavior of various kinds of agents, such asmobile
robots, autonomous vehicles and so on. The consensus of
multiple Euler-Lagrange systems can be widely applied to
various field, such as space rendezvous and docking, satellite
attitude adjustment and multiple manipulator coordination
and so on. Consequently, there have been many contributions
on the consensus of multiple Euler-Lagrange systems. In par-
ticular, Lu et al. considered the leader-following consensus
of multiple Euler-lagrange systems with unknown dynamic
leaders under a fixed topology [27]. In order to solve the
problem of time-varying communication topology, He et
al. used an adaptive distributed observer method to synthe-
size distributed position feedback control law [28]. In the
case of actuator failure, an auxiliary controller is designed
to compensate for the failure by using adaptive estimation
techniques in [29]. In [30] and [2], it is considered that
the Euler-lagrange system has heterogeneous, uncertain, and
time-varying delays when the data of neighboring individu-
als are exchanged over communication networks. However,
in [2], [27], [28], [29] and [30], it is not concerned that
the communication networks are attacked by a malicious
attacker. Actually, the Euler-Lagrange systems suffer prob-
ably deception attacks when the neighbor Euler-Lagrange
system data are exchanged over the communication networks.
The contributions on the security of consensus have been
rarely reported as far as the authors known for multiple Euler-
Lagrange systems.

Compared with faults and disturbance, deception attacks
are more intelligent, such as the intermittent and random

nature [17], [31]. Therefore, it is usually assumed that the
deception attack follows the Bernoulli distribution, its proba-
bility and range are known. However, as a defender, it is dif-
ficult to obtain the random characteristics and boundaries of
stealth attacks. As an attacker, if he wants to destroy the con-
sensus of systems, he will inject the false data into the com-
munication network for a while. Consequently, the consensus
performance of multiple Euler-Lagrange systems depends on
the estimation of attack signals if the exchanged data are
injected false data.

Motivated by the above mention, it is necessary to con-
cern the consensus of multiple Euler-Lagrange systems under
deception attacks when both the characteristic and the mag-
nitude of the attack information are unknown. The main
contributions of this paper can be highlighted as follow.

1) In this paper, the consensus problem of multiple Euler-
Lagrange system is studied and the leader-following
consensus protocol is presented, where the leader is
concerned as the root node of a graph such that a part
of individuals is needed to receive the information from
the leader to achieve consensus. As well as known,
an Euler-Lagrange system is strongly nonlinear and
strongly coupled, which increase the complexity of
discussion. In [22]–[26], the agent dynamic is linear or
nonlinear but Lipschitz continuous, which is relatively
easy. And the results in [22]–[26] are not directly used
to the consensus of multiple Euler-Lagrange systems
due to the Euler-Lagrange system being strongly non-
linear and strongly coupled.

2) Deception attacks are concerned when the exchange
information is transmitted over communication net-
works in the multiple Euler-Lagrange system. The
attack signals are assumed to be unknown and bounded
but their boundary being unknown. In order to elimi-
nate the performance degradation caused by the attack
signals, an adaptive distributed filter is proposed to
estimate the boundary of attack signals. Compared with
the attack signals studied in [16], [17] and [21], the
statistical characteristic of attack signals is not needed
in this paper. In [16], [17] and in [21], the attack signal
follows a Gaussian distribution with known probability
characteristic or a known frequency characteristic. But
for a malicious attacker, the deception signals are usu-
ally sent in the form of more kinds of random signals
such that the statistical characteristic of attack signals
doesn’t follow a certain probability.

3) An auxiliary system is designed for each following
Euler-Lagrange system in order to track the desired
generalized position vector, i.e., the leader’s trajec-
tory, which can track sinusoid trajectory or equilibrium
point. The state vector of the auxiliary system is trans-
mitted to the neighboring Euler-Lagrange system, that
is, the exchanged information between two neighbor-
ing Euler-Lagrange system is the state vector of their
respective auxiliary system. The consensus scheme is
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FIGURE 1. Consensus scheme.

shown in Fig. 1, where the communication between ith

Euler-Lagrange system and jth system of its neighbor-
ing individuals is attacked by a malicious attacker.

The rest of this paper is arranged as follows: introduce
some preliminaries and the problem formulation in Section II.
A distributed filter is presented and a consensus protocol is
achieved in Section III. Some numerical examples are given
in Section IV and conclusions are drawn in Section V.
Notations: Rn is the n-dimensional vector space. ||.||

denote the 2-norm of vectors or matrices. diag{. . .} and
blkdiag{. . .} represent diagonal matrix and block diagonal
matrix respectively. ⊗ means the Kronecker product of a
matric. A > 0 means that A is a positive matric with an
appropriate dimension. λmin(A) is the minimum eigenvalue
of A.

II. PRELIMINARIES AND PROBLEM FORMULATION
A. MULTIPLE EULER-LAGRANGE DYNAMICS MODEL
Consider a multi-agent system composed of N Euler-
Lagrange systems which can be described as the following

Mi(qi)q̈i + Ci(qi, q̇i)q̇i + Gi(qi) = τi, i = 1, 2, . . . ,N (1)

where qi, q̇i, q̈i ∈ Rn are the generalized position, veloc-
ity and acceleration vectors of ith Euler-Lagrange system
respectively.Mi(qi) ∈ Rn×n is the symmetric positive-definite
inertia matric, Ci(qi, q̇i)q̇i ∈ Rn is the Coriolis and centripetal
forces vector, Gi(qi) ∈ Rn is the gravitational vector. τi ∈ Rn

is the control input.
The system (1) has the following properties.
Property 1: The matrix Ṁi(qi) − 2Ci(qi, q̇i) is skew-

symmetric.
Property 2: For any x, y ∈ Rn, the system (1) can be

linearly parameterized as

Mi(qi)x + Ci(qi, q̇i)y+ Gi(qi) = Yi(qi, q̇i, x, y)θi

where Yi(qi, q̇i, x, y) ∈ Rn×m is the regressor matrix and θi ∈
Rm is an unknown but constant parameter vector.

Assume that the leader’s signal is generated by an exosys-
tem whose dynamic is described by the following

q̇0 = Sq0 (2)

where q0 ∈ Rn is a generalized position vector of the leader,
S ∈ Rn×n is the constant system matrix of the leader.

B. GRAPH THEORY
The network communication topology between multiple
Euler-Lagrange systems is represented by aweighted directed
graph G = (V, E,A). Each Euler-Lagrange system is
regarded as a node, the set of nodes is V = {i|i =
1, 2, . . . ,N }, and the leader is defined as the 0th node. The
set of directed edges is E = {(i, j)|i ∈ V, j ∈ V, i 6= j},
where the edge (j, i) ∈ E indicates that the ith node can
receive information from the jth node. The adjacency matrix
is A =

[
aij
]
∈ RN×N , where aij > 0 if and only if (j, i) ∈ E ,

otherwise aij = 0. Definition Ni = {j|(j, i) ∈ E} represents
the neighbor set of the ith node. Define the Laplacian matrix
of graph G as L = D − A, where the diagonal matrix
D = diag{d1, d2, . . . , dN } ∈ RN×N , di =

∑
j∈Ni

aij.
The following assumptions are necessary to design the

consensus protocol.
Assumption 1: The network communication topology G

consists of a directed spanning tree with the node 0 as its root.
Assumption 2: The real part of all eigenvalues of the leader

system matrix S is zero.
Firstly, recall the adaptive consensus controller in [32].

τi = −Kisi + Yi(qi, q̇i, q̇ri, q̈ri)θ̂i (3)
˙̂
θi = −3

−1
i Y Ti (qi, q̇i, q̇ri, q̈ri)si (4)

q̇ri = Sηi − α(qi − ηi) (5)

η̇i = Sηi + µ
∑
j∈Ni

aij(ηj − ηi) (6)

where si = q̇i − q̇ri, ηi ∈ Rn, η0 = q0 and µ > 0. Ki is
the control gain, 3i represents a symmetric positive matrix.
θ̂i is the adaptive estimation of the system parameters θi. ηi
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FIGURE 2. Communication signal transmission.

indicates the estimation of the leader’s state q0 of the ith Euler-
Lagrange system.
Remark 1: The followers can’t synchronize the leader’s

states if they only obtain the leader’s systemmatrix S because
the leader is oscillatory according to Assumption 2. For two
autonomous oscillatory systems, the condition of synchro-
nizing them is that both their initial values and their system
matrix have to be same. Therefore, a distributed observer (6)
must be equipped to estimate the online states of the leader.
So, under adaptive parameter control law (3) - (5) and dis-
tributed observer (6), the positon and velocity consensus of
multiple Euler-Lagrange systems can be realized.
Remark 2: Compared with the general leader-following

consensus protocol in [33], the reference torque q̇ri is gen-
erated by the leader’s speed information and the neigh-
bor’s position information, while an auxiliary system (6) is
introduced to observe the leader’s information in [32]. The
exchange information is the state vector of each auxiliary
system. There are two advantages of introducing the auxiliary
system (6). The multiple Euler-Lagrange system can track
an equilibrium point but also a sinusoid trajectory on the
one hand; on the other hand, the leader’s position and speed
information are not needed to be transmitted to the follow-
ing Euler-Lagrange system, which is in conformity with the
principle of bird swarming and the other biological cluster.

C. DECEPTION ATTACK
The states of the distributed observer (6) are transmitted over
the communication network in a multiple Euler-Lagrange
system such that they are vulnerable to cyber attacks. Here,
a deception attack is concerned, as shown in Fig. 2, that
is, the exchanged states ηj from Euler-Lagrange system j to
system i are injected into the false data ζij. Then the ith Euler-
Lagrange system receives the information from its neighbor
(jth) can be described as

ηaij(t) = ηj(t)+ ζij(t) (7)

where attack signal ζij(t) is assumed to satisfy
∥∥ζij(t)∥∥ ≤ ζ̄ij,

where ζ̄ij is an unknown positive constant.
Remark 3: The attack signal ζij in (7) satisfies the bounded

limitation
∥∥ζij(t)∥∥ ≤ ζ̄ij, it means that the magnitude of

the attack signal is limited. Such assumption is reasonable
because the system will be equipped with anomaly detectors
to check anomalies in the actual network communication
process. For malicious attackers, if they want to bypass the
detector and not be detected, the magnitude of the attack sig-
nal has to be some constraint. On the other hand, considering
the limited energy of the injected attack signal, it is reasonable

that the attack signal is limited. In [17], the magnitude of the
deception attack is assumed to be known. However, attack
signals are often stealth and difficult to be discovered, so the
magnitude of the attack signal is difficult to be obtained. Con-
sequently, the assumption that the attack signal is bounded
and the magnitude is unknown is more consistent with reality.
Remark 4: The attack model (7) may seem to be the intro-

duction of disturbance signals, but there is still a big differ-
ence. Generally, a disturbance occurs at the Euler-Lagrange
system and doesn’t at the communication networks so that
this disturbance only acts on the disturbed individual and
doesn’t on its neighbor. On the other hand, the disturbance in
communication networks usually follows certain probability
distribution which can be estimated according to the known
communication parameter. However, the deception attack
signals are often injected into communication networks by
a malicious attacker, which is often difficult to be found.
So a new estimator is needed to prevent the performance
degradation from the deception attack.
Remark 5: The attack signal is only assumed to be bounded

and its boundary being unknown in (7), which is different
form the attack signal in [16], [17] and [21]. In [16], [17]
and [21], the attack signal follows a probability distribution
with known statistical characteristic or known frequency,
which is difficult to be obtained for a defender. Consequently,
the assumption of deception attack signal is more reasonable
than those in [16], [17] and [21].

D. PROBLEM FORMULATION
From the above discussion on the multiple Euler-Lagrange
systems, considering the communication networks subjected
attacks is more realistic and more significant when one stud-
ies the leader-following consensus of the multiple Euler-
Lagrange system.
The objective of this paper is to design a consensus scheme

such that the multiple Euler-Lagrange systems (1) achieve
generalized positon and velocity consensus when the com-
munication network are injected false data as the form of (7),
that is

lim
t→∞

(qi − q0) = 0, lim
t→∞

(q̇i − q̇0) = 0, ∀i ∈ V

III. MAIN RESULTS
In this section, to achieve the leader-following consensus of
multiple Euler-Lagrange systems (1) and leader (2), a dis-
tributed observer of the ith Euler-Lagrange systemwith a filter
equipped an adaptive attack compensator is proposed, which
is given as follow

η̇i(t) = Sηi(t)+ ĝi(t) (8)
˙̂gi(t) = −ĝi(t)+

∑
j∈Ni

aij(ηaij(t)− ηi(t))+ vi(t) (9)

where ηi, ĝi denote the states of the consensus observer (8)
and filter (9) of the ith Euler-Lagrange system respectively,
vi(t) =

∑
j∈Ni

aijvij(t) is a novel adaptive attack compen-
sator, which is used to adaptively offset the impact of attack,
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designed as

vij(t) = −
PTi ĝi(t)ζ̂ij(t)

||ĝTi (t)Pi|| + σij(t)
(10)

where ζ̂ij(t) is an estimation of the upper bound of the attack,
and it is given in the following form

˙̂
ζij(t) = −κσij(t)ζ̂ij(t)+ κ||ĝTi (t)Pi|| (11)

where κ > 0,P = blkdiag{P1,P2, . . . ,PN },Pi ∈ Rn×n is
a positive matrix to be determined later. σij(t) is any positive
definite continuous and bounded function, satisfying

lim
t→∞

∫ t

t0
σij(τ )dτ ≤ σ̄ij ≤ ∞, i = 1, 2, . . . ,N , j ∈ Ni

(12)

where the function σij(t) can be chosen as an exponential
decay function βe−γ t (β > 0, γ > 0 ), which implies
limt→∞ βe−γ t = 0.
Remark 6: The distributed filter (9) - (11) can directly and

adaptively compensate for the attack, which is simpler and
more convenient. And the multiple Euler-Lagrange systems
can be guaranteed to be consensus and stability regardless of
whether the attack is injected or not. It does not need to be
equipped with an additional attack detector to detect attacks
as in [10], [20]. In [24], an event-triggered mechanism is
introduced to reduce the impact of malicious attack. But if
the malicious attack occurs when the event generator is not
triggered, the agent will receive the deception signals such
that the consensus performance may be reduced.

Let consensus observer error be η̃i = ηi − η0, where η0 =
q0. According to (2) and (8), one can obtain

˙̃ηi = Sη̃i + ĝi. (13)

Defining η̃ = [η̃T1 , η̃
T
2 , . . . , η̃

T
N ]

T , ĝ = [ĝT1 , ĝ
T
2 , . . . , ĝ

T
N ]

T ,
v = [vT1 , v

T
2 , . . . , v

T
N ]

T , ζ = [ζ T1 , ζ
T
2 , . . . , ζ

T
N ]

T . Then (13)
and (9) can be rewritten in the vector forms as follows

˙̃η = (IN ⊗ S)η̃ + ĝ (14)
˙̂g = −ĝ+ (−H⊗ In)η̃ + v+ ζ (15)

whereH = L+ diag(a10, a20, . . . , aN0), ζi =
∑

j∈Ni
aijζij.

Let the attack’s upper bound estimation error be ζ̃ij = ζ̄ij−
ζ̂ij, and the dynamic is

˙̃
ζij = −κσij(t)ζ̃ij + κ||ĝTi Pi|| + κσij(t)ζ̄ij (16)

The main result is described in the following theorem.
Theorem 1: Suppose that Assumptions 1 and 2 hold.

If there exists symmetric matrics P > 0 and Q > 0 to make
the following LMI holds:

(
(IN ⊗ S)TQ+ Q(IN ⊗ S)

)
Q (H⊗ In)TP

∗ −
1
a1
I 0

∗ ∗ −a2I

 < 0

1
2a1

I +
a2
2
I − P < 0 (17)

where a1 > 0, a2 > 0. Thus, the generalized position and
velocity consensus of the multiple Euler-Lagrange system (1)
with leader (2) are achieved by using the adaptive parameter
control laws (3) - (5) and distributed observer (8) - (11)
when deception attack (7) occurred over the communication
channel.

Proof: Consider the following Lyapunov function
for (14) – (16)

V1(t) =
1
2
η̃TQη̃ +

1
2
ĝTPĝ+

1
2κ

N∑
i=1

∑
j∈Ni

aijζ̃ 2ij (18)

Taking the derivative of (18), one can obtain

V̇1(t)

=
1
2
˙̃ηTQη̃ +

1
2
η̃TQ ˙̃η + ˙̂gTPĝ+

1
κ

N∑
i=1

∑
j∈Ni

aijζ̃ij
˙̃
ζij

=
1
2

(
(IN ⊗ S)η̃ + ĝ

)T Qη̃ + 1
2
η̃TQ

(
(IN ⊗ S)η̃ + ĝ

)
+
(
−ĝ+ (−H⊗ In)η̃ + v+ ζ

)T Pĝ+ 1
κ

N∑
i=1

∑
j∈Ni

aijζ̃ij
˙̃
ζij

=
1
2
˙̃ηT
(
(IN ⊗ S)TQ+ Q(IN ⊗ S)

)
η̃ + ĝTQη̃ − ĝTPĝ

− η̃T (H⊗ In)TPĝ+ ĝTPv+ ĝTPζ +
1
κ

N∑
i=1

∑
j∈Ni

aijζ̃ij
˙̃
ζij

According to the following inequality

2αTβ ≤
1
ηαβ

αTα + ηαββ
Tβ ∀ηαβ > 0,

the second term and the fourth term in time derivative of V1(t)
can be transformed into the following

ĝTQη̃ ≤
1
2a1

ĝT ĝ+
a1
2
η̃TQQη̃

− η̃T (H⊗ In)TPĝ ≤
1
2a2

η̃T (H⊗ In)T

×PP(H⊗ In)η̃ +
a2
2
ĝT ĝ

thus, the time derivative of V1(t) can be written as follow

V̇1(t) ≤
1
2
η̃T
[
(IN ⊗ S)TQ+ Q(IN ⊗ S)+ a1QQ

+
1
a2

(H⊗ In)TPP(H⊗ In)
]
η̃

+ ĝT
(

1
2a1

I +
a2
2
I − P

)
ĝ+ ĝTPv+ ĝTPζ

+
1
κ

N∑
i=1

∑
j∈Ni

aijζ̃
˙̃
ζ

≤ −λmin(Qη̃)||η̃||
2
− λmin(Qĝ)||ĝ||

2
+ ĝTPv+ ĝTPζ

+
1
κ

N∑
i=1

∑
j∈Ni

aijζ̃
˙̃
ζ
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where

Qη̃ = −
[
(IN ⊗ S)TQ+ Q(IN ⊗ S)+ a1QQ

+
1
a2

(H⊗ In)TPP(H⊗ In)
]

Qĝ = −
(

1
2a1

I +
a2
2
I − P

)
According to the fact of attack signal satisfying |ζij(t)| ≤

ζ̄ij, from (10) and (11), one has the following

ĝTPv+ ĝTPζ +
1
κ

N∑
i=1

∑
j∈Ni

aijζ̃ij
˙̃
ζij

≤

N∑
i=1

∑
j∈Ni

aijĝTi (t)Pivij(t)+
N∑
i=1

∑
j∈Ni

aij||ĝTi (t)Pi||ζ̄ij

−
1
κ

N∑
i=1

∑
j∈Ni

aijζ̃ij
˙̂
ζij

≤

N∑
i=1

∑
j∈Ni

aijĝTi (t)Pi

(
−

PTi ĝi(t)ζ̂ij(t)

||ĝTi (t)Pi|| + σij(t)

)

+

N∑
i=1

∑
j∈Ni

aij||ĝTi (t)Pi||ζ̄ij

−
1
κ

N∑
i=1

∑
j∈Ni

aij
(
ζ̄ij − ζ̂ij

) (
−κσij(t)ζ̂ij(t)+κ||ĝTi (t)Pi||

)

≤

N∑
i=1

∑
j∈Ni

aij

(
−
||ĝTi (t)Pi||

2ζ̂ij(t)

||ĝTi (t)Pi|| + σij(t)

)

+

N∑
i=1

∑
j∈Ni

aijσij(t)ζ̄ijζ̂ij(t)

−

N∑
i=1

∑
j∈Ni

aijσij(t)ζ̂ 2ij (t)+
N∑
i=1

∑
j∈Ni

aij||ĝTi (t)Pi||ζ̂ij

≤

N∑
i=1

∑
j∈Ni

aij

(
||ĝTi (t)Pi||σij(t)ζ̂ij(t)

||ĝTi (t)Pi|| + σij(t)

)

+

N∑
i=1

∑
j∈Ni

aijσij(t)ζ̄ijζ̂ij(t)−
N∑
i=1

∑
j∈Ni

aijσij(t)ζ̂ 2ij (t)

According to the following inequality

αβ

α + β
≤ α ∀α > 0, β > 0

one can obtain the following

ĝTPv+ ĝTPζ +
1
κ

N∑
i=1

∑
j∈Ni

aijζ̃ij
˙̃
ζij

≤

N∑
i=1

∑
j∈Ni

aijσij(t)ζ̂ij(t)+
N∑
i=1

∑
j∈Ni

aijσij(t)ζ̄ijζ̂ij(t)

−

N∑
i=1

∑
j∈Ni

aijσij(t)ζ̂ 2ij (t) ≤
N∑
i=1

∑
j∈Ni

aijσij(t)

×

(
−

(
ζ̂ij(t)−

1
2

(
ζ̄ij + 1

))2

+
1
4

(
ζ̄ij + 1

)2)

≤
1
4

N∑
i=1

∑
j∈Ni

aijσij(t)
(
ζ̄ij + 1

)2
Consequently, the following is true

V̇1(t) ≤ −λmin(Qη̃)||η̃||
2
− λmin(Qĝ)||ĝ||

2

+
1
4

N∑
i=1

∑
j∈Ni

aijσij(t)
(
ζ̄ij + 1

)2
≤ −λmin(Qη̃ĝ)||ϕ̃||

2
+

1
4

N∑
i=1

∑
j∈Ni

aijσij(t)
(
ζ̄ij + 1

)2
(19)

where ϕ̃ = [||η̃|| ||ĝ||]T, Qη̃ĝ = diag{λmin(Qη̃), λmin(Qĝ)}.
Let _ϕ = [η̃T ϕ̃T ζ̃ T ]T, it follows from (18) and there exists

a constant ς > 0 such that

0 ≤ ς ||_ϕ|| ≤ V1(
_
ϕ) (20)

integrating (19) over [t0, t] yields

V1(
_
ϕ(t))− V1(

_
ϕ(t0)) ≤ −

∫ t

t0
λmin(Qη̃ĝ)||ϕ̃||

2dτ

+
1
4

∫ t

t0

N∑
i=1

∑
j∈Ni

aijσij(τ )
(
ζ̄ij + 1

)2dτ (21)

From (12), it is known that

lim
t→∞

1
4

∫ t

t0

N∑
i=1

∑
j∈Ni

aijσij(τ )
(
ζ̄ij + 1

)2dτ
≤

1
4

N∑
i=1

∑
j∈Ni

aijσ̄ij
(
ζ̄ij + 1

)2
let σ̄ = 1

4

N∑
i=1

∑
j∈Ni

aijσ̄ij
(
ζ̄ij + 1

)2, (21) can be rewritten as

V1(
_
ϕ(t)) ≤ V1(

_
ϕ(t0))+ σ̄ (22)

From (20) and (22), it is clear that

ς ||
_
ϕ|| ≤ V1(

_
ϕ(t0))+ σ̄ (23)

which implies that _ϕ is uniformly bounded.Moreover, by (21)
and V1(

_
ϕ(t)) ≥ 0, one has

lim
t→∞

∫ t

t0
λmin(Qη̃ĝ)||ϕ̃||

2dτ ≤ V1(
_
ϕ(t0))+ σ̄

Then, according to the Barbalat’t lemma [31], it is obvious
that

lim
t→∞

λmin(Qη̃ĝ)||ϕ̃||
2
= 0
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which implies lim
t→∞
||ϕ̃|| = 0. So, one has the following

lim
t→∞
||η̃|| = 0, lim

t→∞
||ĝ|| = 0 (24)

Thus, the adaptive attack compensator (10) with the attack
upper bound estimator (11) can be used to eliminate the
deception attack by the distributed filter (9), and the dis-
tributed observer (8) can be used accurately estimate the state
of the leader.

Let the parameter estimate error be θ̃i = θ̂i − θi. From (1),
(3) and (4), the dynamics of si and θ̃i can be written as

ṡi = M−1i (qi)[Yi(qi, q̇i, q̇ri, q̈ri)θ̃i − Ci(qi, q̇i)si − Kisi]

(25)
˙̃
θi = −3

−1
i Yi(qi, q̇i, q̇ri, q̈ri)si (26)

Choose the Lyapunov function candidate as follow

V2(t) =
1
2

N∑
i=1

sTi Mi(qi)si + θ̃Ti 3
−1
i θ̃i (27)

its derivative follows

V̇2(t) = −
N∑
i=1

sTi Kisi (28)

From (28), one has V̇2(t) ≤ 0, which implies that θ̃i and si
are bounded. By (5), one has

q̇i = −αqi + si + Sηi − αηi (29)

since si and ηi are bounded, (29) can be viewed as a stable
linear system with a bounded input si+Sηi−αηi. Therefore,
both qi and q̇i must be bounded. Then by (5), q̇ri is bounded.
The derivative of q̇ri is q̈ri = Sη̇i − α(q̇i − η̇i), so q̈ri
and Yi(qi, q̇i, q̇ri, q̈ri) are bounded. Since Mi(qi) is positive
definite, M−1i (qi) exists and is bounded. From (25), ṡi is
bounded. Since V̈2(t) = −2

∑N
i=1 s

T
i Kiṡi, where si and ṡi are

bounded, we can have V̈2(t) is bounded. Then, according to
the Barbalat’s lemma [34], it is obvious that limt→∞ V̇2(t) =
0 and then limt→∞ si = 0. Next, from (13), (24) and (29),
one has the following

q̇i − η̇i + α(qi − ηi) = si (30)

since (30) can be viewed as a stable first order differential
equation in (qi − ηi) with si as the bounded input and tends
to zero, one concludes that both (qi − ηi) and (q̇i − η̇i) are
bounded and limt→∞(qi − ηi) = 0, limt→∞(q̇i − η̇i) = 0.
Therefore, by the following identities

qi − q0 = (qi − ηi)+ (ηi − qo)

q̇i − q̇0 = (q̇i − η̇i)+ (η̇i − q̇o)

one has limt→∞(qi−q0) = 0 and limt→∞(q̇i− q̇0) = 0. The
proof is completed.
Remark 7: Theorem 1 introduces deception attack on the

basis of reference [32], and discusses the security consensus
problem when the observer (6) is attacked by unknown injec-
tion data. But the difference from the reference [32] is that

the theoremmainly focuses on solving the unknown injection
data attack in the communication process, ignoring the time-
varying topology, and assuming that all individuals can obtain
the leader’s system matrix S.

Theorem 1 solves the secure consensus of problem under
deception attack with unknown boundary when the directed
topology is fixed. If it is assumed that the upper bound of
the deception attack signal is known, the following Corol-
lary 1 gives the design method for the security consensus
problem of the multiple Euler-Lagrange system.
Assumption 3: The upper bound of the attack signal is

known as ζ̄ij(t).
For the known magnitude of attack signal, one can design

the following adaptive attack compensator

vij(t) = −
PTi ĝi(t)ζ̄ij(t)

||ĝTi (t)Pi|| + σij(t)
(31)

where ζ̄ij(t) is the upper bound of the attack signal form jth

Euler-Lagrange system to ith one.
Remark 8: In adaptive attack compensator (10), the mag-

nitude of attack signal is unknown which is more realis-
tic because an attacker is usually secrete and is not easily
detected. But there exists some special case such that the
magnitude of attack signal is known, for example, attacker
is detected. Therefore, the adaptive attack compensator (10)
can be rewritten as (31).
Corollary 1: Suppose that Assumptions 1, 2 and 3 hold.

If there exists symmetric matrics P > 0 and Q > 0 to make
the following LMI holds:

(
(IN ⊗ S)TQ+ Q(IN ⊗ S)

)
Q (H⊗ In)TP

∗ −
1
a1
I 0

∗ ∗ −a2I

 < 0

1
2a1

I +
a2
2
I − P < 0 (32)

where a1 > 0, a2 > 0. Thus, the generalized position
and velocity consensus of the multiple Euler-Lagrange sys-
tem (1) with leader (2) are achieved by using the adaptive
parameter control laws (3) - (5) and distributed observer (8)
- (9) and (31) when deception attack (7) occurred over the
communication channel.

Proof: The proof process is the same as Theorem 1.

IV. SIMULATION
In this simulation, we consider a teleoperation system which
composed of four agents, the dynamic can bewritten as Euler-
Lagrange equation form [35].

Mi(qi)q̈i + Ci(qi, q̇i)q̇i + Gi(qi) = τi, i = 1, 2, 3, 4

where qi = col(qix , qiy), and

Mi(qi) =
[
ai1 + ai2 + 2ai3 cos qiy ai2 + ai3 cos qiy

ai2 + ai3 cos qiy ai2

]
Ci(qi, q̇i) =

[
−ai3q̇iy sin qiy −ai3(q̇ix + q̇iy) sin qiy
ai3q̇ix sin qiy 0

]
100554 VOLUME 9, 2021
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FIGURE 3. Network communication topology.

Gi(qi) =
[
ai4g cos qix + ai5g cos(qix + qiy)

ai5g cos(qix + qiy)

]
with g = 9.801m/s2, θi = col(ai1, ai2, ai3, ai4, ai5). The
actual values of θi are given as

θ1 = col(0.64, 1.10, 0.08, 0.64, 0.32)

θ2 = col(0.76, 1.17, 0.14, 0.93, 0.44)

θ3 = col(0.91, 1.26, 0.22, 1.27, 0.58)

θ4 = col(1.10, 1.36, 0.32, 1.67, 0.73)

respectively. Let the initial position of the four fol-
lowers be given by [10, 2]T , [1,−6]T , [8,−2]T , [−3, 7]T ,
the initial velocities of the four followers be chosen as
[0, 4]T , [5,−3]T , [−3, 1]T , [−2, 7]T .
The network communication topology G of a leader and

four followers is shown in Fig. 3, where the graph contains a
spanning treewith the node 0 as the root. The systemmatric of
the leader is S = [0, 1;−1, 0], its initial position and velocity
be given by [20, 0]T , [0,−20]T respectively. Next, In order
to verify the effectiveness of the proposed new distributed
observer in eliminating deception attacks, it is assumed that
the following attacks

ζ10 = [7, 7]T , ζ21 = [4, 4]T sin(5t)

ζ31 = [6, 6]T cos(2t)+ [5, 5]T

ζ42 = [5, 5]T cos(3t), ζ43 = [2.5, 2.5]T

where the attacks occur in [30, 50] s. The decay function σij
is chosen as 5e−0.05t and the parameter of (11) is chosen as
κ = 10.
Firstly, to verify the impact of Euler-Lagrange systems on

consensus performance for the case subjected to the decep-
tion stacks. Under the control laws (3) - (5), the original
consensus observer (6) injected false data attacks. In this
case, the position error (qi − q0) and velocity error (q̇i − q̇0)
of the multiple Euler-Lagrange system are shown in Fig. 4,
the states of the observer (6) and the leader (2) are shown
in Fig. 5. It can be seen from the figure that the consensus
observer (6) cannot accurately estimate the online state of
leader when the attack occurs, thus four followers cannot
effectively track the leader.

Secondly, by introducing an adaptive compensator (10)
with an attack upper bound estimator (11), and use a new
distributed filter (9) to filter out the attacks, the position
error (qi − q0) and velocity error (q̇i − q̇0) of the multiple

FIGURE 4. The position error (qi−q0) and velocity error (q̇i−q̇0) under
the observer (6).

FIGURE 5. The state of the observer ηi under the observer (6).

FIGURE 6. The position error (qi−q0) and velocity error (q̇i − q̇0) under
the observer (8).

Euler-Lagrange system are shown in Fig. 6, the state of the
observer (8) and the leader (2) are shown in Fig. 7. Thus,
under deception attack (7), by using the adaptive parameter
control laws (3) - (5) and distributed observer (8) - (11), the
multiple Euler-Lagrange systems (1) can achieve generalized
positon and velocity consensus with the leader (2). Mean-
while, as shown in Fig. 8, the attack upper bound estima-
tor (11) is estimated to be close to zero for the un-attack
situation before 30s. After 30s, the deception attack occurs,
the attack upper bound estimator (11) adaptively compensates
for the impact of the attack. Therefore, for the un-attack
situation in the time [0, 30] s, the designed distributed filter
can ensure that the tracking performance of the multi-Euler-
Lagrange system is close to the traditional distributed con-
troller.

Finally, when the upper bound of the attack is known,
that is, Assumption 3 holds, under the control of distributed
observers (8) - (9) and (31), the Euler-lagrange system (1)
can also effectively track the leader (2). According to the
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FIGURE 7. The state of the observer ηi under the observer (8).

FIGURE 8. The state of the attack upper bound estimator ζ̂ij (11).

FIGURE 9. The position error (qi−q0) and velocity error (q̇i − q̇0) under
the observer (8) with adaptive attack compensator (31).

FIGURE 10. The state of the observer ηi under the observer (8) with
adaptive attack compensator (31).

observation of Fig. 9 and Fig. 10, compared with Fig. 6 and
Fig. 7, the tracking effect is roughly the same as the unknown
deception attack, but it is still slightly worse after careful
observation. This further verifies the effectiveness of the
adaptive upper bound estimator (10). The adaptive upper
bound estimator (10) can adaptively generate a compensation
signal of a corresponding size with the change of the attack

signal in real time, with better compensation effect and better
tracking performance.

V. CONCLUSION
The consensus problem of multiple Euler-Lagrange systems
with a moving leader under deception attacks in communi-
cation network are mainly addressed. We have proposed a
novel consensus observer which equipped with an adaptive
filter to eliminate the impact of deception attacks. By using
Lyapunov stability theory and linear matrix inequality tech-
nology, the stability conditions of consensus control and
the parameter design of adaptive attack compensator are
given. Finally, a simulation example is given to verify the
effectiveness of the proposed method. In the future, we will
further study the leaderless consensus control of multiple
Euler-Lagrange systems under deception attacks.
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