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ABSTRACT Due to the rising popularity of the Internet of Things (IoT), interconnected infrastructures with
better flexibility and efficiency are being developed for industry 4.0. The use of IoT in industry 4.0 introduces
a new term ‘‘Industrial IoT (IIoT)’’, which allows remote monitoring of wide-ranging industrial processes.
IIoT tends to function with a large number of heterogeneous devices, therefore, data interoperability is the
biggest challenge in achieving seamless real-time communication. To achieve data interoperability, there is
a need to integrate various IoT application layer protocols; separately, as well as, with other data acquisition
protocols along with hardware/software platforms. Although such integrations are frequently presented in
the state-of-the-art, a comprehensive investigation and analysis of such approaches in single research work
are hard to find. Therefore, in this article, a Systematic Literature Review (SLR) is presented by investigating
34 influential research works, published during 2014-2020, where interoperability of application layer
protocols is performed for IIoT. Consequently, the selected research studies are divided into three categories:
1) Integration of IoT application layer protocols— 13 papers; 2) Integration of IoT and data acquisition
protocols—6 papers; 3) Integration of IoT protocols with hardware/software platforms—15 papers to resolve
interoperability issues. Moreover, nineteen (19) tools used for integration in the selected research works are
identified. Furthermore, leading approaches to perform such integrations are recognized, e.g., Gateways.
It has been concluded that although researchers frequently propose centralized (e.g., gateway or protocol
converter) and distributed intermediator (e.g., Middleware) to achieve required interoperability for IIoT, it is
a need of a day to develop a device level solution without the involvement of intermediator. This will solve
different interoperability problems in industries like scalability, load balancing, and a single point of failure.

INDEX TERMS Application layer protocols, Internet of Things (IoT), industrial IoT, interoperability,
integration, systematic literature review (SLR).

I. INTRODUCTION
Industrial IoT (IIoT) has become an important component
for the implementation in industry 4.0 as it integrates the
physical, social and cyber objects/things with industry and
behaves intelligently to serve it’s people [1], [2]. Up-till now,
industries from different sectors i.e. logistics, transportation,
and manufacturing are the major players of the IIoT market.
For example, one of the smart cities Barcelona is success-
fully using intelligent parking system and automated trans-
port system. According to the IDC prediction, estimated IoT
devices will be 41.6 billion by 2025 [3]. In IIoT devices,
data acquisition, processing, and real-time communication
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are the major cornerstones. However, communication relies
on the heterogeneous smart devices speaking different lan-
guages leading to the interoperability issue. As perMcKinsey
analysis, one of the threats to predicted economic value is
missing interoperability [4].

IEEE defines interoperability as ‘‘the ability of two ormore
systems to exchange information and use of the informa-
tion that has been exchanged’’ [4]. Lack of interoperability
in IoT forms the basis of different issues such as 1) Ven-
dor lock-in: From the IoT provider perspective, IoT market
is fragmented due to a wide range of heterogeneous ser-
vices, applications, data formats, communication protocols,
and devices. Here, lack of interoperability means users are
restricted to use sole IoT device or software offered by a
single provider bringing higher potential risks of operational
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cost and product functionality. 2) Non-applicability to cross-
platform: From the application developer perspective, exist-
ing IoT systems are designed using application-specific API
which is difficult to operate in a cross-platform environment.
Low support for applications executing on different platforms
is resulting in non-interoperability [4].

Few categories of interoperability related to IIoT are as
follows. 1) Device-level interoperability [5]: To provide infor-
mation exchange between physical and software components
of the smart devices including communication protocols [6]
e.g., Zigbee, Message Queuing Telemetry Transport (MQTT)
and Constrained Application Protocol (CoAP). 2) Network
interoperability [1]: It is required to deal with seamless com-
munication of devices over different networks (e.g. wired
and wireless networks). 3) Semantic interoperability [7]: It
is linked with the meaning of the content for humans rather
than machine interpretation of the content and 4) Platform
interoperability [8]: It offers collaboration of the diverse plat-
forms used in IoT due to diverse operating system, program-
ming languages, and access mechanisms for data and things.
As IIoT devices are increasingwith each passing day, all these
types of interoperability are required to support heterogeneity
issues. It is important to note that the focus of this article
is device-level interoperability where the heterogeneity of
application layer protocols is a primary concern.

Generally, IIoT is challenged by the data interoperabil-
ity of heterogeneous devices due to different vendors. So,
interoperability acts as a potential barrier to achieve seam-
less data acquisition. To resolve this issue, interoperability
can be achieved by either pushing standards or integration
approaches. For example, in industry, one of the well-known
Machine to Machine (M2M) standard offering interoperabil-
ity at different layers is the European Telecommunication
Standard Institute (ETSI) [9]. Also, interoperability in Indus-
trial IoT is performed using diverse integration approaches
such as gateway [10], [11] and middleware [12]. This paper
aims to analyze the integration of different IoT application
layer protocols due to the reason that application layer is the
primary interface for data interoperability by interacting with
different services and systems offered [13], [14].

Mostly, IoT devices use a single application layer pro-
tocol based on the primary requirements of the intended
application. Such as requirement to turn on the light switch
is different from monitoring the transmission lines. More-
over, if one protocol is good at securing the IoT devices
then another protocol can be better at supporting low power
and bandwidth usage. In literature, several research articles
exist in the context of IoT communication. For example,
a survey/review is performed in [8] to analyze the energy
efficiency of heterogeneous communication protocols while
performing interoperability. However, the main focus of the
paper is the energy efficiency. Many research studies presents
the general idea of the IoT communication in review paper
such as [15] identifies the IoT as an ecosystem and provides
detail on the various IoT components including architec-
ture, devices, gateways, operating systems, middleware and

communication protocols. Another survey [16] also discusses
the architectures, protocols, applications, recent advancement
in the IoT. However, the exhaustive survey which takes into
account the integration or interoperability of application layer
protocols is not present. Moreover, [17] presents the inter-
operabilty for context information sharing that is different
from data interoperability. Data interoperability is important
to enable communication between different applications and
users as presented in this research study. The integration of
application layer protocols to achieve data interoperability
in IIoT is an attractive area for researchers in recent years.
Several solutions have been proposed in this regard. How-
ever, a comprehensive Systematic Literature Review (SLR)
targeting IIoT interoperability for application layer protocols
is hard to find in the literature. We try to bridge this gap by
systematically aggregating the research studies based on six
research questions.
RQ1:What is the number of studies dealing with interoper-

ability for industrial IoT, where the following integrations are
performed: 1) IoT application layer protocols; 2) IoT appli-
cation layer protocols with other data acquisition protocols;
3) IoT application layer protocols with hardware/software
platforms?
RQ2: What are the significant application layer protocols

used for the integration to meet data interoperability objec-
tives in IIoT?
RQ3: What are the mostly used integration approaches

used in IIoT?
RQ4: What are the leading tools to carryout protocol inte-

gration for IIoT?
RQ5: What are the important parameters to evaluate the

performance as a result of integrated IoT application layer
protocols?
RQ6: What are the challenges and corresponding future

directions for the integration of protocols in IIoT?
It is the first SLR on the integration of IoT application layer

protocols for industrial IoT and the major list of contributions
made in this SLR is as follows.

1) This study comprehensively investigates device-level
interoperability in IIoT with a focus on the hetero-
geneity of application layer protocols. To achieve this,
three categories are developed, and analyzed i.e 1) Inte-
gration of IoT application layer protocols individually
(13 research studies), 2) Integration of IoT application
layer and data acquisition protocols (6 research studies)
and 3) Integration of IoT application layer protocols
with hardware/ software platform to meet data interop-
erability (15 research studies)

2) Existing integration approaches (i.e. centralized and
distributed intermediator) in selected studies are high-
lighted and analyzed, which are used to integrate appli-
cation layer protocols. Gateways are commonly used
to integrate two or more than two application layer
protocols. These gateways exist at either network layer
or in the cloud to perform translation of the source to
target application layer protocols. Few other integration
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approaches include Application Programming Inter-
face (API), middleware and Software Defined Net-
work (SDN) used in the selected research studies.

3) Several tools used to achieve interoperability through
the integration of application layer protocols are also
recognized. Such that tools used for the integration of
MQTT, CoAP and XMPP are identified. This analysis
will help the practitioners to pick the right tool to
enhance the interoperability.

4) The detailed analysis of selected studies leads to iden-
tify and present the realistic challenges and significant
future directions for the integration of application layer
protocols in Industrial IoT. Few challenges are security,
scalability and diversity of existing gateways.

The organization and structure of this SLR providing
the complete overview is shown in Figure 1. We have
selected four scientific repositories in the search pro-
cess (Section III-C). As a result, thirty-four (34) research
studies are identified to fully comply with inclusion and
exclusion criteria (Section III-B). The selected research
studies are classified, and data is extracted with the

FIGURE 1. Overview of the SLR.

help of data extraction and synthesis steps mentioned in
Section III-E. For data synthesis, three integration cate-
gories: 1) Integration of IoT application layer protocols
(Reference [10], [28]–[39]), 2) Integration of IoT and data
acquisition protocols (Reference [11] and [40]–[44]) and
3) Integration of IoT protocols with hardware/software plat-
forms (Reference [12], [45]–[58]) are created as defined in
Section II-A. The detailed discussion on these categories
is carried out in Section IV. Tool analysis is performed in
Section IV-D and evaluation parameters for IoT application
layer protocols are identified in Section IV-E. The compre-
hensive study of selected research studies leads towards the
answer of research questions (Section V) and finally, SLR is
concluded in Section VI.

II. BACKGROUND
The understanding of a few basic concepts is essential before
going into the details of SLR. Therefore, in this section,
a brief introduction of application-layer protocols for inter-
operability and integration approaches is presented. Particu-
larly, IIoT application-layer protocols for interoperability are
discussed in Section II (A) and an overview of integration
approaches is provided in Section II (B).

A. APPLICATION-LAYER PROTOCOLS FOR
INTEROPRABILITY
In Industrial IoT, ‘‘things’’ have the capabilities to collaborate
and communicate with each other. IoT protocols are used
extensively to enable communication among heterogeneous
IoT devices. It is useless to have several IoT devices if
these cannot communicate with each other [16]. Therefore,
dissimilar protocols at any layer of IoT architecture used by
IIoT lead to interoperability issues [17]. Due to this reason,
heterogeneity is harmonized using an integration of dissim-
ilar application-layer protocols. It is essential to discuss the
introduction and working of a few application layer protocols
before moving to the next sections of this SLR where these
protocols are used frequently. IoT application layer protocols
are divided into two categories; device to device protocols and
device to server protocol as explained below.

1) DEVICE TO DEVICE (D2D) PROTOCOLS
These protocols are used for the independent communication
of smart devices. One of its examples is the Data Distribution
Service (DDS).

1) Data Distribution Service (DDS): It is a device-
to-device application layer standard introduced by
Object Management Group (OMG) in 2004 for high
performance, durability, and interoperability of data
using real-time publish/subscribe pattern [18]. Pub-
lisher and subscriber exchange messages directly with-
out a broker. One of the exciting features of DDS
is publisher can publish data if no subscriber is
interested while subscriber can have the informa-
tion of publisher and required information of QoS.
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It performs decentralized, peer to peer and multicast
communication. DDS is data-centric protocol which
means it defines the type and content of data. DDS
architecture constitutes of two layers; Data-Centric
Publish-Subscribe (DCPS) layer responsible for shar-
ing of data from publisher to subscriber and Data-Local
Reconstruction Layer (DLRL) responsible for shar-
ing of data between distributed objects. DLRL is an
optional layer. At the transport layer, UDP is used by
default, but DDS can optionally facilitate TCP. Security
is provided using TLS or DTLS depending upon the
use of TCP or UDP, respectively. DDS can support
both powerful and low-capacity devices for IoT appli-
cations [18].

2) DEVICE TO SERVER (D2S) PROTOCOLS
D2S is known for the transport of collected data from devices
to server infrastructure. Few examples include AMQP, CoAP,
MQTT and XMPP and REST HTTP.

1) Application Layer Queuing Protocol (AMQP): This
protocol was originated in 2003 by John O’Hara. It has
now become an OASIS standard. AMQP is based on
the publish/subscribe pattern where publisher gener-
ates messages and subscribers received these messages
with the help of named exchange attached to the mes-
sage queue. There is corresponding unique key in each
queue, such as Temperature has ‘‘Temp’’ unique key.
A broker is placed between the publisher and sub-
scriber to ensure that the right message is published
and delivered to a subscriber. AMQP is made secure
using TLS on transport layer beneath. TLS encrypts
the sensitive information with public key which can
only be decrypted by a corresponding private key stored
on a server. This protocol is designed to exchange
business messages for economic industries. AMQP
provides security, reliability, interoperability, and open
features [19].

2) Constrained Application Protocol (CoAP): This
lightweight web transfer application layer protocol
is standardized by the Internet Engineering Task
Force (IETF) Constrained RESTful Environment
(CoRE). CoAP is mainly designed for constrained
nodes/networks in IoT. It is suitable to operate on low
energy devices. It is based on a client-server architec-
ture where the working of CoAP server is like standard
servers. A client sends a request to the server and
servers respond. The client can access the server using
PUT, POST, GET and DELETE requests.
CoAP operates using UDP on the transport layer
to reduce the overhead. For UDP, the security of a
server connection is provided using Datagram Trans-
port Layer Security (DTLS) [20]. CoAP is a flexible,
scalable protocol as home and building automation
web applications deploy CoAP at the application
layer.

3) Message Queuing Telemetry Transport (MQTT): It is
a lightweight application layer protocol based on pub-
lish/subscribe pattern recently standardized by OASIS.
It was created way back in 1999 by two engineers Andy
Stanford-Clark and Arlen Nipper. It gained popular-
ity due to its small size, consumption of less energy
and well-organized distribution of information to its
receivers. The working principle ofMQTT is like client
and server schemawhere the server is referred to as bro-
ker as an intermediary service here. It has two essential
characteristics, i.e. message buffer to store messages
temporarily and three Quality of Service (QoS) levels.
Levels 0 is fire and forget, level 1 is for at least once
delivery, while level 2 is associated with at most once
delivery. ACK is responsible for message delivery in
level 1 and level 2 [21].
Two types of clients are interacted known as pub-
lisher and subscribers. Clients do not communicate
directly; the communication takes place with the help
of a broker. Every message which is required by the
user is first subscribed to the broker, and through a
broker, it can be published to the subscriber. Every
message is subscribed and published using a hierar-
chical topic name, e.g. Hotel/Room101/Lights/Status.
MQTT runs on top of TCP protocol at the transport
layer, so the security mechanism adopted for TCP is
Transport Layer Security (TLS). MQTT is extensively
used in IoT and provides broad tool support. MQTT is
best to use for resource- constrained environments such
as smart homes [22].

4) Extensible Messaging and Presence Protocol (XMPP):
It was introduced by Jeremie Miller in 1999. Real-time
communication is based on the XML technology
which can implement both request/response and pub-
lish/subscribe architectures with appropriate XMPP
extension. Currently, there are various extensions of
XMPP.1 Client and server communication takes place
using stanza. Four commonly used attributes of the
stanza are from, to, type, and id. From represents the
sender ID, if there is no content in ‘‘from’’ attribute,
then the sender is server. To indicate the recipient’s
ID, if there is no content in ‘‘to’’ attribute then recip-
ients is the server. Type of stanza is represented by
‘‘type’’ attribute, and ‘‘id’’ is used to specify the ques-
tions/answers regarding the stanza. In XMPP, there is
generally three types of stanza; 1) Presence for regis-
tration of an entity, 2) Message to send data from one
entity to another and 3) IQ (Info/Query) for receiving
information from a server and sending settings. XMPP
is used to send instant messages, audio and video calls
along with authentication, access control, and encryp-
tion services [23].

5) Representational State Transfer Hyper Text Transfer
Protocol (REST HTTP): It is based on client/server

1https://xmpp.org/extensions/
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architecture where a client sends a request to the
server and server respond. Recently, HTTP facilitates
the REST architecture for the efficient development
of web applications as it allows different entities to
interact using web services. Integration of HTTP and
REST allowed the devices tomake their status available
for CRUD (Create, Read, Update, Delete) operations.
HTTP/2.0 is an improved version of HTTP/1.0 in the
context of resource consumption, overhead and power
usage; thus, it appears to be suitable for IoT devices
for communication. At the transport layer, TCP is
used, and ultimately, security is provided using TLS to
encrypt and authenticate communication. REST HTTP
does not provide the QoS levels for communication, but
still, it is suitable for IoT web applications [24].

B. INTEGRATION APPROACHES
The integration of application layer protocols in Indus-
trial IoT is carried out using different approaches in litera-
ture [4], [5]. For example, 1) Gateway is used to address the
interoperability between IoT devices and perform conversion
of the protocol of sending device to a protocol of receiving
device. When IoT devices use dissimilar application layer
protocols, the gateway acts as a hardware/software embedded
in Programmable Logic Control (PLC) or Human Machine
Interface (HMI) to perform an integration [10], [11]. In other
words, gateway becomes an additional intermediator for com-
munication between IoT devices where devices do not com-
municate directly.

Moreover, 2) Software Defined Network (SDN) is another
network-level integration approach found in [1]. The objec-
tive of SDN is to enable the communication of heterogeneous
devices such that sending devices in the router makes the
information understandable to receiving devices. 3) Middle-
ware [12] based approach provides a single interface to the
heterogeneous protocols in dynamic IoT devices. 4) Applica-
tion Program Interface (API) provides an interface to present
data or functions in a high-level language for any specific
application. The main objective to develop API is to facili-
tate cross-platform and cross-domain interoperability. Some
research studies does not use gateway, SDN, middleware or
API to perform integration. Due to this, a different category
named as 5) others category is introduced. Other category
may include broker extension or use of programming lan-
guage to support integration of different application layer
protocols.

III. REVIEW PROTOCOL
Among six sections of review protocol, two sections (Back-
ground and Research questions) are already discussed in
the introduction (Section I). Other five sections (Category
definition, Inclusion and exclusion criteria, Search Process,
Quality assessment, Data extraction and synthesis) are dis-
cussed in subsequent sections as per the guidelines of SLR
standard [25].

A. DEFINING CATEGORIES
Three categories are defined for the integration of application
layer protocols in IIoT to answer developed research ques-
tions. A description of these categories is given below.

1) Integration of IoT Application Layer Protocols: In this
category, only those research studies are placed where
minimum two IoT application layer protocols are inte-
grated to enhance interoperability. This category is
important as IoT devices are becoming vertically inte-
grated and face interoperability issues.

2) Integration of IoT and Data Acquisition Protocols: The
proprietary data acquisition protocols used in industries
usually leads to limited IoT solution due to additional
costs. When a user is stuck with single vendor, inter-
operability issues arise. To solve this issue, a variety
of data acquisition protocols such as Modbus, Profibus
and OLE for Process Control (Object Linking and
Embedding for process control) or OPC, etc. are inte-
grated with application layer protocols to facilitate
IIoT. By considering it, only those research studies are
selected where integration of a minimum one IoT and
data acquisition protocol is performed.

3) Integration of IoT Application Layer Protocols With
Hardware or Software Platforms: In this category,
existing IoT application layer protocols are made inter-
operable for hardware/ software platforms to be effi-
ciently utilized in Industrial IoT applications. For
example, CoAP is suitable for constrained resources.
To enhance the interoperable capabilities CoAP pro-
tocol can be integrated with some hardware/software
platform (e.g., FPGA/Amazon), which are discussed
in this category. This category is beneficial to develop
interoprable systems or system of system with reduced
cost and high productivity.

B. INCLUSION AND EXCLUSION CRITERIA
The inclusion and exclusion criteria are summarized
in Table 1. We have included only those research stud-
ies performing integration of application layer protocols,
written in English, fall in four selected scientific databases
(i.e., ACM, Elsevier, IEEE and Springer), published during
2014-2020 and peer reviewed. Other than these criteria,
research studies are excluded.

C. SEARCH PROCESS
The search process is initiated by exploring four sci-
entific databases i.e. ACM, Elsevier, IEEE Springer.
Research papers are selected by applying inclusion criteria
in Table 1 using nine (9) keywords. Only AND operator is
used to carry out search process. OR operator is not used
because it generated large number of results which are redun-
dant and incompetent. Obtained results are further refined by
year span that is from 2014 to 2020 and results are shown
in Table 2. Among these research studies, thirty-four (34)
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TABLE 1. Inclusion and exclusion criteria.

TABLE 2. Summary of keywords with results.

papers are selected by performing certain steps as illustrated
in Fig. 2.

1) We considered total 2,476 studies and 1,901 num-
bers of studies are discarded based on their title. The
title-based exclusion is performed by authors.

FIGURE 2. Summary of search process.

2) Remaining studies are 575. Among them, research
studies eliminated based on abstract is 494.

3) The research studies eradicated based on general stud-
ies are 58. Such as [27] meets the inclusion criteria
but title and abstract based rejection is not performed.
However, different section such as introduction, com-
munication and design principal are studied to know
that this research study does not answer any of the
research questions. Due to this reason, these type of
research studies are discarded and as a result, total
twenty-three (23) studies are identified.

4) Snowballing technique added eleven more research
studies in selected papers making it thirty-four (34).
In snowballing, references of the selected studies are
considered to find relevant publications. This step
intends to include relevant studies that are not identified
in already assessed papers.

D. QUALITY ASSESSMENT
Quality assessment is a symbol of formative assessment cycle
performed to ensure the precision of this SLR. Checklist to
meet quality standard is developed(QA1-QA4) for selected
research studies before comprehending the results.

QA1:Are selected research studies for integration of IoT
application layer protocols ranges from 20142020?

QA2:Are selected research studies belong to the globally
known scientific databases?

QA3:Do the selected research papers have used tools,
frameworks, platforms and evaluation parameters to help us
understand the integration for practical implications?

QA4:Does the data assessment of the research studies,
based on the ground realities without any ambiguity?

Firstly, we tried to consider latest research studies of last
six years only, i.e., from 2014 to 2020. The distribution of
selected research studies based on each year is graphically
represented in Fig. 3 below.

Secondly, it is ensured that selected research studies are
published in well-known databases. Moreover, it is ana-
lyzed that selected research studies have used tools, frame-
work, platforms or evaluation parameters to highlight the
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TABLE 3. Data extraction and synthesis template.

FIGURE 3. Distribution of selected research studies per publication year.

experimental aspects of these research studies and the data
assessment of the research studies is based on the ground
realities without any ambiguity.

E. DATA EXTRACTION AND SYNTHESIS
The aim to develop extraction and synthesis template was to
find the answer of our six research questions. First, biblio-
graphic information (i.e. title, year, source, type) is extracted.
Then, research studies are observed based on their application
context, research type and evaluation method.

At the end, data synthesis for each research question is
done as shown in Table 3.

IV. RESULTS AND ANALYSIS
As shown in Table 4, to simplify the process of data synthesis,
the selected research studies for integration of IoT applica-
tion layer are divided into three (3) categories. Moreover,
the references for each category are also provided for further
investigation by the reader. The analysis of each category is
provided in subsequent sections.

A. INTEGRATION OF IOT APPLICATION LAYER PROTOCOLS
In this section, a summary of these protocols is provided as
shown in Table 6. The description of four (4) parameters

TABLE 4. Grouping of selected research studies.

used in Table 6 is elaborated here. 1) Ref. No. refers to
a research paper under consideration. 2) Application layer
protocol lists the name of protocols which are integrated
in a referred research paper. For this purpose, five exten-
sively used application layer protocols (CoAP, DDS, HTTP,
MQTT and XMPP) are selected. AMQP is excluded because
no research study of this section integrated AMQP with
other IoT application-layer protocols. 3) Integration approach
(Section II-B) used is extracted from each research study
and placed under this parameter. 4) Data storage is required
when incoming data from IoT devices requires a medium for
processing of data. Commonly used medium to store data is
cloud or edge in the IoT.

Seven (7) out of thirteen (13) research studies have used
gateway-based approach for integration. Such as, [10] has
proposed an ‘‘atlas thing communication framework’’ by
integrating CoAP, HTTP REST and MQTT using gate-
way for higher interoperability. Both research studies [28]
and [29], integrate the same two IoT application layer pro-
tocols, i.e., MQTT and CoAP by extending Kura gateway.
Kura gateway had built-in MQTT features, whereas CoAP is
additionally integrated using REST API for efficiency, scal-
ability and resource optimization in heterogeneous devices.
By doing so, management operation such as resource lim-
itation can be simplified. Another paper [30], proposes
the same gateway-based approach for the co-existence of
three application layer protocols CoAP, MQTT XMPP.
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TABLE 5. Summary for integration of IoT specific application layer
protocols.

By making these application-layer interoperable, high-level
knowledge can be acquired from low-level sensors data. Fur-
thermore, [32] proposes Secure Multi-protocol Integration
Bridge for IoT (SeMIBIoT) using a gateway. Six type of
translation scenarios are used to show the applicability of
SeMBIoT; 1) HTTP to MQTT, 2) HTTP to CoAP, 3) HTTP
to XMPP, 4) MQTT to CoAP, 5) XMPP to MQTT and
6) XMPP to CoAP. As shown in Table 5, two more research
studies [34] and [35] fall under gateway-based approach for
integration (Section II-B). In [34] and [35], the proposed
integration enables the application layer protocols to talk with
REST endpoints and embedded systems respectively. In both
studies, the gateway takes input from source protocol and
convert it into the target protocol, commonly exists at the
network layer. In the above research studies, main objective
of using gateway is to provide translation/conversion between
different application-layer protocols. Therefore, gateway acts
as an intermediator between heterogeneous IoT devices and
perform virtualization however, gateways do not ensure
the scalability as if number of IoT devices increases it
face load balancing problem and can degrade the system
performance.

Other than gateways, few approaches for interoperabil-
ity among different application layer protocols are also
discussed here. Yet another selected study [31] provides
an intermediator-based approach known as MQTT-CoAP
Interconnector (MCI) to translate the messages between
CoAP server and MQTT broker while [33] presents an IoT
Multi-protocol Application layer Broker (IoTM2B), where,
input message of CoAP and MQTT plugins are transformed
into HTTP with the help of a broker in Web of Things (WoT).
WoT is an emerging area utilizing IoT resources as the web
resources. The integration achieved in [31] and [33] helps IoT
devices to communicate without considering the application
layer protocol to be used. Moreover, a research study [36]
performs integration of IoT devices using Application Proto-
col Abstraction Layer (APAL) offering event consumer and
dispatching facilities for incoming and outgoing messages.
Similarly, [37] implements Jolie for IoT (JIoT) that is a
java-based programming language to enable IoT cross-layer

and cross-platform communication possible. In [38], inte-
gration is performed with the help of the Software Defined
Network (SDN) as discussed in section II-B. Generally, inter-
operability has its own issues which involves cost, overhead,
scalability and security. Few issues in these diverse inte-
gration approaches can be analyzed. Such as the number
of application layer protocols is not scalable. Transparency
is not achieved as many approaches needs configuration to
make it operational.

Lastly, another research study [39] uses a middleware
approach for integrationwhich provides a single unified inter-
face. Middleware address the interoperability by bridging
the application-layer protocols however, the issue is middle-
ware requires an additional interface to make it interoperable
among other middlewares.

From these research studies, it is also analyzed that incom-
ing data towards IoT application layer protocols are either
stored in cloud or server for further processing. In six (6)
research papers [10], [30], [33], [36], [37] and [38], the cloud
is used to store data because here, the data is locally processed
in a centralized manner to enable decision making. Cloud is
frequently used to store and process the data for IoT devices
because it is secure and cost effective than other approached
used. In [28], real-time data is used without any persistent
data storage medium. References [35] and [39] have used
server to store data for further processing.

From Table 5, it is analyzed that eleven (11) out of thir-
teen (13) research studies have integrated MQTT and CoAP
together. The reason of MQTT and CoAP integration is that
both protocols are lightweight, energy efficient and work well
in constrained environment(e.g. smart homes). Six (6) out of
thirteen (13) research studies have focused on integration of
MQTT and REST HTTP protocol while MQTT is integrated
with XMPP in only two (2) research studies. The reason
to integrate MQTT with either CoAP or XMPP enables the
Web usage in IIoT because CoAP is a lightweight version of
HTTP. However, after analysis, it is revealed that no selected
research study has integrated DDS with other IoT application
layer protocols despite of the fact that DDS is the most
versatile IoT application layer protocol and manage commu-
nication between tiny devices and ensure high performance.

Besides, DDS eliminates the presence of broker or server
and thus, easy to deploy and maintain.

B. INTEGRATION OF IOT DATA ACQUISITION PROTOCOLS
In this category, total six (6) research studies fulfilling the
desired criteria are placed. In Table 6, IoT application layer
protocols i.e., DDS, MQTT and HTTP are used by selected
research studies. This is the reason CoAP and XMPP are
not listed. Moreover, in Table 6, three industry data acquisi-
tion protocols: Modbus, OPC UA and MMS are considered,
which are used by any of the six research studies. Integra-
tion approach used and Data storage parameters are same as
Table 5.

MQTT and Modbus protocols are frequently integrated
in industrial IoT such as a research study [11] performs
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integration of MQTT and Modbus using gateway while
in [40], same protocols MQTT and Modbus are integrated
using Node-Red. The aim of MQTT and Modbus integration
is to increase the market growth by industrial manufacturing
using IoT services. In both research studies, conversion of
incoming messages from Modbus into MQTT is performed
where the sole purpose of Modbus is to read/write request,
whereas, MQTT is recognized as transmitting the messages
using a broker. Another paper [42] presents the integration of
MQTT being an IoT application layer protocol with Modbus
as industry data acquisition protocol using API to help in
growing Personal Digital Assistant (PDA). Three APIs for
iOS, Windows and Android are written by C programming
language to support interoperability. However, developing a
common and open-source API is the need of the hour to
enable interoperability. Also, [43] proposes a communication
platform to optimize multi micro-grid applications using a
gateway in which Modbus uses TCP/IP protocol for simplic-
ity and inter-microgrid communication is performed using
MQTT protocol. Other than MQTT and Modbus, few pro-
tocols are also integrated. For example, a research study [41]
proposes the integration of DDS and OPC Unified Architec-
ture (OPC UA) protocols using mapping rules. By doing so,
both protocols can be used in industrial IoT with the help of
similar communication patterns. Moreover, [44] proposes an
integration of Manufacturing Message Specification (MMS)
withMQTT using Broker Extension (BE) for industrial appli-
cations. This integration aims to overcome the limitation
of MMS as it does not support single message control for
multiple devices. MQTT broker is extended with the help
of Arduino in such a way that it connects with MMS client,
MMS server and real machines to send and receive data. It is
summarized that four out of six research studies have used
the cloud to store the data.

It is further analyzed from Table 6 that, IoT application-
layer protocol MQTT is used by five (5) out of six research
studies to integrate with data acquisition protocols. The rea-
son of using MQTT is that it provides efficient and secure
integration of industrial automation with cloud functionality
in IIoT. Moreover, the combination of MQTT and Modbus
is analyzed in four (4) out of six research studies to increase
the robustness and performance required in industrial setting.
The reason for integrating MQTT with other industrial pro-
tocols is to increase the interoperability of IoT devices. It is
done to optimize production with efficiency and low cost in
industry 4.0.

C. INTEGRATION OF IOT APPLICATION LAYER PROTOCOLS
WITH HARDWARE/SOFTWARE PLATFORMS
In this category, the important parameters used in Table 7 are
as follows; Along with 1) Ref. No., 2) IoT application layer
protocol represents four protocols i.e. CoAP, DDS, MQTT
andHTTP, which are used in the selected fifteen (15) research
studies. 3) Hardware(HW)/ software(SW) platforms are also
integrated with IoT application layer protocols. Hardware is
any physical device used in / with machine, while software

TABLE 6. Summary for integration of IoT application layer protocols with
industry data acquisition protocols.

system refers to the program instructions to perform a specific
operation/task. Software platforms are further categorized
into standards, architectures and software system. A standard
comprises set of rules, which is used by one or more develop-
ers to work on computer programs. Architecture defines the
structure of the solution that meets operational and technical
requirements. 3) Integration approach parameters is same as
mentioned in Table 5 and Table 6.

First research study of this category [45], presents the
integration of DDS with Software Defined Network (SDN)
that is an architecture for providing network agility and flex-
ibility through its controllers. The DDS and SDN integra-
tion enhance the interoperable capabilities in IoT. In [46]
and [47], integration of CoAP with two different standards
such as IEC 61850 using Concise Binary Object Represen-
tation (CBOR) and ISO IEEE 71103 Domain Information
Model (DIM) using the gateway is presented to achieve data
interoperability. IEC is a standard for substations in power
grids used for their modeling, controlling and monitoring
while ISO IEEE 71103 standard is used to develop domain
information model. Gateway act as an intermediator to enable
the communication.

In [48], the IoT platform of Amazon Web Service (AWS)
known as IoT Core is integrated with MQTT, a protocol
for sending and receiving messages using API of MQTT.
Therefore, API based integration approach can be useful
for cross platform communication between heterogeneous
IoT devices. The IoT core platform used helps to efficiently
integrate diverse IoT devices with AWS services. Another
research study [49] integrates HTTP protocol with Web of
Virtual Things (WoVT) software using gateway. Gateway is
used to make data mobility and monitoring easier among IoT
devices. Besides, [50] performs integration of MQTT pro-
tocol with REST architecture used in software development
with the help of Programming Language (PL). In another
paper [51], CoAP protocol is integrated with ISO/IEEE
11073 standard serving for Personal Health Devices (PHD) in
the medical field. In above research studies, the use of HTTP
and CoAP represents the transfer of data using Web tech-
nology. Furthermore, another contribution in [52] presents an
integration of MQTT protocol with Distributed Tolerant Net-
work (DTN) i.e. software. Proposed integration is achieved
by implementing MQTT negative edge gateway which takes
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TABLE 7. Summary for integration of IoT application layer protocols with hardware/software platforms.

MQTT messages from broker and passed to the DTN bundle
for further processing.

Not only IoT application layer protocols integrated with
architecture, standard or software but hardware is also
focused in two research studies [53] and [54]. Such that [54]
integrates Field Programmable Gateway Array (FPGA) with
CoAP server to enhance the performance of sensor nodes
using a gateway. Input data is sent to the FPGA which is then
passed to application layer level where CoAP is implemented
for sending and receiving data.

Rest of the research studies deals with the heterogeneous
IoT devices using the MQTT protocol. The contributions
made by [55] is to integrate two application layer pro-
tocols MQTT and CoAP with Binding Function(BF). For
this purpose, translation method makes incoming data capa-
ble of translating into either MQTT or CoAP depending
upon the choice of IoT device. Moreover, another research
study [56] integrates geolocation feature to MQTT client
packets using Packet Modification (PM). In [57], MQTT
is integrated with European Telecommunication Standard
Institutes (ETSI) standard of diverse vertical application into
one platform using Digital Certificates(DC) and in [58] with
Robot Operating System (ROS) using the proxy. Further-
more, in [12], MQTT is made capable for monitoring medical
devices using middleware. Hence, MQTT protocol can be a
suitable choice to develop various IoT devices and ensures
interoperability mostly through broker functionality.

It is analyzed from Table 7, that among fifteen (15)
research studies, MQTT is integrated with hardware/software
platforms by nine (9) studies, CoAP is integrated with others
by six (6) out of fifteen (15) studies while only two research
studies used DDS and HTTP protocol for integration. The
reason to perform integration with MQTT and CoAP by large
number of studies is due to lightweight and easy to use nature
offered by these two protocols.

From the selected studies (34) it is analyzed that gateway
approach is used by thirteen (13), SDN by one (1), middle-
ware by another three (3), API by two (2) and other different

integration approaches by fifteen (15) research studies. Gate-
way is used by maximum number of selected research studies
to enhance interoperability. The reason is gateway as an inter-
mediator at network layer comes with many advantages such
as it ensures the datamobility, provides reliable data exchange
and remote monitoring. However, the efforts are increased
to deploy an additional device at network layer that is cen-
tralized in nature. Due to centralized approach of gateway,
it is resource constrained and prone to attacks. Gateways are
not scalable as when number of devices increases it becomes
challenging for a gateway to send responses immediately.

As shown in Table 8 below, hardware platforms used in
experiments/implementation are identified alongwith the ref-
erence of the research studies. Hardware platforms such as
Raspberry Pi, Arduino and Beagle- bone are used to provide
gateway services for sending and receiving the data.

Thirteen (13) research studies have used Raspberry Pi as
a hardware platform for development because it uses fewer
resources and cost-effective as compared to Beagle-bone
and Arduino. Other hardware platforms are also mentioned
in Table 8. Four research studies [33], [37], [44] and [49]
have used Arduino as a micro-controller for mostly client
services. When Arduino is used as client it selects and
implement the lightweight protocol. Beagle-bone is used by
another five research studies [10], [12], [32] and [39] as
it is a powerful hardware platform. Among thirty-four (34)
research studies, thirteen have not used any hardware plat-
form, e.g., [30] and [36] have focused on architecture level
solution for IoT where hardware related information is not
required.

In Table 9, Linux OS is used widely in six (6) different
research studies, followed by Windows, which is a target for
three research studies. Linux is open source, scalable and
secure with many distributions making it a suitable choice
for the development in IIoT. The details of the rest of the OS
are covered in Table 9. For example, Contiki is an operating
system suitable for constrained and low power IoT devices
used by one research study i.e. [32].
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TABLE 8. Summary of hardware platforms used.

TABLE 9. Summary of operating systems used.

TABLE 10. Summary of framework proposed/used.

In Table 10, eight frameworks and their corresponding
information are presented. The reason to use frameworks in
IoT ensures the safe and reliable delivery of the IoT prod-
ucts such as sensors, devices or applications. Here, three (3)
research studies [28], [29], and [34] have used Californium
framework for CoAP. In [28], [29] and [31], Eclipse Kura
framework for gateway-based integration is used. Due to
open source nature of Eclipse Californium and Eclipse Kura,
these two frameworks are extensively used in IoT. Other
frameworks targeted by different research studies are shown
in Table 10 with corresponding details.

D. TOOL ANALYSIS
It is also essential to analyze the tools used for IoT appli-
cation layer protocols in thirty-four (34) research studies.

The parameters of Table 11 are: 1) Tool name depicts the
name of the tool while 2). Context represents the functionality
of the tool such as client, server or broker. 3) Availability
indicates either the selected tool is open source or proprietary
4) Relevant reference of the research study is provided against
each tool.

As shown in Table 11, we have identified five (5) tools for
MQTT protocol. In MQTT, the client must connect with a
broker to mediate the communication between two devices.
Eclipse Paho is one of the popular open- source client tools to
facilitateMQTT publish and subscribe functionality available
in different languages such as Java, C++ and Python. Eclipse
Paho is used by [29], [32], [33] and [43] research studies.
A broker is the heart of the MQTT protocol as clients do
not connect directly with each other. The broker is necessary
in MQTT as it is responsible for receiving messages from
publishers, filtering these messages for subscribed clients and
sending to subscribers. In short, broker act as a hub from
where every message passes. Broker offers authentication
and is extensible too. Mosquitto is an open-source plugin
of Eclipse used by thirteen research studies to achieve bro-
ker functionality as shown in Table 11. The reason to use
Mosquitto in large number is that it is lightweight and suitable
for low power devices used in IoT. In some research studies,
more than one broker is also used such as HiveMQ is used
by [10], [11] and [43] research studies, because it offers
open-source Java SDK plugins to facilitate modifications.
Orion context broker is used by only one research study [35]
and provides MQTT services. It is analyzed that all MQTT
tools are available as open-source tools.

Few Tools for CoAP and XMPP are also listed used by
selected research studies. In CoAP, messages are sent using
client and server components. Therefore, LibCoAP act as a
server providing services to the clients upon request. Lib-
CoAP is used to implement the lightweight application layer
protocols for constrained IoT devices. Two client tools in
CoAP are CoAPThon and copper. Such as Copper tool is
designed to add Web based features for clients. Moreover,
the only tool found for XMPP in selected research studies
is Ejabbered that is a defacto XMPP server and provide many
features such as instant chat and real time communications to
its users.

Some research studies have used other tools as well, for
various purposes, e.g., development, testing or simulation as
represented by the context. In Table 11, three (3) tools used
for IoT development are: MATLAB [43], Node RED [40]
and LambdaNative [12].Wireshark tool is used to analyze the
performance of application layer protocols (e.g. packet size,
latency, power consumption) in three research studies. In this
section, we have identified nineteen (19) tools categorized
as MQTT tools, CoAP tools, XMPP tool, and other tools.
It is evident from Table 11 that for MQTT, Mosquitto is a
widely used broker and Eclipse Paho is extensively used as
client. Finally, in CoAP, Copper is used by the highest number
of studies that ensures the reliable transmission of messages
between clients and server.
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TABLE 11. Tool anlaysis.

E. EVALUATION PARAMETERS
Different evaluation parameters are used to evaluate/compare
the performance of one application layer protocol with others
in the same settings. In Table 12, category groups the similar
evaluation parameters and their corresponding references.
So, thirteen (13) evaluation parameters are grouped into five
categories. First category is based on the hardware usage,
groups: 1) CPU and Random-Access Memory (RAM) usage
and 2) memory usage, evaluated by three (3) research studies.
Second category is about the consumption of resources such
as energy and power consumption which is evaluated by two
research papers.

TABLE 12. Summary of evaluation parameters.

Third category is related to Time, which is an important
parameter taken into consideration by seven research studies.
It is divided into completion time, response time, round trip
time and delay analyzed in the provided references. Fourth
category is about the Verification of integrated protocol,
which is examined by one research study for the deadlock
property. Last category is Packet, considered as an evaluation
parameter by thirteen research studies. Their related aspects
are considered for data sending and receiving shown by six
research studies in Table 12.

It is also important to discuss the limitations observed in
the selected research studies. The number of research studies
mentioning the data acquisition devices (e.g., sensors) and
the use of programming languages for implementation is not
discussed in this research study due to unavailable data. Such
as in [30] and [42], TMP30 and MLX90621 temperature
sensors are used respectively for data acquisition but many
research studies did not explicitly mention data acquisition
methods. Similarly, two research studies such as [28] and [38]
have used Java and [32] used Python language for devel-
opment. Overall, limited data is available for the support of
programming language in Table 5, 6 and 7. Another critical
limitation found in the selected research studies is the lack
of a simulation environment/tools to evaluate integrated IoT
application layer protocols.

V. ANSWERS TO RESEARCH QUESTIONS
In this section, answers of six Research Questions (RQ’s) are
provided in detail.
RQ1: What Is the Number of Studies Dealing With Inter-

operability for Industrial IoT, Where Following Integrations
Are Performed: 1) IoT Application Layer Protocols; 2) IoT
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Application Layer Protocols With Other Data Acquisition
Protocols; 3) IoT Application Layer Protocols With Hard-
ware/Software Platforms?:
Answer: We have identified a total of thirty-four (34)

research studies where integration amongst IoT protocols
is performed as per the inclusion and exclusion criteria
(Section II). In Table 5, thirteen research studies performed
the integration of IoT application layer protocols.

In Table 6, integration of IoT and industrial data acquisition
protocols is carried out. Moreover, the integration of IoT
application layer protocols with hardware/software platforms
is presented in Table 7.
RQ2: What Are the Significant Application Layer Proto-

cols Used for the Integration to Meet Data Interoperability
Objectives in IIoT?:
Answer: In selected thirty-four (34) research studies,

MQTT is integrated with the highest number of research
studies such as in Table 5. MQTT and CoAP are integrated
into eleven research studies. Five studies in Table 6 have
used MQTT to integrate with industrial data acquisition
protocols. MQTT with other hardware/software platforms is
integrated by nine research studies as shown in Fig. 4.

FIGURE 4. Summary of MQTT integration.

MQTT usage in higher number of research studies is due
to its significance in Industrial IoT due to several advantages.
Few advantages are listed below.

1) MQTT supports many to many communication as
many clients can communicate with broker at one
time. In industrial IoT, IoT devices are greater in num-
ber, MQTT helps an efficient communication between
these devices.

2) MQTT is lightweight protocol suitable for the imple-
mentation of both heavily and constrained IoT devices
such as smart watch, smart phone and smart bulb in
industrial IoT.

3) MQTT is a scalable application layer protocol as it is
asynchronous that decouples the client and broker in
both time and space.

4) MQTT is a flexible protocol and can be applied tomany
real-world scenarios this is the reason its presence is
found in three categories developed in Section II-A.

RQ3: What Are the Mostly Used Integration Approaches
for IIoT and Why These Integration Approaches Are Used?:
Answer: The purpose of introducing these integration

approaches is to enhance interoperability between IoT
devices. These integration approaches play the role of inter-
mediator either by using IoT architecture i.e., SDN or trans-
lator such as gateway. From Table 5, Table 6 and Table 7, it is
analyzed that among thirty-four (34) research studies, thir-
teen (13) research papers have used gateway-based approach
making it a leading integration approach. There are several
advantages of gateways due to which it is widely used.

1) Gateway can connect IoT devices for a variety of appli-
cation layer protocols that includes MQTT, CoAP and
HTTP etc.

2) Gateway can perform automated translation of the
incoming data from source IoT device into required
format of target IoT device.

3) Gateway can also process and store data for local pro-
cessing.

Other than the gateway-based approach, one research study
has used SDN based approach, API based approach used
by two research studies, three research papers performed
middleware-based integration while other approaches such as
broker extension or use of programming languages (i.e. Java)
are also used by fifteen research studies as depicted in Fig.5.

FIGURE 5. Summary of integration approaches used in selected research
studies.

RQ4: What Are the Leading Tools to Carryout Protocol
Integration for IIoT?:
Answer: Tool analysis is provided in Table 11 in which five

MQTT tools, three CoAP tools, one XMPP tool, and other
ten tools are identified. MQTT can be integrated with other
IoT application layer protocols, data acquisition protocols or
other hardware/software platforms in twenty-six (26) out of
thirty-four (34). Among twenty-six (26), MQTT tools are
mentioned by fifteen (15) research studies. CoAP tools are
used by seven (7) number of research studies. XMPP tool is
used by one research paper and HTTP tool is also used by one
research study. Moreover, eleven research studies used other
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tools for different purposes i.e. implementation, evaluation or
verification.
RQ5: What Are the Important Parameters to Evaluate the

Performance as a Result of Integrated IoT Application Layer
Protocols?:
Answer: There is a wide range of evaluation parameters

such as: packet size, overhead, round trip time and energy
consumption, etc., to evaluate the performance of IoT appli-
cation layer protocols after integration. From Table 12, it is
evident that thirteen (13) research studies have focused on
packet evaluation parameters including packet size, number
of packets, overhead, packet loss and delay, indicating its
importance and popularity in IoT interoperability. For exam-
ple, when heterogeneous IoT devices are made interoperable
via integration approach, it is important to ensure that packet
size do not become large and overhead is not increased.
If small packet size and low overhead is achieved, seamless
transmission of the data is made possible.
RQ6: What Are the Challenges and Possible Future Direc-

tions Regarding the Integration of Protocols in IIoT?:
Answer: Researchers are putting effort to minimize the

risk of non-interoperability, but it has laid the foundation to
several challenges in industrial IoT as well which are listed
below.

A. SCALABILITY
From Table 13, it can be analyzed that among thirty-four (34)
research studies, eleven (11) research studies have integrated
only two protocols while other seven (7) research studies
integrated three protocols. Only one (1) out of thirty-four (34)
research studies performed the integration of four protocols
as shown in Table 13. Integration of more than four protocols
is not observed in any selected research study. Providing
end-user with more options for integrating number of pro-
tocols is one of the challenging tasks in industrial IoT [8].
As long as, intermediator such as gateway, server, broker or
middleware are used for protocol conversion therefore, higher
scalability is difficult to achieve. To overcome this challenge,
the dependency on intermediator needs to be removed so that,
devices themselves can support more than one protocol and
talk to each other.

TABLE 13. Summary of scalability in selected research studies.

B. LACK OF SIMULATION ENVIRONMENT
Industrial IoT is still in its infancy to achieve data inter-
operability. Heterogeneous industrial devices using diverse
protocols is another integration challenge in industry 4.0. It is

analyzed from Table 6 that a very small number of research
papers focused on the integration of IoT and data acquisition
protocols. To simplify the integration of IoT application layer
protocols with other industry standards, a scalable solution
for information exchange to provide rich IoT services is
needed [33]. Also, for industrial IoT,more interoperability for
small andmedium-size manufacturing companies is required,
to exchange data with more desired features; such as, lim-
ited hardware capabilities, energy efficiency, real-time per-
formance, low cost, enhanced security/privacy and reliable
communication. For this purpose, open-source tool support
is required; for such development and simulation.

For example in IoT, simulation can be carried out using
various tools, some of the well-known tools are mentioned in
the Table 14. Parameters of Table 14 include 1) Tool name
2) License type indicating whether its open source or com-
mercial tool. 3) Modeling support represents the Graphical
User Interface (GUI) support to design IoT scenario. 4) Pro-
gramming Language support is listed so that open source
code can be customized. 5) Platform support for each sim-
ulation tool is also indicated in Table 14. 6) Support of three
protocols i.e. Routing protocols, transport layer protocols and
application layer protocols are also listed.

From Table 14, it is analyzed that total five tools are
mentioned where three tools are open source and rest of the
tools are commercial. NetSim and Simple IoT Simulator are
commercial tools. NetSim, NS3 and OMNET++ provides
the modeling view of the IoT scenario. Besides, support
for programming language, platform, routing protocols and
transport layer protocols for each tool is also mentioned
in Table 14. Moreover, the significant analysis of application
layer protocols concludes that existing IoT Simulation tools
support only limited number of application layer protocols to
perform experiments.

C. HIGH DEPENDENCY ON MQTT PROTOCOL
MQTT is one of the widely used application layer protocol
for sending and receiving messages in IoT. It is analyzed
that among thirty-four (34) research studies, twenty- six (26)
research papers have used MQTT for integration. However,
some other limitations of MQTT are also observed. One of
the limitations is the unspecified data format, every client is
free to use whatever data format is required. If the publisher
and subscriber are not agreed on the data format, they are
not able to communicate with each other. On the other hand,
brokers of MQTT are not intelligently routing the messages,
as it passes the message what it gets. It cannot distinguish the
new or already transmitted messages thus, consuming extra
bandwidth. Therefore, it can be argued that dependency on
the most common protocol i.e. MQTT with its current limita-
tions is challenging for large-scale applications in industrial
IoT [28].

Industrial IoT is diverse and there is room for other special-
ized protocols, as well. None of the selected research studies
have used Advance Messaging Queuing Protocol (AMQP)
for integration. Despite of the fact that like MQTT, AMQP
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TABLE 14. Summary of IoT simulation tools.

is also based on publish-subscribe pattern. AMQP is also
reliable, secure [18], scalable and supporting multi hosted
infrastructure [75]. Similarly, in data acquisition, Mod-
bus is frequently used in selected research studies. How-
ever, another well-known data acquisition protocols such as
Profibus has desirable features but it is not selected by any
research study which can be targeted in the future for Indus-
trial IoT.

D. SECURITY
Application layer protocols for Industrial IoT are either sup-
porting client-server or publish- subscribe architectures for
data sending and receiving. However, by relying on these
architectural models, all communication is routed using a
central server or broker, which if not protected can introduce
security vulnerabilities for users and IoT devices [8]. How-
ever, to perform integration of application layer protocols,
different security measures are important to ensure such as
device authentication or access control for IoT devices.

E. DIVERSE INTERACTION MODES FOR
REPRESENTATIONS AND INTERACTIONS OF THINGS
As heterogeneity comes with a different representation of
things, it becomes difficult to represent the things using com-
mon semantics, i.e. ontology or shared schema. For example,
MQTT supports binary format while HTTP supports textual
format for sending and receiving messages. If a device with
HTTP protocol wants to send data to MQTT, the message is
translated using any intermediator device and ensures seman-
tic interoperability. Also, for the heterogeneous devices in
industrial IoT, modes of interactions (e.g. search, find and
access) can be different. This leads to syntactic and semantic
interoperability issues for IIoT devices [8].

F. DIVERSE GATEWAY SOLUTIONS
It is easy to deploy the network layer based solutions such
as gateway to enhance interoperability as nodes join the
network and start sending and receiving messages. How-
ever, it is difficult to perform data communication depending
on application layer only in IIoT devices. It is analyzed
from selected research studies that various IoT gateways are
deployed as shown in Table 15. The purpose to introducemul-
tiple gateways depends on the requirement of each research

TABLE 15. Summary of gateway-based approaches.

study such as deployment requirement, nature of the sup-
ported architecture i.e. centralized or distributed to perform
the integration. There is no standard gateway available that
can convert/translate one protocol into another or integrate
all IoT application layer protocols. It is also analyzed from
Table 15 that most gateways are deployed on cloud, server,
edge, or some other nodes.

Few drawbacks of gateway based solution are discussed
here. 1) Gateway is comprises of centralized architecture
which leads to another issue i.e. single point of failure.
2) Besides, if more number of protocols are added in the cen-
tralized intermediator, load balancing becomes a problem and
performance can be degraded. Therefore, to overcome these
limitations, a gateway-less solution named as ‘‘Devices as
intermediator’’ is required which can systematically integrate
application layer protocols at device level in industrial IoT as
shown in Fig. 6.

Devices as intermediator approach is possible future direc-
tion to resolve diverse gateway problem that occurs between
IoT devices using different application layer protocols. When
different IoT devices plays the role of intermediator then
single point of failure is no longer an issue. In addition,
due to distributed nature of IoT devices, the issue of load
balancing does not occur. Let’s consider an example shown
in Figure 6, if a smart car supporting MQTT protocol want
to talk with smart bulb using CoAP protocol, then nearby
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FIGURE 6. Devices as intermediator approach.

devices act as intermediator to enable the communication
between heterogeneous devices. The proposed solution com-
prises of different steps as discussed below.

1) Identification of Compatible Devices: In this step,
source device identify the nearby devices which are
supporting more than one application layer proto-
cols. It is assumed that few devices must support more
than one application layer protocols to act as a bridge.
This step can be achieved using PING message sent
from source device to all nearby devices.

2) Discovery of the Shortest Path: When the nearby
devices with two protocols are identified then possible
routes from source to destination can be found. Among
these routes, shortest path is selected using Dijkstra
algorithm.

3) Message Transmission: After selecting the shortest
path, the data from source to target device is sent
successfully using two different application layer
protocols.

We believe, devices as intermediator approach is the
promising solution to eradicate the dependency on a transla-
tor/intermediator or gateway between heterogeneous devices.
This solution does not face single point of failure and load
balancing issues as IoT devices are of distributed nature.

VI. CONCLUSION AND FUTURE WORK
This article comprehensively investigates IoT application
layer protocols used for integration to support industrial IoT
requirements. This SLR finally, filters down thirty-four (34)
research studies published during 2014-2020. These research
studies are further divided into three categories i.e. 1) inte-
gration of IoT application layer protocols (13), 2) integration
of IoT and data acquisition protocols (6) and 3) integration
with hardware/software platforms (15). Each category is thor-
oughly analyzed to answer the developed six research ques-
tions. Moreover, ten (10) hardware platforms, seven (7) oper-
ating systems and eight (8) frameworks are also identified.
Finally, nineteen (19) tools are extracted among 34 research
studies, which made the integration possible on the practical
basis.

It is concluded that integration of IoT application layer
protocols is extensively supported using any intermediator
such as gateway, API or middleware. Although these inter-
mediators enable the communication between IoT devices but
leads to several other issues such as a single point of failure,
load balancing and scalability.

Therefore, it is highly important to integrate industrial
data acquisition and IoT application layer protocols with-
out depending on any intermediator to facilitate industry
4.0. In this context, practitioners/researchers can develop the
Devices as intermediator approach to 1) identify the interme-
diator devices, 2) find shortest path and 3) enable message
transmission as discussed in this SLR. By doing so, scalabil-
ity can be achieved and dependency on diverse gateways for
different application layer protocols can be eradicated.
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