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ABSTRACT Advances in synthetic biology and nanotechnology have contributed to the design of tools
that can be used to control, reuse, modify, and re-engineer cells’ structure, as well as enabling engineers to
effectively use biological cells as programmable substrates to realize Bio-NanoThings (biological embedded
computing devices). Bio-NanoThings are generally tiny, non-intrusive, and concealable devices that can be
used for in-vivo applications such as intra-body sensing and actuation networks, where the use of artificial
devices can be detrimental. Such (nano-scale) devices can be used in various healthcare settings such as
continuous health monitoring, targeted drug delivery, and nano-surgeries. These services can also be grouped
to form a collaborative network (i.e., nanonetwork), whose performance can potentially be improved when
connected to higher bandwidth external networks such as the Internet, say via 5G. However, to realize the
IoBNT paradigm, it is also important to seamlessly connect the biological environment with the technological
landscape by having a dynamic interface design to convert biochemical signals from the human body into
an equivalent electromagnetic signal (and vice versa). This, unfortunately, risks the exposure of internal
biological mechanisms to cyber-based sensing and medical actuation, with potential security and privacy
implications. This paper comprehensively reviews bio-cyber interface for IoOBNT architecture, focusing on
bio-cyber interfacing options for IoBNT like biologically inspired bio-electronic devices, RFID enabled
implantable chips, and electronic tattoos. This study also identifies known and potential security and privacy
vulnerabilities and mitigation strategies for consideration in future [oBNT designs and implementations.

INDEX TERMS Bio-cyber interface, Internet of bio-nano things, bio-electronic device security, bio-inspired
security approaches.

I. INTRODUCTION
With recent pandemics and the associated lockdown regime,
there has been renewed, if not accelerated, interest, in
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exploring electronic and remote delivery of healthcare ser-
vices. One of the recent trends is in the Internet of
Bio-Nano Things (IoBNT) systems, which comprise biologi-
cal nanonetworks that sense biological and chemical changes
in the environment (i.e., human body) and send the collected
data over the Internet to data centers for further processing.
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These nanonetworks can also perform medical actuation
from the commands sent remotely by the relevant health-
care providers. Typically, biological nanonetworks consist of
nanosized computing devices (also referred to as *Bio-Nano
Things’), which work collaboratively to achieve sensing and
actuation tasks within the deployed environment [1]-[8].

Supported tasks include targeted drug delivery (TDD),
continuous health monitoring, tissue engineering, and tumor
detection [9]-[16]. Conventional wireless communication
technologies are generally not suitable to support commu-
nications within the nanonetworks due to limitations in
transceiver size, computation capability, and propagation
channel of the bio-nano things. This necessitates the design
of novel communication technologies for these nanonetworks
[17], [18], and examples include molecular communication
(MC) [19], [20], nano electromagnetic (EM) communication
at Tera Hz band, acoustic and nanomechanical communica-
tion [21], [22].

To ensure the smooth operation of IoBNT devices and
systems, seamless connections of intra body nanonetworks
and external networks (such as the Internet) are essential
in supporting more complex, real-world healthcare applica-
tions. External access to intrabody nanonetworks requires
a hybrid interface device that understands both paradigms’
communication protocols, specifically biochemical signals
generated by intrabody nanonetworks and electromagnetic
signals received from the Internet. Bio-cyber interfacing
can be summarily defined as a set of operations performed
in sequence to convert biochemical signals received from
intra-body nanonetworks into electrical signals for the cyber
domain of Internet and vice versa [23]. In other words, the
design and modeling of the bio-cyber interface are crucial yet
challenging in IoBNT implementation.

Interdisciplinary research efforts devoted to the develop-
ment of these bio-electronic devices have resulted in frame-
works such as second skin [24], bio-cyber interface [25], and
bio driver [26]. Bio-electronic interfaces may be composed of
materials characterized by electromagnetic properties, which
can alter their formation in the presence of biological molec-
ular complexes and accordingly modulate current in the elec-
trical circuit. Popular examples of bio-electronic interfacing
include wireless chemical sensors, RFID devices, and elec-
tronic tattoos.

Wireless chemical sensors sense the changes in lev-
els of chemical substrates of the object and send them
wirelessly over the Internet to processing applications
[35]-[37]. Similarly, inkjet printable electronics which use
nanomaterials based ink, have been utilized to facilitate fab-
rication of RFID enabled implantable devices that sense
bodily parameters and send them to some nearby devices
(e.g., mobile devices) via radio-frequency identification
(RFID) [38]. Moreover, electronic tattoo based stick-able
sensors can be skin-mounted to collect epidermal and sweat
gland information, which can be used to facilitate continuous
patient monitoring [39].

93530

One of the many challenges in designing bio-cyber
interfaces is how to accurately model molecular informa-
tion collected by intra-body sensors into an equivalent elec-
tromagnetic signal. Several factors are limiting the wider
adoption of these devices, for example, data security and
user safety. For example, the capability to access our human
body through IoBNT applications can be exploited to carry
out “bio-cyber terrorism” [25], where attackers can iden-
tify and exploit vulnerabilities in these IoBNT applications
and/or their underpinning infrastructure to directly manip-
ulate human body functionality, (covertly) exfiltrate user
information, or cause the human body to malfunction. The
feasibility of conventional, as well as novel security mea-
sures, needs to be established for these (resource-constrained)
devices, and lack of trust in security and privacy will limit
the adoption of such systems. This necessitates the design of
security measures to minimize the impact of a cyber-attack
and unlawful profiling and surveillance of individuals. This
work is a step towards providing a roadmap showing what has
been done in IoBNT security and what needs to be done.

A. EXISTING LITERATURE REVIEWS AND SURVEYS

The idea of integrating biological cells into the com-
munication engineering perspective was first proposed by
Akyildiz et al. [25]. The authors described the architecture
of IoBNT and its potential applications, such as collecting
vital physiological parameters from the human body and
transmitting them to the remote healthcare provider. They
also described the enabling technologies to realize the [oBNT
paradigm and focused on molecular communication as the
most promising intrabody communication technology. Fur-
thermore, the challenges in developing safe and efficient
techniques for the exchange of information and the devel-
opment interface between the biological and cyber world
(i.e., bio-cyber interface). Challenges and opportunities were
presented.

Another article [27] overviews Nano communications,
BAN (Body Area Network) communications, and the poten-
tial mechanisms that can be used for the interfacing between
nano-micro-macro communications. This survey article
identifies specific materials and molecules such as Light
stimulated channelrhodopsins, BRET(Bioluminescence Res-
onance Energy Transfer), ATP(Adenosine Triphosphate),
Photodetectors, and SPR (Surface Plasmon Resonance),
which can be used as part of bio cyber interface to achieve
the overall interfacing between nano and micro networking
domains. Unlike our work, this survey article does not provide
any insights into the bio cyber interface’s complete design and
prospective components. Moreover, this article does not dis-
cuss the security perspective of the communication between
nano-micro and macro devices.

A roadmap paper has been presented in [32], which surveys
the key enabling technologies of next generation wireless
communications. This paper provides a detailed insight into
the vital technologies that will play an integral role in 6G

VOLUME 9, 2021



S. Zafar et al.: Systematic Review of Bio-Cyber Interface Technologies and Security Issues

IEEE Access

networks and beyond, provides use cases of applications that
will be enabled by 6G and the open research challenges
in this domain. Moreover, this paper also review the early
stage technologies such as Internet of Nano Things (IoNT),
Internet of Bio Nano Things (IoBNT), and quantum commu-
nication, which are expected to benefit from 6G and beyond
communications. This paper presents an overall picture of
the next generation wireless technologies, discussing every
enabling technology in general, whereas our research specif-
ically focuses on a detailed and comprehensive overview of
one of the 6G enabling technologies i.e., [oBNT.

Other surveys from related fields include those focusing
on Internet of Nano-Things (IoNT) [22]. The authors intro-
duced the IoNT architecture, and explained the individual
components and functionality from an information-theoretic
perspective. Also, it presents research challenges in terms of
channel modeling, information encoding and protocols for
nanonetworks and IoNT were presented.

Another survey on IoNT in the context of body cen-
tric communication was presented in [30]. Specifically, the
authors described the [oNT architecture and proposed a novel
hybrid communication medium for body centric networks.
The hybrid communication scheme proposed using both MC
and EM communication in parallel, for nano micro inter-
facing, to achieve efficient results. The authors also briefly
discussed existing security approaches for [oNT.

Qadri et al. [40] discussed the possible emerging tech-
nologies for healthcare IoT (H-IoT), the options for enabling
H-IoT (e.g., IoNT was identified as one of the enablers for
healthcare applications). Another review on healthcare appli-
cations of IoNT was presented by Pramanik ef al. [41], who
presented a taxonomy of nanotechonolgy, nanoparticles and
nanozymes, types and fabrication options for biosensors, and
bionanosensors for healthcare applications of IoNT.

In the field of electronic tattoos, a review paper [34]
presents the materials and engineering requirements, fabri-
cation developments, and sensing and therapeutic advance-
ments of electronic tattoos. According to the authors, there
are three components of a theragnostic-based electronic tat-
tooi.e., Sensing components for diagnostics, supporting elec-
tronics for data transmission, and drug delivery component.

Another survey paper [42] that presents state-of-the-art in
security and safety issues of the Brain Computer Interaction.
This work thoroughly identifies some novel cyberattacks,
their impact on security and safety and their countermeasures.
Some of the attacks like misleading stimuli are strictly related
to BCI as it indicates alteration of the nuerosignals generated
by the patient. Other attacks and counter measures are generic
for the fields of 10T, IMD, and even IoBNT. This paper is
provides exceptional insights into the security aspect. The
main difference in our study and this survey paper is that
the purpose of our study is to cover some very important
architectural and design aspects of IoBNT, specifically bio
cyber interfaces, along with security issues of [oBNT.

To the best of the authors’ knowledge, there is no compre-
hensive review of IoBNT security solutions in the literature;
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nevertheless, the following research from similar fields such
as [oMT and BCI (Brain Computer Interaction) provide some
preliminary insights into the security challenges. Keeping
in view the recent pandemic and COVID-19 situation a
review paper [33] has been published recently, which dis-
cusses the technological challenges and solutions for wear-
able bio-electronics for patient monitoring and domiciliary
hospitalization. In the end, they have presented a case study
application of the Internet of Medical Things(IoMT) for
domiciliary hospitalization of COVID 19 patients.

However, there have been no unified works that have
presented a unified view of the protocol stack models [40].
A survey on WBAN (Wireless Body Area Networks) was
presented in [28], which focuses only on the security aspects.
The authors proposed a four-tier architecture for WBAN
and identified communication technologies for each tier. The
communication technologies and devices of WBAN are sim-
ilar to that of [oBNT.

Molecular communication is the key and most promising
enabling technology for the healthcare applications of [oBNT
[43]. A comprehensive review paper is presented by authors
in [29]. This paper presents a layered architecture of Molec-
ular Communication and identifies the possible attack types
and possible counter measures in each layer.

In [31], the authors studied the security of big 5G-oriented
IoNT and the potential utility of machine learning to deal
with the (big) data generated by the large number of IoNT
devices. The authors outlined the potential security attackers
and attack types. The comparison of the existing surveys and
this study is presented in Table 1.

B. PAPER SCOPE AND CONTRIBUTIONS

This paper provides a comprehensive review of published
research on IoBNT and the security and privacy considera-
tions that it raises. To do so, relevant keywords were used
to search published papers in databases such as IEEExplore,
Science Direct, ACM Digital Library, and Google Scholar.
The main keywords or combination of keywords used were
“Internet of Bio Nano Things”, “Bio cyber Interface”,
“Electronic Tattoos”, “Wearable Internet of Things (IoT)”,
“Radio Frequency Identification (RFID)”, “IoBNT Secu-
rity, and privacy”, “Cyberattacks in IoT”, and “Nano net-
works security”’, published within 2010-2020 timeline. This
resulted in around 80 papers after filtering by categories, topic
relevance, time of publication, and contributions.

The distribution of papers across journals shows that
the papers were mainly published in journals that cover
interdisciplinary topics such as electrochemistry, biotech-
nology, wireless communication, theragnostics, and opto-
genetics. While there have been a number of survey and
review articles on closely related fields (i.e., [ONT,IoMT and
WBAN) (see Section I-A), as well as those on the under-
lying communication engineering principles (e.g., channel
modeling, modulation techniques, enabling and communi-
cation technologies, and other networking protocols which
are applicable to IoBNT) [30], [31], [41], there has been no
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TABLE 1. The comparison of existing literature and surveys on 1oBNT.

Ref Networking Domain  Main Focus Bio Cyber In- Security Description
terfacing
Nano Communication Interfacing N X Identifies potential materials and
[27] Networks, Body Area options for molecules that can be wused for
Networks nano-micro interfacing between Nano and micro
communication communication technologies.
Wireless Body Area Security X v Description of Four-tiered architecture
[28] Networks of WBAN, presentation of security is-
sues in each layer.
Molecular Communi- Security in MC X v Comprehensive discussion on security
[29] cation(MC) and privacy issues of Molecular Com-
munication and their potential counter-
measures.
ToNT Roadmap paper X X Early investigation of IoNT to ex-
[22] plore enabling technologies, architec-
ture, challanges and opportunities in
IoNT

IoNT and  body- Survey paper v Overview of IoNT technology, and in-
[30] centric networking troduction of hybrid communication
scheme for nano micro interfacing.

5G oriented IoNT Artificial Intelli- X v This article provides a critical overview
[31] gence and secu- of the IoNT considering the main ap-
rity in IoNT plication areas, architecture, limita-

tions, and design factors. Comprehen-
sive overview of employing Artificial
Intelligence for IoNT. Moreover, a brief
discussion of attack types and attackers
on [oNT.

6G and next genera- Roadmap paper * X Usecases,enabling technologies and key
[32] tion wireless networks drivers for 6g and beyound technologies
i.e., IoNT, IoBNT and quantum com-

puting

ToMT Review paper * X The technological challenges & solu-
[33] tions for wearable bio-electronics for
patient monitoring and domiciliary hos-

pitalization

Electronic Tattoos Review paper * X The materials and engineering require-
[34] ments, fabrication developments, and
sensing and therapeutic advances in

electronic tattoos

Our IoBNT Review paper N v Interdisciplinary research on bio cy-
study ber interfacing options for IoBNT. -
Security for JoBNT

-Legends v'= Completely addressed X = Not addressed * =
Partially addressed
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Main focus of this study :

Components of oBNT
chosen for review

Topics covered for each
component of loBNT.

FIGURE 1. Overview of topics covered in this article.

survey or review article that focuses on [oBNT challenges and
research opportunities.

This paper identifies and highlights the key design issues
in the JToBNT implementations (e.g., interface design options
between the biological and cyber world) and the related secu-
rity challenges. A lot of prominent researches in the field of
TIoBNT and next generation technologies have emphasized on
interdisciplinary research efforts to make these novel systems
holistic and practical [25], [27], [32]. Therefore, this arti-
cle’s main contributions are to bring together insights from
disciplines like physics, biology, optogenetics, and electro-
chemitry to explore more potential bio interfacing mecha-
nisms that are being used in these fields and their applicability
to JToBNT domain.

In summary this
contributions:

o To provide a detailed design of the potential bio cyber

interfacing device for [oBNT applications.

« To survey three different bio cyber interfacing technolo-
gies namely, biological bio cyber interface, electronic
tattoos and RFID based bio cyber interface.

o To discuss various security issues and concerns that are
specific to each bio cyber interfacing technology.

o To provide detailed discussion on security of [oBNT and
individuating attacks and threats in [oBN'T components
i.e., nanonetworks and bio cyber interface.

o To provide novel and potential mitigation strategies for
the security of [oBNT.

work aims to make following
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« To present open issues, challenges, and future research
directions involving [oBNT and its security.

A detailed elaboration of the contributions and covered
topics in this article is depicted in Figure 1.

C. ARTICLE STRUCTURE

The rest of the paper is organized as follows. The architecture
of IoBNT is described in the next section. The bio-cyber
interface and the taxonomy of bio-cyber interface devices are
introduced in Sections III and IV, respectively. The potential
security threats and mitigation techniques connected with
IoBNT are discussed in Sections V and VI, respectively. The
last two sections address the problems and future research
prospects, as well as the paper conclusion. Figure 2 depicts
the overall taxonomy of this paper.

II. INTERNET OF BIO NANO THINGS ARCHITECTURE

As previously discussed, the IoBNT network helps to sense
biological and chemical changes around the environment and
send the aggregated data to the data center for further pro-
cessing [44]. To realize IoBNT, heterogeneous devices need
to collaboratively work together at nano- to macro-scale, via
some interfaces between the electrical domain of the Internet
and the biochemical domain of the IoBNT networks [25].
For example, as shown in Fig. 3, the major components in
a IoBNT communication network include bio-nano things,
nanonetwork, bio-cyber interface, gateway devices, and some
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FIGURE 2. Taxonomy of Systematic Review of Bio-Cyber Interface Technologies and Security Issues in the Internet of Bio-Nano Things.

medical server(s). The components of [oBNT architecture are
elaborated below:

A. BIO-NANO THINGS

Bio-nano things are nanodevices that are not only a
computing machine that can be reduced to a few nanome-
ters in size, but also a device that uses the unique
properties of nanocells and nanoparticles to detect and
measure new types of phenomena at nanoscale. For exam-
ple, nanodevices can detect chemical compounds in a frac-
tion of a billion. Reference [45], [46], or the presence
of different infectious agents such as virus or harmful
bacteria [47], [48].

Nanodevice is essentially comprise of a number of hard-
ware constituents and all the software and programming of
the nanodevice is included in the information processing
unit. There are two types of Nanodevices, electronic nan-
odevice, and biological nanodevice. Electronic nanodevices
use novel nanotechnology materials like Carbon Nano Tubes
(CNT) [49], [50] and Graphene Nano Ribbons [17] for device
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construction. Biological nanodevices are built using the tools
from nanotechnology and synthetic biology.

Biological nanodevices can be fabricated by reprogram-
ming biological materials [51], [52] like cells [53], viruses
[54], [55], bacteria [56], bacteriophage [57], erythrocytes
(i.e., a red blood cell), leukocytes (a type of white blood
cell) and stem cells [58], [59] or by artificially synthesiz-
ing biomolecules like liposome, nanosphere, nanocapsule,
micelle, dendrimer, fullerene and deoxyribonucleic (DNA)
capsule. Moreover, hybrid nanodevices can be fabricated by
applying both the above-mentioned approaches. The size of
nano devices may range from macro molecule to typical
biological cell.

The material used to compose nano devices can be only
biological [60] (proteins, DNA sequences, lipids, biological
cell) or they can be synthesized with non-biological materials
such as magnetic particles and gold nanorods. There are
a number of naturally occurring nano devices e-g protein
motors that bind certain types of molecule on cargo trans-
port them through filaments and unbind them at destination,
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FIGURE 3. A Typical Internet of Bio-Nano Things Architecture, where a bio-chemical signal from inside the human body is
converted into electromagnetic signal via bio cyber interface, and transmitted through Bluetooth or equivalent technology

towards medical server for further analysis and processing.

liposomes capable of storing and releasing certain types of
molecules, biological cells coated with non-biological mate-
rial for non-cell native functions(e-g absorbing mercury).
An envisioned bio-nano thing is presented in Figure 4.

B. NANO NETWORK

Nano network is comprised of several nano-scale devices
such as nano transmitter, nano receiver, nano router, and other
specialized nanodevices to perform exclusive tasks like sens-
ing, actuation, monitoring, and control. Intra-body nanonet-
work is generally deployed in the environment (e.g., human
body orally or through injection) to realize invivo biomed-
ical applications. The nanonetwork consists of devices
(e.g., nanomachine, nano router, and nano micro interface)
at the nanoscale (1-100 nm), which work collaboratively to
achieve sensing and actuation tasks [17]. Nanomachines can
be interconnected to execute collaborative tasks in a dis-
tributed manner. The size of nanodevices makes them feasible
for in vivo applications, where these non-invasive machines
can easily be placed in hard-to-access areas (e.g., deep inside
tissue) and perform therapeutic operations.

C. BIO CYBER INTERFACE

Nano micro interface is mediating device between nano and
micro scale communication; it is referred to as bio-cyber
interface and bio electronics device throughout this article to
keep the generality. Basically, this device converts electrical
signals received as commands from the medical server of
healthcare providers into biochemical signals understandable
by intra-body nanonetworks and vice versa [61]. A detailed
description of bio cyber interface design is presented in
Section III.

VOLUME 9, 2021

D. GATEWAY DEVICES

Gateway devices are now an integral part of most IoT applica-
tions, where they function as a relay device between sensors
and the Internet. Gateway devices are computing devices
such as smartphones, tablets, laptops, or mini-computers.
A gateway device supports the mobility of patients and
ensures efficient signal reception of low transmission range
technologies (NFC, RFID, Bluetooth LE, etc). The wearable
bio-electronic devices are usually designed to be compati-
ble with the operating system requirements of smartphones
[35], [62]. For RFID enabled applications, smartphones inte-
grated with the RFID readout unit, which eliminates the need
for external RFID tag readers. Similarly, for bio-electronic
devices enabled with Bluetooth LE as the communication
modality, smartphones are the ideal choice. Access point can
be a cellular base station or a WiFi access point, which helps
to route the body sensor’s traffic to the medical server.

E. MEDICAL SERVER

Medical server acts as a repository in which all the sensory
data collected and sent from the patient’s body is stored,
analyzed and processed. This server may act as a terminal
for real-time and continuous health monitoring, where emer-
gency situations can be mitigated by sending alert messages.
Only authorized entities can access this server to send com-
mands and receive collected data, due to the critical nature of
biomedical applications.

IIl. A DETAILED DESIGN OF POTENTIAL BIO CYBER
INTERFACE DEVICE

Bio-cyber interface is the hybrid and most sophisticated
device, that is capable of communicating between nanoscale
and microscale devices [22], [25], [44]. This device receives
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FIGURE 4. Bio-nano thing: A mapping between the components of a typical IoT embedded computing device, and the

elements of a biological cell.

aggregated data from nanonetwork, processes nanoscale data
in its transduction unit to convert it into a format suitable
for the conventional network (e-g Internet) and sends it
microscale devices. The components of envisioned bio-cyber
interface are described in detail below:

A. TRANSDUCTION UNIT

The transduction unit in the bio-cyber interface performs
the operation of converting electrical signals from exter-
nal devices into biochemical signals readable by Bio-Nano
Things [63]. Transduction properties in bio-cyber interface
can be achieved by engineering devices using biomaterials,
artificially synthesized biomaterials, non-bio materials or by
combining all the approaches to create hybrid design [64].
The transduction unit is further divided into two constituent
parts, Electro-bio transduction unit, and Bioelectro transduc-
tion unit.

1) ELECTROMAGNETIC TO BIOCHEMICAL SIGNAL
CONVERSION UNIT

Electro — Bio Transduction Unit converts the electrical
signals, received from external devices into biochemical
signals, and transmits them to intra-body nanonetwork for
further processing. This unit consists of a decoder, a drug
storage unit, an external physical effect source, and an injec-
tion chamber. The decoder receives the signal transmitted
from an external device and derives logic gates. The logic
gates are binary commands that produce some physical
effect in the environment like thermal, optical or magnetic
radio-frequency (RF) signals. The physical effect source
(thermal, optical or magnetic field) placed around the drug
storage unit, stimulates the nanomachines to release their
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content in response to external changes in the environment.
The injection chamber injects the released molecules into the
blood vessel network.

The drug storage compartment of the bio-cyber interface
contains nanomachines that are fabricated with materials
sensitive to external physical effects like changes in light,
temperature, pH or enzymes [65]. The injected nanoma-
chines traverse the blood vessel network and are anchored
at the targeted site due to high affinity. The nanomachines
are equipped with ligands (i.e., signaling molecules in the
MC channel) that bind to reciprocal receptors (i.e., receiving
molecule) and are only expressed at the targeted site [63]. The
process of electromagnetic to bio chemical signal conversion
is depicted in Fig 5 [63]. Bio and non-bio materials can be
used to engineer nanomachine, like liposomes that are drug
nanocarriers fabricated with a coating that is sensitive to
external environmental factors [64].

Photosensitive materials release encapsulated molecules
when stimulated by light at certain wavelength emitted from
an external laser source [66]. The process of photoisomer-
ization destabilizes the bilayer membrane of liposome upon
light illumination and allows the release of photoresponsive
molecules. For example, caged compounds release molecules
by bond breaking [67] and gold nanorods generate heat as a
response to their conformational change [63], [68].

Temperature-sensitive materials release their contents
upon a nonlinear sharp change in temperature of the envi-
ronment such as temperature-sensitive liposomes [69], [70]
and dendrimers [71]. Such a sharp change in temperature trig-
gers the thermo-responsive liposomes to release encapsulated
molecules in the environment. Thermoresponsive liposomes
should ideally maintain their load at body temperature (37°C)
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FIGURE 5. Schematic illustration of Electromagnetic to Biochemical
signal conversation unit. The binary code is received from medical server,
the decoder converts the binary signal and pass it to physical effect
source which in turn activates the drug storage unit and release the drug.

and deliver the encapsulated drug only upon an increase
intra-body temperature [63].

Magnetic particles release their contents in response to
magnetic radio-frequency signals generated by an external
source. For example, gold nanocrystals attached to DNA
molecules induce the hybridization of the DNA molecules
[72], generating double-stranded or signal stranded DNA
molecules. An architecture for bio-cyber interface has been
proposed in [63] which uses two kinds of liposomes that
react to variations in light and temperature. According to the
proposal when the decoded binary command from the exter-
nal device is 011, thermal responsive liposomes release their
contents. When the decoded command is 111 photosensitive
liposomes release their contents. Another proposal [64] has
performed a wet laboratory experiment to engineer artifi-
cially synthesized materials (ART) using polystyrene bead,
to operate as in-messaging nanomachine to forward messages
to intra-bodynanonetwork The functionality in the ART based
nano device is not yet implemented and is reserved for future
research work.

An information-theoretic model for glucose monitoring
as an application of IoBNT has been proposed in [73].
The model utilizes pancreatic beta-cell to transmit insulin
molecules into the intra-body network via blood vessel chan-
nel according to commands received from the healthcare
provider. The feedback of glucose level is transmitted by
muscle cells towards the beta cell to be transmitted towards
the healthcare provider. The model is currently designed
for intra-body nanonetworks in this proposal and can be
made online for continuous health monitoring by using
cyber-interfaced beta cells.

2) BIOCHEMICAL TO ELECTROMAGNETIC SIGNAL
CONVERSION UNIT

The bio electro transduction unit detects the concentration of
received molecules and converts the molecular signals into
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electrical form. According to [63], this unit employs a cell
structure to be used as a bioluminescence bioreporter. The
bioreporter works on the principle bioluminescence reaction
that produces a reporter protein upon excitation from an
analyte.

The analyte here can be transmitted information molecules,
moving towards the receiving nanomachines and the reporter
protein is Luciferase (LU). Bioluminescence is the produc-
tion and emission of light by living organisms as a result of
a chemical reaction during which chemical energy is con-
verted into light energy. When the two chemical enzymes
Luciferin (L) and Luciferase (LU), catalyze oxygen in the
presence of ATP, a chemical reaction releases energy in the
form of light. Fluorescence molecules such as rhodamine
derivatives are another form of luminescent materials that can
be used to produce light energy [64].

These materials emit fluorescence upon excitation from
microbiological conditions, which can be detected by exter-
nal devices with the help of fluorescence microscopy.
The emitted light energy is detected by a nanoscale
light-sensitive sensor, which produces an equivalent elec-
tric signal in response. The electrical signal drives the
transmitter to send the derived information through the
wireless channel. Research contributions towards the real-
ization of bio-cyber interface have resulted in some
excellent theoretical frameworks for the Bio electrotrans-
duction unit. The transduction unit for bio-cyber interface
can be designed using natural/synthesized biological mate-
rials or novel nanotechnology materials like carbon and
graphene.

B. COMMUNICATION UNIT

The connection of the human body with the Internet is the
basic notion behind the IoBNT paradigm. bio-cyber inter-
face can be used as a module for connecting the human
body to the Internet. bio-cyber interface must possess the
capability to wirelessly transmit the aggregated intra-body
data to the healthcare provider. Bio cyber interface is respon-
sible for communication with the intra body nano net-
works as well as with the internet. Therefore, it must
contain two communication units i.e., one for intra body
communication and one for external communication with the
internet.

1) NANO NETWORK COMMUNICATION

As discussed earlier the intrabody nano network com-
munication cannot be realized through the traditional
wireless communication technologies due to the minute
size of nano transceivers inside the human body. There-
fore, novel enabling technologies have been investigated
that are feasible for communication inside the human
body and provides an interface to access the human
body. These technologies include molecular communication
[43] and nano-electromagnetic communication at the THz
band. Both of these technologies are discussed in detail
below:
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a: MOLECULAR COMMUNICATION (MC)

Molecular communication performs the exchange of mes-
sages between bio-nano machines through information
encoded molecules [20], [74]. To generalize MC into a com-
munication engineering perspective, researchers have defined
an architecture of MC that consists of key communication
concepts and processes [74]. The basic components of MC
architecture include the sender bio nanomachine, receiver bio
nanomachine, and the propagation medium. The sender bio
nanomachine encodes the information molecules, usually in
the form of molecular concentration (i.e., the number of infor-
mation molecules per unit volume of solvent molecules) mod-
ulated over time or some other form according to application.
The encoded information is then released into the environ-
ment through unbinding from the sender bio nanomachine.

The propagation medium for in-vivo applications is an
aqueous medium that allows the flow of molecules towards
the destination. The process of molecule propagation can be
active or passive. In active or walkway based propagation,
molecules are encapsulated in vesicles and are transported
through molecular motors towards the destination. Whereas
in passive or diffusion-based propagation [75], information
molecules diffuse away into the environment and are trans-
ported towards the destination through guide molecules. The
receiver bio nanomachine captures the information molecules
form the propagation medium and decodes them into some
chemical reaction. Chemical reactions may include the pro-
duction of some signal for other molecules, performing some
simple task or producing other molecules.

In [20] state-of-the-art in MC have been presented,
discussing architecture, theoretical and physical modeling
and challenges and opportunities in the development of MC
based systems. Some researchers have also related MC with
traditional networking protocols such as [19] proposed a
TCP like molecular communication which is a connection
oriented protocol. Moreover, another proposal [74] presents
an OSI like layered architecture for MC. The functionality of
each layer and relevant research challenges and opportunities
according to each have been discussed in detail.

In [76], a comprehensive survey on recent advancements
on MC according to communication, perspective has been
presented, which provides a detail discussion on the trans-
mitter, receiver and propagation medium of MC systems.
Some other works on the development of MC systems
include the transmitter and receiver design [77]-[79] mod-
ulation techniques [80]-[83], channel modeling and noise
analysis [84]-[88]. The most prominent application area of
MC is healthcare and nanomedicine. In this direction, a com-
prehensive survey paper [89]on the medical applications of
MC has been proposed that discusses a taxonomy of potential
medical applications of MC, challenges, and opportunities
in realizing them and future directions. Among the medical
applications of MC, Targeted Drug Delivery (TDD) has got
the most attention from the research community. A very
comprehensive survey paper on the MC based TDD that
discusses system models and design requirements/challenges
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for MC based TDD systems have been conducted by
authors in [90].

Other work on MC based TDD can be found in [91]-[96].
MC is the most promising IoBNT technology due to its
bio-inspired nature [25] and suitability for bio medical appli-
cations. Therefore most of the work in nanocommunication
and [IoBNT domain is dominanted by MC.

b: NANO ELECTROMAGNETIC (EM) COMMUNICATION
Nano EM communication at THz band is another communi-
cation option for intrabody communication, whose feasibility
was first discussed in [17]. In this technology, EM waves
are used as an information carrier between source and des-
tination. The advancement in novel nanomaterials such as
Carbon nanotubes (CNT) and graphene derivatives such as
graphene nanoribbons (GNR) has opened up doors for EM
communication at the nanoscale [21]. The THz spectrum
is less vulnerable to propagation effects such as scattering,
which makes it ideal for intrabody communication due to its
safety for biological tissue i.e., non ionization [97].

The state-of-the-art in EM nano communication was pro-
posed by Akyildiz and Jornet [21], which discusses the
components, architecture and manufacturing possibilities
of nanosensors for nano EM communication. Moreover,
this paper also discusses the potential application areas
of nano EM networks and challenges in realizing them.
A new channel modeling scheme for nano EM networks
based on radiative transfer theory is proposed in [98]. This
paper also investigated the channel capacity of THz band
based EM communication using different power allocation
schemes. A state-of-the-art review paper that discusses pos-
sible biomedical applications of THz EM communication,
current models and possible antenna designs, is proposed by
Abbasi et al. [99].

2) COMMUNICATION WITH THE INTERNET

For better signal reception and to increase the mobility of
patients with bio-cyber implants, smartphone devices are
used as gateway devices to the internet [63]. Smartphone
devices have now become an integral part of many IoT appli-
cations due to its ubiquity, advanced computational capabil-
ities and opensource [100]. Wireless Body Area Networks
(WBANSs), Wireless Chemical Sensors (WCS) and other
body area sensors are now being developed to be compatible
with the operating system of the smartphone.

This section includes wireless technologies that are feasi-
ble for the connection between bio-cyber interface and smart-
phone device. Wireless Body Area Networks (WBANs) is a
similar field of [oOBNT which utilize implanted sensor devices
to wirelessly transmit, measured human body parameters to
healthcare applications via the Internet [101]. Research in
WBAN:S is relatively mature as compared to IoBNT, there-
fore, a literature survey from WBANSs has been included in
this section. Moreover, researchers in the field of chemical
engineering have been working on wireless chemical sen-
sors (WCS) for more than a decade now [26].
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TABLE 2. Communication mechanisms for the internet connectivity of bio-electronic devices.

Technology Data Rate Transmission RF Band Exemplary
Range References
Bluetooth LE 1 Mbps 10 m 2.4 GHz ISM [102], [103]
ZigBee 250 Kbps 10-100 m 2.4 GHz ] [101], [104]
IEEE 802.15.6 10 Kbps-10 Mbps 3 m 16-27 MHz [105]-[109]
RFID 10-100 Kbps 1-100 m 860-960 MHz [101], [104], [111]
NFC < 424Kbps <20 cm 13.56 MHZ [101], [104], [110]

WCSs are wearable patches that are capable of transmitting
sensed bodily chemical values to the connected smartphone
for analysis and processing by healthcare applications. The
wireless communication technologies that are suitable with
bio-cyber interface design are identified through a literature
review of relevant domains such as WBANs and WCSs.
This work also go through some of the important factors
to consider when designing a bio-cyber interface, such as
size, power supply requirements, data rate, real-time vs.
on-demand data transfer, transmission range, and warning
capability. Selection of suitable wireless technology depends
upon the bio-cyber interface application system require-
ments and the underlying mode of operation of the wireless
technology.

There are a number of active and passive wireless tech-
nologies available today to establish human-Internet connec-
tivity. Active wireless technologies contain transponders able
to transmit and receive radio frequency waves at high data
rates and long-distance. Active wireless technologies require
a continuous battery supply for transmission and to power the
circuitry. Examples of active wireless technologies include
Zigbee and Bluetooth, and IEEE 802.15.6. While passive
wireless technologies include RFID and Near Field Com-
munication (NFC). These technologies are briefly explained
below and are illustrated in Table 2.

a: BLUETOOTH LOW ENERGY (LE) COMMUNICATION
Bluetooth (LE) Low Energy technology was introduced to
wirelessly connect small low power devices to mobile termi-
nals. This technology is ideal to be integrated with implants
for healthcare applications as it supports ultra-low power con-
sumption [102]. It contains tiny Bluetooth radio to actively
send and receive messages from nearby smartphone devices.
The transmission range of Bluetooth LE is up to 10 m, the data
rate is 1 Mbps and the frequency band is 2.4 GHz ISM [103].
Pairing time with other devices is in milliseconds, which is
appropriate for alarm and emergency conditions in healthcare
applications [104].

b: ZIGBEE

ZigBee has an active transmitter able to communicate with
mobile devices over a distance of 10-100 m. Zigbee is consid-
ered the most cost-effective technology due to its low power
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and low data rates. ZigBee can operate on three ISM bands
with data rates from 20 Kbps to 250 Kbps [104]. Although
ZigBee provides a large transmission range, it is not a good
candidate for continuous health monitoring applications due
to its low data rates [101].

c: IEEE 802.15.6 STANDARD

The rapid popularity of Wireless Body Area Networks
(WBANSs) and Consumer Electronics called for a standard
communication medium to address the special needs of the
WBANS such as low power, low cost, low complexity, high
throughput and short-range wireless communication in and
around the human body. IEEE standards association estab-
lished the IEEE 802.15 Task Group 6 for the standardization
of WBAN [105], [106]. It quotes: “The IEEE 802.15 Task
Group 6 (BAN) is developing a communication standard
optimized for low power devices and operation on, in or
around the human body (but not limited to humans) to serve a
variety of applications including medical, consumer electron-
ics personal entertainment and other” [IEEE 802.15 WPAN
Task Group 6 Body Area Networks. 2011]. IEEE.802.15.6
has different frequency bands in different countries ranging
from 16- 27 MHz [107].

Medical Implant Communications Service (MICS) band
is a licensed band used for implant communication and has
the same frequency range (402-405 MHz) in most of the
countries [105]. MICS band is suitable to be integrated for
bio-cyber interface as it defines protocols that are com-
patible with system requirements of bio-cyber interface.
IEEE.802.15.6 can operate within a transmission range of 3 m
with data rates up to 10 Mbps [108].

IEEE.802.15.6 has also been recognized to be used as a
standard for Human Body Communication (HBC). HBC uses
the human body as signal propagation medium, therefore
certain concerns must be taken into account such as increased
mobility of the patient, lower power consumption, small bat-
tery size yet life to span around a time several months, and
management to aggregate burst data in presence of continu-
ous triggers from physiological data. Considering these HBC
concerns [109] proposed a medium access method for statis-
tical frame-based time division multiple access (S-TDMA)
protocol that demonstrates lower data latency, lower power
consumption, and higher transmission efficiency.
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d: NEAR FIELD TECHNOLOGY (NFC)

NFC is a passive communication designed to operate in the
ultra-low transmission range of up to 20 cm. NFC technology
contains NFC tag similar to the RFID tag, which is powered
by a readout device. Communication in NFC requires devices
to touch each other or be in close vicinity to each other.
Smartphone transmits power wirelessly to resonant circuits
through inductive coupling which turns “ON”’ the NFC tag.
Once the transmission session is complete, the tag is marked
as “OFF” and becomes unreadable [110].

This technology is ideal for implantable devices with a low
power source as the communication is powered by the reader
device (in our case smartphone). Ultra-Low transmission
range in NFC is not a drawback, rather it is a strength as it
provides rapid connection [101].

e: RFID (ISO/IEC 18000-6)

RFID is a passive wireless technology that consists of a
transponder (tag) to be read by an RFID reader. RFID based
implants are feasible in situations where battery supply is
a major issue [101]. Entire transmission in passive RFID
systems is powered by the reader side [111], which in our case
can be RFID reader enabled smartphone devices. The read
range of RFID is 1- 100 m with the data rate of 10- 100Kbps
[104]. Battery-powered RFIDs with active radio transmitters
are available which comes with a high cost yet low data rates.

C. POWER SUPPLY

Bio cyber interfaces need a continuous power supply for
data collection, processing, and transmission. The battery
is mass vise the largest unit in the bio-cyber interface and
other body implants. Although considerable progress has
been done in lithium rechargeable batteries, yet they can-
not keep pace with the novel technology requirements and
size constraints. Miniaturization of a battery source, energy
harvesting methods based on human body movements, and
wireless battery recharge techniques have been explored by
researchers of MIT for implants in Wireless Body Area
Networks (WBANS).

Evanescent waves have been considered in [112] to wire-
lessly power the electronic devices over a short distance.
Other efforts include solar rechargeable batteries [113],
piezoelectric nanogenerators [114], micro-supercapacitors
[115] and endocochlear potential-based bio batteries [116].
Implantable devices in IoBNT need a continuous power sup-
ply and prolong battery life, for this purpose mechanism
has been investigated to scavenge power supply from the
epidermal layer of the wearer [116]. These energy scaveng-
ing batteries are called biofuel cells (BFC), which convert
chemical energy into electrical energy through biocatalytic
reactions [117]-[119]. Researchers from the University of
California San Diego have demonstrated an epidermal BFC
[120] to scavenge continuous energy from human prepara-
tion. Lactate is used as biofuel as it is present in human sweat
in an abundant amount [120]. Similarly, energy scavenging
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techniques from the human body can be adapted for power
supply in the bio-cyber interface. A detailed energy model
for nanoscale devices has been demonstrated in [121] which
discusses the power consumption of each component in the
nanonetwork.

D. ADHESION SYSTEM

This section briefly discusses the patch material, as bio-
cyber interface is envisioned to be a wearable/stick-able
bio-electronic device. The adhesive material for the patch is
under high interdisciplinary research investigation as human
skin is extraordinarily stretchable (¢ > 100% where € is the
strain), highly rough (superlative height 40 pm), and gener-
ally covered with sweat and hairs [122]. Hence, delivering
adequate adhesion of skin patches against human skin per-
sists to be a challenging task. Adhesion materials should be
carefully chosen to prevent issues like cytotoxicity (i.e., con-
dition of being toxic), skin contamination, damages, risks of
infection, and loss of wet adhesion make them less effective.
Adhesion materials using electronic materials are extensively
reviewed in [35] and bio-inspired approaches for adhesion
like gecko-/beetle-inspired mushroom-shaped architectures,
endoparasite-like microneedles, octopus inspired suction
cups and slug-like adhesive with energy dissipation layer, has
been keenly investigated in [122]. Special measures should
be taken into account while selecting the adhesive material
to prevent data loss and wireless connection due to strain
and physical pressure on the patch while patient movement,
wrinkling of skin or other factors.

E. SUMMARY OF BIO CYBER INTERFACE

There exist a few proposals in the literature that present
interface either using nano EM or MC communication. In the
nano EM domain [123] have proposed an architecture of
nanonetworks-based Coronary Heart Disease (CHD) moni-
toring system. The proposed model consists of nanomacro
interface (NM) and nanodevice-embedded Drug Eluting
Stents (DESs), termed as nanoDESs. The algorithm exploits
the periodic change in mean distance between a nanoDES,
inserted inside the affected coronary artery, and the NM,
fitted in the intercostal space of the rib cage of a patient
suffering from a CHD utilizing THz band. Another paper
proposes a straight forward communication scheme utilizing
the TeraHertz Band. The architecture consists of nano nodes
and nano router, deployed in the dorsum of the human hand.
Nano nodes circulate in the blood vessel for the collection
of medical data and transmit the aggregated data to the nano
router. Nanorouter then transmits the data to BAN (Body Area
Network) device through THz band communication, which is
then relayed to the Internet.

Some theoretical models have adopted MC paradigm for
the design of bio-cyber interface device. For example, authors
in [64] have conducted a wet-lab experiment by utilizing
artificially synthesized materials as an interface between the
biological and electrical world. The proposal employs optical
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sensitive molecules(pH rodo molecules) that activate upon
expression of fluorescence through fluorescent microscopy.

The above-mentioned proposals that utilize nano nodes and
nanoDES in THz communication, may not be biocompatible
due to the non-biological nature of these devices. Secondly,
the use of external devices like a fluorescent microscope can
also cause mobility issues for the patient, which negates the
whole notion of [IoBNT. A novel hybrid approach is presented
[30], which suggests utilizing MC based communication
inside the human body for its biocompatible and noninvasive
properties. The MC can communicate with graphene-based
nanosensor, implanted over the human body for communi-
cation with external devices. The nano micro interface will,
therefore, consist of a THz based antenna and micro/macro
antenna. The idea is to limit the non-bio devices inside the
human body and to read the intra-body parameters efficiently
outside the body.

IV. CLASSIFICATION OF BIO CYBER INTERFACING
TECHNOLOGIES AND THEIR SECURITY ISSUES

The design of a bio-cyber interface is a major challenge
in the realization of IoBNT. In the introductory paper
of IoBNT, Akyildiz et al highlighted the design chal-
lenges of bio-cyber interface and the possibility of using
electronic tattoos, and RFID based sensors as bio-cyber
interface. In order to study the possibilities of electronic
tattoos and RFID-based tattoos as bio-cyber interfaces,
previous proposals on electronic tattoos and RFID-based
tattoos are evaluated below. Furthermore, some prelimi-
nary work on a biologically-inspired bio-cyber interface pre-
sented by the notable MC engineering research community is
discussed.

A. ELECTRONIC TATTOOS AND TRANSDERMAL PATCHES
Flexible and stretchable wearable electronics are getting
interdisciplinary research attention as they promise to deliver
continuous patient monitoring [23], [124] while circumvent-
ing the possible discomfort caused by regular wearable elec-
tronics. There are a number of biomedical conditions that
require frequent monitoring of patients at regular intervals,
for example, glucose monitoring for diabetic patients, fitness
monitoring of athletes, real-time detection of pathogens in
biofluids for the plausible onset of disease [125]. Traditional
methods to measure these chemical analytes require extract-
ing fresh blood or other bodily samples every time. This
continuous and invasive blood sampling can cause discomfort
to the patient’s especially elderly patients and homophobic
patients.

To address some of these concerns, researchers have ven-
tured into the development of wearable sensors which provide
non-invasive ways to continuously sense the patient’s vital
signs and transmit the collected data to data centers for further
processing. Researchers have devised non-invasive ways of
drawing out samples by utilizing the epidermal layer of the
human skin [126].
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Human skin contains several electrolytes that provide clin-
ically useful information about patients’ overall health such
as temperature, physiological, electro-physiological and bio-
chemical parameters [127]. Human perspiration is also an
information-rich epidermal secretion that is readily avail-
able and can be used to extract information about chemical
compositions like metallic ions, minerals, glucose, lactose,
lactic acid, urea, volatile organic compounds, in the human
body [128]. Variously, human epidermis experiences contin-
uous bending, stretching, and deformation while performing
daily life physical activities.

The mechanical properties of wearable electronics might
mismatch with unique mechanophysiology of the human skin
and can cause degradation of device capability and discom-
fort to the wearer. Novel fabrication techniques for develop-
ing flexible and comfortable wearable devices are trending in
academic and industrial research [35], [122], [129].

To overcome the aforementioned issue, wearable electron-
ics are now being fabricated by adapting the design principles
of temporary tattoos. Temporary tattoos are a form of body
art that firmly attaches to the skin as ‘“‘secondary skin”,
while their presence is barely noticed by the wearer. Tattoos
are comfortable to be worn and provide ease of performing
daily life activities to the wearer, by bearing mechanical
stress, washing, and other harsh conditions. These favorable
properties of tattoos have attracted researchers of wearable
electronics to develop tattoo based electronics. The electronic
tattoos typically include sensors, memory, electronic circuits,
and drug reservoir units [130]. The electronic tattoos analyze
the sensed information to determine the dose and release
timing of the drug contained in the unit.

Screen printing techniques can be used to print electronic
tattoos of desirable shape capable of extracting rich chemical
information from our epidermis and transmit these analytical
data wirelessly to a smartphone. Moreover, dry free form cut
and paste technology [131], [132] is also been introduced
for electronic tattoo fabrication. A summarization of existing
proposals for electronic tattoos in healthcare monitoring is
presented in Table 3.

Traditional methods of drug delivery through oral intake of
medicine and via injections are now quickly being replaced
by transdermal drug delivery patches. These patches are
good alternatives to traditional methods as they promise
minimally invasive and painless drug delivery. The transder-
mal patch is usually made of flexible and stretchable mate-
rial that contains microneedles on the sticking side of the
patch. Microneedles are actually drug containers that release
their payload upon external stimulation. Fourth-generation
transdermal drug delivery systems [133] are now capable to
release controlled amounts of the drug upon receiving com-
mands wirelessly through the internet. A number of wearable
electronic patches based therapeutic stimulators and drug
delivery patches are available now that have proven to pro-
vide accurate results when compared with regular laboratory
equipment.
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TABLE 3. Summarization of electronic tattos and patches.

Ref  Device Type Functionality Communication Description
Unit
Electronic Tattoo Glucose  Sensing, 2.4 GHz BLE An epidermal biosensing system for
[136] Alcohol Sensing continuous sampling and analysis of

Electronic Tattoo Sodium Sensing

[125]

Electronic Tattoo Alcohol Sensing

[137]

Electronic Tattoo Temperature and
[131] light-sensing

Remote control
drug delivery
of enalapril and
methotrexate

Drug delivery im-
[138] plant

Bluetooth Radio

Bluetooth radio An

NFC

Bluetooth

two biofluids i.e., glucose and alcohol.
The electronic tattoo is screen printed
which facilitates sweat stimulations at
anode and ISF at the cathode.

An electronic tattoo with wireless
transmitting capabilities to measure
and transmit sodium levels from per-
spiration of athletes during training.

iontophoretic-biosensing system
has been integrated in electronic tattoo
to monitor alcohol consumptions in
patients. An alcohol-oxidase enzyme
and the Prussian Blue electrode
transducer is used for the detection of
ethanol in the induced sweat.

The tattoo can sense the temperature
and light variations in the human skin
and send it wirelessly to NFC enabled
through NFC technology smartphone

The implant is capable to deliver
two kinds of drugs namely enalapril
and methotrexate for hypertension and
arthritis patients respectively. The dif-
fusion of drugs across the Nanofluidic
membrane is accomplished through a
low-intensity electric field.

1) SECURITY CONCERNS IN ELECTRONIC TATTOOS AND
TRANS DERMAL PATCHES

Electronic tattoos and transdermal patches can be exposed
to security threats as they are continuously connected with
the wireless technology. The following are some of the
threats that electronic tattoos and transdermal patches may
encounter.

a: WIRELESS COMMUNICATION RISKS

Electronic tattoos and transdermal patches need continuous
wireless network supply in order to receive and send informa-
tion to the healthcare provider. Mainly the electronic tattoos
are connected with a gateway device (smart phone) that relays
the information over the internet. In the currently published
literature for electronic tattoos, it is noticed that most of
the proposals have used Bluetooth or BLE as communi-
cation mechanisms between electronic tattoo and gateway
device. Bluetooth technology works within close proximity
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and is considered safe as attacker must be present within
the patient’s vicinity to launch an attack. However, Bluetooth
version 5.0 has a transmission range of upto 400m moreover,
the range can be magnified up to a mile through omni direc-
tional antennas. Researchers from Singapore University of
Technology and design have discovered 12 different Blue-
tooth bugs which can affect 450 type of IoT devices including
implantable medical devices. Moreover, the security flaw
named ‘“SweynTooth” associated with BLE can crash the
device, deadlock the device or bypass security to access
device functionality. Another critical threat to Bluetooth tech-
nology is Blueborne attack. In this attack, hackers infect the
devices with malwares and gains access to the device to
execute malicious operations [134].

b: PHYSICAL HARM
The electronic tattoos currently manufactured are tested
rigorously to withstand mechanical deformation caused

VOLUME 9, 2021



S. Zafar et al.: Systematic Review of Bio-Cyber Interface Technologies and Security Issues

IEEE Access

by external strain. However, in cases of long term use
and extreme physical stress conditions, the device abili-
ties might be degraded and cause unwanted behaviour. The
bio-electronic devices which are presently designed in the
form of electronic tattoo and implantable patches that do not
require any surgical procedures to affix on the human body.
Non-medical professionals can apply these devices easily
on human skin like stickers. This nonsurgical relaxation can
be exploited by local attackers to replace the bio-electronic
device with an illegitimate device on an unconscious patient.
The illegitimate device now becomes part of the communi-
cation and can launch several passive and active attacks like
eavesdropping, replay attack, and data modification, etc.

Countermeasures: Some of the possible countermeasures
for above mentioned attacks are Tamper-proofing and self
destruction: Use of tamper proof package for sensing devices
and enable self destruction mode upon countering an intruder
attack. Minimize information leakage: Protective measures
like generating artificial noise, shielding and adding random-
ized delay can be taken to minimize information leakage.
[135] Run-time attestation: Generation of proof about upda-
tion of firmware by a remote entity. [135].

B. RFID TAG SENSORS AS BIO-ELECTRONIC DEVICE

RFID tags are utilized for the identification of objects in
many [oT and Cyber-Physical Systems (CPS) due to their
wireless communication capability and easy integration in the
Internet cloud system [139]. RFID tag sensors have already
been extensively studied for industrial applications like food
safety, logistics, healthcare, public transport, fake medicine
and environmental pollution [38].

The role of RFID sensors in envisioned healthcare applica-
tions IoBNT is promising due to their easy integration with
implanted interfaces for communication with the Internet.
RFID enabled technology is being used for several healthcare
applications like real-time tracking of patients, improving
their safety, and in management and medical supplies in hos-
pitals [140]-[147]. RFID is a wireless technology that utilizes
RF signals to identify objects with RFID tags. RFID system
has two components: a tag which is a microchip to store
electronic information and radio antenna to receive signals.
There are two types of RFID systems, passive that require no
battery and are powered by the reader, and an active RFID
system that has a battery to power the transmission on its
own [38].

Passive RFID tags are ideal for [oBNT applications due to
their properties of cost-effectiveness, long battery life, and
low power consumption. RFID technology can be used as
sensors [148], for sensing applications of [oBNT and can be
used as a bio-electronic interface on its own. RFID antennas
that are sensitive to environmental changes like gas [149],
moisture [150] and temperature [151], have already been
developed. The sensing capabilities of the RFID system can
be exploited to measure the chemical and biological val-
ues of the human body. 13.56 MHz) or ultrahigh-frequency
(UHF, 400 MHz) bands, has proven adequate in powering
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the adaptive threshold rectifier. The HF band is for patch
sensors, whereas the UHF band supports’ implantable sen-
sors [30]. The sensor consumes 12 uW to implement an
electrocardiogram analog front end, and an analog-to-digital
converter (ADC). The envisioned Bio-electronic interface
with RFID enabled technology is likely to have the following
components to be operational in the [oOBNT domain. RFID
sensor tags that contain chemically coated thin- film resonant
sensing antenna for sensing target chemical substances in
the environment. Recent RFID tags are thin and flexible,
allowing them to be embedded easily in the human body for
health monitoring purposes [37].

RFID sensors can be integrated with sensing materials such
as water-absorbing molecules to sense humidity and carbon
nanostructures as gas sensors [152]. The chemical, physical,
or electrical reaction of the sensing materials in the presence
of the sensed parameters modify their electrical properties
(permittivity, conductivity) resulting in easy-to-observe elec-
trical metrics, such as a shift of the resonant frequency of
the RFID tag antenna, verifying the simplicity and power
efficiency of RFID-enabled sensors [153]. Moreover, RFID
tag sensors contain IC microchips to store and process sensed
data. Novel methods for the fabrication of electronic devices
through inkjet printing are getting research attention in Con-
sumer Electronics (CE). Nanomaterials like graphene, carbon
nanotubes, silver, gold and copper nanoparticles, conductive
polymer and their based materials are used as inkjet ink to
print electronic devices.

A comprehensive review of inkjet-printed nanomaterial-
based flexible radio frequency identification (RFID) tag sen-
sors for the Internet of nano things has been presented in [38].
According to the review, inkjet printed nanomaterials are
cheaper and flexible to be used as wearable electronics as
long as they do not interfere with the biological signaling
capability of the human body. In context of IoT applications,
Kassal et al. [36] demonstrates a low-power RFID tag sensor
for potentiometric sensitivity. The RFID tag has the ability
to measure and store the potential of electrode, which is
then wirelessly transferred to a smartphone by near field
communication (NFC). The RFID / NFC tagged chemical
sensor is suitable for detecting pH or ion selective electrodes
as part of a network of chemical sensors for IoT. The practical
application of the RFID / NFC tagging sensor was tested to
detect deterioration of milk by monitoring the pH value of
milk over a period of 6 days. The measurements showed the
fluctuation of pH value between 5.89 and 6.10 over the 5 days,
averaged to a pH of 6.03. Therefore, RFID/NFC tag sensors
show potential for IoT applications. Another smart health
proposal using RFID technology has been presented in [62],
where smart bandage manages chronic wounds by wirelessly
transmitting wound pH status to an external readout unit in
the smartphone, using radiofrequency identification (RFID).
This is a lightweight, noninvasive bandage proposal that saves
the patient from regular hospital visits for dressing change.
The pH assessment calculated in smart bandage shows high
precision and accurate results when compared with regular
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pH meter in the laboratory. An RFID enabled adhesive skin
patch is demonstrated in [154] which monitors important
biomarkers in sweat and surface temperature. In this demon-
stration, a commercial RFID chip is adapted with minimum
components to allow potentiometric sensing of solutes in
sweat, and surface temperature, as read by an Android smart-
phone app with 96% accuracy at 50 mM Na+- (in vitro tests).

1) SECURITY CONCERNS IN RFID BASED BIO CYBER
INTERFACE

RFID tags, when used with interconnected devices in envi-
ronments like IoT and IoBNT can be easily compromised by
attackers. Following are a few possible security threats that
must be considered when using RFID based technology as
bio cyber interfacing option [135]. More attack types for all
types of bio cyber interfaces are presented in Section V-B.

a: HARDWARE TROJAN

Hardware trojans can modify IC of the tag hardware to allow
attacker an access to its software components. This attack can
be launched internally at the design phase of the RFID tag and
can be launched externally through some sensors or antenna.

b: SIDE CHANNEL ATTACKS

Attacker can use specialized tool to intercept information
exchange between RFID Tag and its reader and use it for
malicious purpose. This attack can take place even when the
messages are encrypted.

c¢: TAG CLONING

Attacker can clone the tag and steal sensitive information
from the tag and even impersonate the tag for communication
with the reader.

d: TAG COUNTERFEITING

In this type of attack, attacker gains access to tag and mod-
ifies its identity using tag manipulation techniques. Unlike
tag cloning this attack can be launched with very less
information.

e: TAG TRACKING

Each RFID tag has a unique identifier number. Attacker can
read the tag identifier attached to a person and track his/her
location at any time.

f: TAG INVENTORYING
RFID tags also contain meta information about the tag like
product code and manufacturers code. This information con-
tains the type and purpose of RFID tag. For example in
medical applications attacker can get access to what type of
disease a person is suffering from, through tag inventorying
attack.

Counter measures Some of the possible countermeasures
for RFID tags are
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Side channel analysis: Using side channel signal i.e., tim-
ing, power and spatial temperature to detect hardware Trojans
and malicious firmware.

Isolating: Protecting RFID tags from external EM
waves through active radio jammers or other isolation
techniques [135].

Blocking: Restricting access to the tag by public readers
by using privacy bit technique. Setting the privacy bit to ’1’
means public scanning of tag is not possible [155].

Anonymous tag: To prevent tracking of the RFID tag from
hackers, an anonymous ID is assigned to the RFID tag.
Mapping between anonymous ID and genuine ID should be
stored in a look up table [156].

Distance estimation: Identification of distance between tag
and reader using signal to noise ratio [157].

C. BIOLOGICALLY INSPIRED BIO CYBER INTERFACE

The domain of IoBNT is biologically inspired and adapts
the design of devices and their communication mechanisms
from nature. Therefore researchers are investigating meth-
ods to develop skin-mounted bio-electronics that support the
seamless integration of biological materials with electrical
components of the [oBNT network. In this direction, some
proposals have been presented by exploiting the biochemical
properties of biologically engineered materials and synthetic
artificial cells to be used as device components. The device
called bio-cyber interface [25], [63] is not only capable of
sensing but also contains drug reservoirs to release controlled
amounts of the drug upon commands received from external
devices. A bioresorbable device [158] was fabricated using
naturally occurring silk as the first step towards the devel-
opment of remote control implantable devices. This device
biodegradable device is used to eliminate Staphylococcus
aureus infection from in-vitro environments by triggering
thermal stimulations and targeted drug delivery operations.
The device has the wireless capability to be turned on wire-
lessly and it disappears once it has performed the required
task, thus eliminating the need to remove the device through
surgical procedures. The use of biologically inspired mate-
rials for transmission processes in bio-cyber interfaces is
described in the following scholarly works. A summarization
of biologically inspired bio-cyber interfaces is presented in
Table 4.

1) BIOFET BASED MOLECULAR RECIEVER

Field-effect transistors (FETs) are a type of transistors that
use an electric field to control the flow of current. FETs
consist of three electrodes namely source, drain, and gate.
In traditional FETs, voltage is applied to the gate electrode
which in turn modulates the conductance between source
and drain electrodes. The conductance is reflected as the
voltage-current alteration in the output channel. FET based
technology is now being utilized for affinity-based electri-
cal sensing using nanomaterials (nanowires, nanotubes, and
graphene) as transducer unit [30], [159]. FET transistors can
be utilized for biosensing by replacing the gate electrode with
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TABLE 4. Existing proposals for biologically inspired interface devices in academic literature.

Name of Device

Transduction Mechanism

Description

Biologically Inspired Bio Cyber In- Electrical biochemical - A theoretical model for bio cy-
terface [63] signal through Photoresponsive ber interface has been proposed as
biomolecules. and Thermal an interface between biological and
responsive biomolecules - electrical domains. The model com-
Biochemical to electrical signal prises of transduction units that
through the Bioluminescence convert an electrical signal into bio-

phenomenon.

SINW bioFET based Molecular re-
ceiver [78]

Biological Optical-to-Chemical Sig-
nal Conversion Interface [168]

Redox based Chemical to Electrical
Interface [173]

FRET-based biocyber interface

Technology

Biological to electrical signal conver-
sion through bioFET technology.

Optical to chemical signal through
illumination effects.

Chemical to electrical signal conver-
sion through redox modality.

Optical to electrical and vice versa
[175] signal conversion through FRET

chemical signals through the bio-
luminescence process and biochem-
ical signals into electrical signals
through photoresponsive and ther-
mal responsive biomolecules.

- The Silicon Nanowire (SINW) is
used as the conductive nanomaterial
for a molecular antenna. Microflu-
idic channel has been considered as
a propagation medium for informa-
tion molecules to flow from trans-
mitter to receiver in unidirectionally
through diffusion.

- A Dbiological signal conversion in-
terface is designed based on E Coli
bacteria that can change the pH of
the surroundings by pumping pro-
tons in response to external light
stimuli.

- The interface prototype device
consists of a dual film with inner
film contains hydrogel-based film
entrapping E.Coli bacteria and the
outer film consists of a redox capac-
itor to amplify electrical signals.

- FRET technology has been uti-
lized to model the uplink/downlink
biocyber interface for targeted drug
delivery applications of IToBNT. SIR
epidemic model is adopted to model
downlink and the bioluminescent re-
action has been utilized to generate
an uplink signal.

a biofunctionalized surface called Biorecognition Unit (BU),
for the detection of target molecules in the environment [79].

The BU contains receptors on the surface of the FET
channel which binds ligands with intrinsic charges which
result in accumulation depletion of carriers in the semi-
conductor channel, and hence modulation of conductance
and current. The addition of BU in conventional FETs
for molecular recognition makes them bio-inspired and is
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therefore called BioFETs. The bioFETs work on the prin-
ciple of ligand-receptor pairing i.e., binding of a ligand
(signaling molecule) to its receptor (receiving molecule) and
to produce a response e.g., signal transmission. There a
number of ligand-receptor pairs that can be used in model-
ing BU of bioFETS e.g., antibody-antigen, aptamer-natural
ligand, natural receptor/ligand [160] depending upon the
target molecule. Semiconductor materials like NW [161],
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single-walled carbon nanotubes(SWCNT) [162], graphene
[163], molybdenum polymers(MoS2) [164] and organic
nanomaterials like conducting polymers [165] can be used
as transducer channel of bioFETs. Among NW materials,
Silicon nanowire (SiNW) has been proven to be the best fit
for bioFETSs due to their low power consumption, high-speed
sampling, high integration density, and high sensitivity [140],
[166], [167].

In this direction, Kuscu and Akan [78] have proposed
SiNW bioFET based molecular antenna which receives
information molecules as biochemical signals and converts
them into equivalent electrical signals. The proposed model
employs the theory of ligand-receptor binding and considers
microfluidic advection-diffusion channel for the propaga-
tion of information ligands. The receiver model consists of
three functional units. The Biorecognition Unit (BU) works
as the interface for sensing the concentration of ligands.
In the Transducer Unit (TU), ligand-receptor regulates the
gate potential of the FET through the field effect resultant
from their built-in current charges. The output unit shows
the current flow as a result of the modulated gate poten-
tial. Moreover, an analysis and optimization framework has
been presented by providing a closed-form expression for
fundamental performance metrics, such as SNR and SEP.
The proposed SiNW bioFET is capable of providing efficient
in-device, label free and continuous processing of sensed
molecules.

2) OPTICAL TO CHEMICAL BIOLOGICAL INTERFACE
Grebenstein et al. [168] proposed a microscale modulator to
transduce optical signals into chemical signals. The modula-
tor is realized using synthetically engineered E.Coli bacteria
that express protons into the environment upon stimulation
from an external light source. Light-emitting diode (LED)
of the modulator uses proton pump gloeorhodopsin (GR) to
express light. The E.Coli bacteria change the pH level of
their surrounding environment as a chemical reaction to an
external light source. The proposed testbed achieves higher
data rates on the order of 1 bit/min as opposed to previous
proposals with data rates of 1 bit/hour.

3) REDOX BASED CHEMICAL TO ELECTRICAL INTERFACE

New research in biology has recommends the usage of redox
as a global signaling modality. Authors in [169] have adopted
an approach that is inspired by sonar, which access the redox
information through collaborative electrochemical probing.
Authors further utilize attuned electrical inputs that are cou-
pled with diffusible redox mediators (electron shuttles) to
access redox information in a local environment and gen-
erate complex but interpretable electrical output signatures.
Redox (Oxidation-Reduction) reaction is also utilized for
biochemical-electronic transduction mechanisms in a number
of proposals [170]-[174]. A wet lab interface prototype has
been proposed recently in [173] for transducing chemical
signals into electrical signals by the virtue of redox modality.
The nterface prototype device consists of a dual film with
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inner film contains hydrogel-based film entrapping E.Coli
bacteria and the outer film consists of a redox capacitor
to amplify electrical signals. These cells are engineered as
reporters, which respond to the presence of a certain molecule
(signaling molecule AI-2) by converting the redox inactive
substrate 4-Aminophenyl B-D-galactopyranoside (PAPG)
molecules into redox-active p-aminophenol (PAP).

4) FRET BASED UPLINK/DOWNLINK BIO CYBER INTERFACE
FRET (Fluorescence Resonance Energy Transfer) mecha-
nism has been adopted by Abd El-Atty et al. [175] to
model uplink/downlink bio-cyber interface for the Inter-
net of bio nano things. In FRET-based optical sensing,
bio-cyber interface is designed for targeted drug delivery
applications of IoBNT. The downlink of bio-cyber inter-
face is designed by adopting spreading principals of SIR
(Susceptible, Infected, Recovered) epidemic scheme and
decode forward (DF) basis. Three types of nanomachines
are used in the downlink model to realize the targeted drug
delivery namely nanoreciever, nano transmitter (Infected) and
nanorelay(Susceptible) according to SIR epidemic scheme.
The recovered nanomachines are ones that have transmitted
their exciton to the nano receiver. The uplink is designed
by considering two types of nanomachines namely nanosen-
sors and nanoactuators. Uplink signal notifies the medical
server about successful drug delivery through biolumines-
cence reaction.

5) SECURITY CONCERNS IN BIOLOGICALLY INSPIRED BIO
CYBER INTERFACE

Currently the research bio cyber interface security is imma-
ture and there is a minimum published literature in this field.
Reference [176] have presented the possibility of ML based
adversarial attacks for biologically inspired bio cyber inter-
face which are presented below. Details of possible generic
attacks on bio cyber interfaces can be found in Section V-B.

6) MACHINE LEARNING ADVERSARIAL ATTACKS
In the case of bio-luminescent or thermal signaling based
bio cyber interface adversaries might launch an attack by
manipulating the internet-enabled parameters. By manipulat-
ing the parameters, attackers can cause inappropriate amount
of drug release, initiate self-annihilation of drug molecules
and modify monitoring information provide by bio chemical
processes. In redox based bio cyber interfaces, changing the
input electrical signal can lead the capacitor charging and
unwanted redox activity such as activating/deactivating the
redox substrate to affect enzyme production. Bio FETs work
on the principals of ligand binding through charging of elec-
trodes. The attacker can launch sentry attack to repel required
ligands or black hole attack to attract unwanted ligands to
bind to the receptor to affect the current control. The changes
in external current control can cause the Bio FET based bio
cyber interface to exhibit unwanted behavior.
Countermeasures The attacks related to biologically
inspired bio cyber interfaces can be categorized as
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ML-adversarial attacks. Possible countermeasures to ML
adversarial attacks are [42]

Data sanitization: This process refers to pre-processing,
validating all the input data, and rejecting the harmful
samples.

Adpversarial training: Inclusion of adversary information in
the training samples to recognize attack vector.

Defence distillation: Creating secondary ML model with
less sensitivity and more general results.

Differentail privacy: A cryptographic mechanism of
adding noise to susceptible features of data. Hormonic
encryption. A cryptographic mechanism to perform compu-
tations over ciphered data to generate encrypted result.

D. SUMMARY OF BIO CYBER INTERFACE CLASSIFICATION
It is obvious from the above-mentioned literature that there
are a lot of possibilities for designing a bio-cyber inter-
face. The design model of the bio-cyber interface primarily
depends on the application scenario. For example, a bio-cyber
interface design and components for sensing applications will
be different from drug delivery applications. Our take on
the choice of bio-cyber interface option goes in the favor of
bio-inspired interfaces. The reason being biocompatible in
nature and the research in these interfaces in line with the
direction of IoBNT. Extensive in-vitro and wet-lab experi-
ments are required to validate the theoretical proposals for
the bio-cyber interface.

V. SECURITY IN IoBNT

The advent of skin implanted bio-electronics and the [oBNT
paradigm will not only open up a plethora of novel biomed-
ical applications but also its wireless connection capabil-
ity will enable the adversaries to utilize it malevolently.
Connecting the intra-body biological environment with the
cyber domain through bio-electronic devices will provide
the attackers with an apparent opportunity to devise new
terrorist mechanisms to harm the patient remotely. Mali-
ciously accessing the human body through the internet to
steal personal information or to create new types of diseases
by malevolent programming of bio-electronic devices and
intra-body nanonetworks is termed as bio-cyber terrorism
[25]. Bio-cyber terrorism can take advantage of wirelessly
accessing the human body to launch fatal and life-threatening
attacks from a remote site. Therefore security features have
to be embedded either in a separate component of the
bio-electronic device, which may enlarge the size of the
device or might be infeasible in some applications. Another
possibility is to delegate security services to external devices
in close proximity with sophisticated resources as compared
to bioelectronics devices. For example, in a similar field of
IMD (Implantable Medical Device), some researchers pro-
pose to assign security functionality to an external device like
Cloaker or MedMon [177]. Nonetheless, the bio-electronic
device must execute a lightweight authentication mecha-
nism at least once to establish a secure connection with
external devices. Bio-electronic devices will also be linked
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to a gateway device (such as a smartphone) to send and
receive information from the healthcare practitioner. Because
of the technological differences, this section discusses the
security needs for nanonetworks and bio-cyber interfaces
separately. The security goals, regardless of the underly-
ing technological variations, remain the same. The STRIDE
threat approach can be used to model security threats against
IoBNT. STRIDE is the acronym for Spoofing, Tampering,
Repudiation, and Information Disclosure, Denial of Service
and Elevation of privilege. These six categories present a
broad classification of threats and can be further divided
into other related threats. Each threat category is related to a
security goal: Spoofing-Authentication, Tampering-Integrity,
Repudiation, Non-Repudiation, Information Disclosur, Con-
fidentiality, Denial of Service- Availability, and Elevation
of privileges-Authorization [178], which is presented in
Table. 5.

Authentication (Au): Authentication ensures that the
identity of each communicating party is established before
executing any operation. Moreover, authentication also
ensures that the data is coming from the authorized source
and unauthorized users cannot access or modify the data.
Authentication needs to be done on users as well as a
message [29], [179].

Integrity (I): Integrity ensures that the message exchanged
between legitimate entities is not tampered or modified by
unauthorized entities.

Non- Repudiation (NR): In the traditional networking
paradigm, all the communication transactions are logged to
track the network anomalies and gain the attacker’s profile in
case the attacker tries to misuse his/her privileges. Nonrepu-
diation can be violated if the attacker gets access to the logs
and delete the records to remove traces.

Confidentiality (C): Confidentiality ensures that the
attacker should not learn the content of the message
exchanged between the sender and receiver. The data must
only be accessible to authorized personnel upon authentica-
tion through some mechanism priory.

Availability (A): This goal ensures that the services and
communication of the device are always available on request.

Authorization (Auth): Authorization property ensures
that only those entities can execute a specific operation that
has privileges to order it. Authorization requires that an entity
must have been authenticated previously through the regular
login (ID, password) procedure to establish the identification.

A. ATTACK TYPES IN NANONETWORKS

This section presents the possible attacks and existing propos-
als related to the nanonetworks. A summarization of security
proposals for nanonetworks is presented in Table 6.

1) EAVESDROPPING

Eavesdropping refers to passively listening to the trans-
mission between two nodes. The listened information can
be stored and later used maliciously to launch attacks.
Eavesdropping in nanonetworks can take place when
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TABLE 5. STRIDE threat model categories, related security goals and attack possibilities in l0BNT.

Threat Security Goal

Possible IoBNT Scenario

Spoofing Authentication

Tampering Integrity

Repudiation Non-Repudiation

Information Disclosure Confidentiality

Denial of Service Availability

Elevation of Privileges Authorization

Security breach by interception of communica-
tion between bio-electronic device and the smart-
phone.

The dosage prescribed by the medical server can
be altered during transmission by the attacker
and drug is released according to altered values.

Deletion of access logs to remove traces of mali-
cious user activities.

Security breach by interception of communication
between bio-electronic device and smartphone.

Inability to transmit irregular vital signs of an
elderly or unconscious patient who is solely de-
pendant on the bio-electronic device for commu-
nication with the medical server.

An internal attacker can misuse access privileges
to steal or tamper information.

two legitimate nanomachines are exchanging messenger
molecules and a nearby malicious nanomachine intercepts
the messenger molecules silently. The passive eavesdrop-
per can be detected in nanonetworks by a mechanism such
as stochastic geometry, distance estimation techniques. The
active eavesdropper might absorb the messenger molecules in
the case where MC is used as a communication medium, this
attack might be prevented through secrecy capacity. Other
anticipated eavesdropping prevention mechanisms include
beamforming, game theory (collation formation games), and
artificial noise generation.

Several proposals have been demonstrated to detect
eavesdropper location and secure the nano communication
paradigm from eavesdropping attacks.

Islam et al. [180] proposed a secure channel for Molecular
communication. Firstly, a Diffie-Hellman algorithm-based
secure key is exchanged between sender nanomachine and
receiver nanomachine. Then hardware ciphering is performed
using the secret key. As MC is a resource-constrained
paradigm, therefore, Exclusive OR (XOR) cipher is used in
this work due to its simple implementation and inexpensive
computation. Moreover, hardware ciphering used in this work
further reduces the associated time, instead of its software
counterpart. The results are presented through simulation.
In our opinion, the proposed method is simple and compu-
tationally less expensive but the overall security is compro-
mised as MC needs more mathematically resilient models for
security.

Guo et al. [181] have proposed a mathematical model for
eavesdropper detection and localization in a random walk
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channel. This is the only work in MC that considers the
detection of an absorbing malicious receiver in a random walk
channel. The authors have chosen transmitter side detection
of the eavesdropper because the MC channels are 1-D and
receivers cannot affect the transmission and secondly the
molecules absorbed at the receiver are quite small that do not
aid in detecting eavesdropper presence. Simulation has shown
accurate results in detecting the eavesdropper’s presence.

Recently a proposal for physical layer authentication for
Diffusion Based Molecular Communication (DbMC) has
been proposed in [182]. The channel impulse response of 1-D
DbMC has been exploited to detect transmitting eavesdropper
in the transmission region.

2) BLACKHOLE ATTACK
Blackhole attack refers to the attack where malicious nodes
spread attractant molecules to draw the network traffic
towards a different location from the intended target. Black-
hole attack is similar to sinkhole attack in WSNs but the
sinkhole attack disrupts the routing process while the black-
hole attack physically moves legitimate nodes away from
the target. When it comes to blackhole attacks in nanonet-
works, there are a variety of approaches that can be taken.
For example in scenario of artificial immune system support
application, the white blood cells that are responsible for
detecting and tackling with the infection, can be attracted by
malicious nodes to stop them from detecting an infection in
the host system.

Blackhole attack and its countermeasure using two
approaches, Bayes rule and simple threshold approach for
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TABLE 6. Security proposals for nanonetworks in literature.

Ref. Communication Medium Type of Attack Proposal Description
Secure Channel Molecular ~ Communica- Eavesdropping Encryption using
for Molecular  tion Diffie-Hellman algorithm.
Communications [180].
Eavesdropper localization Molecular =~ Communica- Eavesdropping Eavesdropper  detection
in random walk channels tion and localization by reverse
[181] estimating its location.
Congestion  Control in  Molecular =~ Communica- Congestion Congestion detection algo-
Molecular Cyber-Physical tion rithm for Diffusion Based
Systems [185]. MC.
Security ~ Vulnerabilities Molecular =~ Communica- Black hole, Sentry Attacks Construction of decision
and Countermeasures tion process using two
for Target Localization approaches, Bayes rule
in Bio-NanoThings and simple threshold
Communication Networks approach for the
[183]. robustness of legitimate
nanomachines.
Physical Layer Authenti- Nano Electromagnetic  Spoofed, Altered, Replay A distance-dependent
cation in Nano Networks Communications message attack. path loss based
at Terahertz Frequencies authentication scheme.
for Biomedical Applica-
tions [184]
In-sequence molecule de- Molecular =~ Communica- Desynchronization A formal model for in-
livery over an aqueous tion sequence message delivery
medium [186] for MC which can pos-
sibly prevent Desynchro-
nization attack.
Channel Impulse Molecular ~ Communica- FEavesdropping The channel impulse re-
Response-based Physical tion sponse of the physical

Layer Authentication in a
Diffusion-based Molecular
Communication  System

[182]

layer has been exploited to
propose an authentication
scheme for the detection of
transmitting eavesdropper
in the broadcast region.

MC have been proposed in [183]. Blackhole attacks are type
of DoS (Denial of Service) attack in which nanomachines can
be drawn away for target e-g in case of targeted drug delivery
the actuator nodes might not reach the target due to Blackhole
attack.

3) SENTRY ATTACK

Sentry attacks are opposite to Blackhole attacks where legiti-
mate nanomachines are impeded away from the target, due
to a large number of repellent molecules spread around
the target location by malicious nodes. This kind of attack
can be fatal in medical applications where instant lifesaving
action needs to be taken e-g nanorobots that are designated
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to prevent bleeding by repairing veins are attacked by a
sentry to impede from reaching the target. Sentry attack
and its countermeasure using two approaches, Bayes rule,
and simple threshold approach have been proposed in [183].
Giaretta et al. [183] have proposed a blackhole attack and
sentry attack for MC. The authors have described two sce-
narios where (L-BNTs) Legitimate Bio-Nano Things are
repelled from reaching the targeted site in targeted drug
delivery application, thus keeping Bio-Nano Things from per-
forming the normal operation. In the second scenario called
black hole attack, M-BNTs (Malicious Bio-Nano Things)
are attracted to the targeted site which can lead in a deliv-
ery unwanted dosage of medication in the targeted area.
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Next, in the proposal, a countermeasure that enables the
Bio- NanoThings to make decisions and cooperate in order
to overcome blackhole and sentry attacks during target local-
ization is proposed. The mechanisms are based on known
cellular decision processes using Bayes’ rule as well as artifi-
cially designed genetic circuits that evaluate chemical signal
threshold (this will be known as Thresholdbased decision
process), which are both lightweight enabling them to be eas-
ily implementable on resource constrained Bio- NanoThings.
Results show that the proposed countermeasure is effective
against the attack, where L-BNTs successfully move towards
the target.

4) SPOOFED, ALTERED, REPLAY MESSAGE ATTACK

This attack can be launched by malicious nodes by spoofing
legitimate nodes identities to become trustable and enter the
network. Furthermore, the malicious nodes then send fake
messages in the network and alter the data. In the case of
nanonetworks, consider an exemplary communication sce-
nario where a legitimate node ‘Alice’ is transmitting mes-
sages to receiver ‘Bob’. Attack can be launched by an intruder
“Eave’” impersonates to be Alice and tries to control Bob by
sending malicious commands.

A distance-dependent path loss based authentication
scheme for nanonetworks using the terahertz band has been
proposed in [184] for spoofing attacks. Rahman ef al. [184]
have proposed an authentication scheme for terahertz band
EMbased nanonetworks. This work exploits physical layer
attribute i.e., distance-dependent path loss for authentication
at nano receiver. Moreover, an algorithmic solution has been
proposed for the authentication scheme. Experimentation ver-
ification of authentication scheme via tera hertz time-domain
spectroscopy setup at QMUL, UK.

B. ATTACK TYPES IN BIO CYBER INTERFACE

To ensure an end-to-end protection of [oBNT applications,
the security of these bio-electronic devices is a prerequi-
site. In order to pursue a preliminary investigation for types
of attacks that are possible in bio-electronic devices, the
attack vectors are explored in related fields like WBAN.
(Wireless Body Area Network) [28], IMD (Implantable Med-
ical Devices) [178] and Wireless sensor networks [187]. This
investigation has helped us to individuate attacks that are
likely to occur in bio-electronic devices. The major objective
of a bio-electronic device in the [oOBNT healthcare application
is to enable two-way communication between intra-body
nanonetworks and healthcare provider. The communication
mode is divided into two categories: inbound and outbound,
making it easier to recognize and categorize attacks. Figure 6
presents possible attack types in case of bio cyber interface.

1) EAVESDROPPING

Eavesdropping is a passive attack that enables the attacker
to covertly gain access to confidential information. The
bio-electronic device might possess critical information like
patient identification information, clinical history, disease
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detail, treatment detail, patient location, and battery status,
etc. This confidential information can be exploited not only
to breach a patient’s privacy, but also to launch other types of
active attacks. Eavesdropping can be realized during the com-
munication of bio-electronic devices with biological nanonet-
works and during communication with the gateway devices.

Countermeasures:Traditional — networking paradigms
employ encryption schemes like RSA and DES, to prevent
against eavesdropping attacks. These encryption schemes
are effective for the prevention of eavesdropping attacks,
but these are computationally expensive and must be
adopted after analyzing the resources of bio-electronic
devices [188]. Lightweight encryption schemes like Elliptic
Curve cryptography has been proven to be effective for
resource-constrained devices [189], also a review on other
lightweight encryption schemes has been presented in [190].

2) REPLAY ATTACK
This type of attack can be launched after a successful eaves-
dropping attempt. The eavesdropped authentication sequence
of the legitimate devices can be replayed to get illegit-
imate access into the communication channel. Moreover,
an attacker can copy previously sent commands from legit-
imate users to replay the message again which in the case of
bio-electronic can have a number of consequences like drug
release multiple times which harm patient’s health, unneces-
sary and repeated queries for patients physiological values to
engage and deplete the resources, etc.

Countermeasures: Authentication schemes, Intrusion
detection, delegate authentication to external devices. (See
Section VI).

3) MAN-IN-THE-MIDDLE (MITM) ATTACK
A MITM attack is projected through illegitimate devices
when they become part of communication between legiti-
mate transmitting devices, and legitimate devices are spoofed
to believe that they are communicating with the authorized
device. In the case of bio-electronic devices, the attacker
must be in the vicinity of the patient to launch the MITM
attack. From the communication perspective, the MITM
attack can be achieved by replaying the legitimate authenti-
cation sequence to get access to the communication channel.
MITM is the type of an active eavesdropping attack where the
attacker not only listens to the communication but also alters
the data and communication sequence.
Countermeasures:Traditionally MITM is prevented using
encryption schemes. A lightweight scheme to prevent
implantable medical devices from MITM attacks has been
proposed that utilize chaotic generators for randomness and a
signature algorithm to prevent third-party interference [191].

4) RESOURCE DEPLETION (RD)

Bio-electronic devices are essentially capable of performing
in-situ [77] operations and for this purpose they contain built-
in processing unit, memory unit, and power unit. However,
these units are only able to perform trivial tasks due to
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FIGURE 6. Types of possible attacks for Bio Cyber Interface.

resource limitation in terms of space, power consumption and
computation complexity, which comes with their minute size.
The attacker can cause resource depletion by sending multiple
authentication messages with the wrong credentials to occupy
the processer. Each authentication request is processed which
exploits the memory to create access logs and drains the
battery. Moreover, bogus communication packets sent by
MITM can utilize and drain the resources. Countermeasures:
Access control mechanisms, Anomaly detection system, user
notification, and use of rechargeable batteries. Moreover,
mitigation from resource depletion attacks can be achieved by
using passive wireless communication media like RF signals
and the use of novel energy preserving techniques like ZPD
(ZeroPower Defence) [192].

5) INJECTION ATTACKS

Injection attack can be performed by the illegitimate
users in three ways, insertion, alteration and replication
[135]. In insertion attack, hacker generates new seemingly
legitimate data packet into the communication channel.
In alteration attack, hacker captures the data packet from
communication link, tamper the values of dosage commands
from the inbound channel and alter the values of bodily
parameters in the outbound channel. In replication attack,
attacker re-sends previously executed commands into the
system. Insecure communication between bio-electronic and
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gateway devices can result in an injection attack. This attack
can have fatal consequences on the patient. For example in
a scenario where a diabetic patient is fully dependent on
wirelessly controlled insulin and glucose monitoring pump
[73], the alteration in dosage values received from health care
provider can result in hazardous consequences like under-
dose can cause hyperglycemia and overdose can result in
hypoglycemia both of which can be fatal [193]. Countermea-
sures: Careful mitigation strategies are needed to be designed
which include authentication protocols [194], access control
mechanisms [178] Intrusion Detection, Input validation, and
Authorization techniques.

6) DEVICE TAMPERING

This attack is majorly launched in the bio-electronic devices
by local attackers, due to low transmission range of
bio-electronic devices. The device can be reprogrammed or
physically replaced to perform the malicious tasks that are
not intended by the device in the first place. This attack
can also be launched by accessing the device remotely by
sending fake firmware update and device upgrade message
that alter the software configuration of the device to per-
form maliciously [195]. This attacker can alter the orig-
inal treatment prescribed by the healthcare provider and
replace it with false treatment which can cause life threat-
ening consequences. Countermeasures: Tamper proofing and
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self destruction, device hardening, and Physically unclonable
Function (PUF).

7) DENIAL OF SERVICE (DOS) ATTACK

Denial of service attack causes disruption and blockage of
information flow between legitimate communicating parties.
An attacker tries to suspend services of the bio-electronic
device to make it unavailable for communication and pro-
cessing. DoS can be launched in the form of any of the
above-mentioned attacks. The DoS attacks such as battery
drainage, sleep deprivation and outage attacks can be per-
formed by hackers after getting access to the devices. As the
power source of these devices is limited and attackers can
send an unlimited number of messages, causing the battery
to drain. In outage attacks the device can be made unavail-
able by stopping it from carrying its essential functions,
behaving abnormally or premature shutdown. These types of
attacks can pose serious consequences for the patients [135].
Moreover, the hacker can intentionally drop the forwarded
packets, making the recipient deprived of requested data.
Countermeasures: Intrusion Detection.

8) MALWARE ATTACKS

Malware attack is another type of network attack that is
common in IoT based applications. Malware attack is used
to remote control a distant device maliciously, steal sensi-
tive information from a device and use it to launch further
malware attacks. A system infected with malware attack may
start running certain programs automatically like sending
messages, re-configuring internal software and turning of
anti virus. In case of IoBNT application an infected bio
cyber interface might start dispensing inappropriate amount
of drugs, thus causing harm to the patient. Some of the
popular malware attacks that are still active in IoT envi-
ronments are Mirai, Echobot, Reaper, Emotet, Gamut and
Nucer [196]. There different types of malware attacks, but
malware attacks specific to [oBNT applications can be bot-
nets, rootkit, ransomware, and keylogger attack.

Botnets: In this type of attack, attacker gains access
to a number interconnected devices by launching malware
and further control them to steal information, launch DDoS
(Destributed Denial of Service) attack to launch unplanned
system downtime and even sell network access to other cyber
criminals.

Ransomeware: The attacker gets hold of the device by
encrypting user’s data and locks the device, thus, restricting
access of the owner to the device. The attacker than demands
for some ransome amount by displaying messages on the
device screen.

Keylogger: It is a malicious piece of code that records
the keystrokes of user to gain access to ID and passwords.
This attack is dangerous than brute force attacks and strong
passwords does not provide protection against this malware.

Rootkit: A malicious piece of code is installed on IoT
device that hides its identity to steal data, reconfigure
the device, or control the system by executing malicious
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commands. This kind of attack is most dangerous as it
bypasses all the security mechanisms and successfully hides
its presence.

Countermeasures: Access control, device hardening and
system monitoring, Antivirus, Intrusion Detection. (See
Section VI).

9) FIRMWARE ATTACKS

Firmware updates are necessary in order to ensure proper
device functioning. The firmware updates can be done
remotely or directly(through usb port). An advertisement
is usually broadcast on the network whenever a new
version of the firmware update is available. Hackers
can send false firmware update requests to the users in
order to access the firmware and program it with mali-
cious code. Fake firmware updates can cause fatal con-
sequences to the patients. Countermeasures: Firmware
Encryption, periodic firmware updates, malicious firmware
detection.

C. SUMMARY ON THE SECURITY OF IOBNT

The protection of IoBNT based systems is crucial as the
consequences of security compromise can be detrimental.
A summarization of existing security proposals for nanonet-
works is presented in Table 6. Apart from the software
attacks mentioned in the above section, there exist some other
attributes can effect the security of IoBNT. The origin from
where the attack has been instantiated can help in providing
some insights into the profile and goals of the attacker. Local
attacks require the attacker to be close to the physical location
of the patient. Local attackers can replace the bio-electronics
device with a maliciously programmed device, can eaves-
drop the communication between bio-electronic devices and
gateway devices to gather information to launch an active
attack remotely. Remote attacks are launched outside the
premises of the bio-electronic devices. These attacks can be
launched by accessing the smartphone of the patient that is
delegated a gateway device, to send malware and reconfig-
uration requests to reprogram the device. In wireless com-
munication, attackers can evade the system in two possible
ways: active and passive. Passive attack is launched by an
attacker silently without revealing their presence in the sys-
tem. A passive attack can violate the privacy of the patient
and can reveal confidential information about the device.
By just intercepting the communication, a passive attacker
can gather information like the patient’s location, diagnosed
disease, type of treatment, etc. This information can be used
to further mount active attacks. Active attacker not only
enables the attacker to read the transmission but also uses this
information to disrupt the communication. The active attacker
can modify the messages in transit, drop the messages so they
do not arrive at the destination, block the communication,
reprogram the device and even induce a shock to the patient
by manipulating the device. As the major application of area
of IoBNT is bio medicine, therefore, breach in security means
life threatening consequences.
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VI. POTENTIAL MITIGATION STRATEGIES

This section discusses the network security methods
employed in typical wireless networks, as well as the
potential for each measure to be applied to the domain of
bio-electronic devices.

A. CRYPTOGRAPHIC MECHANISMS

Cryptographic primitives are efficient security mechanisms
that protect the wireless channel from attacks that cause
device tampering and information disclosure. Moreover,
cryptographic mechanisms enforce access control to ensure
that information is accessible to authorized entities only.
Cryptographic solutions depend upon key management and
distribution. There are three possible ways in which key
distribution can take place i.e., unkeyed, symmetric key
and public-key cryptography. Unkeyed cryptography does
not use any key and is mainly implemented as hash
functions or one-way permutations. This scheme can be
implemented using Message Authentication Codes, pseudo-
random sequences, block ciphers, and identification primi-
tives [178]. In asymmetric key distribution schemes, a secret
key is shared between communicating parties which is used to
generate an authentication token. The authentication token is
used to access the device and to encrypt the communication.
In symmetric cryptography key distribution can take in two
ways; pre key distribution and on-demand key distribution.
In pre key distribution, key is pre-loaded inside the com-
municating entities. Pre key distribution is efficient in the
environments where number of communication parties is less
and fixed. On demand key distribution is suitable for dis-
tributed and scalable environments. In asymmetric or public
cryptography two sets of keys i.e., public and private, need
to be shared among communicating entities. This scheme
depends upon high message exchange for authentication pro-
cedure which makes it expensive in terms of computation
and power consumption. Additionally, ciphers in this scheme
result in complex circuits that demand high computation
resources [197], [198]. Due to these limitations, public-key
cryptography is not feasible for resource-constrained devices.
The feasibility and application of cryptographic schemes for
bio-electronic device security are questionable. The envi-
sioned bio-electronic devices have limited memory and max-
imum of which will be occupied by biomedical functionality.
Inclusion of expensive security primitives is not possible in
the current situation; however additional memory chips can
be integrated into the device for security functionality. This
might also not be recommendable as it will increase the size
of the device [178].

B. DEVICE HARDENING

Device hardening and system monitoring has been pointed
out in [199] to mitigate malware attacks. The device hard-
ening refers to restrict unauthorized access to the device by
blocking unused communication ports and denying access to
unknown IP addresses, blocking reboot from alternate media.
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In security monitoring the event logs of network traffic to and
from bio cyber interface must be continuously monitored to
detect an anomaly at early stages.

C. DELEGATION TO EXTERNAL DEVICES

As discussed above that limited memory of bio-electronic
devices restraint them from executing sophisticated secu-
rity solutions. Some authors in a similar domain of
resource-constrained devices have suggested delegating a
part or all of the security functionality to external devices.
These devices will not be part of the human body but can be
thought of as wearable bracelets, watches or even a smart-
phone that patient carries all the time. Delegation of security
to an external device will allow using expensive encryp-
tion, cryptographic and accessing control mechanisms. These
external devices will work as an authenticating device that
checks the incoming requests before transmitting them to the
bio-electronic device. Some proposals in this direction can be
found for security in IMD like MedMon [177], IMD Cloaker
[200] and RFID Guardian [201]. The idea of using an external
device has some drawbacks as well. The external device can
itself be compromised and impersonated by malicious entities
to communicate with the bio-electronic device. Moreover,
if the device is lost the bio-electronic device will become
unavailable to queries and commands from remote healthcare
providers.

D. INTRUSION DETECTION (ID)

There are two types of intrusion detection schemes;
signature-based intrusion detection and anomaly-based intru-
sion detection. In signature-based ID schemes new data is
confronted with the pre-recorded intrusions dataset and in
case of match countermeasure mechanisms are activated.
Intrusion detection techniques are used as a classical security
solution to thwart DoS attacks. DoS attack can be launched in
bio-electronic devices by depleting the limited resources and
ultimately making the device unavailable. Anomaly detection
in wireless communication is generally performed by eval-
uating observable wireless patterns (time, frequency, loca-
tion, etc.). Hei et. al. [202] have proposed a Support Vector
Machine (SVM) based algorithm to defend against RD and
DoS attacks. The application runs on the patient’s smartphone
and takes five types of input data to carry out detection:
reader action, a time interval of reader action, time of the
day, location, day of the week. The classifier is trained with
regular input patterns. When the new request comes in, SVM
validates the input data and reply accordingly. Access is
granted if the data is valid, access is denied if the credential
is wrong and if a request is repeated frequently with wrong
credentials, the application sends sleep command to IMD and
turns off to external requests. Similar to proposals of IMD
and other resource-constrained devices, intrusion detection
techniques can be implemented for bio-electronic that employ
active jamming techniques to deny access to an adversary.
Research efforts in security are now utilizing Artificial Intel-
ligence (Al) for intrusion detection systems. There are three
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main catagories of Al that can be utilized to detect intru-
sions in a system. Supervised learning category can include
techniques based on SVM and naive bayes classifier, the
second category is the semi supervised learning that includes
techniques such as K-means and K-nearest neighbours and
the third category id deep learning. A review on Al based ID
techniques for software defined wireless sensor networks can
be found in [203]. An intrusion detection system for wireless
nanosensors has been proposed [204] that aims at detecting
malicious nodes and data. This proposal is based on a liter-
ature survey and does not provide satisfactory experimental
results.

E. ACCESS CONTROL

Access control mechanisms enforce rules and policies to
prevent unauthorized access to the devices. Most of the access
control schemes revolve around the concepts of a subject,
object, and rights. A subject is an entity that requests to
access the device, an object is an entity that needs to be
accessed e.g., file, data, image, etc. Rights are the permissible
operations that can be performed by a subjecte.g., read, write,
modify, etc. Access control policies are applied to the sub-
jects after authentication, which provides the identification
of requester and access grant decision is made on the basis of
requestor identity. Two popular access control methods are
ACLs (Access Control Lists) and PKI (Public Key Infras-
tructure) [178]. ACL is based on discretionary access control
that provides a matrix containing subjects, objects they can
access and rights that they possess over the objects. While
PKI is a certificate-based solution, the requester receives
an authentication certificate in each session of connection
establishment with the object. The most popular authentica-
tion schemes in access control are RBAC(Role based Access
Control) and ABAC(Role based Access Control). In RBAC,
access is granted over the object according to the rights of
roles. Where as in ABAC access to an objected is granted after
evaluating attributes of the requester. Another light weight
authentication scheme for IoT environments is ACE (Authen-
tication and Authorization for Constrained Environments)
[205]. Access control mechanisms can be used in parallel
with other encryption or cryptographic measures.

F. COMMUNICATION TECHNOLOGY SPECIFIC SECURITY
Bio cyber interfaces can communicate with gateway devices
using a number of communication technologies such as Blue-
tooth, 4G and other next generation technologies, BLE, and
Wi-Fi, to name a few. Each communication technology poses
security threat to user’s. Therefore, security in communica-
tion technologies must be preserved.

G. HARDWARE BASED SOLUTIONS

To counter the device tampering attack, some hardware based
solution can be implemented [135]. Tamper proofing and
self destruction: Use of tamper proof packages for bio elec-
tronic devices and execution of self destruction mode upon
encountering a physical attack. PUF(Physically Unclonable
Function): PUF is a function in which a noisy fuction is added
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to the IC(Intergrated Circuit) of the device. PUF is unclonable
and tamper-proof. Moreover, PUFs has unique object identi-
fication and authentication which can detect unintentended
changes in the IC.

H. CONSUMER TRAINING

End users i.e., patients, clinicians or care takers must be given
training and demo sessions about the possible risks of this
technology [42]. Moreover, users must be notified if an attack
is detected to take part in defense by turning of the device.

I. SUMMARY OF ATTACK MITIGATION TECHNIQUES
Along with the implementation of countermeasures, below
are listed some of the general security guidelines for a secure
holistic [oBNT eco-system [135].

o JIoBNT is envisioned to use the IoT communication
backbone for communication via internet. The already
established field of IoT provides security solutions for
each layer i.e., link layer, transport layer and network
layer [135]. These security solutions are equally appli-
cation for JoBNT applications.

o Secure boot process for the device is a critical security
requirement as hackers might add a malicious patch
which leads to replacing device’s firmware with mali-
cious one.

o Multi-factor authentication schemes like biometric
information of the patient and strong access control
mechanisms will make the access challenging to the
hackers.

« Creating logs of device activity and access events will
aid in detecting the anomalies both malicious and
unintentional.

« Initiatives for user awareness and risk factors of this
novel technology will definitely aid in a secure [oOBNT
system.

VIl. CHALLENGES AND OPPORTUNITIES
This section provides a detailed discussion on the challenges
and opportunities for [oBNT and its security.

A. CHALLENGES FOR IOBNT

The knowledge of computer scientists is far from being com-
plete in the field of biology, electrochemistry, mechanical
engineering, and physics. The seamless interface between
biological and electrical world is only possible when
researchers form interdisciplinary fieldwork in close inte-
gration. These devices need a collaboration of researchers
for the above-mentioned disciplines to make them a reality.
In this direction, research groups from chemical engineering,
mechanical engineering, biological sciences, and computer
sciences are already working individually.

1) NANO NETWORKS CHALLENGES
The functionality of nanomachines can be heavily affected
by changes in surrounding environmental factors such as pH
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TABLE 7. Attack types, Counter measures and compromised security goals in Bio cyber interface.

Attack Type

Possible Countermeasure

Compromised goal

Eavesdropping

Replay

MITM

Resource Depletion

Device Tempering

DoS

Malware

Firmware attack

Injection Attacks

Access Control Strong cryptographic
schemes

Intrusion detection Delegate authenti-
cation to external devices

Cryptographic primitives

Access control mechanisms Anomaly
detection system User notification Use
rechargeable batteries

Tamper proofing and self destruction
Device Hardening Physically unclon-
able Function (PUF)

Intrusion Detection Analysis of the
physical medium Use of directional an-
tennas

Access control Device hardening and
system monitoring Antivirus Intrusion
Detection

Firmware Encryption Periodic
Firmware updates Malicious Firmware
detection

Intrusion Detection Input Validation
Authorization Techniques

Non-Repudition Confidentiality Autho-
rization

Authentication Confidentiality

Availability Authentication

Availability

All

Intergrity Availability Non-Repudition
Authorization

Confidentiality Integrity Availability
Authentication

All

Integrity Non-Repudiation Authoriza-
tion

levels and temperature etc. An attacker might alter the envi-
ronmental factors with malicious intent to make the commu-
nication ineffective. Moreover, if an attacker gains physical
access to the human body there are some possible attacks that
an attacker can launch to disturb the functionality of nanoma-
chines. For example, attackers might inject reprogrammed
nanomachines to destroy the previous therapeutic nanonet-
work. The physical medium in which the nanonetworks are
deployed poses unique fluidic medium physical attacks that
are specific to the surrounding environment where nanonet-
work is deployed. For example attacks such as:

« Viruses in the human body might compromise the com-
munication between deployed nanomachines.

o Inherent Human Immune System of the patient’s body
may try to destroy the nanomachines by interpreting
them as intruders.

« Data might become unreliable due to signal propagation
and changes in the propagation medium.

Other specific nanonetworking challenges are listed below:

a: TRANSMITTER AND RECIEVER DESIGN
The design of nano transceivers is the preliminary step
towards the realization of fully operational nanonetworks.
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There are two approaches found in theory that can be adopted
for the development of envisioned nano transceivers; biologi-
cal structures enabled by synthetic biology and nanomaterials
based structures. The MC theory still relies on assumptions as
there is no implementation of artificial nano/microsystem to
date, yet the theory is loaded with a plethora of design options
for nano transmitters and receivers, the feasibility of which
could not be validated. There is a clear discrepancy between
theory and practice, further research, in theory, should be
coupled with experimental validation. Particularly, in-vitro
wet labs should be envisioned for healthcare applications that
will be subjected to further clinical trials.

b: ADDRESSING IN NANONETWORK

Another major challenge related to nanonetworks is the nam-
ing and addressing of nanomachines. There are a huge num-
ber of nanomachines in a nano network, addressing each
nanomachine with a unique identity is not feasible. However,
novel addressing schemes such as FCNN (Function Centric
Nano Networking) [206] is an option for dealing with the
addressing issue. Instead of addressing each and every node,
FCNN based approach assigns addresses to functions and
location of the body.

93555



IEEE Access

S. Zafar et al.: Systematic Review of Bio-Cyber Interface Technologies and Security Issues

¢: POWERING NANOMACHINES

The issue of power source is very crucial in nanomachines,
as nanomachines are not connected to an external power
source. Moreover, the battery unit is mass wise the largest
unit which may increase the size of nanomachines which
is undesirable. Therefore, energy scavenging schemes for
drawing energy from inside the body needs to be investigated.

d: SAFETY CHALLENGES

Physical protection of patients is very crucial so that the
attacker might not be able to access the patient’s body
with malicious intent. Physical attacks can be launched via
administering the medicine orally that contains maliciously
programmed nanomachines or injecting malicious nanoma-
chines into the patient’s body. Moreover, the use of THz wave
on the human skin can cause heat and effect the tissue of skin,
therefore a communication and sensing standard should be
maintained.

2) BIO CYBER INTERFACE CHALLENGES

Despite having made tremendous research, wearable bioelec-
tronic devices face challenges in the way of wide accep-
tance and adoption. There are just a few examples of fully
functional, successfully deployed and FDA (Food and Drug
Administration) approved bio-electronic devices found in the
literature. Some proposals are demonstrated through theoret-
ical models, models of some devices are being simulated and
some are under clinical trials. The research in these devices
needs collaborations between university research teams, clin-
ical organizations, community health service providers, small
companies emerging with specific technology offerings, and
large worldwide corporations interested to influence their
existing technologies into new market offerings. This section
provides challenges and their possible solutions towards the
overall challenges in [oBNT domain and its security. Main
goal of bio cyber interface is to accurately read and convert
chemical and biological processes from inside body into elec-
trical signals. For this goal, possible solutions might be found
in chemical, physical and biological sensors which promise
unprecedented sensing abilities. Therefore, for biologically
inspired bio cyber interfaces challenges like ligand-receptor
selection, realistic ICT-based modeling of artificial struc-
tures and, biological circuits complexity must be addressed.
Moreover, these devices are intended to operate directly
in contact with the epidermal biological environment. The
issues of biocompatibility, biodegradability, stretch ability,
and befouling must be taken into account while designing
these devices. When these devices are implanted the body
may perceive it as a foreign agent and biological plaque
starts building up around the sensor device, which causes
degradation of sensor performance. Therefore, bio-inspired
approaches and material must be considered while design-
ing these devices. Enhancing comfort while minimizing the
size of the device will increase the likelihood of device
adoption. Flexible materials based on CNT [207], [208]
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and graphene [209], [210] are constantly being investigated
for the fabrication of these devices. Electronic tattoos are
body-compliant wearable devices that combine an attractive
performance of electrochemical devices with a favorable
substrate-skin elasticity of temporary tattoos and resistance to
mechanical stress. The realization of these electronic tattoos
and their integration with a domain like IoBNT will open
up a plethora of applications in the healthcare domain. The
currently developed electronic tattoos are able to withstand
strain and deformations without deteriorating the device per-
formance. The tattoos are used temporarily as compared
to other counterpart bio-electronic devices; hence leaching
reagents (i.e., detaching from its carrier) is not a critical issue.
However to use these electronic tattoos for long term use
issues like leaching reagents, need for re-calibration, effects
of washing and increased stretch ability for wearers com-
fort must be revisited and addressed. The devices currently
manufactured are tested rigorously to withstand mechanical
deformation caused by external strain. However, in cases of
long term use and extreme physical stress conditions, the
device abilities might be degraded. To counter this deforma-
tion effect, self-healing [211]-[213] devices are being man-
ufactured [214] that utilize healing agents encapsulated in
microcapsules [215]. The healing agents quickly dissolve the
crack in the device by filling it with agents like hexyl acetate.
Summing up, the interface design encompasses expertise
from the different disciplines such as wireless communica-
tion, physics, biology and optogenetics. Moreover, there is
a need to take a step ahead from theoretical research and
computer simulations towards experimental research. Wet
labs are currently not available or ae extremely costly to
perform experimental validation of healthcare applications of
IoBNT.

3) BIG DATA ANALYTICS
Realization of Internet of Bio-Nano Things leads to the inter-
connection of millions of devices from nano to macro scale.
The interconnection of these devices means the generation of
big data in large volume, velocity, and variety [216]. Efficient
monitoring and diagnostic in [oBNT critically depend upon
the quality of collected sensory data and management of
this big data is important to obtain clean data for further
analysis. Currently, bio-electronics are being developed using
divergent technology, equipment, and services. This diversity
of technology yields in data generation of having diverse
formats and transfer protocols. A unified solution is needed
which provides some standard for light data formats and
protocols for better efficiency of real-time health monitoring
applications [217]. Another issue with an increased amount
of data is increased noisy data and erroneous and missing
values. This bad quality of data affects performance analytics
and may lead to incorrect findings. New data validation and
big data analytics algorithms are the need of time to improve
the quality of raw data.

Data aggregation of intra-body nanosensors and data col-
lected from subsequent smart hops is also an issue. New rules
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TABLE 8. Summarization of challenges in Internet of bio nano things.

Area of Concentration

Brief Description

Research Initiatives

Nano Network Challanges

Bio Cyber Interface Chal-
langes

Big Data Analytics

-Transmitter and Receiver Design
-Addressing in nanonetwork
-Powering Nanomachines

-Safety Challenges

-Need to accurately read and convert
chemical and biological processes into
chemical signals.

-Interdisciplinary research
-Experimental validation.

-Bio compatible design

-Unavailability of realistic data for fea-
ture selection in ML algorithms.
-Data produced is in diverse formats

-Stochastic simulations and
experiments to validate the
performance.

-Realistic ICT-based modeling of
artificial structures.

-Function Centric Nano Network-

ing(FCNN) based approach assigns
addresses to functions and location of
the body.

-Exploration of potential materials and
mechanisms for interfacing between
nano,micro and macro communications
Needs collaborations between univer-
sity research teams(Wireless commu-
nication, physics, biotechnology disci-
plines), clinical organizations, commu-
nity health service providers.

-Wet lab experiments

Use of biological materials to pre-
vent biofouling and formation of plaque
around the device surface.

-Use of deep learning techniques to au-
tomate feature selection
-A unified solution is needed which pro-

and transfer protocols

Security in IToBNT

safety

-Compromise of devices and data
-Compromise of patient privacy and

vides some standard for light data for-
mats and protocols for better efficiency
of real-time health monitoring applica-
tions

-Design and validation procedures that
address Confidentiality, Integrity, and
Availability.

-Access control methods to limit unau-
thorized access. -newline -Development
of novel security frameworks for re-
source constraint devices.

of data aggregation are also needed to be developed to
ensure smooth processing, sharing, and analysis of data.
Early detection and prevention of disease can only be
achieved when intelligent knowledge extraction techniques
are applied to collected sensory big data. For real-time mon-
itoring, bio-electronic devices must provide high data rates,
which require powerful data storage and processing abil-
ity. Keeping in mind the small size of these devices, the
above-mentioned capabilities cannot be implemented in these
devices. Therefore researchers are exploring cloud-enabled
integration [218], [219] with these devices to store and pro-
cess raw sensory data in cloud platforms.
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B. CHALLENGES IN SECURITY OF IOBNT

The leverage to connect and control the human body through
the internet not only opens up exciting IoBNT applications
but also open up gateways for hackers to use the same with
malicious intent. This event will pose a serious security threat
to the patients termed as “Bio cyber terrorism™ in [25]. Secu-
rity is, therefore, the most important and critical challenge for
the implementation and adoption of bio-electronic devices.
Data generated by these devices is highly confidential as it
reveals the most sensitive information of the patient. Hackers
and adversaries can launch a number of attacks by misus-
ing this data which can lead to fatal consequences. Data
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tampering and alteration by the middle man (hacker) can lead
to incorrect physiological values, which in turn results in an
erroneous analysis of the patient’s condition and flawed pre-
scriptions from healthcare provider. The overall communica-
tion route from device to healthcare provider needs protection
from security breaches down the way. Solutions to security
issues of IoBNT cannot be found in existing mechanisms of
traditional wireless networking. As the networking domain
of IoBNT is itself novel and has diverse system require-
ments. The security mechanisms and access control [220]
methods for oBNT must be lightweight and compatible with
resource-constrained [221] IoBNT devices and nanonetwork.

1) CRYPTOGRAPHIC PRIMITIVES

As IoBNT deals with sensitive physiological parame-
ters of patients, strong cryptographic mechanisms must
be implemented to ensure user privacy. Considering the
resource-constrained environment of JoBNT, symmetric and
asymmetric cryptographic systems are computationally very
expensive. The selection of a feasible cryptographic system
for IoBNT depends upon the following characteristics of
cryptosystems; Energy, memory and execution time. A novel
field of bio-chemical cryptography has been proposed by
Dressler and Kargl [222] which seems promising for nanonet-
works. Biochemical cryptography techniques proposed so
far use DNA molecules for encryption. There a number
of proposals using DNA cryptography as an encryption
scheme [223]-[230].

2) AUTHENTICATION

Authentication and access control schemes might not be
possible for intra body nanonetworks. However, the source
of data and messages communicated to the gateway devices
must be authenticated before forwarding to intra body
nanonetworks.

Nano communication mediums i.e., MC, nanoelectro-
magnetic communication, and nano-acoustic communication
should be considered separately when designing authen-
tication schemes. An authentication scheme for nano-
electromagnetic communication has been proposed [184]
recently which exploits distance-dependent path loss as a
device fingerprint to discriminate the data sent by legitimate
transmitter and intruder. In the case of MC, this authentication
scheme might not be feasible due to underlying communica-
tion differences. For MC the emerging field of biochemical
cryptography [222] i.e., the use of biological molecules such
as DNA and Ribonucleic Acid (RNA) as a source of encryp-
tion might be explored to solve authentication problems of
molecular communications at nano-scale. However, it comes
with entirely new challenges for the researchers and col-
laboration of biologists, computer scientists and biochemists
might be required for investigation innovative ways [28].

3) ENCRYPTION
Key management is still a major challenge in nanonetworks
whether it be pre-distribution before network deployment
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TABLE 9. Summary of notations.

Abbr. Full Form

AIS Artificial Immune System

ATP Adenosine Triphosphate

BAN Body Area Network

BFC Biofuel Cell

BRET Bioluminescence Resonance Energy
Transfer

CHD Coronary Heart Disease

CNT Carbon Nano Tubes

CPS Cyber Physical System

DbMC Diffusion Based Molecular Communica-
tion

DES Drug Eluting Stents

DNA Deoxyribonucleic Acid

DoS Denial of Service

ECC Elliptic Curve Cryptography

EM Electromagnetic Communication

FES Functional Electric Stimulations

FET Field Effect Transistor

FRET Fluorescence Resonance Energy Trans-
fer

HIS Human Immune System

1C Integrated Circuit

ICT Information and Communication Tech-
nology

IMD Implantable Medical Device

ToBNT Internet of Bio Nano Things

ToMt Internet of Medical Things

ToNT Internet of Nano Things

IoT Internet of Things

L Luciferin

LU Luciferase

MICS Medical Implant Communications Ser-
vice

MITM Man-In-The-Middle

MC Molecular Communication

NFC Near-Field-Communication

OSI Open Systems Interconnection

PDA Personal Digital Assistant

RFID Radio-frequency IDentification

Rx Reciever

SIR Susceptible, Infected,Recovered

SPR Surface Plasmon Resonance

SVM Support Vector Machine

TCP/IP Transmission Control Proto-
col/Internet Protocol

TDD Targeted Drug Delivery

THz Tera Hertz

Tx Transmitter

WBAN Wireless Body Area Network

WCS Wireless Chemical Sensor

or pro-active distribution before data transmission. Both
the schemes have their drawbacks at the nano-scale,
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pre-distribution is not feasible as storing a large number of
pairwise keys is not possible considering the limited stor-
age capacity of nano-devices. Pro-active or on demand key
distribution needs online access to the devices, which are
not feasible in-vivo nanonetwork applications where online
access to nanonetwork is limited.

Some researchers have proposed ECC (Elliptic Curve
Cryptography) [231]-[233] for resource-constrained devices,
but in real-time ECC based primitives are still expensive in
terms of time complexity. Moreover, quantum based cryp-
tographic algorithms in resource constrained devices have
proven to efficient [234]. In nanocommunication networks,
the use of public-key cryptography is not very realistic
due to the very high resource limitations, however bio-
chemical cryptography [222] or DNA cryptography [227]
might be potentially suitable cryptography mechanisms at the
nano-scale.

Bio-inspired algorithms are now being adopted for com-
puting and networking problems, which work on the prin-
ciple of nature-inspired solutions [235], [236]. Bio-inspired
computing is a research field that finds principles of
problem-solving in nature and maps them into algorithms for
computing domain. A subclass of this domain is bio-inspired
algorithms for security, which provides algorithms involving
techniques adopted by nature to defend against intruders
[237], [238]. The most popular natural defense system is
the human immune system, which fights against intruders
and external viruses to prevent them from entering the body.
In this direction, some proposals have been presented to
improve cyber security in the field of wireless sensor net-
works. Bio-inspired algorithms such as Artificial Immune
System (AIS) [239], Genetic mutation [240] and Ant Colony
Optimization (ACO) [241] are utilized to mitigate against
certain cyber-attacks.

The bio-inspired algorithms are a promising novel security
approach that is scalable and robust and provides plenty of
algorithms that can be adopted to mitigate against attacks in
IoBNT. One of the goals for future work is to use bio-inspired
algorithms to provide security solutions for [oBNT.

VIil. CONCLUSION

IoBNT is an emerging research domain that holds significant
promises in various healthcare applications. These applica-
tions range from early symptom detection to remote diagnosis
to treatments of patients (e.g., via targeted drug delivery),
and so on. The design and integration of device components
are dependent on individual [oBNT deployment requirements
and settings (e.g., in sensing applications, relevant sensors
must be integrated to sense individual biochemical substances
like pH, sodium, and calcium). However, there are a num-
ber of challenges such as those identified and discussed
in this paper and the challenges moving forward are inter-
disciplinary (e.g., physics, chemical engineering, biology,
mechanical engineering, and computer science). In addi-
tion to these challenges, this research highlights prospective

VOLUME 9, 2021

research avenues for future researchers as well as JoBNT
hardware and software designers and engineers.

The field of security in to IoBNT technologies is not
yet mature, generating opportunities for attackers, even
non-sophisticated attacks can have a significant impact on
both IoBNT technologies and users’ safety. There is a current
opportunity for standardization initiatives to unify IoBNT
in terms of information security. The well established fields
like IoT, WBANSs and IMDs have been helpful in identifying
attack types in IoBNT. Apart from software and hardware
security mechanisms, there is a need for user’s training and
awareness for wide adoption of these novel technologies.
One of the future plans is to build and implement systems
that can detect and mitigate security attacks affecting the
theragnostics process in real time.
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