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ABSTRACT Trust is the main barrier preventing widespread data sharing. The lack of transparent infras-
tructures for implementing data trust prevents many data owners from sharing their data and concerns data
users regarding the quality of the shared data. Data trust is a paradigm that facilitates data sharing by forcing
data users to be transparent about the process of sharing and reusing data. Blockchain technology proposes
a distributed and transparent administration by employing multiple parties to maintain consensus on an
immutable ledger. This paper presents an end-to-end framework for data trust to enhance trustworthy data
sharing utilizing blockchain technology. The framework promotes data quality by assessing input data sets,
effectively manages access control, and presents data provenance and activity monitoring. We introduce
an assessment model that includes reputation, endorsement, and confidence factors to evaluate data quality.
We also suggest an adaptive solution to determine the number of transaction validators based on the computed
trust value. The proposed data trust framework addresses both data owners’ and data users’ concerns by
ensuring the trustworthiness and quality of the data at origin and ethical and secure usage of the data at the
end. A comprehensive experimental study indicates the presented system effectively handles a large number
of transactions with low latency.

INDEX TERMS Blockchain, data trust, data sharing, distributed, access control.

I. INTRODUCTION
Data sharing has become a big concern regarding privacy
and confidential issues, abusing data, and legal and ethical
violations. The lack of a transparent and trustworthy frame-
work for data trust hinders many data owners from sharing
their data, which could be vital for many research purposes.
Data sharing is not merely a big concern for data owners, but
also data users are concerned about the trustworthiness and
reliability of the provided data at the origin. Hence, trust is a
two-way problem for both data owners and data users.

Data trust is a fairly new concept that aims to facilitate
data sharing by forcing data users to be transparent about the
process of sharing and reusing data. Data trust entails legal,
ethical, governance and organizational structure as well as
technical requirements for enabling data sharing. Previous
studies have suggested the potential of web observatory [1]
and institutional repositories [2] for implementing data trust.

Blockchain technology has salient potential to effectively
present the essential properties for creating a practical data
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trust framework by transforming current auditing practices
and automatic enforcement of smart contracts logic, without
relying on intermediaries to establish trust.

Many other studies have investigated blockchain potential
for data sharing, establishing trust and access control. How-
ever, those are mostly scattered studies that have focused on a
particular step or specific aspect in data sharing or have taken
one side of the parties in data sharing by addressing only data
owners’ concerns.

Blockchain can be used as a data trust interface between
data controllers and data users. The distributed, secure and
reliable nature of the blockchain can reinforce the trustwor-
thiness of the data trust framework.

O’Hara [1] introduces eight properties that should be
considered for data trust architecture, including (1) discovery,
(2) provenance, (3) access controls, (4) access, (5) identity
management, (6) auditing of use, (7) accountability,
(8) impact. Some of these properties, such as prove-
nance, auditing of use, and accountability, already exist
in the blockchain. Because blockchain provides a secure,
immutable record of transactions, and all blocks are linked
together through their hash values. Some other properties,
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such as discovery, access control, access, and impact,
could be implemented through smart contracts and be exe-
cuted on permissioned blockchain. Identity management
can be addressed by membership service in permissioned
blockchains. Ultimately, accountability can reach because
multiple peers validate transactions through consensus mech-
anisms, and the immutable ledger is maintained precisely
through cryptographic methods. Besides, every peer has a
copy of the ledger, and the network can easily recognize
any inconsistency. Figure 1 illustrates how each element in
a permissioned blockchain can be mapped to the required
properties for data trust architecture stated by [1].

FIGURE 1. Blockchain as an infrastructure for data trust.

In this study, we propose an end-to-end framework for data
trust based on blockchain, which ensures the trustworthiness
and quality of the data at origin for data users and ethical and
secure usage of data for data owners. First, we introduce a
trust model to assess input data sets’ trustworthiness using
three parameters: data owner endorsement and reputation,
data asset endorsement and data owner confidence level in
the provided data set. All these parameters are recorded on the
ledger, and they will be updated with every new transaction.
We also apply adaptive transaction validation using Hyper-
ledger Fabric state-based endorsement based on datasets trust
value. Finally, we conduct a comprehensive performance
analysis to demonstrate our system’s efficacy in handling
large sets of transactions and scaling across multiple organi-
zations. We state that our system presents all the properties
required for data trust. At the same time, it benefits from
transparency, immutability, security offered by blockchain
technology, and smart contracts’ automation capabilities [3].

The rest of the paper is structured as follows. Section II
introduces the concept of data trust, followed by a
blockchain-based data trust framework. Section III discusses
related studies. The architecture of the proposed framework is
outlined in section IV. In section V, we present a trust model
to formulate the trust value for the input data sets. Sharing
data and access management are presented in section VI. VII
presents the experimental results and evaluation of the sys-
tem. In section VIII, we evaluate our system based on
O’Hara’s [1] data trust properties. And, Section X concludes
the paper.

II. DATA TRUST CONCEPT
Trust is a multidisciplinary and multifaceted concept that has
been defined in various disciplines, such as sociology, eco-
nomics, psychology, computation, information and computer
science, to model different types of relationships. Trust’s
definition can be challenging since it embraces the facets
of ethics, emotions, values, and various disciplines. Funda-
mentally, trust is a relationship between trustor and trustee
in which the trustor relies on the trustee based on a given
criterion. Cho et al. [4] summarize the trust definition after
studying trust across multiple disciplines. They define trust
as the inclination of the trustor to accept a subjective belief
that a trustee will exhibit responsible behaviour to maximize
the trustor’s interest under uncertainty of a particular situation
based on the cognitive assessment of previous experience
with the trustee.

Typically, digital trust is considered a computational value
established from a relationship between trustor and trustee,
and measured by trust parameters and evaluated by a defined
mechanism [5].

Since the development of big data and data science, many
technologies have advanced rapidly. However, the processes
of collaborative data sharing, reusing data, and data privacy
protection are still facing serious problems, such as privacy
and confidential issues, abusing data, illegal reusing of data,
and legal and ethical violations. Data trust is a mechanism to
address these problems by providing a structured and solid
framework for data stewardship and facilitating the process
of access to data.

Themain idea is that we have a well-structured, transparent
and trustable framework for data stewardship. Sharing data
might compromise data subjects’ interests at risk by exposing
their personal information. Still, it could lead to loss and fine
for the organization and consequently reputational damage.
Therefore, it is expected to mitigate some of the perceived
risks of data sharing with data trust. Moreover, the framework
must be designed to respond to both data owners’ and data
subjects’ concerns by providing ethical principles underlined
in the data trust framework and ensuring the data users regard-
ing the data’s trustworthiness and quality. Data owner refers
to an individual or an organization that owns and controls
the data. Data subjects are individuals that the data is related
directly or indirectly to their personal information. Data users
or data consumers are individuals or organizations that use the
data for data scientists and analyzing purposes.

Although data trust could be a law arrangement or con-
tractual agreement, it is possible to be programmed into the
architecture that satisfies specified requirements. It is essen-
tial to understand the interaction between different actors
and components and establish mutual trust. O’Hara proposes
eight essential properties that underlie data trust architec-
ture [1], (1) discovery, (2) provenance, (3) access controls,
(4) access, (5) identity management, (6) auditing of use,
(7) accountability, (8) impact. He proposed the Web
Observatory as a candidate technology to carry out the
required operation of a data trust.
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FIGURE 2. Data Trust Portal (DTP) Architecture by O’Hara [1].

• Discovery refers to the process of discovering the quality
and properties of data by data users in the first place.

• Provenance refers to the ability of data users to access
the historical record and metadata about the data.

• Access control refers to the ability of data owners to
control and manage access permissions toward their
data.

• Access refers to the mechanism that provides access for
data users.

• Identity management refers to the ability of data owners
to identify and authenticate data users.

• Auditing of use refers to providing a transparent history
of data usage.

• Accountability refers to achieving accountability by
access control and auditing of use.

• Impact refers to assessing the value, usage and misuse
of data through recorded information in the data trust.

Figure 2 illustrates O’Hara’s architecture for data trust
called Data Trust Portal(DTP) for sketching out the above
features inspired by web observatory infrastructure. The data
does not store in DTP, data owners hold the data, and they
are responsible for their data protection and the implemented
interface method to provide access. DTP is a platform for
implementing secure discovery and sharing protocol using
metadata about data properties and provenances.

Alsaad et al. [2] also introduced institutional repositories,
which is both a mature platform and open framework, as an
alternative technology for data trust infrastructure.

Stalla-Bourdillon et al. [6] presents a workflow that
addresses data protection by design approach to achieve
effective data usage, sharing, and reusing. The authors
emphasize that such a design requires well-defined data gov-
ernance roles and processes. They represent data trust through
three core layers as represented in figure 3: (1) the data layer
(2) the access layer (3) the process layer.

FIGURE 3. The workflow of data protection by design approach [6].

In the data layer, interested parties sketch out the step of
creating data pools by making sure that everyone is aware of
the legal requirements for data protection by design, spec-
ifying the authorized individuals to decide and act on the
pooled data, and preparing data for sharing by applying
technical procedures to remove personal identifiers, such as
de-identification and anonymization [7].

In the access layer, the data becomes discoverable for
eligible parties by specifying standardized access through
centralized or peer-to-peer technical solutions, which are
complemented by monitoring and auditing processes.

In the process layer, the pooled data are approved for
re-usage via the data trust. This layer controls data usage
through standardized risk assessments and ensures that data
are tailored to queries.

III. RELATED WORKS
Various studies have investigated blockchain’s potential for
trusted data sharing. Some studies have considered incentive
mechanisms to encourage data owners to share their data
without losing control and ownership. Data’s quality and
trustworthiness have been assessed through multiple trust
models such as reputation-based models, smart contract veri-
fication, and algorithmic solutions. Table 1 outlines the sum-
mary of incentive-based and quality control for data steward-
ship using blockchain technology.

Shala et al. [22] introduced an incentive mechanism to
motivate low trusted peers in the IoT network to increase their
trust score. The incentivization system uses control loops
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TABLE 1. Blockchain based data sharing and quality control studies.

that contain a target trust score. For the service providers
with low trust scores, a package of incentives, such as dis-
counts for other services, will be sent to encourage them to
offer a better service in exchange for the promised bene-
fits. In [12], authors presented an incentive-based model to
encourage medical data owners to share their high-quality
data (real and practical) and earn revenues, as well as miners
who get benefit by participation and validating transactions.
Wang et al. [19] introduced a privacy-preserving incentive
mechanism to achieve high-quality contribution in crowd-
sensing. The trust model motivates participants to share their
high-quality sensing data and profit in the form of Bitcoin or
Monero cryptocurrencies. Miners verify the quality of data
and earn revenue as well. Zavolokina et al. [20] provided a
financial incentive for participating in the network and pro-
vides high-quality data for car dossiers. The system expects
to fix errors by punishing harmful behaviour. They employ
smart contracts for automatically calculating and enforcing
incentives. Shrestha and Vassileva [9] utilized blockchain
and smart contracts to encourage data owners to share their
research data without losing control and ownership of it. The
system incentivizes the participants by providing access to
aggregate, anonymized data to involve them as miners in the
network.

In [25], a subjective logic model has been used to
assess nodes’ reputation to ensure high-quality data shar-
ing in the vehicular network. Dedeoglu et al. [21] pre-
sented a trust model to assess the quality of data observed
by sensor nodes in the IoT network. The model consists
of three elements: evidence from other neighbour sensor
nodes’ observations, the data source’s confidence, and its
reputation. They also employ blockchain to control the

quality of shared data by detecting inaccurate or suspi-
cious data captured by IoT devices or mobile crowdsensing.
Choudhury et al. [30] ensured data quality while maintaining
data privacy. Regulatory agencies assess the quality of data
as network participants. Data privacy is ensured by creating
activity-specific private channels. An et al. [18] presented a
lightweight consensus mechanism called delegated proof of
reputation (DPoR) to solve the heavy computation problem
appropriate for data quality control in crowdsensing nodes.
Huang et al. [17] ensured the quality of collected data from
sensor nodes in the crowdsensing network through verifi-
cation rules embedded in smart contracts. Su et al. [13]
designed a two-tier reinforcement learning (RL)-based
incentive algorithm to improve high-quality data sharing.
Casado-Vara et al. [14] also presented a cooperative algo-
rithm based on game theory in the edge computing layer to
promote data quality and false data detection.

IV. SYSTEM ARCHITECTURE
As we discussed earlier, our proposed system aims to estab-
lish a data trust framework beneficial for both data owners
and data users. To tackle this goal, we present two main
components in our system architecture. 1) a trust model to
examine the quality of input data sets and 2) a secure and
traceable access control management. Figure 4 presents our
data trust framework architecture.

We model trust for the input data sets. For any initial
data set, our system calculates its trust value through a
blockchain-based application. This value is used to ensure
only trusted data sets are confirmed, and the system only
records trusted data assets on the ledger. Section V explains
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FIGURE 4. End to end data trust architecture with adaptive validation.

which parameters are involved and how the trust value is
calculated.

The data sets with lower trust values are considered suspi-
cious, and they are required to be validated by more verifiers.
This adaptive selection of the number of verifiers provides an
acceptable trade-off between the system’s data assets quality
and its performance and resource consumption. In order to
prevent a data breach by data investigators, they would have
access to a small chunk of data. The accuracy and quality of
the data are examined through that small chunk.

Once the data sets information is recorded as data assets
on the ledger, the data users interested in accessing a data
set can prepare a request to access the data set. The data
owner will receive the requests directly, and they will decide
to give access to their data sets under which terms and
conditions. Using blockchain and exploiting smart contracts,
all transactions are automatically enforced, and there are no
third parties involved. The access control policies could be
served through a smart contract, created and stored on the
blockchain directly by the resource owner. Moreover, the data
owners can transparently query the immutable and permanent
storage of blockchain and trace those who had access to
their data set previously and currently have access to the
history of access requests despite the data owners’ response
type. Section VI describes the details of implemented smart
contracts for access control and consent management.

V. TRUST MODEL
In this section, we discuss how we calculate the trust value
for the input data sets. Later, this value will be available for
the data users interested in a particular data set. Moreover,
the system adaptively includes this value to define the number
of verifiers for confirming the data set. The higher trust value
requires fewer verifiers; therefore, the data set will be verified
faster.

A. TERMINOLOGY
We call data sets data assets as they are assets that we use
in our distributed data trust framework to manage them and
control access to them. Every data asset has an owner (data
owner) that has full control over the data. Every data asset has
a unique identifier (key).

Data owners are the one who provides the data asset. The
data owner has full control to decide who will have access
to the data, for what purpose and the access permission level
and conditions. The system provides a transparent history of
all granting and revoking access permissions executed by the
data owner.

The data sets provided by data owners may or may not
include personal data. In any case, they require a precise
procedure to share data sets. Sharing data sets that include
personal data requires additional mechanisms to protect data
subjects by preparing the data set in a way that does not
contain individually identifiable information anymore. The
pre-requisite steps must be provided to ensure sufficient pri-
vacy safeguards to protect data subjects’ personal informa-
tion. These mechanisms could include de-identification or
anonymization. De-identification refers to erasing or replac-
ing personal identifiers to make it difficult to re-establish a
link between the individual and their personal information.
Anonymization refers to the permanent removal of the link
between the individual and their personal data to the degree
that it would be practically impossible to re-establish the
link [32]. This part is out of our study’s scope, and we assume
that the provided data sets have passed de-identification or
anonymization steps.

Data users are potential users interested in data sets, such
as data analysts, data miners, or data scientists, to extract
knowledge, insights, and meaningful or profitable patterns
from the data set. They use our data trust framework to
discover and request access to their intended data sets.
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They also require trust in the quality of the provided data
set.

B. INPUT DATA SETS TRUST ASSESSMENT MODEL
In the represented data trust framework, we use a trust factor
to examine the level of trust in the input data sets. This trust
factor is considered to determine the number of verifiers to
examine the data set’s quality before confirming the data set
and record it as a valid data asset in the ledger.

In our adaptive trust model, we model trust for the data
asset with the key of i as:

Trusti = f (reputationuj, endorsmentuj, λ(confidencei))

λ ∈ [0, 1] (1)

where f is a function with three input parameters, including
data owner’s reputation, reputationuj, data owner’s endorse-
ment, endorsmentuj, and data owner’s confidence for the
provided dataset, confidencei. The λ factor determines the
impact of the selected confidence in the total trust score.
Later, we discuss how the λ coefficient is calculated based on
the received assessments from data users. Figure 5 represents
the trust assessment model for input data sets.

We have implemented three transactions in our smart
contracts for calculating reputation, endorsement, and con-
fidence parameters. The smart contracts read the required
values from the ledger and calculate the specified param-
eter value. Finally, another transaction is implemented to
invoke the three mentioned transactions to obtain reputation,
endorsement, and confidence values and calculate the cur-
rent data set’s trust value. The details of the implementa-
tion of the smart contract and each transaction are presented
in section VII

1) REPUTATION
The data owner’s reputation is calculated considering the
user’s previous successful transactions as well as the mini-
mum and the maximum number of successful transactions for
all users, using the min-max normalization:

reputationuj =

∑n
i=1 Ts − min

∀ u ∈ U

∑l
i=1 Ts

max
∀ u ∈ U

∑h
i=1 Ts − min

∀ u ∈ U

∑l
i=1 Ts

(2)

where
∑n

i=1 Ts is the number of successful transactions
that the user uj have had so far. Also min

∀ u ∈ U

∑l
i=1 Ts and

max
∀ u ∈ U

∑h
i=1 Ts are respectively the minimum and maximum

number of successful transactions for all users in the frame-
work.

More successful transactions, which means more submit-
ted valid data assets by the data owner, increases the data
owner’s reputation. Multiple validators examine every input
data asset; the number of these validators will be defined
based on the trust factor. Because the new users do not
have any history of valid data assets, their reputation score

FIGURE 5. Trust assessment of input data sets.

is relatively low. As they interact more honestly, they gain
more reputation. Subsequently, their following transactions
will require fewer validators, and their transactions will get
validated faster.

2) ENDORSEMENT
Data owners can receive two types of endorsements. The first
type can be received from any user in the system who knows
the data owner; for example, they could have worked together
previously. The second type of endorsement can be received
from the data users who have previously studied a data set
provided by the current data owner. The data owner could
receive an endorsement based on the data user’s experience
if the data user approved the provided data set’s high quality.
The second type of endorsement has a more substantial influ-
ence on the data owner’s total endorsement score, defined
by the α factor. Endorsement value for the data owner j is
calculated as:

endorsmentuj = 1− e−(
∑
endorsuj+α

∑
endorsduj ) / β (3)

where
∑
endorsuj is the total endorsements that the user

uj has received from other ordinary users, and
∑
endorsduj

is the number of endorsements, the submitted data asset
has received in the framework. Also, β is a factor that
defines the speed of reaching the highest possible endorse-
ment value, which is one here. α is a positive weight deter-
mining the importance of data asset endorsement versus user
endorsement.

Figure 6 illustrates the effects of alpha and beta on the
user total endorsement value assuming

∑
endorsuj is 50 and∑

endorsduj is 30.

3) CONFIDENCE
For any initial data set, the data owner enters a confidence
value between 0 to 1 (considencei ∈ (0, 1]) to express its
confidence in the provided data set. This value will only be
considered in the data asset’s total trustworthiness if there is
a history of previously entered data sets by the current data
owner that was studied by a data user.
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FIGURE 6. The effect of alpha and beta on the data owner’s
endorsement.

For the new data owners that the system does not have any
assessment of their previous confidence value, the initial λ is
zero. It means their confidence will not be considered to cal-
culate the trustworthiness of the provided data set. However,
this confidence value will be recorded in the system. Later,
once a data user rates the data set’s quality, the difference
between the data owner’s provided confidence and the data
user’s rate will be calculated as 1. The proposed calculation
of the λ value is given as:

1 = DataSetRating−DataOwnerConfidence

λnew =

{
1 ≥ 0 min(1, λold + φ(1−1))
1 < 0 max(0, λold + φ1)

λ ∈ [0, 1]

φ > 0 (4)

where φ is a factor that determines the speed of reaching the
maximum of λ, which is one. Adaptively, as the data owners
provide more accurate predictions about the quality of their
data set through their entered confidence value, their input
confidence value will later have more effect on the total trust
value of the new data set.

VI. ACCESS MANAGEMENT AND SHARING DATA ASSETS
As discussed previously, our end-to-end data trust framework
addresses both data owners’ and data users’ concerns. In the
previous section, we explained how our data trust model
calculates the trustworthiness of input data sets and how it
adjusts data owners’ confidence in their provided data sets.
This section describes how we can implement a secure and
trustable access management system using distributed ledger
technology. We demonstrate how to design smart contracts to
meet the requirements of the data trust framework.

Blockchain’s features, such as transparency, auditability
and trust distribution, along with leveraging smart contracts,
make it possible to achieve secure and fine-grained access
control [33], thereby promoting the data-trust framework.

This section introduces our access control and consent man-
agement components for the presented data trust framework.

Once the data is approved, the data set could be recorded
on a secure cloud storage service provided by the data trust
implementing party or stay at the owners’ side. In the second
case, the owner party is responsible for providing access to
the data set, but still, they adopt the blockchain-based access
control and consent management system. Despite the location
of storing the data sets, for any new data asset added to the
data trust framework, a new record will be recorded on the
ledger, including data asset id, the owner of the data asset
and the hash value of the data asset. Any access permission
requires the data asset owner’s digital signature for approval.

Access permission can be granted to a particular user
or a sub-group of users belonging to one or multiple
organizations.

Three primary smart contracts are responsible for han-
dling access requests, consent management and access prove-
nance. Figure 7 illustrates the smart contracts design and
interactions.

FIGURE 7. Design of smart contracts for access control, consent
management and data provenance.

Access control smart contract receives access requests,
checks default access permissions. Suppose the user has
access to the data set based on the system’s previous rules and
prior consent between the data owner and data user. In that
case, it submits a transaction for recording the access request
and the result of access permission.

If there are no default access rules that match the current
access request, it sends the data owner’s access request. The
data owner investigates the access request and decides to
accept or reject it based on metadata provided by the data
owner. Suppose the response received from the data owner
agrees with the access request. In that case, the transaction
invokes the consent management smart contract to handle the
agreement between the data owner and the data user.

The consent management smart contract is responsible for
sending the owner’s terms and conditions to the data user and
collecting the required signatures. It records the agreement to
be permanently stored on the ledger.
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When new access permission is granted, the list of users
who have access to the data asset will be updated, and the id
of the access requester will be added to the list. When access
permission is revoked, the id of the user will be deleted from
the list of current users who have access to the data. When we
query the ledger and get the list of users who have access to
the data, only the list of users who currently have access will
be returned as the latest state of the ledger. However, when we
use the getHistoryForKey()method, all the history and traces
of access permissions and access revocations will be queried
from the ledger.

Data asset provenance smart contract is implemented
to query all the access requests, permissions, and revokes
toward data assets. All transactions are appended to the
blockchain history, whether valid or invalid. Therefore, all
access requests are recorded on the ledger despite their accep-
tance and rejection outcome. They are valuable resources to
analyze in the future and detect possible threats. If somebody
had tried to compromise the security of the systems, all the
access attempts were recorded on the transactions’ history.
Data owners are able to query the data users who currently
have access to their data assets as well as query the previ-
ous history of access changes. Utilizing smart contracts for
querying data asset provenance makes it possible to generate
customized and flexible queries.

VII. SYSTEM IMPLEMENTATION
In this section, system implementation with regard to
smart contracts design and implementation and adaptive
endorsement.

We have used Hyperledger Fabric version 2.2.0 for imple-
menting the system. Hyperledger Fabric [34] is a well-known
permissioned blockchain with a modular structure, enabling
pluggability and customization. It also supports private com-
munication and private data collections. Organizations can
establish private communication by creating separate chan-
nels. Each organization can participate in separate channels
so that it can develop multiple private communications. Each
channel has a separate ledger, and the communications are
restricted to the organizations within the channel. Moreover,
the ledger can be privatized granularly to include only a
particular set of participants.

A. SMART CONTRACT DESIGN
Figure 8 presents the transactions implemented in smart
contract (chaincode) to assess data trust. As discussed in
section V, reputation, endorsement, and confidence are three
main factors to asset the given data set’s trustworthiness.
Every data asset that is added to the system has multiple
properties as following:
• dataID: a unique identifier for data assets.
• dataOwner: the userID that creates the data asset.
• hash: the hash value of the data asset stored in off-chain
storage.

• owenrConfidence: the owners confidence in the pro-
vided data set. A float value between 0 to 1.

FIGURE 8. Smart contract transactions.

• endorsement: the number of endorsements that the data
set is received. It is initialized to 0.

• rating: the rating value that the data set is received from
the users who studied the data set. It is a float number
between 0 to 1.

• lambda: this is a factor discussed in formula 4, that
indicates the effect of data owner’s confidence which
initialized to 0.

• trust: the trust value that later will be calculated based on
reputation, endorsement and confidence. It is initialized
to null.

Reputation is based on the number of previous successful
transactions that recorded a new data set to the system. This
value will be calculated based on the ratio of the other users’
reputations.

MinMax is a heavy computation transaction that queries
all data assets stored on the ledger by dataOwners properties,
counts the number of data for each owner’s assets, and stores
the minimum and the maximum number of owner’s data
stored on the ledger. Since MinMax is a heavy transaction,
we do not invoke the MinMax transaction to calculate the
users’ reputation. The system can regularly (for example,
every hour) execute the MinMax transaction and update the
MinMax value on the ledger. Reputation transaction instead
just queries the value of MinMax data stored on the ledger.
This leads to significantly improving the performance of
reputation transactions and, eventually, data trust transaction
performance.

The endorsement is calculated based on two items, data
asset endorsements and the owner of the data asset endorse-
ments. Endorse User and Endorse data are two respective
transactions that update data owners’ endorsements and data
assets’ endorsements. Endorsement transaction calculates the
data asset’s endorsement based on querying the data related
to the data asset endorsement and the owner of the data asset
endorsement.

Every user who has studied the data asset can rate the
quality of data by submitting a RateData transaction with a
ratio between 0 to 1. Delta will be calculated based on the
difference between the average ratings that the data asset has
received and the owner’s initial confidence. The new value
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TABLE 2. Workload transactions.

for the lambda will be calculated and updated on the ledger
accordingly. Confidence transaction queries the latest state
for the lambda value for the data owner of the respective data
asset.

Data trust transaction invokes the three transactions, Repu-
tation, Endorsement and Confidence, and returns each item’s
respective values.

B. ADAPTIVE VALIDATION
Endorsement policies determine the smallest set of organi-
zations with respect to their roles required to endorse and
sign a transaction for it to be valid. The running peers
refer to the endorsement policy to decide whether a trans-
action is valid. For example, OR(‘Organization1.member’,
AND(‘Organization2.peer’, ‘Organization3.peer’)) is an
endorsement policy that indicates either a member from
organization1 must sign the transaction or one signature from
a peer of the Organization2 MSP and one signature from a
peer of the Organization3 MSP are required.

Hyperledger Fabric allows flexible endorsement at three
different levels, chaincode level endorsement, collection-level
endorsement and key-level endorsement.1

Chaincode-level endorsements are agreed to by channel
members. It means all transactions implemented in the chain-
code follow the same endorsement policy.

Collection-level endorsement policy sets the endorsement
for a collection of data that are kept private in the channel.

Key-level or stated-based endorsement provides a granu-
lar level, which we can exploit to achieve adaptive valida-
tion based on data owners’ trustworthiness and data assets.
In the key-level endorsement, we can implement a different
endorsement policy for any single data stored on the ledger.
This way, we can set a looser policy that requires fewer
signatures for data assets that are higher trustworthy. We can
set a tighter endorsement policy that requires more verifiers
for less reliable data assets.

VIII. EVALUATION
In this section, we present the result of the performance eval-
uation of the system. For implementing the system, we used

1https://hyperledger-fabric.readthedocs.io/en/release-2.2

FIGURE 9. Send rate, throughput and average latency for CreateData
transaction.

Hyperledger Fabric v2.2.0, and for measuring the system’s
performance, we used Hyperledger Caliper v0.4.2. The sys-
tem setup is based on 32GBmemory and 4vCPU. The default
network setup includes two organizations and two peers.
For the last experiment, a new organization is added to the
network.

We have initialized the ledger with 1000 data assets, ran-
domly belonging to 10 participants, and their confidence
value is a random number between 0.1 to 1. Alpha, beta, phi
values have been assumed to be the same constant number
for all participants. Table 2 describes the transactions that are
invoked during test runs and their actions on the ledger.

Data owners create a new data asset on the ledger by
invoking the CreateData transaction. 9 illustrates average
latency, send rate and throughput for CreateData transaction
in five rounds experiments, in which a different number of
transactions were generated in each round.

Figure 10 shows MinMax transaction average latency,
send rate and throughput. MinMax is a heavy computational
transaction that queries and counts all users’ data assets and
returns the minimum and maximum values. It stores these
values on the ledger, which will be queried later for cal-
culating data owners’ reputations. This transaction can be
regularly invoked to update the value of MinMaX. There-
fore, Reputation transactions and, consequently, DataTrust
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FIGURE 10. Calculate and record the minimum and maximum number of
data assets belong to a single user (MinMax).

transactions do not overload with computing instantaneous
MinMax values.

EndorsData and EndorsUser are two transactions that
update the endorsement values for data assets and data own-
ers. Ratedata also updates a data asset’s rating by adding a
new rating to the data asset rating array. Figures 11 and 12
shows the send rate, throughput and average latency for these
transactions in five rounds experiments with a different num-
ber of transactions.

FIGURE 11. Sendrate and throughput for RateData, EndorsData, and
EndorsUser transactions.

FIGURE 12. Average latency for RateData, EndorsData, and EndorsUser
transactions.

A comparison between send rate and throughput in all
transactions involved in computing data trust are presented
in figures 13 and 14 respectively. This evaluation is also
based on five rounds with a different number of transactions.
Confidence and Endorsement transactions present the highest

FIGURE 13. Send rate for all transaction.

FIGURE 14. Throughput for all transaction.

send rate and throughput values as they query a single data
asset and they calculate the Endorsement and Confidecne
based on data asset properties explained in section VII (own-
erConfidence, endorsement (both data and owner), rating,
and lambda). CreateData transaction comparatively handles a
high send rate (around 100 tps), but its throughput is between
16.4 to 14.2. EndorsData, EndorsUser, and RateData perform
and update action on the ledger, and their send rate and
throughput are around 10 tps. Reputation transaction has the
lowest send rate and throughput, which are about 4.8 tps. Rel-
atively, Reputation is a heavy transaction because it queries
all data assets by filtering the data owner matches the current
data owner.

Figure 16 presents the average latency for DataTrust trans-
action based on time. The left vertical axis indicates the num-
ber of successfully executed transactions during the given
time, presented in the right vertical axis. The average latency
for computing the data trust for 2502 transactions is 0.37 sec-
onds completed in 500 seconds.

We added a new organization and one peer to the network.
We run the experiments on all transactions again. The com-
parison result between the average latency of all transactions
in a network with two organizations and two peers and three
organizations and three peers is presented in figure 17. As it
is illustrated in the graph, adding a new organization does not
affect performance.
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FIGURE 15. Average latency for DataTrust, Reputation, Endorsement and
Confidence transactions.

FIGURE 16. Average latency for DataTrust based on time.

FIGURE 17. Increase the number of organizations.

IX. DISCUSSION
This section outlines how our proposed blockchain-based
data trust framework enforces all the eight major require-
ments for the data trust represented by O’Hara [1]. Our
scheme is shown to be sufficient, practical, and secure for
trustworthy data sharing.

A. DISCOVERY
We have used a permissioned blockchain for implement-
ing the system. Unlike public blockchains, in permissioned

blockchains, only authenticated stakeholders can interact
with the blockchain and access the data recorded on the
ledger. Desirability permissioned blockchains such as Hyper-
ledger Fabric [34] provide a more granular level of access
control for participants, so users joining blockchain can have
various access restrictions to the different components of
blockchain by associating policies.

Authenticated data users are able to discover the avail-
able data assets, the properties of data sets represented as
meta-data through the system interface.

The information related to data assets’ quality is also avail-
able for the data users through the trust value calculated by
our proposed method. The details of each parameter involved
in trust calculation for the represented data owner and data
set are also available for potential data users. Besides, once
the dataset confirms through a transaction validator, they will
add a review to the data set. Potential data users are allowed
to access this review and discover the quality of the data set.

Most importantly, if a data user has previously studied the
data set, the data user review regarding the quality of the
data set is recorded on the ledger and available for future
data users. It is an essential resource as the data users who
studied and analyzed the data could bring the most accurate
perspective on the data’s quality.

B. PROVENANCE
Once the data owners add their data sets as data assets to
the system, they must attach metadata related to the data
provenance, such as the data origin, collection time, and
collectionmethod. This information can help both transaction
verifiers and data users to assess the quality of the data.

Moreover, every time a data set is modified, an associated
transaction is generated to update the data asset properties
on the ledger. It helps to query data provenance and trace
data evolution by identifying actual operations that have been
performed on the data sets.

C. ACCESS CONTROL
Data owners have full control over their data assets. They
are the ones who decide on who gets access to their data,
and by exploiting smart contracts, their access manage-
ment is enforced automatically. Smart contracts also enable
fine-grained access checks to verify the authenticity of sub-
mitted transactions.

As we discussed in detail in section VI, data owners can set
default users who can have access to their data sets or receive
access requests from any data users. They inspect the request
based on the purpose of the data users, and they decide to
deny or accept the request and under which circumstances.

The consent management smart contract records the con-
sent between the data owner and data user on the ledger based
on data owner specified conditions and possible penalties in
case of data user violation.

D. ACCESS
The data sets that include personal data must be de-identified
or anonymized before sharing to ensure that individuals’
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interests are not compromised by providing access to their
information. Besides, Hyperledger Fabric supports private
data and private communication, which could be desirable
for the data owners who do not want to expose the meta-
data associated with their data to all system users. They can
exploit this feature and share their data assets info with their
interested parties. Access to the data provenance can also be
limited through customized policies in the smart contracts
(Chaincode) [35]. For example, data users can send requests
to data owners to access reading the data set provenance.

E. IDENTITY MANAGEMENT
In Hyperledger Fabric as a permissioned blockchain, a digital
identity encapsulated in an X.509 digital certificate must be
issued for every actor and user before interacting with the
blockchain. This identity is essential to determine the correct
permissions over resources and access to information users
have in a blockchain network. A digital identity can include
additional attributes to specify the person or organization
holding that identity. These attributes help data owners to
identify those attempting to get access to their data assets.

F. AUDITING
Auditing is one of the primary purposes of introducing
blockchain to implement a data trust framework. Blockchain
enables us to audit every process and interaction in the sys-
tem. In the context of data sharing, blockchain provides an
immutable audit trail of data modifications, access requests,
access grants and revocations.

Data owners are able to query the history of transactions
regarding access requests and modifications on access per-
missions on their data assets. Data users are also able to audit
data assets origin and history of updates on the data sets.

Furthermore, monitoring the immutable log of data trans-
actions to automatically generate audit trails and record
any data breach attempts facilitates detecting possible
threats [30].

G. ACCOUNTABILITY
Our proposed data trust framework with exploiting
blockchain features increases transparency with respect to
quality, access and usage of data.

Once the data owners accept access requests to their data
sets, data users become accountable for using the data under
their control. The access enforcement point is an off-chain
process that provides access to data sets based on the specified
access limits represented by the data owner. The monitoring
unit is responsible for tracking data users’ actions. Monitor-
ing the immutable log of activities generated by data users
and detecting any violation or misuse can lead to penalty and
recording permanently on the history of the data usage on the
ledger.

H. IMPACT
Identifying value, use, and misuse of data requires invoking
data experts, who can participate as verifier nodes in the

blockchain. The data owners can specify their data value and
access conditions on their data assets, and they can be pro-
grammed into smart contracts. The penalty calculation must
also be included in the consent management smart contract.
The methods of measuring the impact of the data are out of
the scope of this paper.

X. CONCLUSION
Current systems are limited in providing a practical and
transparent approach for data sharing due to the lack of trust
in both parties. In this paper, we introduced an end-to-end
data trust framework using permissioned blockchain. Our
presented framework assesses the quality of input data using
a novel trust model, including the data owner’s reputation,
endorsements and confidence in provided data. Therefore,
the data users ensure that the quality of available data sets
has been adaptively examined and updated. In our repre-
sented framework, data owners also benefit from secure,
transparent, and automatic access management handled by
smart contracts. Data owners have complete control over
their data assets, and they are the only actors in the sys-
tem who can regulate access permissions without relying
on third parties. Data owners can also monitor and trace
access regulations and modifications on their data assets by
exploiting blockchain’s provenance and audibility features.
Furthermore, valuable logs can be extracted from the ledger
to present a transparent view of the system, identify sus-
picious requests, and detect protocol breaches leading to
discovering possible threats. Evaluation results indicate the
system’s effectiveness in handling a large number of trans-
actions for writing, updating, and querying trust parameters
value.

As a future direction, we are looking toward improving the
credibility of our framework by adding incentives to encour-
age honest participation of the users by adding endorse-
ments and ratings. Moreover, identifying invalid assessments
because of inputs from disruptive users is another important
step to enhance the solution.
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