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ABSTRACT The Wireless Sensor Network (WSN) has evolved into a new IoT scheme, and its adoption
has no restrictions at present. Sadly, security has an impact on the network of wireless sensors, and
Denial-of-Service (DOS) categories of attacks are security concerns. This study therefore focuses on the
distributed denial of service (DDOS), especially on DDoS-PSH-ACK (ACK& PUSH ACK Flood) in WSN.
An experimental analysis was developed to predict that many spoofed ACK packets were reoccurring in
order to deflate the target node. In the proposed approach, several experimental scenarios for the DDOS
detection function were established and implemented. The experimental analysis draws traffic flow within
the several transmission sessions involving ‘‘the normal transmission within sensor nodes and cluster head’’,
as well as the ‘‘transmission and retransmission scenarios within the sensor nodes and cluster head’’ at same
time with different signal sizes. The main contribution of the paper is predicting DDoS attack by variability
of transmission behavior with high degree accuracy. It was established that the most ideal delay between
transmissions is 23 milliseconds in order to ensure that the receiving end is not overwhelmed. The result
of the current study highlighted that when transmission session gets overwhelmed, that influence DDOS
success.

INDEX TERMS WSN wireless sensor network, distributed DoS attack, flooding attack.

I. INTRODUCTION
The wireless sensor network is not different from the con-
ventional computer network; however, it is exclusively the
connected sensor network via radio connections without a
central control system [1]. This is typical of distributed com-
munication where a neighborhood node can be felt by every
node in a system. This type of network is implemented in a
different environment, mainly in overhead water monitoring
systems and somany others. They are developed and could be
vulnerable to certain attacks in a coordinated setting. It could
usually be because of the extensive use of the Internet and the
many security problems that arise in various DoS formats.
DDoS is the name given to the categories of DOS attacks
from various locations [2]. It is a major threat to all network
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security problems because it generates enormous amounts
of data traffic to exhaust all target system resources and
inactivate the communication link by stopping the server
from processing legitimate requests for users to conduct
transactions [3]. The DDOS operable computing resources
are mainly the network bandwidth and processing unit of
computers and memory. This is, its capacity tends to be
overpowered the communication channels. Once DDOS is
initiated, a large volume of unwanted traffic data will flood
the target channel into a transmission connection. In some
cases, the attack aims to have a network node injecting a
wide range of unwanted requests with all the transmission
links to the node. For example, attackers can inundate the
requested data to that server by targeting an email server to
overload its computer power by disabling it for any transac-
tion. A DDOS attack with only one attacker and one victim
can usually be detected easily, but a DDOS attack with a
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FIGURE 1. Distributed denial of service in a conventional network by the
left and with the WSN by the right. Note that ‘‘Fig.1’’ involve two scenes.
That is, DDOS scenarios on two different network environment.

large number of attackers that flood the transmission session
normally leads to a great deal of damage for the hosts. Take
Figure 1, for example. The DDOS attack scenarios on the left
hand side are shown in conventional networked computing
systems, and the WSN scenarios are shown in DDOS attacks
on the right. In both cases, the attackers aim to flood the
network, where they can harm whole links and make the
channel inaccessible. That is why such an attack must be
detected and prevented. It is very important to note that
DDOS attack data traffic is not malicious. This is why DDoS
attacks and regular traffic, especially in the WSN, are hard to
distinguish.

DDoS attack is one of the most important threats in WSN
among all security problems. The main research problem that
this research is highlighting lies with DDOS attack initia-
tion on a certain case within WSN environment. Typically,
if the ignition of the DDOS went unnoticed, and if all of
the evidence associated to that are also undetected. Fur-
thermore, the uncertainty of whether the traffic flow within
(1) one-way transmission sessions involving sensor nodes
and cluster head, (2) the transmission and retransmission
scenarios within the sensor nodes and cluster head at same
time with different signal sizes can contribute to DDOS
detection was still not resolved. Despite the use of many
theoretical approach to predicting DDOS, in WSN areas,
there are lack of provision of the variability of the trans-
mission behavior leading to with high degree possibility of
DDOS occurrences.

The existing solution to DDOS on WSN lies with the use
of intrusion detection techniques [4]. Some of the techniques
are based only on unauthorized access detections, while oth-
ers are prevention based, and others deal both with detec-
tion and prevention of security attacks. Many institutions
and trading entities have been using these approaches for
many years to defend themselves from any attack on that
medium.

In a typical implementation of WSN in monitoring system,
like in healthcare applications where wireless sensor for a
patient monitoring are in a network. It is clear that differ-
ent body sensor nodes are used to capture information that
are in a form of signs indicating either blood pressure or
body temperature and any details required for monitoring the
real-time data of the patient and coordinating with Doctors

at anywhere [5]. This re-place the conventional approach
for which Doctors collect patient’s data directly. Even if the
doctors are not there they can still get patient information
from the sensor nodes of the patient via the sensors of the
health service provider. This allows physicians to receive
reports of an emergency in real time via the sensor nodes of a
patient in the network. Physicians can reply and immediately
send medical feedback. Unfortunately, in this event, DDoS
attack can be devastating, that is, if attackers can attack
the WSN system that required an immediate feedback for
health monitoring will lead to a state of being in a life or
dead situation [6]. There are many approach for defensive
mechanism of WSN DDOS attacks. The crucial once lies
with the use of Machine Learning techniques [7]–[12]. It was
also found that supervised learning techniques is the optimal
technique [13], [14]. A large body of research supports the use
of machine learning techniques for DDoS attack detection.
Among them, notable sources rely on the accuracy rate of
DDoS detection [15]–[19].

It’s obvious that to date there are many approaches pro-
vided for detecting DDOS at-tacks in the WSN. Unfortu-
nately, these methods do not categorically establish DDOS
relation to some particular transmission activities like ACK
& PUSH or ACK Flood subject to PUSH-ACK in WSN.
That is why this paper utilized an inherent prediction of
reoccurrences of a large amount of spoofed ACK packets sent
to deflate a target node.

While expanding the scope of the existing methodolo-
gies to include experimentation, this research takes special
care to make sure that the approach is developed under
IEEE 802.15 standard. Hence the objectives of the current
study are: To design and build a network of untethered
driver-less wireless sensors with a programmable GUI con-
troller. To investigate the transmission threshold at which
DDOS could occur. To analyze the transmission sessions
behavior associated DDOS element. That is why ACK &
PUSH ACK Flood on DDoS-PSH-ACK in WSN reoccur-
rences for large amount of spoofed ACK packets sent to
deflate a target node will be evaluated.

II. RELATED WORK
WSN security is crucial, one of the security area that affects
WSN is DDOS as de-scribed in section 1 above. It is obvi-
ous that Intrusion detections systems plays a huge part in
preventing DDOS on a conventional network. But in WSN,
that not been greatly discussed. In some organizations a
hardware intrusion detection system is used as opposed to a
software program that was mainly fairly available for intru-
sion detection. Likewise, it is expectable that the DDOS
solution could be provided for both the software and the
hardware intrusion detection system. This is not actually the
case because Intrusion detection systems for Network-based
are developed with different features as compared to those for
Host-based. In connection with DDOS attacks, which depend
only on a payload and encapsulating header, the intrusion
detection system inspects the packet headers for unnecessary
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attributes. Previous WSN and DDOS research has demon-
strated some huge amounts of important findings in artificial
intelligence detection of DDOS. Crucial to this, was a reports
in Al-Naeem et al. [8], which applies machine learning to
detect DDOS, Meti et al. [9] reveals that ANN and SVM
provide 80% detection accuracy and 100% precision values
for DDOS. Similarly, Tang et al. [10] reveals that com-
bining Naive Bayes, SVM, Decision tree and Deep neural
network generate a huge detection accuracy and precision of
DDoS attack. In the same approach, SVM alienation with
wavelet kernel function have been utilized and it shows a
good performance accuracy [11]. The results of the stud-
ies are based upon the fact that AI techniques generally
improve performance and are reliable for WSN detection
attacks [12].

Barki et al. [13] generalized the groups ofmachine learning
for both supervised and unsupervised learning techniques
as an optimal in which supervised learning techniques was
reveals to perform better than unsupervised learning tech-
niques. Computational efficiency matters in the detection of
DDOS, that is why a lightweight detection technique for
detection of DDoS attack was proposed to be associated with
Management Information Base in SVM in order to have a
high detection accuracy as well as the good computational
efficiency [14]. Substantial body of research acknowledge the
use of machine learning techniques for detection of DDoS
attack. Notable sources among them relies on the accuracy
rate of DDoS detection. These studies dwell on using the
ANN technique and it was reveals that 99.98% accuracy
of detection was obtained [15]. Furthermore, other research
found 98.0% and 95.0% accuracy [16]. Other research dwells
on the other performance measures on the performance of
SVMwhere more than 95.0%where obtained in [17]. Among
the approach a lot of the recent studies on WSN and DDOS.
Upadhyay et al. [18] propose a sort of different approach for
preventing WSN from DDOS attack. Their approach dwells
on utilizing dynamic source routing, which is attributed to
reduce energy consumption on various nodes. On the other
hand, Segura et al. [19] reveal another light-weight but very
efficient DDoS attack detection techniques associated with
change point analysis. The techniques upon evaluation has
demonstrated a high detection rate and linear computational
complexity.

It’s obvious that to date there are many approaches pro-
vided for detecting DDOS at-tacks in the WSN. Unfortu-
nately, these methods do not categorically establish DDOS
relation to some particular transmission activities like ACK
& PUSH or ACK Flood subject to PUSH-ACK in WSN.
That is why this paper utilized an inherent prediction of
reoccurrences of a large amount of spoofed ACK packets sent
to deflate a target node.

When comparing the differences in the relevant work pre-
sented in Table 1, it is clear that the majority of the work is
based on Machine learning, specifically, all of the methods
rely on detection performance. One of the key benchmarks
used in those studies was the percentage of accuracy ofDDOS

TABLE 1. Summary of empirical studies.

detections. The differences between the two studies can be
noted in those areas. To make a final assessment of the
research presented in Table 1, it can establish that most of the
work published that uses various algorithms and specifically,
all those algorithm employ detections.

III. METHODOLOGY
The research design for the current study is presented
in Figure 2. An experimental analysis involving scenarios
developed for some set of WSN were performed. A graphical
user interface (GUI) was developed for node accessibility.
The GUI serves as a controlling resources for all the sensor
nodes. The connection of the devices with the software
program is by using a Bluetooth connection. While the
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FIGURE 2. Conceptualization of the research approach.

FIGURE 3. The wireless sensor nodes and cluster head in the WSN
adopted for this study.

connection between the device nodes are established with
433 MHz radio frequency (RF), and HC-12 transceiver. The
wireless sensor nodes in a WSN adopted for this study
are presented in Figure 3. Each sensor node is a
constructed-couples of sets of untethered driver-less unit in
a network control by a cluster head (a tablet computer) estab-
lished with wireless backbone. The tasks in the network are
related to transmitting information that includes the location
of all the sensors nodes within the networked environment,
the battery levels of each unit, their speeds, the current
operation status.

Each sensor node can be able to transmit signals to any
specific sensor node or all them at once. The cluster head
control is the tablet computer with a communication module
and each sensor note is also fitted with a communication
module. The tablet computer is the central communication
unit where it manages the communication with and between
all other sensor nodes.

The reason for adopting this approach is to determine
when a new connection requests are sent to a sensor node at
which certain time does it get overwhelmed? Typically, in a
synchronize flood, an intruder doesn’t complete connection
request. A huge weakness of working in shared media is that
any wireless antenna can completely block transmissions for
the entire network by repeatedly transmitting join requests.
The experimental analysis involves flooding the network
from the programmable interface in the tablet computer to
all other while capturing the transmission activities. This

continues in series of bursting the flow of the data signal as
presented in Table 2. The table is labelled with S ‘‘represent-
ing sensors nodes’’, SP(m) representing ‘‘sensors positions
in meters’’, Tx(kb) to be representing ‘‘transmitted signals
in kilobits’’, Rx(kb) to be representing ‘‘received signal in
kilobits’’, Ts(sec) to represent ‘‘the Total Time for the trans-
mission in seconds’’, Md(ms) to represent ‘‘Maximum delay
in milliseconds’’, Mn(ms) to represent ‘‘Minimum delay in
milliseconds’’, Dn1(ms) to represent ‘‘Neighborhood node
delay in milliseconds’’ Dn2 (ms) to represent ‘‘the second
order delay inmilliseconds’’,Dn3 (ms) to represent ‘‘the third
order delay in milliseconds’’, Ls(kb) to represent ‘‘the lost
data signal in bytes’’, and Rs(kb) to represent ‘‘the Recovered
data signal in kilobytes’’.

There was careful consideration given to make sure that all
the sensors be interconnected with each other and with the
cluster heads so they can exchange information. If a signal
is captured from the session, all of those being sent will
then be shown on the capture programme. The research then
discovered that there are delays in the order of transmissions
from different location, as well as in the time in which a signal
arrives, a destination. The time delays were increased for each
repeated sensor readout in order to coincide with the sensor
positions.

The transmission behaviour of the network is such that
the second order delay is at the minimum of 23 mil-
liseconds within a set of sensor positions. This has high-
lighted how easily DOS or DDOS attack can be detected
within the network. That is any traffic with some behavior
that goes above the transmission session captured. Expect-
edly, if signals are transmitted over certain distance in the
first round, then changing sensors nodes location might
lead to either the increase in distance until transmission
distance of the transmitted sensor nodes exceed ranges,
where delays will be recorded as the transmission continues.
achievable.

The experimental approach used for the detection ofDDOS
is set to select the most efficient feature sets that are as the
consequence of the DDOS attacks. In this case the situation
that we found at hand is a classification problem. That is to
classify those features that are indicating the responses of all
the attributes of DDOS.

IV. ANALYSIS AND PRESENTATION OF RESULTS
The test scenarios are based on the same parameters as
Table 1. The transmission detects faults while maintaining
distance of 25ms at about 970 metres. Since the adver-
tised distance for the transmitter was 1 km, after a few
tests, the necessary delay showed 25 milliseconds. However,
the only thing revealed was that even if the transmitter is able
to reach approximately 1 km, not all data reaches successfully
when the delay varies. Thus, from that distance we went
down. It is also important to note that at this point, when we
achieved the optimum transmission delay of 25 milliseconds,
no change was needed for successful transmission although
the distance has changed.
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TABLE 2. Traffic flow within the transmission session.

FIGURE 4. Normal transmission within sensor nodes and cluster head.

These experimental test yielded successful results at the
distance obtained out of the eight experiments that were
undertaken. Those key distances identified are 0.5 meter and
660 meters, hence, these are suitable distances for testing
the atom tablet as a master node. The results are almost
identical to the results obtained with the high performance
processor.

A. FLOODING THE TRANSMISSION SESSION
The flood attack from DDOS burst generate enormous vol-
umetric signal data in the entire sensor node in the network
to overwhelm the targeted node. In the case of signal data
reaching either the cluster head or other nodes, the software
program has captured the transmission processing session.
In the same way, there has been a slight change in the over-
all time of all transfers, compared to the transmission that
involves many delays over a different distance and no delays.
The difference in load and transmission length may be the
reason for this. There is no need to set a threshold for this
approach.

After these few tests, the transmission of data for all
the nodes was conducted. Scenario-by-scenario experiments
were carried out. That is to flood the signal data from
320 bytes and increase the size and location of sensors. The
time when transmission changes sign has been determined.
The first experiment comprises two scenarios with all sensor
nodes and the head of the cluster. Data signal have been sent
within 3 nodes, with an approximate distance of 2 m from
the cluster head. This has led to 229 transmissions and a total
signal data of 320 kb, each as the transmissions do not exceed
the maximum data capacity that the channel can carry. The

FIGURE 5. Transmission and retransmission scenarios within the sensor
nodes and cluster head.

flow is therefore not observed delay in two scenarios (See
Figure 4).

Considering six scenarios with the same transmission
session, but only retransmits another signal upon received,
in order not to overwhelmed with a continuous string
before processing successfully, some difference output was
captured (see Figure 5). The results indicate that the
average signal data received is similar to the data sent
(see Figure 5).

The flooding of the transmission was carried out with same
six scenarios. The transmission session was flooded the mul-
tiple signals data across the entire connections. At this point
each sensor node is sending, that means the transmission
session was intentionally set out to be overwhelmed with a
continuous string for processing (see Figure 6). It can be seen
that in each scenario there is a spike in of signal data, however
transmission continues.

B. EXCESSIVE FLOODING THE TRANSMISSION SESSION
After transmitting relatively, the size of signal data within the
capacity of the sensors nodes, the experiment further floods
the transmission session with excessive signal data in order to
examine the effect of DDOS attack. However, the experiment
in this part was carried out in series. Starting with scenario
one to scenario six, by increasing size of the signal data send
(see Figure 7).

During the previous test cases, the data stream had a mod-
erate rate of smoothness; however, with this test case the flow
expanded dramatically within the same time frame. That is
continuous transmission flooding the session. Even though it
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FIGURE 6. Sensor nodes and cluster head transmitting at same time.

FIGURE 7. Sensor nodes and cluster head transmitting with different
signal sizes in series of the scenarios.

was revealed that the most ideal delay between transmissions
is 23 milliseconds in order to ensure that the receiving end
is not overwhelmed by the previous experiments, this current
experiment goes beyond that.

This transmission type is particularly works well for sce-
narios that need a large amount of data, but also works for
scenarios where a large amounts of data are required. TCP
creates many parts out of significant data to provide segments
for broken or unreliable connections, and identifies them by
using the required sequence numbers, thus permitting full
functionality of the network resources to be allocated for just
one large amounts of information. There must also be an
exception to the requirement of transmission speed. In this
case, the time lag must be considered when it is possible to
transmit at speeds that do not use TCP protocol. That 23 mil-
liseconds may or not be significant depending on whether a
high performance is needed in this transmission is the criteria.
This is why the first, second, and third order d-delays are
given special consideration in this research. Thus, an over-
whelmed transmission channel can be effectively evaluated
by flooding the transmission session with traffic or through
deliberate channel congestion.

Following the argument presented for determining when
transmission session get overwhelmed. The six scenario
parameters for this study were used by the previous exper-
iment and transmission was flooded further in order for the

DDOS flooded attribute to be extracted. Taking into account
the flow of the created scenarios, each node in the send to
each node. We then use the captured programme to check the
transmission session’s behavior. The total transmission and
the transmission delay was found to be very high between
transmissions. This is important as we can now conclude on
this type of transmission. The transfer stopped immediately
after the delay reached a peak (see Figure 8). It is important
to note that this technique and the captured values are for
transmitters in all the scenarios used to minimize transmis-
sion time under 433 MHz and to maximize transmission
time.

Certain performance assessment measures have been
applied to the recorded data in order to measure or determine
the accuracy of transmission sessions capture data. The data
has been transformed (normalization) to scale the range of
values within a uniform scale in order to improve the qual-
ity of the evaluation [20]. These measures has been used
with four traffic conditions options, which allow intrusion
detection system to detect intrusion successfully [21]. Hence
the parameters below have been found prominent for perfor-
mance evaluation measures: [22]
• True Positive (TP) represent the amount of transmission
sessions capture data that are properly classified on all
the scenario. That is the amount of transmission on all
sessions send is considerable

• True Negative (TN) is the amount of transmission ses-
sions capture data that are correctly rejected from the
entire transmission sessions capture data. That is the per-
centage of transmissions captured data that are of the
class whose contents cannot be identified and recorded.

• False Positive (FP) represent the amount of transmission
sessions capture data that are wrongly rejected from the
form the entire transmission sessions capture data. That
is the number of transmissions sessions capture data that
are discarded and does not accurately reflect the actual
quantity being transmitted.

• False Negative (FN) is the amount of transmission ses-
sions capture data that are wrongly classified to the
correct transmissions sessions capture data. That is the
amount of transmission sessions data that incorrectly
classify to the correct once.

In addition to the parametric definitions, a series of corre-
sponding metric values were calculated: accuracy, precision,
recall, False Accept Rate (FAR). Based on those measures,
the metrics may be defined as deduced as follows:

Accuracy (PA) calculate the amount or percentage of data
that is being captured according to transmission sessions.
That is how much of the data from each transmission to
include in the session records defined by equation (1).

Accuracy =
TP+ TN

TP+ TN + FP+ FN
× 100% (1)

While the concept of accuracy is based on making a guess
and then testing that guess, the Precision edition adds the abil-
ity to double-check the results. It’s a straightforward metric
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FIGURE 8. Maximum signal data send over sensor nodes and cluster head transmitting with different signal sizes.

that calculates the fraction of the time for which the correct
outcome is returned. That is, it is a quality that improves
the amount of information that can be acquired. Accurate
cases comprise 100% of the amount of ‘‘outcome’’ and pre-
cision is a simple measure that calculate the portion of cases
where the correct result is returned. It is calculated by using
equation (2).

Precision =
Tp

TP+ FP
× 100% (2)

In the experimental analysis the real transmission ses-
sions captured data is the mean difference between inac-
curate and correct predicted data, not just the absolute
amount of forecasted data, therefore, the rate of detection
of real transmission sessions capture data is called Recall
which is also called Detection Rate (DR). It is calculate by
equation (3).

DR = Recall =
Tp

TP+ FN
× 100% (3)

FAR is the proportion of detection cases in which incor-
rectly transmission session captured data are incorrectly
accepted? This means that a false acceptance is indicated if
an inaccurately amount of data from transmission sessions is
accepted as valid. It is computed by the false detection rate of
the data and evaluated by equation (5).

FAR =
FP

FP+ TN
× 100%. (4)

Parameters for each of the six experimental scenarios used
are validated. These include the flooding of the transmission
session by ‘‘Normal Transmission’’ within sensor nodes and
cluster head. The ‘‘Transmission and Retransmission’’ within
the sensor nodes and cluster head, as well as the transmission
of the ‘‘Sensor nodes and cluster head’’ at same time. The
transmission of different signal sizes is linked to the observed
delays. Hence the validation results of the captured data indi-
cate that the best result comes at a transmission of the Sensor

nodes and cluster head within the same time at 23ms delay.
It generates the highest detection accuracy of 94.62%, for
the successful transmissions rate that are correctly detected
(TP= 11520, TN= 101, FN=451, FP=210). The precision
is 98.21% and the recall is 96.23%, while false acceptance
rate is 67.52% and false rejection rate is 68.22%.

V. DISCUSSION
This paper presents the actual tests for examining how WSN
get overwhelmed, in such a way that all the threats behav-
iors associated to DDoS attack can be evaluated. Typically,
DDOS attack can be launched at the time where a certain
group adversary activity is coordinated. In most instances
the area where the attacks occur is difficult to determine, but
most of the attacks are due to a large number of volumetric
traffic details being sent to overwhelm them. The attack is
common in the apply on the Internet and it causes a lot of
damage to online transaction. In some cases, the attacked
might not be intentionally applied, but cases like registrations
that supposed to end at a certain due date, and if majority
of the people wait for last minutes, they will tend to over-
whelmed the Internet with large amount of transactions traffic
towards the server, which will eventually get stocked. This
is also treated as a security issues, and should be taking
seriously.

In terms of WSN, it is not different, because both the
Internet and WSN approaches provided to ensure neces-
sary security measure for preventing the security attacks is
important. Some techniques will also emerge every time a
new threat arises. However, based on detections of any of
security associated with authorization it is not critical but
others that strictly for preventions, while some are basically
dealing with both detection and preventions of any security
attacks. The techniques for this research rely on techniques
for various practical applications of WSN. It is widely used
in many places now, like the installation of surveillance
cameras.
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The details of the problems are mostly monitored in the
environment where a typical implementation for WSN is
carried out. This study has resulted in successful findings,
through which the distance is appropriate to determine how
signal data are shared over a connection. Similarly, like with
a sensor for patient monitoring, this is an important network
environment that must be designed so as not to become over-
whelmed. The impact of such a network environment is that
the traditional system approach in hospitals is re-established.
Although the network is still vulnerable to attacks, with such a
promise. This is why DDoS studies are required. The results
of this study showed that the DDOS can be devastating in
WSN. It has also indicated that the easiest thing to do is
overwhelm the systems if attackers can attack WSN systems
that require an immediate feedback. Blowing the system will
lead to a system crash. It may not be for the network resources
only.

The result of the current study also highlighted when trans-
mission session gets overwhelmed and the factor influencing
the DDOS success. The main contribution of the paper is
predicting DDoS attack by variability of transmission behav-
ior with high degree accuracy. It was established that the
most ideal delay between transmissions is 23 milliseconds in
order to ensure that the receiving end is not overwhelmed.
It was discovered that flooding transmission is associated
to the flow of the network scenarios created, every node in
the send to every node. Similarly, it is also related to the
behavior of the transmission session. That is the entire total
transmission session and delay in between transmission is
crucial in terms of the security of the WSN. Furthermore,
transmission behavior that leads to delay can cause crash that
is why it is important to consider.

The future work of this current research focuses on issues
related to some critical aspects of DDOS, specifically in
the part where bursting the sensors network was not the
issue, rather, it might be infecting the sensors with a specific
attribute, for example, Thomas et al. [23] draws attention to
one type of DOS attack known as a ‘‘denial of sleep attack,’’
which is defined as a type of DOS attack where the goal is
to keep the target sensors awake. While this research focuses
on predicting DDOS deflation of a target WSN node, future
research should go on predicting infecting network’s sensors
to go into a ‘‘sleep’’ condition. Another future path should
be to predict DDOS attacks on WSNs using well-planned
procedures, because it has been shown that using a pattern
discovery approach with a trusted model allows for earlier
identification of adversaries who follow specific attack pat-
terns [24]. As a result, predicting the pattern of how DDOS
would infect sensors in WSN could be extremely beneficial
to the field of WSN. Finally, it’s worth noting that the use
of fully-connected sensory environments is gaining traction
in a variety of fields and research, is progressively giving
solutions to the problems that they confront. A good example
is the ‘‘intelligent transport system’’ [25], therefore future
research should look at the prediction of DDOS attracts in
the most widely used WSN.

VI. CONCLUSION
This study is on WSN has undertaken an experimental anal-
ysis for determine the effect of DDOS in WSN. The paper
has been able to determine the current issues and challenges
of security of WSN, specifically related to the DDOS attack.
It has also highlighted the transmission issues associated to
overwhelming transmission session of WSN and the factor
influencing the success of DDOS attack. This typically a
major constraint realizing that DDOS can be a possible even
unintended applied. That is solving security issues as applied
to WSN can a major problem since it can emerge unintended.
An experimental analysis was carried out and occurrence
and reoccurrences of generating large amount of data is a
feature of any network. The finding shows that the proposed
approach is able to detect DDoS attack with high degree
accuracy. The main contribution of the paper is predicting
DDoS attack by variability of transmission behavior with
high degree accuracy. The network requires approximately
23ms between transmissions in order to allow the end receiver
to handle the information received with no distortion, which
is considered to be the most ideal delay
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