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ABSTRACT Internet of Drones (IoD) is a decentralized networking architecture that makes use of the
internet for uniting drones to enter controlled airspace in a coordinated manner. On the one hand, this new
clan of interconnected drones has ushered in a new era of real-world applications; Small drones, on the other
hand, are generally not designed with security in mind, making them exposed to fundamental security and
privacy concerns. Limited computing capabilities, along with communication over an open wireless channel,
exacerbate these challenges, making the IoD unfeasible for secure operations. In this article, we propose
an identity-based proxy signcryption scheme to address these issues. During data transfer between drones
and to the cloud server, the proposed scheme supports outsourcing decryption and member revocation. The
proposed scheme is based on the notion of Hyper Elliptic Curve Cryptography (HECC), which improves
network computation efficiency. We use formal security analysis with the Random Oracle Model (ROM)
to evaluate security toughness. The performance analysis of the proposed scheme has also been reviewed
in terms of computation and communication costs with the relevant existing schemes. The results obtained
from both the security and performance analyses affirm the superiority of the proposed scheme.

INDEX TERMS Internet of drones, proxy signcryption, security, privacy, edge computing, HECC, random
oracle model.

I. INTRODUCTION

Internet of Drones (IoD) is a network of interconnected
drones that uses the Internet of Things (IoT) framework to
provide users with real-time data access. They are equipped
with all of the necessary electronic gadgets to execute their
task effectively, including a communication module for relay-
ing data to GS, sensors to collect data, memory to store the
data gathered by the sensor, as well as computational and
power resources [1]-[3]. Additionally, the key characteristics
of drones, such as agility, low cost, and ease of deployment,
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make IoD an excellent choice for a number of military and
civilian applications.

Although the IoD network has many advantages, it also
has many vulnerabilities that must be tackled, the most sig-
nificant of which are security and privacy issues [4]-[6].
Since the IoD networks are typically deployed for real-time
applications in which users want to acquire real-time data
from drones that are linked to a specified zone. As a result,
there is high chances of security attacks, resulting in colossal
damage to the information exchange operations within the
network [7], [8]. An attacker or intruder may gain access
to the keys and intercept communications. To access keys,
the attacker may exploit a vulnerability in the IoD network
and its application platforms. The attacker may fabricate
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or modify this information, leading to misdirection of the
receivers. Since IoD access control is such an important
parameter, security issues regarding access and authoriza-
tion should be highlighted [9]-[12]. This implies that data
in transit must be secured for confidentiality, integrity, and
authenticity [13]-[18].

In general, the energy, sensing, communication and com-
puting capabilities of drones in an IoD network are minimal.
As a consequence, drones are experiencing difficulties per-
forming resource-intensive applications on time. For exam-
ple. IoD can be used in remote areas to assist [oT devices in
capturing massive amounts of data. Data gathered from the
same platform may be too large to be processed by the same
drones doing the same mission. Fortunately, the Fifth Gen-
eration (5G) wireless cellular network offers Multi-access
Edge Computing (MEC) facility, which will help overcome
this barrier [19], [20]. As an outcome, MEC will alleviate
resource-constrained drones from heavy computational activ-
ities while embedded in an IoD environment and utilizing
a 5G cellular network [21], [22]. Instead, computationally
expensive operations will be offloaded to the cloud server for
further processing. Furthermore, when the drone-cells relay
the data, the available data may be temporarily stored for
retrieval by either the drones or the ground devices. Thus,
the MEC paves the way for a wide range of applications that
specifically require a real-time response.

The data transfer from drones to a cloud server is subjected
to various cyber physical attacks by hackers, resulting in the
leakage of confidential information. To address these prob-
lems, an identity-based proxy signcryption (IDPS) scheme
may be used, which allows for outsourcing decryption and
member revocation. Drone users may regard the edge node
device as a proxy signer in the IoD network, allowing it to
perform proxy signcryption on transmitted data to ensure data
privacy and security. Finally, the ciphertext is offloaded to
the Cloud Server by the proxy signcryptor (CS). The cloud
service provides outsourcing decryption after the data visitor
sends a download ciphertext request to CS, and the data
receiver obtains the plaintext with just a few estimates. When
an unauthorized user attempts to enter data, the user identity
value ID is added to a list of revocations, and the unauthorized
user is identified.

Some computationally tough schemes, such as Rivest—
Shamir—Adleman (RSA), bilinear pairing, and Elliptic Curve
Cryptosystems (ECC), have been used to test the security and
efficiency of the IDPS scheme in the literature. RSA proposes
a large factorization-based approach that uses a 1024-bit
large key. Furthermore, high pairing and map-to-point feature
computations afflict bilinear pairing. Furthermore, ECC is
distinguished by its smaller key size of 160 bits. However,
in the IoD setting, a 160-bit key is still not a viable choice
for drones. As a result, a more advanced version of the ECC,
hyperelliptic curve cryptography (HECC), was proposed. The
HECC uses an 80-bit key and guarantees the elliptic curve,
bilinear pairing, and RSA security features. Therefore, it is
an excellent choice for the IoD network.
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Based on the above discussions, the authors propose an
identity-based proxy signcryption scheme for IoD in this
article. The proposed scheme is based on the HECC, which
reduces power consumption while increasing network com-
putation efficiency, making it suitable for a wide variety of
devices, including sensors and drones. The following are
some of the significant contributions of our research work that
set it apart from its counterpart work in this paper:

« We propose an identity-based proxy signcryption for
IoD network by incorporating the concepts of ID-based
signcryption and proxy signature schemes.

« In the IoD setting, the scheme facilitates member revo-
cation and outsourced decryption, making it a safer and
more effective option.

o The proposed scheme employs the HECC concept for
encryption and signature verification, while the Random
Oracle Model (ROM) ensures security endurance.

« Finally, a comparison with the other schemes reveals
that the proposed scheme is better in terms of both
computational and communication costs.

The remainder of the article is organized as follows. Related
work is presented in Section II. The preliminaries are pro-
vided in Section III. The network model and syntax are
presented in section IV. The proposed scheme is defined in
Section V. Part VI is dedicated to security analysis. Perfor-
mance compassion is discussed in Section VII. The conclud-
ing thoughts can be found in section VIII.

Il. RELATED WORK

In 1996, Mambo et al.[23] became the first to present the idea
of proxy signature. The proxy signature scheme is based on
the idea that the original signer delegated signing authority
to the proxy signer, and the proxy signer then issues a valid
signature on the side of original signer. Proxy signcryption
is a combination of the proxy signature concept and the
signcryption algorithm. In 2004, Li and Chen [24] proposed
an ID-based proxy signcryption scheme. Wang et al.[25],
on the other hand, determined that Li and Chen [24] scheme
did not adhere to the rigorous requirements of high unforge-
ability and forward security. A year later, in 2005, Wang
and Cao [26] provided an effective IDPS scheme without a
secure channel. Wang and Cao [26] used bilinear pairing to
create an identity-based proxy signature and proxy signcryp-
tion in the same year. Bilinear pairing was also used in the
proposed scheme, which is a computationally intensive pro-
cess. Swapna et al.[27] suggested a bilinear pairings-based
ID-based proxy signcryption (ID-PSC) scheme. This scheme
is public-verifiable, forward secure, and much more effective
in terms of computational overhead.

Yu et al.[28] built an identity-based proxy signcryption
scheme using the universally composable (UC) paradigm
(IBPSP). Using the random oracle model, the author
proved that their protocol possesses semantic secu-
rity under the gap bilinear Dife-Hellman and computa-
tional Dife-Hellman assumptions. Furthermore, in [29] an
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TABLE 1. Notation table.

No Notation Explanations

1 HYeEe hyper elliptic curve of genius greater or
equals to 2

2 3] security parameter having 9 > 28¢

3 PKG private key generator

4 B and a master public and private key of PKG

5 n large prime number belonging to
HYEC having value be n > 28°

6 HYLH? H3,H3 cryptographic hash functions with the
property of irreversibility

7 OA, PA, and RA original actor, proxy actor, and receiver
actor

8 Y04, oA public and private key of original actor

9 yPA, nPA public and private key of proxy actor

10 YRA, QRA public and private key of receiver actor

11 m"” warrant message generated by original
actor

12 ID%4, IDP4, IDR4  identity of original actor, proxy actor, and
receiver actor

13 c cipher text generated by proxy actor

14 (&) used for scrambling and decryptions

15 @ represents the signed delegated text from
original actor

16 /] represents the proxy signeryption ciphertext
from proxy actor

17 K represents the scrambling and decryptions
key

18 D Devisor of HYEC

19 I3 Advantages of adversary/opponent

20 0] Represents opponent

identity-based signcryption mechanism to safeguard the
cloud delegation process. The proxy agent uses a proxy key
to produce encrypted messages and uploads the encrypted
messages to the CSP, where it can be read and checked later.
The scheme proposed in [29] was also based on bilinear pair-
ing and therefore failed to meet the requirement for drones.
A novel identity-based proxy signcryption (IBPS) approach
employing ECC is presented in [30] to decrease the inten-
sive mathematical operations involved in bilinear pairing
approach. Finally, Yang et al.[31] offered an identity-based
proxy signcryption scheme for drones that allows mem-
ber revocation and outsourced decryption, claiming that
their scheme is simpler and more reliable than previous
schemes. Our work basically supplements the work done by
Yang et al. [31]. The adaption of HECC, which requires an
80-bit key size and is far lower than that required by ECC
and bilinear pairing, is a clear advantage of our scheme.

lll. PRELIMINARIES
This section includes formal definitions as well as the notions
used in the proposed scheme in table form.

Definition 1: Assume an arbitrary value (D, N.D),
attacker job is to extract the unknown values (N); said to be a
Hyper Elliptic Curve Discrete Logarithm Problem (HECDP).

Definition 2: Assume an arbitrary value (D, N.D, P.D),
attacker job is to extract the unknown values (N, P);
said to be a Hyper Elliptic Curve Diffie-Hellman problem
(HCDHPM).
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FIGURE 1. Network model of the proposed scheme.

IV. NETWORK MODEL AND SYNATX
In this section, we will define the network model and syntax
of the proposed scheme.

A. NETWORK MODEL

The proposed network model, as shown in Fig. 1, is made up
of two types of drones: member Drones (M-Drones) and edge
Drones (E-Drones). M-Drones are in charge of completing
monitoring tasks in their designated zones. On the other
hand, Edge Drones (E-Drones) are in charge of gathering and
offloading M-Drone data to Cloud Servers (CS) with multi-
access edge computing capabilities. The E-Drone is equipped
with 5G and Wi-Fi wireless technologies in order to connect
it to the CS and offer a hotspot service to the M-Drones. The
M-Drones communicate with one another using Wi-Fi. The
main purpose for using a hybridized system is to take use of
the best aspects of both technologies. The following are the
main entities that execute the proposed algorithm:

« Private Key Generator (PKG): A trustworthy author-
ity that uses identity information of the user to generate
their private key.

« Member Drone (M-Drone): An entity (Original Actor)
wishes to entrust its signcryption authority to a proxy
signcryptor (E-Drone).

« Edge Drone (E-Drone): An entity (Proxy Actor) that,
on behalf of the E-Drone, produces a signcrypted
message and uploads it to a trusted cloud service
provider (CSP) for further processing and storage using
special information known as a “proxy key.”

o Cloud Server (CS): An entity, who sends the sign-
crypted ciphertext to authorized users and provides stor-
age and high processing facilities.

« Data Visitor (DV): An entity (Receiver Actor) that can
retrieve data from the IoD network via the Internet at any
time and from any location, restore the message content,
and check its validity.

B. SYNTAX
The five algorithms that make up the proposed scheme
syntax are Setup, Extract, Delegation Generation, Proxy
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Signcryption, and Proxy Un-signcryption. The descriptions
for each step are listed below:

o Setup: PKG computes 8 and X after taking the security
parameter 12 as an input during the setup phase, and then
publishes X in the network.

o Extract:For the identity ID?, PKG calculates o’ and Q.
The PKG then sends public and private key as ( Y, Q)
using a secure channel to an actor with identity /D',

o Delegation Generation: The original actor (OA), com-
putes n and X. Then, it transmits ¢ to proxy actor (PA).

« Proxy Signcryption: Upon receiving ¢ = (m", n, X),
PA performs the computational steps for verification of
¢ and generation of C, 7, S.

e Proxy Un-Signeryption: Upon receiving =
(¢,C,J,S), RA performs the computational steps for
verification of ¢ and decryption of C.

V. PROPOSED SCHEME

The five algorithms of the proposed scheme are described in
detail in this section, which are made through the following
computational steps:

o Setup: Given 19 as HYEC security parameter, PKG
choosex € {1, 2, 3, ...., n}randomly and compute 8 =
o.D, where D is the devisor on HYEC. Then the PKG
set X = { B, D, HYEC, n=280 ', H2 13, H3 } as
a set of system parameters, where HY HE H3, H3 are
the cryptographic hash functions with the property of
irreversibility. Moreover, PKG publishes X in the IoD
network.

o Extract:For the identity ID/, PKG calculates Y/ =
yiD, ol =HI(ID!, Y),and Q' = y! + o'.a, where
yi € {1,2,3,....,n}. The PKG then sends the public
and private keys as ( Y/, Q') using a secure channel to
an actor with identity ID'.

o Delegation Generation: Here, original actor (OA),
computes n = ®.Dand X = & 4+ 6. QOA where @ €

{1,2,3,.....,n}and § = H2(ID?A, IDPA, yOA YA,
m", n). Then, it transmits ¢ = (m", n, X) to proxy
actor (PA).

« Proxy Signcryption:Upon receiving ¢ = (m", n, X),
PA performs the following steps for verification of
¢ and generation of proxy signcryption ciphertext

v=(¢,C,J,9).

1. Accomplish § = H2(ID?A, ID™A, yOA YA
m", 1) and compare X.D =+ 8(c .+ YN,
if it is satisfied then it performs proxy signcryption
process

2. Compute J =G.D and V =G. (URA.ﬂ + YRA),
where G €{1,2,3,....,n}

3. Calculate C = MK, where K=
H3(V, j,IDOA, [DPA, IDRA, YOA, YPA, YRA).

4. Compute S=G + U. QA where U =H*(M, ¢,
V, JIDO, IDPA| [DRA yOA yPA  yRA)

5. Send ¥=(¢,C, J,S) to receiver actor (RA).
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e Proxy Un-signeryption:Upon  receiving ¢ =
(9,C,TJ,S8), RA perform the following steps for ver-
ification of ¥ and decryption of C.

1. Compute V =QF 7 and K =H3(V, J,ID?,
IDPA, IDRA,YOA, YPA, YRA)

2. Decrypt M =C®K and compute U =H*(M,
0, V, j,IDOA, IDPA, IDRA,YOA, YPA, YRA)

3. Checking whether S.D = J +U(c™.p + Y)
is hold.

A. CORRECTNESS ANALYSIS
PA can verify ¢ = (m",n,X) using X.D=n +
8 (0.8 + Y), and the process is carried out as follows:

XD =n+8 (cX.B+ Y?) =X.D=D.(P+5. QM)
(@.D+38.QMD) =(n + 8. (y? +0%a).D) =@
8.(y?D+oMaD) = (n+ 8. (Y +02p8)
n+38(c?.B+ Y) proved

RA can recover K and M using V = QFA 7. and ver-
ify y=( ¢,C, J,S), using XS.D = J + U™ g + Y™),
the process is carried out as follows:

It first recovers V =QfM. 7 =¢G. (of.p+ YY) =g.
((TRA.(X.D+ )/RA.D) =3G.D (O‘RA.Ol + J/RA) =3G.D ( QRA)z
J (Qf4) = QF4.7 proved

Then it verifies S.D = J + U™ .p + YY)

=+ 1

SD=G+ U.Q"HD =G D+ U Q™D
=(J+ U.QAD) =T+ U(y™ + 0™ .a).D)

=T + Uy D+o™ . D) proved
=T+ UCYPA + o™ B) hence proved.

V1. SECURITY ANALYSIS

A. DEFINITIONS

This phase comprises the definitions of two games e.g.,
indistinguishability against adaptive selected scrambled text
attacks (IAA-IDPSC-SSA) and existential forgery for adap-
tive selected plaintext attacks (EF-IDPSC-SPA) regarding
confidentiality and unforgeability of a proposed identity
based signcryption scheme. The following Game 1 and Game
2 present that how the proposed scheme provides confiden-
tiality and unforgeability when it plays between the polyno-
mial time opponent O and its helper Q.

Game 1: The opponent O and helper Q can play this game
to solve HCDHPM.

Setup: Helper Q set & as a set of system parameters, and
send X" to opponent O.

Queries: In this stage, opponent O enquiring for the fol-
lowing queries such as ' queries, extract queries that further
includes public and private key queries ("2, ¢©®), delegation
generation queries (¢”¢), and proxy signcryption queries
(q").

H'  Queries:The opponent O enquired for the hash
value, Q responds with requested value, when it is exists
in the list (LH'), otherwise Q responds with the randomly
chosen value.
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Extract Queries: When opponent O enquired for
(¢"B, ¢™®), Q responded with the public and private key by
calling Extract algorithm.

Delegation Generation Queries: If opponent O submit
IDP | Q responds with ¢ using Delegation Generation algo-
rithm to opponent O.

Proxy Signcryption Queries: If opponent O enquired and
give M along with ID?, ID™, and ID®A, Q responds
with .

Proxy Un-Signcryption Queries: If opponent O give
¥, Q responded in a normal way by calling Proxy
Un-signcryption algorithm.

Challenge:If opponent O give M' and M? along
with IDRA, IDPA Q pick g € {0,1} responds with
v=(¢,C,J,S) to opponent O.

Then opponent O can continue with#! queries, extract
queries public key queries (¢"2), delegation generation
queries (¢P°), proxy signcryption queries (¢7), and proxy
un-signcryption queries.

Guess: opponent O output g/ and compare if g/ = g, then
O succeeded.

Game 2: The opponent O and helper Q can play this game
to solve HECDP.

Setup: Helper Q send X to opponent O.

Queries: In this stage, opponent O enquiring for #'
queries, extract queries that further includes public and pri-
vate key queries (g7, ¢F), delegation generation queries
(¢P%), and proxy signcryption queries (¢") same as Game 1.

Forgery: Opponent O, outputs will be entertained in the
following two cases.

Case I:Helper Q can get two delegation signatures
X and X*. So, it can get the private key as Q% = XX
if it gets then it means that opponent O is successful.

Case 2: helper Q can get two delegation signatures S and

S*, So, it can get the private key as Q™ = (5;*7‘5;,
then it means that opponent O is successful.

From the process we can define three events that are E': the
helper Q successful in queries,E?: the helper Q successful in

Proxy Un-Signcryption Queries, and E® ID"A = ID*,

if it gets

B. PROOFS

This section includes the proofs of two games that are
indistinguishability against adaptive selected scrambled text
attacks (IAA-IDPSC-SSA) and existential forgery for adap-
tive selected plaintext attacks (EF-IDPSC-SPA) regarding
confidentiality and unforgeability of the proposed scheme.
The following Game 1 and Game 2 present that how the
proposed scheme provides confidentiality and unforgeability
when it plays between the polynomial-time opponent O and
its helper Q.

Game 1: Using ROM, if in IAA-IDPSC-SSA opponent
O has the capability to two genuine scrambled texts during
this Game with the acceptable advantage &, and enquiring at
utmost ' queries, extract queries that further includes pub-
lic and private key queries (¢"3, ¢'®), delegation generation
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queries (¢”°), and proxy signcryption queries (¢°), then
helper Q can solve HCDHPM with the benefits of £&* >

PR
¢(1 =) (1= 3) rior

Proof: Assume that the helper Q obtains an arbitrary
HCDHPM instance (D, N.D, P.D), then Q jobs is to extract
the unknown values (', P).

Setup: Helper Q set X = {8, D, HYEC, n=280 {1
H2, H3, H* } as a set of system parameters, send X to
opponent O.

Queries: In this stage opponent O enquiring for the fol-
lowing queries

H1 Queries: The opponent O enquired for the
triple( ID!, Y', o%), Q responds with o/, when it is exists in
the list (LH "), otherwise Q responds with o/, where o/ is the
randomly chosen value and includes ( ID!, Yi o) to LH!.

H? Queries: The opponent O enquired for ( ID', Y, m",
n,8), Q responds with §, when it is exists in the list (LHZ),
otherwise Q responds with §, where § is the randomly chosen
value and includes ( ID', Y!, m", n, §) to LH?.

13 Queries: The opponent @ enquired for (V, J,ID',
Yi, K), Q responds with /C, when it is exists in the list (LH 3),
otherwise Q responds with C, where K is the randomly
chosen value and includes (V, J,ID', Y, K) to LH?.

H* Queries: The opponent O enquired for (M,g,
U, v, J,ID', YY), Qresponds with I/, when it is exists in the
list (LH 4), otherwise Q responds with U/, where U is the ran-
domly chosen value and includes (M,p,U,V, J JD, Y
to LH*.

Extract Queries: It further divided in public and private
key queries (¢, ¢™®), when opponent O enquired for ¢"2,
if ID' = ID/, Q set Y/=N.D, otherwise it processes
Yi = yi.D, where yi e {1,2,3,....,n} and responded
to opponent O. Then update L2 accordingly. Further, when
opponent O enquired for ¢"R, if ID' = ID*, Q aborts
executions, otherwise it set Q' = y’ 4 o'.a and responded
to opponent O. Then update ¢”® accordingly.

Delegation Generation Queries: If opponent O enquired
for qD G if ID9 = ID*, Q responds with ¢ using Delegation
Generation algorithm to opponent O, otherwise it responded
in the following way. It Compute n = X +8(c 4.8+ Y4,
where §, X € {1,2,3,....,n},set ¢ = (m", n,X) and
responds to opponent O.

Proxy Signeryption Queries: If opponent O enquired
and give M along with D%, D™, and IDRA,
if IDFA ID*, Q responds as it compute J = G.D
and V=g. (o g+ Y*), where G€{1,2,3,.....n},
calculate C = M@K, where K €{1,2,3,....,n}, com-
pute S=G + U. QPA where U € {1,2,3,....,n}, and send
v*=(¢,C, J,S)toopponent O. Otherwise, it responded in
a normal way by calling proxy signcryption algorithm.

Proxy Un-Signcryption Queries: If opponent O
enquired, if IDR4+£ ID*, Q responded in a normal way by
calling Proxy Un-signcryption algorithm.

Challenge: If opponent O give M' and M? along with
IDRA IDPA if IDPA = ID*, Q pick ¢ € 0,lresponds
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as, it compute J=7P.D and V="7P.(cf g+ ¥,
where P €{1,2,3,....,n}, calculate C = M@K, where
Ke{l1,2,3,....,n}, compute S=P + U.QM, where
Uefl,2,3,.....,n}, and send ¥=( ¢,C, J,S) to oppo-
nent . Then opponent O can continue withH' queries,
extract queries public key queries (¢"?), delegation gener-
ation queries (¢”%), proxy signcryption queries (¢”°), and
proxy un-signcryption queries.

Guess: opponent O output g/ and compare if g/ = g, then
O succeeded and find the solution for HCDHPM instance
(D, N'.D, P.D), otherwise O failed.
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From the process, we can define three events that
are E': the helper Q successful in ¢® and its probabil-

PR
ity as (1 - ZW>, E?: the helper Q successful in Proxy

Un-Signcryption Queries and its probability as(l - 2%), and

E3: the helper Q successful in Challenge step and its prob-
ability aSW. So, we have the collective probability
* ¢FR 1 1
w26 (1= 4) (1= ) i
Game 2: Using ROM, if the opponent Ohas the capa-
bility to existential forgery for adaptive selected plaintext
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TABLE 2. Computational cost.

Schemes Delegation Delegation Proxy Signcryption Proxy Unsigncryption
Generation Verifications
Yu et al. [28] 2 BPBM 2 BP+ 1E 1 BP+ 1E + 3 BPBM 6BP+ 1E + 1 BPBM
Hundera et al. [29] 3 BPBM 2 BP+ 1BPBM 2 BP+ 2E + 3 BPBM 6 BP+ 2E + 2 BPBM
Guo et al. [30] 2 ESM 3 ESM 5 ESM 6 ESM
Yang et al. [31] 3 BPBM 2 BPBM +2 BP 2 BP+ 2E + 2 BPBM 6 BP+ 2E + 1 BPBM
Proposed 2 HSM 2 HSM 4 HSM 4 HSM

Note: BPBM= bilinear pairing-based multiplications, E= exponentiations, BP= bilinear pairing, ESM= elliptic curve devisor
scalar multiplications and HSM= hyper elliptic curve devisor scalar multiplications

TABLE 3. Computational cost in millisecond.

Schemes Delegation Delegation Proxy Signcryption Proxy Unsigncryption
Generation Verification
Yu et al. [28] 8.62 31.05 29.08 94.96
Hundera et al. [29] 12.93 34.11 45.23 100.52
Guo et al. [30] 1.94 291 4.85 5.82
Yang et al. [31] 12.93 38.42 40.92 96.21
Proposed 0.97 0.97 1.94 1.94
TABLE 4. Communication cost.
Schemes Proxy Delegation Proxy Signcryption Total
Yu et al. [28] IM|+ 1|G[+ 1|1H| 2MJ+ 3|G] 3M[+ 4G+ 1|1H|
Hundera et al. [29] M|+ 2|G| 2M+ 1|GI+ 1|1H| 3MI+ 3G+ 1|1H|
Guo et al. [30] M|+ 2|q| 2IM|+ 5(q| 3IMJ+ 7(q|
Yang et al. [31] M+ 2|G| 2M+ 1|GI+ 1|H| 3IMJ+ 3|Gl+ 1|H|
Proposed M|+ 2|n| 2M|+ 4n| 3M|+ 6]n|
TABLE 5. Communication cost in bits.
Schemes Proxy Delegation Proxy Signcryption Total
Yu et al. [28] 3584 7168 10752
Hundera et al. [29] 4096 5632 9728
Guo et al. [30] 2368 4896 7264
Yang et al. [31] 4096 5632 9728
Proposed 2208 4416 6624

attacks (EF-IDPSC-SPA) during this Game with the accept-
able advantage &, and enquiring at utmost #queries, extract
queries that further includes public and private key queries
(q"B, ¢"F), delegation generation queries (¢°), and proxy
signeryption queries ("), then helper Q can solve HECDP
with the benefits of £* = & (1 - 3;) (1 - %) T

Proof: Assume that the helper Q obtains an arbitrary
HECDP instance (D, Q4. D, Q™. D), then Qjobs is to
extract the unknown values ( Q94, QF4).

Setup: Helper Q send X to opponent O.

Queries: In this stage opponent O enquiring for H'queries,
extract queries that further includes public and private key
queries (¢"2, ¢P®), delegation generation queries (¢°¢), and

proxy signcryption queries (¢7) same as Game 1.
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Forgery: Opponent O, outputs will be entertained in the
following two cases.

Case 1: Helper Q can get two delegation signatures
X = P+68.Q% and X*= P+5*. Q%%, so we have
X — P=5. QM — (X*—P—5*. QM)=X — P—5. QM —
X*4P+8*. QON=X 4+ X* = §*. QO —5. Q=X + X* =
(8* —8) Q4. So, it can get the private key as Q4 = ()fsffg).

Case 2: Helper @ can get two delegation signa-
tures S =G + U. QA and S*= G+U*. QA so we have
S—G-U.QA — (S —G-U*. QM=5-G-U. QM —
S*HGHU*. Q)= S+ S* =u*. QP —U. QM=+ §* =
(8* —8) Q. So, it can get the private key as Q4 = (gf_g;

From the process, we can define three events that
are E': the helper Q successful in queries and its

a*\ 2
(1 — qﬁ),E : the helper Q successful

probability as

89139



IEEE Access

M. A. Khan et al.: Securing loD With Identity-Based Proxy Signcryption

TABLE 6. Variables.

S. No Variable Value in bits
1 M| 2048 bits
2 |G| 1024 bits
3 lql 160 bits
4 || 512 bits
5 n| 80 bits

Note: M= plaintext, G = bilinear pairing bits, q = elliptic curve bits, = hash function and n =hyperelliptic curve

in Proxy Un-Signcryption Queries and its probability

as(l - 2%), and E3 D™ ID* and its probability

asm. So, we have the collective probability as&* >

PR
£(1=tm) (1= %) gt

VIil. PERFORMANCE COMPARISON

In this section, the proposed scheme is contrasted to the
schemes proposed by Yu et al. [28], Hundera et al. [29],
Guo and Deng [30], and Yang et al. [31] in terms of com-
putation and communication costs. Table 2, Table 3 and
Figure 2 provide the details of the cost comparison for com-
putation, while Table 4, Table 5 and Figure 3 show the cost
comparison for communication. Table 6 lists the variables
that were used to calculate communication costs. A single
ESM takes 0.97 milliseconds to process; bilinear pairing
takes 14.90 milliseconds; BPBM takes 4.31 milliseconds;
and E takes 1.25 milliseconds [32]. The HSM is assumed
to be 0.48 milliseconds [33,34]. The computational perfor-
mance is measured using the Multi-precision Integer and
Rational Arithmetic C Library (MIRACL) [35]. To evaluate
the effectiveness of the proposed scheme, the MIRACLE
library is used to test the runtime of basic cryptographic
operations up to 1000 times. The simulation results are
obtained using a machine that meets the following specifica-
tions: Windows 7 Home Basic 64-bit Operating System [32],
Intel Core i7- 4510U CPU @ 2.0 GHz, 8 GB RAM.

VIIl. CONCLUSION

In this article, we proposed an identity-based proxy sign-
cryption scheme for the IoD network. To effectively address
the issue of data security and privacy during the transmis-
sion of data from drones to a cloud server, the proposed
scheme advocates outsourcing decryption and member revo-
cation. To assess the security toughness of the proposed
scheme, we used formal security analysis technique i.e., the
Random Oracle Model (ROM). In addition, the scheme is
contrasted to its counterpart scheme in terms of computation
and communication costs. The findings of the efficiency
evaluation support the supremacy of the proposed scheme.
In the future, we plan to propose a novel architecture in which
the E-Drone acts as a cloud edge processing node for all
the M-Drones, reducing the time it takes to transmit massive
volumes of data to the cloud server.
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