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ABSTRACT Facial recognition is a biometric recognition technology that verifies identity using information
about human facial features so it is used for access control systems. Current access control systems are
implemented using traditional Radio Frequency Identification (RFID) technology or keys. Users must carry
an access card or key and the access card or a key can be forgotten, lost or copied by others to use an
access control system. This study proposes amulti-function facial recognition access control system that uses
Python and Intelligence RFID. The system’s facial recognition scheme uses Principal Component Analysis
(PCA) and Linear Discriminant Analysis (LDA) facial recognition algorithms. This addresses a problemwith
current facial recognition technology, which achieve good results for different facial models under different
lighting conditions. To render the system more user-friendly and versatile, the system requires swiping and
a password. The Intelligence RFID access control function uses a high frequency (13.56 MHz) and the
ISO/IEC14443-3 protocol is used for data communication between the access card and the card reader.
Using a dynamic binary search algorithm, the password is saved and read using an EEPROM. This study
uses a combination of software and hardware to allow double confirmation, which increases the stability
and accuracy of the system. The system designed in this paper not only improves security, but also has
more flexible functions than other access control systems. This is a good example of other systems trying to
implement more flexible validation.

INDEX TERMS Facial recognition, multi-functional, dimension reduction, dynamic binary search
algorithm.

I. INTRODUCTION
Facial recognition technology is widely used, especially in
transportation hubs that require high levels of security, such as
banks, airports, railway stations, public security departments,
hotels, automotive systems and laboratories. It is also used
to ensure travel safety [1]. An access control system is used
to control the personnel who enter a facility. It allows a
self-managed (no human intervention) system that allows
safe areas to be separated from unsafe or public areas. Com-
pared with other biometric systems that use fingerprints or
palm prints or the iris, facial recognition requires no contact
with the equipment and it can capture facial images at a
distance [2]. Xiang Pan used a FNN (Fuzzy Neural Network)
for RFID and facial recognition to implement an access con-
trol system [3]. Xiang Pan Wazwaz et al. used a Raspberry
Pi facial recognition system for security systems in public
places, such as shopping malls, universities and airports,
and for different situations and scenarios [4]. The Raspberry
Pi is a supportive do-it-yourself platform for projects and
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applications that can be quickly prototyped using widely
available and affordable components [5].

The widespread use of biometrics and the increasing pop-
ularity of plastic surgery means that several techniques have
been created to evade recognition, so the security of facial
recognition systems has deteriorated and facial images that
are captured in an unconstrained environment often fea-
ture significant changes in posture. Annan Li et al. showed
that changes in posture inhibit automatic facial recognition,
so algorithms do not readily identify positive facial images.
The effect of changes in posture on automatic facial recogni-
tion has been the subject of some studies [6], [7]. A practical
facial recognition systemmust allow accurate recognition and
recognize camouflage to distinguish the faces of real people
(real faces) and attackers (pseudo-faces). Jianwei Yang pro-
posed a face for a specific person scheme to prevent the use
of camouflage. This uses a classifier that is specially trained
to identify camouflage attacks, so there is no interference
between subjects [8], [9].

Radio frequency identification (RFID) technology uses the
electromagnetic field in a space for bidirectional transmission
of data to allow non-contact automatic identification [10].
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Unlike traditional IC cards, barcodes and magnetic cards,
RF cards are typically non-contact and not easily damaged.
They are easy to operate, free from external environment
and human interference and work automatically using radio
frequency identification technology, which allows communi-
cation at a long distance without direct contact [11], [12].

In recent years, radio frequency identification technol-
ogy has developed rapidly, become more mature, cheaper
and easier to use. It is widely used for identity documents,
access control systems, supply chain, inventory tracking,
car-charging and production. In areas such as control and
asset management, it has become an indispensable compo-
nent of residential, banking, factories, libraries and other
systems [13]–[16].

With the increasing demand for surveillance cameras [17],
the demand for facial recognition systems has also increased,
and many classic and modern facial recognition algorithms
perform well in tests but recognition performance is poor in
actual use. It is difficult to simultaneously reconcile illumi-
nation, image misalignment and occlusion changes in a test
image. Wagner et al. proposed a conceptually simple facial
recognition system that implements illumination changes,
image misalignment and parts. This allows robustness and
stability against occlusion [18]. The method that was pro-
posed by Weiping Chen better identifies partially occluded
faces and directly matches the sketch face and the photo
face [19].

In order to obtain an efficient facial recognition sys-
tem, Neel proposed two facial recognition techniques:
principal component analysis (PCA) and linear discrim-
inant analysis (LDA) facial recognition algorithm. This
system is also used for the Raspberry Pi [20]. Unlike
a single feature extraction method, PCA combined with
LDA produces good results and has a higher precision
ratio [21].

When Intelligence RFID system transmits data, there may
be two or more tags within the recognition range of the
reader, which causes communication conflicts [22]. To solve
this collision problem, the anti-collision algorithms include
ALOHA, Q-value and binary tree search [23]–[25]. The
performance of ALOHA and Q-value algorithms deterio-
rates sharply as the number of tags increases. The max-
imum utilization rate for ALOHA is 36.8% and the Q
value is 18.6% [26], [27]. Therefore, the facial recogni-
tion part of this study uses PCA and LDA and the Intelli-
gence RFID access control part uses on binary tree search
algorithm.

The overall design architecture of the system is presented
and then the specific identity authentication methods. The
process for the access control system is detailed and final
experimental results and conclusions are given.

II. SYSTEM ARCHITECTURE DIAGRAM
The hardware system architecture diagram for this study is
shown in Figure 1. It has two parts: a facial recognition system
and an access control system.

FIGURE 1. System hardware architecture.

A. FACIAL RECOGNITION SYSTEM
MCU: Raspberry Pi 3B+ is an ARM microcomputer moth-
erboard that uses a Linux system.

Webcam: OV5647 Camera, for collecting facial images
(testing 200 faces).

Display: Used to display the captured facial image.
Face database: Storage of the facial image in a raspberry

pie. [28], [29]

B. ACCESS CONTROL SYSTEM
MCU: Arduino Uno is the access control panel and is respon-
sible for receiving the Raspberry Pi access control commands
and other access controls.

Matrix keyboard: 4∗4 matrix keyboard for entering pass-
words.

Card reader: MFRC-522 sensor module reader for reading
Tag card sequences.

Access Card: Tag (testing 500 tags).
Relay module: High and low level switching trigger.
Electromagnetic door lock: used as a switch.
LED buzzer: For door opening prompts and error alerts.
Bluetooth module: receives Arduino instructions to trans-

fer attendance data to the mobile app.
Mobile APP: receives information that is transmitted by

Bluetooth.

III. METHODOLOGY
The system has two components: a facial recognition system
and Intelligence RFID.

A. FACIAL RECOGNITION SYSTEM
The facial recognition system uses Principal Component
Analysis (PCA) and Linear Discriminant Analysis (LDA)
algorithms.

(a) The PCA algorithm allows feature extraction and the
reduction of mathematical dimensionality.

This study uses the PCA algorithm, which is a fea-
ture extraction method for statistical analysis. It has many
applications. Feature extraction is a very important for a
facial recognition system. Different recognition methods use
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different strategies for extracting different features, as
explained below:

1) FEATURE EXTRACTION
N facial images in the random face database are represented
by x1, x2, x3, . . . xn. The subscripts represent m and x vectors.
The average value for the facial image sample is calculated

as shown in formula (1):

mx =
1
N

N∑
i=1

xi (1)

Equation (2) calculates the difference between each facial
image and the average:

ϕi = xi −mx (2)

The covariance matrix is obtained using Formulae (1)
and (2), as shown in Equation (3) [30]:

C =
1
N

N∑
i=1

ϕiϕ
T
i =

1
N
AAT (3)

Matrix A is the centralized data. T: transpose matrix of A.

2) REDUCTION OF MATHEMATICAL DIMENSIONS
The PCA algorithm reduces the dimensions of the facial
image to ensure that the intra-class dispersion matrix for
the sample is non-singular. From the matrix of the above
equation (3), the front p (p� N ) feature maximum value
λi and its corresponding eigenvector can be obtained. The
orthogonal normalized feature space vector can be obtained
from equation (4) [31]:

ui =
1
√
λi
Aνi (i = 1, 2, . . . p) (4)

Let the orthogonal normalized feature space be: ω =
(u1, u2, . . . up)
Projecting the difference between each average and the

face onto the orthogonal normalized feature space, the feature
space is obtained using Equation (5):

Wpca = ω
Tϕi (i = 1, 2, 3 . . .N ) (5)

The sample database for faces for this system shows
that the PCA algorithm is sensitive to anomalous data. The
anomalous data increases the estimation subspace deviation
larger so the real situation is not represented and nonlinear
data cannot be processed.
LDA Algorithm: The LDA algorithm extracts important

features from the feature space. These features can be used to
discriminate between similar and non-similar samples. The
largest ratio between the inter-class dispersion Sb and the
intra-class dispersion Sw in the database is selected, as shown
in Formulae (6-7):

Sb =
∑C

i=1
Pi(µi − µ)(µi − µ)T (6)

Sw =
∑M

i=1

∑
xi∈Xi

(xk − µi)(xk − µi)T (7)

where C and M are the total number of categories, Pi is the
prior probability of the ith sample, ?ui is the average of the Ci
samples and xk is the ith sample.

When the LDA algorithm is used for facial recognition,
the intra-class dispersion matrix Sw of the image sample is
singular because the sample is small. This occurs because the
number of sample images in the database is much smaller
than the number of pixels in all images. The system database
for facial sample images is projected onto a feature subspace
and the maximum value of Wlda is obtained for the feature
subspace using Formula (8):

Wlda = argmax
|W TW T

pcaSbWpcaW |

|W TW T
pcaSwWpcaW |

(8)

In equation (8), Wpca is the projection matrix for the PCA
algorithm. Multiplying by equations (5) and (8) gives the
eigenvector for W as the optimized eigenvalue, as shown in
Equation (9):

W = WpcaWlda (9)

A combination of PCA and LDA can greatly reduce the
number of dimensions and addresses the issue of a small
sample while retaining the feature structure.

B. INTELLIGENCE RFID TECHNOLOGY
The Intelligence RFID card reader uses a dynamic binary tree
search algorithm.

The binary tree search algorithm is controlled by the reader.
A recursive method is used to continuously divide the con-
flicting tags. If there are two or more tags conflicts, all
conflicting tags are divided into two left and right subsets and
numbered 0 and 1. If there is no conflict in Subset 0, then the
identification is successful. If there is a conflict, Subset 0 is
divided into two subsets, 00 and 01, until all labels in subset
0 are identified, Subset 1 is then interrogated. The binary tree
search algorithm is shown in Figure 2.

In Figure 2, 1 denotes all conflicting tags in the Reader
identification range, O denotes Subset 0, � denotes Sub-
set 1 and each node represents a time slot. The total num-
ber of time slots T(n) for the algorithm is calculated using
Formula (10) [32].

T (n) = 2n+ 1 (10)

where n is all the parent elements in the tree. The greater the
value of n, the greater is the total number of time slots for the
algorithm.

For a binary tree with M elements, the number of compar-
isonsC(M ) to be performed is calculated using Equation (11)
and the average number of comparisonsCavg(M ) is calculated
using Equation (12) [30].

When M > 1, C(M ) = C(
M
2
)+ 1, C(1) = 1
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FIGURE 2. Schematic diagram of binary tree search algorithm.

FIGURE 3. Binary tree rooted at ak .

In the formula, M
2 is rounded down and because the algo-

rithm uses a recursive method, it is assumed that M = 2K:

C(2K ) = C(
2K

2
)+ 1 = log2M + 1

C(M ) = log2M + 1 (11)

Average comparisons

Cavg(M ) ≈ log2M (12)

Equations (10)∼(12) show that the greater the number of
conflicting Mgs in the Reader recognition range, the greater
is the total time slot for the algorithm, and the greater is the
number of comparisons and the average comparison time,
so the performance of the binary search algorithm is reduced.
In order to address these problems, this study increases the
efficiency of the binary tree search algorithm.

A binary tree with M elements can have a number of
differently shaped binary trees of Catalan, as shown in Equa-
tion (13) [30]:

When M > 0, c(M ) =
(
2M
M

)
1

M + 1
, c(0) = 1 (13)

If a1, a2 . . . , aM are tags within the Reader identification
range, p1, p2 . . . , pM is their search probability, T ji is a binary
tree that is composed of ai, ai+1 . . . , aj and C[i, j] is the
minimum average number of searches in this tree, where 1 ≤
i ≤ j ≤ M , then using the dynamic programming method,
as shown in Figure 3, a root ak is selected from ai, ai+1 . . . , aj
and its element ai, ai+1 . . . , ak−1 in the left sub tree T k−1

i is
the best permutation. The elements ak+1, ak+2 . . . , aj in the
right sub tree T jk+1 also give the best arrangement.

The number of layers in the tree are counted from 1,
as shown in Equation (14) [30].

C[i, j] = min
i≤k≤j
{pk .1+

k−1∑
s=i

ps.(as number of layers

in T k−1i + 1)+
j∑

s=k+1

ps.(as number of layers

in T jk+1 + 1)}

= min
i≤k≤j
{pk +

k−1∑
s=i

ps.as number of layers in T
k−1
i

+

k−1∑
s=i

ps+
j∑

s=k+1

ps.as number of layers in T
j
k+1

+

j∑
s=k+1

ps = min
i≤k≤j
{

k−1∑
s=i

ps.as number of

layers in T k−1i

+

j∑
s=k+1

ps.as number of layers in T
j
k+1+

j∑
s=i

ps}

= min
i≤k≤j
{C[i, k − 1]+ C[k + 1, j]} +

j∑
s=i

ps

When 1 ≤ i ≤ j ≤ M ,

C[i, j] = min
i≤k≤j
{C[i, k − 1]+ C[k + 1, j]} +

∑j

s=i
ps

When 1 ≤ i ≤ M , C[i, i] = pi (14)

It is seen that the dynamic binary search tree algorithm
selects the minimum value for C [i, k − 1]+C[k+1, j] when
the number of conflicting Tag cards in the Reader recognition
range is larger. Therefore, the dynamic binary tree search
algorithm makes fewer average comparisons in the than that
a traditional binary search tree algorithm and performance is
increased.

IV. AUTHENTICATION PROCESS
In terms of facial recognition, Intelligence RFID and pass-
word authentication, two can be used as a set of authentication
methods. When authentication is achieved, access is granted.
There are three authentication combinations: face recognition
and Intelligence RFID, facial recognition and a password and
Intelligence RFID and a password. As shown in Figure 4,
the system flow chart has two parts: image and Intelligence
RFID. Facial recognition is used first and then one of the other
two authentication methods is selected, Access is granted
when the two-step authentication is achieved.

A. IMAGE IDENTIFICATION
The camera is initialized, features are extracted and the fea-
ture values are sent to the database for matching.

1. Intercept the face: Turn on the camera to capture the
original picture.
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FIGURE 4. System flow chart.

2. PCA feature extraction:
(1) Convert a color image to a gray scale image.
(2) Gaussian filtering is used for denoising to increase the

recognition rate.
(3) A mathematical method is used to obtain the average

value for the facial image and the difference between the
facial image and the average value and the covariance matrix
is formed by the above values.

(4) The first p largest eigenvalues are obtained from the
covariance matrix to reduce dimensionality and the feature
space is obtained using orthogonally normalized space vec-
tors.

(5) The difference between the facial image and the aver-
age value is projected onto the feature space to obtain a PCA
feature space.

3. LDA sample discrimination:
(1) The vector in the PCA feature space is used for the

in-class and inter-class formulae.
(2) Faces of the same type and different types of faces are

separated.
(3) The eigenvectors for the intra-class and inter-class

matrices are obtained and these eigenvectors are multiplied
by the PCA feature space to obtain the LDA subspace.

(4) The averaged facial image is projected into the LDA
subspace to calculate the Euclidean distance.

TABLE 1. Comparative analysis of PCA, LBP, LDA and CNN.

Database: This system’s facial image sample library.
Display personnel information: personnel information and

images are displayed on the display.
Unrecognized person: Displays unrecognized words and

images.
Arduino: The door signal is transmitted to the Arduino by

Raspberry Pi via the Bluetooth module.

B. INTELLIGENCE RFID
If the first step for authentication uses facial recognition, then
the second step authentication can use a card or password.

a. When a tag enters the sensing area, the RF card reader
reads the tag information and initiates authentication. If the
user is authenticated, the LCD displays the user information
and the LED is green, and the electromagnetic door lock is
turned on. If the tag is invalid, the LCD displays the wrong
user information, the LED is red and the buzzer sounds.

b. The user enters the password using the keyboard. If the
entered password is correct, the LED is green and the elec-
tromagnetic door lock is turned on. If the password is entered
incorrectly more than three times, the LED is red and the
buzzer sounds.

User authentication Data is transmitted and the user
information data is transmitted back to the mobile phone
App through the Bluetooth module for processing.

V. COMPARATIVE ANALYSIS
The comparative analysis is two parts: facial recognition and
Intelligence RFID.

A. FACIAL RECOGNITION
PCA, LDA and other algorithms are shown in Table 1.

Figures 5 show the recognition result of CNN under dif-
ferent lighting conditions. Figure 5(a) shows the recognition
result under dark light conditions and Figure 5(b) shows
the recognition result under bright light. The experimental
results in Table 1 show that the recognition rate for PCA
combined with LDA is significantly higher than that for other
algorithms. LBP is sensitive to direction information. CNN
has many parameters, is not easy to optimize and incurs a
large performance overhead during training.

This article take the improved convolution neural net-
work, a total of 17 layer, the first convolutional layer filters
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FIGURE 5. Facial recognition in dark and bright light.

FIGURE 6. Algorithmic simulation of binary tree and dynamic binary tree.

64∗64 input images, use the 32 convolution kernels, adopts
full convolution method, each convolution kernel has a size
of 3∗3, big convolution is decomposed into multiple small
convolution kernel, guaranteed under the same conditions,
save network resources, to a certain extent, improve the
network effect; Second use Relu activation functions to the
output of the first layer as input of this layer, Relu function
is one of the simple and efficient activation functions in
convolutional neural networks, It’s going to make the output
of some neurons 0, to increase the sparse network, reduce the
computing cost, at the same time reduce the dependencies
between parameters, alleviate fitting problems, And the Relu
function is easier to learn and optimize; The third layer is the
pooling layer, which adopts the maximum pooling method.
The maximum value of the covered area is selected as the
eigenvalue of the area to reduce the size of the cross-layer
image and achieve dimensionality reduction. The size of the
pooling window is 2∗2; The fourth layer is the Dropout
layer. In the training stage, some randomness is added to
the network through the Dropout layer to consciously reduce
the model parameters, so as to make the model more robust
and less prone to over-fitting. The ratio is 0.5. In addition,
dynamic learning rate is used to speed up the convergence
rate. Learning rate is used as a parameter to control the speed
of model convergence to the local minimum value. If it is set
improperly, it will affect the maturity of the model.

After that, the convolution layer, activation function, pool-
ing layer, and Dropout layer continue to be used so that the
data flowing through the network is multidimensional, while

TABLE 2. Comparative analysis of binary tree and dynamic binary tree.

FIGURE 7. Facial images in the facial image database.

the full connection layer requires one-dimensional input, so a
Flatten layer compacts the data into one dimension and then
enters the full connection layer. The last layer uses the cross
entropy loss function to complete the classification output.

PCA is significantly affected by illumination conditions
and other factors that are not related to facial recognition.
LDA extracts a set of feature vectors using class member
information. The set of feature vectors depends on the differ-
ence between different faces: not the change in illumination
conditions, facial expression or direction. Therefore, the com-
bination of PCA and LDA reduces the sensitivity to illumina-
tion conditions and changes in facial pose, so recognition is
more effective.

B. INTELLIGENCE RFID
The results for Binary Tree and Dynamic Binary Tree Search
Algorithms are shown in Table 2.

Table 2 shows that for 500 tag samples, the number of
basic binary tree searches is 375 and the number of improved
dynamic binary tree searches is 325 so the number of searches
is reduced by 13.3%. The results in Figure 6 show that the
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FIGURE 8. Experimental results for images with only a single face.

dynamic binary tree search algorithm is superior to the basic
binary tree search algorithm.

VI. EXPERIMENTAL RESULTS
The Results section has into two parts: facial recognition and
Intelligence RFID.

FIGURE 9. Images under three different lighting conditions.

A. FACIAL RECOGNITION
Features were extracted from 200 sample photos in the
database. Single and multiple people were identified and
tested under three different intensities of illumination. The
experimental results are shown in Figures 7-10. [33]–[35]

The collection of facial information is the first step in facial
recognition. Three separate folders were created to distin-
guish people’s information, as shown in Figures 7(a)∼(c).
The individuals are Mei Hao-wen, He Ji-chao and Peng Fan-
Fan. These form part of the facial information database, each
of which has 200 sample photos.

Figure 8 shows facial recognition for only one person. If the
person’s face is in the database, the person’s information is
displayed, as shown in Fig 8 (a)., which shows the original
image. Fig (b) shows the grayscale image of the original
image. Figure (c) shows the original image binarization,
Figure (d) shows the drawing histogram, Figure (e) shows
the captured face and Figure (f) shows the detection. The
face of in Figure (g) shows the face in the facial database
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FIGURE 10. Three different lighting scenarios.

FIGURE 11. Single authentication card and no authentication card.

and a comparison of Figure (f) and Figure (g) is shown in
Figure (h), which is the recognized facial information.

Figure 9 (a) shows facial recognition when the light is
fully lit. Five faces are successfully recognized. Three of
the faces are displayed with the character information and
two unincorporated displays are seen. Figure (b) shows the
facial recognition result with four lights turned off. Five
faces are successfully recognized. Three are displayed in
the library and the other two are not displayed, so are
‘‘unknown’’. Figure (c) shows the result for facial recog-
nition in the dark, with a facial recognition error multi-
ple times. The experimental results show that the effect on
recognition is almost zero under normal lighting conditions,
and a small number of faces are affected under extreme
conditions.

FIGURE 12. Multiple authentication cards and non-authentication cards.

Figure 10 (a) shows the result when six lamps are fully lit.
Figure (b) shows the result when the four lamps are turned
off and (c) shows the result for a dark environment.

B. INTELLIGENCE RFID
Single and multiple authentication cards, non-authentication
cards and password input were tested. The experimental
results are shown in Figures 11-14.

Figures 11 (a)∼(d) show that before swiping the card,
the LCD displays the current date and time.When the authen-
tication card enters the reading range of the card reader,
the green LED lights and the LCD displays ‘‘bingo’’ and the
user’s name and number. It then waits for the second step of
authentication and when this is achieved, the door is opened.
When the unauthenticated card enters the reading range of the
card reader, the red LED lights illuminate, the buzzer warns,
the LCD displays wrong and the door is not opened.
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FIGURE 13. Password input.

FIGURE 14. APP.

Figures 12 (a)∼(e), show that whenmultiple authentication
and non-authentication cards enter the reading range of the
Reader, the Reader reads the card numbers of multiple cards.
If the card is authenticated, the green LED lights, the LCD

display bingo and lay the user’s name and student number
is displayed. The system then waits for the second step
authentication and when this is achieved, the door is opened.
If the card is a non-authentication card, the red LED lights,
the buzzer sounds and the door does not open.

Figures 13 (a)∼(e) show that when the password input is
correct, the green LED lights and the LCD shows ‘‘bingo’’.
The system then waits for the second step authentication and
when this is achieved, the door is opened.When the password
input is wrong, the red LED lights illuminate, the buzzer
sounds, the LCD shows ‘‘wrong’’ and when there are more
than three password input errors times, the user must wait
30 seconds to input again.

Figures 14 (a) and (b) show that the mobile APP has five
operation buttons:
(a) ‘‘Connect’’ button: the Bluetooth module is connected

to the system and user attendance records are received.
(b) ‘‘Disconnect’’ button: disconnects the Bluetooth con-

nection.
(c) ‘‘Open door’’ button: opens the door.
(d) ‘‘Clear’’ button: clears the screen.
(e) ‘‘Leave’’ button: allows the user to exit the APP.

VII. CONCLUSION
This study designs and implements a multi-functional facial
recognition access control system that combines facial recog-
nition technology and Intelligence RFID technology and uses
a combination of PCA and LDA facial recognition and a
dynamic binary tree anti-collision algorithm. Facial recogni-
tion is 98.9% accurate on Raspberry PI 3B+. When multiple
Tags collide, the search times for the dynamic binary tree
anti-collision algorithm decrease by 13.3%. The system con-
trols a user’s access using an image of the user’s face and the
user’s radio frequency identification card or input password
and records the user’s data. Compared with a traditional
access control system, this system is multi-functional, sim-
pler to operate and highly secure. The experimental results
show that the system is feasible and can be used in offices,
laboratories and other secure sites.
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