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ABSTRACT To effectively mitigate the COVID-19 pandemic, various methods have been proposed to
control the infection risk using mobile phone technologies. In this respect, short-range Bluetooth in mobile
phones has been mostly used to detect contacts with other devices that approach within a certain range
for a specific duration and to notify residents regarding potential contact with infected patients. However,
the technology can only detect direct contacts and neglects various modalities of infection, which might
have contributed to the pandemic worldwide. In this article, we proposed an approach that evaluates
the infection risk for residents, using the locational information of their mobile phones and confidential
information of infected patients. The article first outlines the proposed method, the Computation of Infection
Risks via Confidential Locational Entries method. Moreover, a comparative evaluation is qualitatively and
quantitatively performed against the Bluetooth method. Results highlight the advantages of the proposed
method and suggest that it could work in a complementary manner with the Bluetooth method toward
effective mitigation of infection risks, while protecting privacy.

INDEX TERMS Contact tracing, privacy protection, mobile phones, location, infection risks.

I. INTRODUCTION
As a countermeasure against the pandemic caused by a new
coronavirus disease in 2020, contact tracing applications have
been introduced in many countries. Among them, contact
tracing using Bluetooth has been considered promising [1].
It uses short-range Bluetooth between mobile phones to
exchange anonymized device IDs without personal infor-
mation, which enables the detection of close contacts with
other devices without knowing the identity of the owners.
When a device owner is identified as infected, devices with
a history of prior contact with that device are notified of the
intersection with the infected patient. Using this technology
that directly detects potential contact with infected patients,
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public health authorities can effectively alert residents regard-
ing their risk of infection while protecting their privacy.

Although the Bluetooth method can accurately detect the
proximity of two devices within a certain range for a specific
duration, it cannot detect indirect contact. For example, it can-
not detect contagious infection [2], which occurs when people
touch the same doorknob at different times. Another example
is the infection among people working in the same area but
without direct contact, which could possibly get the infection
through ventilated air that brings airborne droplets along the
path of the ventilation [3].

Meanwhile, from the lessons of the Swine flu pan-
demic in 2009, we investigated the application of mobile
location information for risk management of infectious
diseases and published a conceptual note for the con-
trol of infection risks, in late 2019 [4]. In the pro-
posed approach, named Computation of Infection Risks via
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Confidential Locational Entries (CIRCLE method) after-
ward, histories of location data of infected patients collected
by public health authorities are provided to mobile phone
owners under a nondisclosure agreement. Then, the owners of
mobile phones requested their mobile phone carriers, which
have their location information, to calculate their risk of
infection based on the provided location information of the
infected patient. Results are sent back to the owners and
they are asked to consult with public health authorities if the
contact risk is considered high. The CIRCLEmethod protects
the privacy of the infected patients, as well as the information
of mobile phone owners from government agencies, while
realizing efficient warning of potential infections to residents,
including indirect contacts.

This article aims to materialize the proposed CIRCLE
method and provide a comparative study with the popularized
Bluetooth method to establish an effective technology to
combat infectious agents with the use of mobile phones. The
rest of the article is organized as follows: First, Section II
outlines related research on the use ofmobile phones for crisis
management of infectious diseases. The proposed CIRCLE
method is presented in Section III, and evaluation is provided
in Section IV with the comparison against the Bluetooth
method. A discussion is made in Section V, and the paper
concludes in Section VI.

II. RELATED WORKS
Several studies have been conducted since early 2010 on the
use ofmobile phone location information to address problems
related to infectious diseases [5]–[9]. This field was pio-
neered by an attempt to model the spread of infection during
the cholera outbreak in Haiti in late 2010 [10]–[13]. Previous
studies used the coarse-grained location information, known
as Call Detail Records (CDRs), which constitute the log of
calling by mobile phones. Although the data provide the
rough location of the devices from which people made calls,
the data carry only partial information for epidemiological
analysis, because the location information is not linked to
demographic data of the owners. In developing countries,
most of the phones are prepaid and do not have such demo-
graphic data due to the absence of contracts [8]. Such a sta-
tistical analysis of people’s movement history plays a central
role during the new coronavirus pandemic in 2020. In Japan,
various statistics on population density have been used to
monitor the effects of social distancing policies, such as
NTT Docomos Mobile Space Statistics [14], Yahoo’s con-
gestion radar [15], and Zenrin Datacom Inc.’s congestion
statistics [16]. These spatial data have been used to analyze
the population in more detail, using demographic data such
as the age of the owners.

The above-noted approaches are used for the statistical
analysis of people’s location information, in the light of
spatial epidemiology, but not the tracing of individuals for
privacy concerns. However, in someAsian countries, location
information of mobile phone owners is used to trace infected
individuals, for containment operations. Such a radial

approach was first reported in an article summarizing the
Middle East respiratory syndrome (MERS) epidemic, which
occurred in South Korea in 2015 [17]. Since then, there are
few articles that mention the use of mobile phone data for
tracing of individuals prior to the COVID-19 pandemic, prob-
ably because the use of such data by governments may violate
the privacy of residents [18]. However, due to the outbreak of
the pandemic in 2020, some Asian countries have adopted
positioning technologies for crisis management of infectious
disease. For example, in Taiwan, people subjected to home
quarantine are reportedly being tracked using mobile phone
location information [19]. In Hong Kong, foreign travelers
are required to wear a Global Positioning System (GPS) band
for a certain period of time [20].

In Western countries, however, government agencies are
trying to avoid the use of location information of indi-
viduals due to privacy concerns. Consequently, they devel-
oped mobile phone applications that notify infection risks to
residents without violating their privacy. Following some pio-
neering works [21]–[23] in this regard, Singapore’s TraceTo-
gether was released as the first practical case in March 2020,
which uses Bluetooth to detect contacts with infected
patients [24]. After this attempt, various countries have devel-
oped and released related applications, for digital contact
tracing, which amounted up to 120 applications [25], across
the world. For example, the National Health Service of the
United Kingdom released NHS COVID-19 [26], Germany
released Corona-Warn-App [27], and France released Tous
AntiCovid [28], some of which used the Bluetooth API [29].

However, these applications have also led to privacy con-
cerns, and the download of the applications has remained
sluggish. Because Bluetooth technology can effectively
detect contacts only when people have activated applica-
tions on their mobile phones, challenges still exist before
the applications fully perform as expected. For example,
even in Singapore, where the largest percentage of people
has downloaded the application, 45% of the population had
downloaded TraceTogether by October 20, 2020, the esti-
mated percentage is still far below for the contact tracing to
be functional [30].

The Bluetooth method has its disadvantages. Before the
applications to be functional, the population must install the
same application even though expected performance can-
not be achieved unless the owners reach a certain threshold
that allows the effective exchange of contact information.
To address this problem, Apple andGoogle jointly announced
that they would release a platform in April 2020, which
enables the exchange of contact information among their
smartphones, providing necessary protection of owners’ pri-
vacy [29]. Once the platform is established, which realizes a
significant improvement in terms of device coverage, contact
tracing applications can use the same method for contact
tracing using both iOS and Android mobile operating sys-
tems. However, as long as the mechanism is operated on
an opt-in basis, the limitation remains because the algo-
rithm is effective only when the device coverage exceeds

VOLUME 9, 2021 87421



J. Ami et al.: Computation of Infection Risk via Confidential Locational Entries

FIGURE 1. Overview of the proposed approach.

a critical value. Authorities are suggesting to provide incen-
tives, such as priority services for diagnostic testing and treat-
ment, to owners who opted in [31]. Additionally, the approach
leaves the mainstay technology against pandemic at the dis-
cretion of the multinational technology giants although it is
fundamental to national security. Undoubtedly, there must be
alternative technologies that complement the limited method.
In the following sections, to show the data characteristics,
the Bluetooth method is used as a comparison target, which
is the most widespread method among the digital contact
tracing methods proposed.

III. CIRCLE METHOD
A. OVERVIEW OF THE PROPOSAL
In the event of an outbreak of highly contagious infec-
tious diseases, such as tuberculosis, measles, novel influenza,
as well as new coronavirus infections, public health authori-
ties need to identify contacts and contain the agents. To this
end, public health authorities publish press releases to alert
residents who may have potential contacts to inform and
provide them with necessary information including the area
of residence and history of exposure to the public. However,
ordinary residents are not interested in such information.
Besides, detailed information of the patient, such as addresses
and travel routes, may infringe privacy. Additionally, public
health authorities cannot possibly release the details that
interest the residents and, as a result, cannot effectively
alert the potential contacts and the information is mostly
limited to visits to large commercial facilities and public
transportation.

In response to this problem, the authors proposed a method
for effective risk notification using mobile phone location
information to protect the privacy of both patients and mobile
phone owners [4], as shown in Figure 1. First, when a patient
is confirmed as positive for infectious disease, the consulted

physician reports to the public health authority and the author-
ity collects detailed information of the patient. The collected
information comprises extremely sensitive personal informa-
tion, such as the patient’s name, address, medical history, and
risk factors. Second, the public health authority provides only
the patient’s mobility information to mobile phone carriers
and mobile application operators that hold location infor-
mation, under a nondisclosure agreement for the protection
of personal information. Third, owners of mobile phones
inform their mobile phone carriers or mobile application
operators regarding their possible contact with the infected
patient. Fourth, based on the customer’s inquiry, the mobile
phone carrier or the mobile application operator calculates
the possibility of contact with the patient using the location
information of the customer against the patient movement
information. Fifth, the mobile phone carrier or the mobile
application operator then replies to the customer with the
calculated possibility of contact. Customers may also ask the
carriers and operators, in advance, to notify them when they
have a possible contact. The two notifications include appro-
priate guidance, such as encouraging customers to consult
with public health authorities. Sixth, customers may volun-
tarily consult the authority. Lastly, the authority calculates
the risk of infection using the information of the contacted
residents and the patient’s information held in advance. If the
resident is suspected of being infected, the authorities now
take necessary measures, such as testing.

By following these steps, the risk of infection can be
informed to the public without disclosing the patient’s infor-
mation. Additionally, this avoids mobile phone carriers from
giving customer information to government agencies, thereby
protecting the privacy and communication confidentiality of
their customers. All the calculations are performed under
appropriate permissions, and the confidential data held by the
carriers will never be used against the residents’ free will.
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TABLE 1. Location information that can be used to calculate the infection risk.

B. LOCATION INFORMATION OF MOBILE PHONES
There are multiple sources of location information related to
mobile phones [32], as summarized in Table 1. The most
general information among them is the in-cell information
based on a base station to which a device connects. This
method uses a server history called Home Location Register
(HLR) in 3G networks and Home Subscriber Server (HSS) in
LTE [33]. The coverage area of a base station varies region-
ally depending on the population distribution and topography
of a setup location, ranging from 1 km to 20 or 30 km in
diameter. Note that devices are not always connected to the
nearest base station. Therefore, in-cell information is sup-
posed to be at a coarse level of granularity. In LTE, Observed
Time Difference of Arrival (OTDOA) and Enhanced-Cell ID
(E-CID) are being introduced to provide location informa-
tion [34], which is reported to be available with an accuracy
of less than 50 m [35], but it does not cover all devices.

An alternative is GPS information, which has an accu-
racy of 10 m and can be used for contact assessment with
higher accuracy. Nevertheless, not all devices are equipped
with GPS, and it is not always activated even if a device is
equipped with GPS. Additionally, logs may be stored in the
mobile phone application in some cases and in the platform
of the OS in other cases. Therefore, data availability is limited
compared to in-cell information.

Additionally, connection logs to Wi-Fi base stations might
be available for use in urban areas [14]. Indoor facilities,
such as stores and subway stations, are equipped with Wi-Fi
base stations that are provided by mobile phone carriers.
Using the connection history orWi-Fi signal strength of these
stations, the location of the mobile phones can be estimated,
sometimes in high-resolution. It is assumed that there is a
reasonable chance of contact between devices connected to
the same base station simultaneously, although it might be
difficult to achieve a spatial resolution in the order of meters,
even with this method. Again, data availability is limited
because this method can only be used when devices are
connected to public Wi-Fi.

As described above, the location information of mobile
phones includes different types with different characteris-
tics: information with high coverage but low accuracy and
information with high accuracy but with limited availability.
When calculating the possibility of contact using the location
information, there is a possibility of false detection of a signif-
icant number of contacts if the location information with low
accuracy is used. Additionally, a substantial amount of calcu-
lation time might be required to identify mobile phones that
may have contacts with mobile phones of infected persons,

considering the considerable amount of location information
for millions of devices that mobile phone carriers’ control.
Particularly, to evaluate the possibility of contact with high
accuracy, the computational cost is expected to increase in
proportion to the length of time, temporal resolution and
geographic resolution used, number of mobile phones, and
number of infected patients for the assessment. Therefore,
to show the advantages of the method compared with the
high-accuracy Bluetooth method, it is necessary to develop
a method for calculating the possibility of contact, combin-
ing location information with high coverage and with high
accuracy while reducing the total computational cost.

C. CALCULATING THE POSSIBILITY OF CONTACT AND
RISK OF INFECTION USING LOCATION INFORMATION
To address the issues in the previous section, the CIRCLE
method proposes a multistage process, as presented
in Figure 2. In the primary filter, approximate calculations are
performed to exclude devices that are considered extremely
low risk from subsequent calculations. In the secondary filter,
high-precision calculations are performed and the devices
with little contact potential (considered as low risk) are
excluded. In the tertiary filter, the evaluation of infection risks
is performed by public health authorities, with detailed data
of patients and devices, to extract only the close contacts.
In this section, each filtering process is outlined.

The primary filter focuses on the most basic location
information obtained from the mobile phone carrier’s net-
work, which is the history of mobile phone in-cell infor-
mation. To evaluate the possibility of contact, we generate
the mobile phone’s geocoded data and the in-cell informa-
tion of each device is compressed into a two-dimensional
array on a predefined duration. Information on the move-
ment of infected patients will also be provided by geocod-
ing the names of places and stores they visited, which is
collected through active epidemiological surveys by public
health authorities [36]. To facilitate the subsequent compari-
son operations, the dimensions might be compressed by con-
verting the two-dimensional information to one-dimensional
information of the virtual cell IDs. By employing the data
structure, the approximation of the possibility of contact
is simplified to comparative operation between the cell
ID arrays. If the cell IDs do not match at any time, the pos-
sibility of contact is considered to be extremely low, which
is category D in Table 2 and the device is excluded from
subsequent calculations. If the agent of infection is more
contagious, which allows indirect contact infection or aerosol
infection, the conditions for comparison could be relaxed.
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FIGURE 2. Overview of contact risk assessment using mobile location information.

TABLE 2. Infection risk categories.

The secondary filter is used to calculate the possibility of
contact with high precision. To this end, we first determine
the state of the devices. If the device is connected to consec-
utive cells in a certain time series, the owner is considered
as moving. If the device is connected to a specific cell via
a single base station for a certain duration, the owner is
considered as staying. This calculation can be made for all
the devices, and the results are used to assess the contact
risks between devices: If device A is moving and device B
is staying, the contact risk between the devices is considered
low, which is category C in Table 2. Devices that conflict with
the patient’s state in this way are excluded from subsequent
calculations.

A period in which both the mobile phones of the infected
patient and another individual stay in the same cell, contact

between these devices is possible. However, because a cell
may span several kilometers in its diameter, the match of
cell IDs does not necessarily mean a contact. In metropolitan
areas with high population density, the number of terminals
in the same cell can range from several hundreds to sev-
eral thousands. Accordingly, it is necessary to improve the
spatial and temporal resolutions of location information for
higher accuracy. In this regard, the access history of Wi-Fi
base stations is more accurate than the in-cell information
that carriers can use. GPS information might also be used
here. For example, iPhones record their GPS information
for about a week. Data are kept mostly by mobile phone
carriers, mobile platform and GPS application providers,
and mobile phone owners would willingly approve the use
of their detailed information for the calculation of their
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TABLE 3. Estimated speed of transportation.

infection risks. Because of the potential value of the collected
data, mobile phone carriers and platform providers would
also have incentives for providing the data for calculation,
although the detail is left for future work.

For the time period in which both the infected patient and
the mobile phone owner are moving across cells, there must
be other algorithms. We first approximate the travel speed
of each device by dividing the linear distance between cells
by the time spent and estimate the type of transportation by
referring to Table 3. If a mobile phone owner is assumed to be
outside and be on foot or riding a bicycle, the risk of infection
is considered low, because the owner is not in an enclosed
space. Likewise, the risks of device owners who do not match
the transport information of the infected patient, which can be
collected through interviews by the public health authority,
can be considered low.
Now, we need to detect the coincidental ride of the infected

patient and mobile phone owner on the same public trans-
portation, such as a train and a bus, because an enclosed area
may contribute to a higher risk of infection. If it is clear that
a customer is in a different vehicle than the infected patient,
the possibility of contact is low and classified as category C.
If a customer and the infected patient are riding on the same
transportation system, it is assumed that a high degree of
similarity in the cell IDs will occur for a certain period of
time. Therefore, the Jaccard coefficient between arrays of cell
IDs can be calculated to determine the similarity between
their traces. If they demonstrate a certain level of similarity,
the potential risk of infection is categorized as category B.

There can be detection approaches with higher accuracy
if the information on public transportation [37] is available,
such as GTFS [38], [39], and GIS data [40] (bus stop, station,
airport, port). For this purpose, clustering on the trajectories
ofmobile phone owners that are assumed to be at risk of infec-
tion must be performed first. Now, each cluster is considered
to be passengers of the same public transportation system,
and the information of vehicles is checked against the public
transportation database to see if they match the record of the
infected patient.

D. RISK ESTIMATION BY PUBLIC HEALTH AUTHORITIES
As a result of the calculations, mobile phone owners with
the possibility of contact with the infected patient will be

notified for them to consult with public health authorities.
However, because the calculations have limited accuracy,
notifications are sent to a higher number of owners than
the true contacts with infection risks. Therefore, excessive
consultations are received by public health authorities from
residents, and thus, the automation of further risk assessment
would greatly reduce the burden on public health administra-
tors. This process would also greatly streamline the contact
tracing process without significantly compromising the pri-
vacy of the population.

The tertiary filter is designed to automate the estimation
of infection risks. Public health officials manually interview
the contacted residents for their health status and mobility
information to perform the estimation of the infection risk,
against the patient information manually collected as well.
Authors have been proposing to automate the process through
a data structure, named Patients’ Locational Open Data
(PLOD), which allows the flexible description of infected
patients and residents [36].

At first glance, one might think that this movement of
infected patients and residents with possible contact can
be expressed by a simple set of quantitative information:
latitude, longitude, and time. However, unless the data are
automatically obtained fromGPS or other automated sources,
information of the infected patients is mostly given in a more
complex, unstructured form [36]. It comprises name of the
facility visited and public transportation used, including their
specific location in the car sometimes. The time of the visit
might be specified, but it may come in ambiguous manner.
There are also instances where only the order of visits might
be available. Sometimes, the informationmay include a nega-
tion of a visit to a specific location. In some cases, others
such as professional drivers are constantly on the move while
there are those who have limited contact with other individ-
uals. Some people may have repeated travels on a specific
route, for commuting to work for example. As illustrated,
the data are a mixture of numerical location information,
such as distance and range, and qualitative information, such
as places they visited, with ambiguity. These data must be
described flexibly in a machine-readable format before they
are eventually converted into orthogonal coordinate informa-
tion. To address the complexity of the task, PLOD has been
developed [36].
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TABLE 4. Comparison between the CIRCLE method and the Bluetooth method.

Now, utilizing the PLOD of the patient and residents,
it is possible to estimate the risk of infection among them
by determining the modalities of infection represented in
an appropriate ontology. For example, if the names of the
place they visited are known, indirect contact can be detected,
which cannot be evaluated by the Bluetooth method. In the
case of an infectious disease, such as COVID-19, which can
rarely be transmitted to others unless the person coughs,
sneezes, or talks [41], the risk of infection can be reduced
even if two persons travel in the same car. Even for this
case, the extent of contact can be efficiently assessed through
knowledge processing. Both of the cases are good examples
of the advantages of the CIRCLE method over the Bluetooth
method that only detects direct contact among devices.

The three filters would classify the infection risk of res-
idents into four categories (Table 2). Category D indicates
‘‘extremely low probability of crossing an infected patient.’’
The group excluded by the primary filter using mobile phone
location information falls under this category. Category C
indicates ‘‘possibly in the same area as the infected patient’’
and refers to the group for which contact risk was recognized
by the primary filter but excluded by the secondary filter
with higher precision. Category B indicates ‘‘probably in the
same place or vehicle as the infected patient’’ and excluded
from further consideration by public health authorities using

the tertiary filter. Category A indicates a group estimated by
public health authorities in the tertiary filter to be ‘‘in a state
of probable contact with an infected patient.’’

IV. EVALUATION
This section evaluates the CIRCLE method in compari-
son to the Bluetooth method. For this purpose, we used
a contact tracing application developed by the Japanese
government (COCOA) as a representative of the Bluetooth
method [42]. First, we compared the properties of these
methods for detecting contact with infected patients. Second,
we discussed the cost of implementing such a method. Third,
we evaluated them from the perspective of privacy protection
and crisis management. Results are summarized in Table 4.

A. DETECTION PERFORMANCE AND CHARACTERISTICS
The CIRCLEmethod first uses coarse-grained location infor-
mation to extract residents with the possibility of potential
contact with an infected patient. Then, multiple filters are
applied to detect the residents with various risks of infection,
even the contact between two parties who are distant from
each other or cross each other at different times. The tertiary
filter provides the detection of contacts in a highly flexible
manner, including contact infection, droplet infection, aerosol
infection, and even indirect contact infection (Table 5).

87426 VOLUME 9, 2021



J. Ami et al.: Computation of Infection Risk via Confidential Locational Entries

TABLE 5. Situation of infection.

Contact infection is literally an infection caused by contact
with a patient. Droplet infection occurs through droplets
emitted by an infected patient who coughs or sneezes and
when they adhere to the conjunctiva, nasal mucosa, or oral
mucosa of a people nearby. Aerosol infections are caused by
smaller droplets that are carried by the airflow, which may
travel long distances. Indirect contact infection may occur
when a person visits the same location visited by an infected
patient, separated by time, and touches a common facility,
such as a doorknob or a drink vending machine.

The Bluetooth method defines contact as being with an
infected patient continuously for more than 15 min within a
distance of 1 m [29], [42]. Under this definition, the Blue-
tooth method can detect contact and droplet infections that
have direct contact with the patient but cannot detect indirect
contact, droplet, or airborne infections that can be sepa-
rated by distance or time. Indirect contact infections, such
as contact infections through common objects and infections
by droplet nuclei in confined spaces, have been reported in
COVID-19 [1], [2], and the Bluetooth method can only detect
a sole type among possible contact modalities.

Next, we considered the population coverage of the meth-
ods. Since the CIRCLE method uses mobile phone loca-
tion information, it covers all the population possessing
the mobile phones. The individual possession of mobile
phones in Japan reaches 84.0% [44]. The Bluetooth method
targets only the smartphone owners who have down-
loaded the application. The individual ownership of
smartphones in Japan (2018) is 64.7% [44], which will be dis-
counted by the percentage of the corresponding OS versions
(the lowest versions of supported OSs are iOS 13.5 and
Android 6 [29]) and by the proportion of the owners who acti-
vated the application. The Bluetoothmethod, in principle, can
only effectively detect contact if the percentage of residents
activating the application exceeds a critical mass. There is a
controversy about that threshold, and there are arguments that
the approachworks to some extent, even if the adoption rate is
low [45]. However, low usage rates would certainly limit the
effectiveness of the detection. This is a clear disadvantage of

the Bluetooth method compared to the CIRCLE method that
allows any mobile phone owners to perform the calculation
of infection risks.

Based on the observation, we summarized that the
CIRCLE method clearly outperforms the Bluetooth method
in the detection performance and characteristics. The CIR-
CLEmethod extracts various types of contacts. TheBluetooth
method, however, is specialized for detecting direct contact
among devices within a limited range for a certain duration,
for example, 15 min in the case of COCOA. As a result,
it cannot detect contacts at high risk of infection through
indirect contact or aerosol transmission. Contact cannot be
detected also in places where mobile phones are expected to
be turned off, such as theaters and examination halls.

The Bluetooth method has a strict definition of contact
and is less likely to over detect the devices. In particular,
the Bluetooth method may possess a higher specificity than
the CIRCLE method. However, false detection is also possi-
ble even with the Bluetooth method, most importantly dur-
ing an excessive commuter rush in urban areas wherein the
method would yield false alerts to commuters riding around
patients. Particularly in Japan, there are notorious congestions
of commuter trains in urban areas. The tertiary filter would
also be helpful for public health authorities to regulate the
false alerts caused by the Bluetooth method.

B. COSTS OF CONSTRUCTION AND OPERATION
1) STORAGE CAPACITY
Infectious diseases have a certain period of infectiousness
before the onset of the disease, right after the recovery of
the infected patient. Additionally, there is a lead time for an
infected patient to receive a positive diagnosis. Accordingly,
it is necessary to have a storage capacity that keeps track of
location information and contact history prospectively for a
certain period, to retrospectively identify persons with whom
the patient had contacted. To put the CIRCLE method into
practice, mobile phone carriers (and other location data hold-
ers) need to store the location data of the devices for a certain
number of days inwhich an infected patientmay infect others.
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TABLE 6. Computational cost of each filter stage (estimation).

The location information of mobile phones has properties
suitable for continuous and differential compression, which
may allow for efficient reversible compression. Nevertheless,
for operators that have a substantial number of customers,
substantial storage capacity is required to keep all the location
history of the mobile phones for a certain period. Because the
data require a high degree of privacy consideration, the cost
of data storage would increase accordingly.

The Bluetooth method, however, stores only the special ID
of the devices that detect contact with the other party for a
certain period in their own memory (in COCOA, this is for
the past 14 days). Therefore, the contact information is stored
in a distributed manner, on the owner’s devices and the cost
of data storage is minimized, for it does not require a new
storage nor consideration for privacy protection, because the
data are anonymized.

2) COMPUTATIONAL RESOURCES
Both the Bluetooth and CIRCLE methods necessitate com-
putational resources. The CIRCLE method evaluates contact
possibility and infection risk through calculations whereas
the Bluetooth method detects contact directly using radio
waves. Consequently, the CIRCLE method requires more
computational power than the Bluetooth method. The com-
putational complexity of the CIRCLE method increases with
calculation accuracy and the number of devices. To accelerate
the computation, multistage filtering is adopted, which com-
bines low-cost approximation and high-cost detailed calcula-
tion to achieve high accuracy at an affordable cost.

The computational complexity of each filter, with a rough
estimation of their computational cost, is given in Table 6.
The complexity of the primary filter is determined by the
numbers of devices (n), infected persons (m), and times to
check the contact risk (p), which are determined by the time
granularity and period to be included in the calculation. In the
worst case, e.g., at the peak of infection, the complexity may
become O(n2), wherein the intersection must be calculated
between each pair. However, this is unrealistic if n � m.
The secondary filter is considered computationally expensive
owing to the increased resolution, particularly the cluster-
ing algorithm. However, the computation volume does not
explode because the primary filter regulates the number of

devices. The tertiary filter can also be computationally expen-
sive. The computational complexity per inquiry is determined
by the number of infected persons (m). In any case, the com-
plexity is considered polynomial, and even in the worst case,
it is kept at the order of squared nodes.

The right half of Table 6 illustrates the estimated time
cost for each filter stage considering the Tokyo metropoli-
tan area as an example. The table assumes different infec-
tion rates, which are percentages of the population who are
actively infected, excluding recovered patients. The number
of infected patients is calculated simply by the multiplica-
tion of the population size and infection rate. The number
of inquiries to mobile phone carriers is another assumption
that gives different scenarios for the CIRCLE method with
varying workloads. Under these assumptions, the computa-
tional cost for each filter is estimated (see Appendix for more
details).

Some figures in Table 6 may appear pessimistic, but they
are the worst cases. However, because an excessive number
of inquiries to mobile phone carriers may occur in a pan-
demic, appropriate measures must be taken in advance. First,
the overprovisioning of computational resources might be
necessary or the allocation of the computational resources
must be scalable. Second, pruning of the devices must be
performed in advance instead of processing the entire device.
Finally, preparing measures to ensure response performance
by reducing the accuracy of calculations may be necessary.
Indeed, the timing when the infection rate reaches 1% of the
population is the beginning of the infection explosion, and
the computational cost increases significantly. In such a case,
the benefit of contact risk notification is lost; thus, the opera-
tion might be temporarily halted. As noted in Appendix, there
could be a tipping point between 0.1% and 1%of the infection
rate when we should move from the CIRCLE method to
strong infection control measures, including lockdowns.

3) COST CHARACTERISTICS
The cost of the CIRCLE method is relatively high, owing to
the development and operational costs, with a low degree of
uncertainty. The cost majority is due to the storage capacity
required to store the location information and the computa-
tional resources can be acquired through the cloud, as needed.
These costs can be estimated in a deterministic manner from
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the number of devices and the number of infections that may
affect their customers.

However, the cost of the Bluetooth method is uncer-
tain. The computational resources for the development of
the applications are mostly predictable. However, the cost
required for the popularization of the applications is highly
uncertain. There is no guarantee that the performance scales
with the budget invested. There is also the risk that the
application might cease to function by the drop in the user
coverage if confidence in the application is compromised for
some reason, such as system problems or privacy violations.

C. PRIVACY PROTECTION AND GOVERNANCE
Privacy has been a central issue in the design of contact trac-
ing technology. In this regard, the CIRCLE method was built
to protect the privacy of both infected patients and residents.
In Japan, the location information held by mobile phone
carriers is classified as private, which cannot be accessed
even by government agencies. The location information is
never accessed outside the mobile phone carrier, in any form.
Although the existence of the storage for non-anonymized
location information is a privacy risk, the data is protected
physically and legally.

The Bluetooth method does not collect personal and loca-
tion information, such as the name and phone number of
the terminal holder to protect privacy. Therefore, the mobile
phones of the owners that come in contact with the infected
patient’s device are even unknown to the government. Also,
the owner of the devices will not be able to identify the
infected patient. However, if the number of contacts is
small, the mobile phone owners might identify who infected
them and the privacy might be compromised. Likewise,
the anonymity might be compromised even if the identifier
is randomized for the contact tracing, by analyzing the radio
waves transmitted by other devices that the owner may carry
around. It may also be detrimental for individuals involved in
some secret group activity if the mobile phones of the people
involved are identified by the government officials.

Regarding governance, the CIRCLE method is operated
by the government and mobile phone carriers perform the
calculation under a contract with the government. In con-
trast, the Bluetooth method is virtually operated by Apple
and Google, giving them real authority if their APIs of iOS
and Android are used. The government is involved in the
applications that notify the residents, but it is the multina-
tional platform providers that decide the key policies of the
applications, such as the continuation of their service. It is
a potential risk for national security and for global efforts
against infectious diseases.

V. DISCUSSION
A. SUMMARY IN QUALITATIVE EVALUATION
In epidemiology, diagnostic tests with high specificity are
useful for definitive diagnosis even with low sensitivity.
However, for screening tests, a method with high sensitivity

is desirable, even with low specificity, to minimize false
negatives. The CIRCLE method is reasonably sensitive in
terms of calculating the possibility of contact and the risk
of infection among a large population of mobile phone
owners. On the contrary, the Bluetooth method detects
devices that only meet the strict definition of contact and
works within the population who activated the application.
In particular, the Bluetooth method has low sensitivity, and
thus, as a screening method, it has relatively unfavorable
characteristics.

Because these two methods have different characteristics,
a reasonable strategy is to combine both methods to comple-
ment their drawbacks. In this regard, the CIRCLE method
must serve as a basis, which has high sensitivity but low
specificity, and the Bluetooth method would be used as a
complement, which has high specificity but low sensitivity,
until a certain threshold is reached wherein the Bluetooth
method is fully functional.

Aside from COVID-19, there are highly infectious agents
that have high public health importance, such as measles,
tuberculosis, and new strains of influenza. The mode of
transmission of each infectious agent varies from pathogen to
pathogen, and the physical distance and time range of contact
at risk are not constant. Accordingly, measles and tuberculo-
sis cannot be detected by the Bluetooth method, because they
can be transmitted by aerosol even after the patient has left the
site. Thus, the CIRCLE method is advantageous, in general,
in its ability to address multiple diseases that are of public
health importance.

B. QUANTITATIVE EVALUATION OF THE DETECTION
PERFORMANCE OF EACH METHOD
The comparative evaluation performed was mainly per-
formed in a qualitative manner; thus, a quantitative compar-
ison is desirable. However, both the CIRCLE and Bluetooth
methods are still at developmental stages. Reports indicate
that the Bluetooth method is effective in controlling infection
management if enough owners are ensured [46]. However,
the number of downloads of COCOA in Japan is 18.77 mil-
lion (14.8%) as of October 23, 2020, which falls far below
the desirable level. Even in Singapore, the download rate of
TraceTogether is estimated to be 45%, but the evaluation of
their performance is still unclear.

Meanwhile, the quantitative performance of the CIRCLE
method is estimated as follows: Figure 3 shows the num-
ber of terminals possibly in contact with infected patient’s
mobile phone because of approximation at the first filter.
Ten local governments of different population densities have
been selected as an example. We used radio station license
information in each government to estimate the size of the
cell. Two scenarios were used to estimate the volume of the
target devices detected: an infected patient who walks for
10 min and an infected patient who travels by train for 5 min.
The number of cells passing through in a given time depends
on the speed of traffic.When traveling at a higher speed, more
cells pass and more terminals are identified to possibly in
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FIGURE 3. Estimation of the risk of infection by approximate calculation (category A or B or C, not D).

FIGURE 4. Estimation of the risk of infection by high-precision calculation (in case of an infected person traveling by train for 5 minutes).

contact with the infected patient. The simple study suggests
that devices may be determined to be category C or higher
according to the classification shown in Table 2 in the order
of thousands in the former situation and tens of thousands in
the latter situation.

Now, Figure 4 emulates how the first, second, and tertiary
filters perform to regulate the volume of residents detected
by the proposed approach, using the 5-min train scenario.
It has been suggested that the filters could narrow down
to thousands of orders, with high-precision calculations that

87430 VOLUME 9, 2021



J. Ami et al.: Computation of Infection Risk via Confidential Locational Entries

identify the train on which the infected person boarded, and
hundreds of orders through interviews by public health offi-
cials to identify the train’s vehicles. To improve the efficiency
of the filters, more powerful high-precision calculations may
contribute to avoid the false alarm effect. Specifically, GPS
and Wi-Fi access logs would significantly reduce the false
alerts. Particularly, if the GPS data that are held by GPS appli-
cation providers are available for the calculation, the CIRCLE
method might work even without the tertiary filter.

C. PRIVACY CONCERNS
Lastly, privacy protection needs to be considered. In rural
areas where the population density is low and the number
of mobile phone owners is small, the infected patient might
be identified just by being notified of a suspected contact.
To avoid this situation, it may be necessary to exclude areas
with extremely low populations from the assessment of infec-
tion risk, for example. Particularly in the Bluetooth method,
there is no entity, other than the device that is actually in
contact with the device of the infected patient, that takes
such privacy considerations into account. This may be an
advantage of the CIRCLE method in some situations.

The CIRCLE method also has the potential to bring
together a large number of owners who have been notified
that they are at risk, and if the notifications are systematically
integrated, the location and movement of infected patients
could be calculated. TheBluetoothmethod also has the poten-
tial to disrupt public health authorities and society if infected
patients leave their mobile phones in densely populated areas,
such as Shinjuku Station. There may be a need to prohibit
such activities or to impose penalties for the dissemination of
calculated information that may violate the privacy of others.

There are some useful aspects of the privacy information
involved in the CIRCLE method. The risk assessment would
yield a list of potential contacts, which has a significant
value for public health. However, because it is highly private
information, the CIRCLE method prohibits the transfer of
the data from the mobile phone carriers, to the public health
authorities. However, statistics on the number of contacts
are not private information, and it might be used to predict
the subsequent spread of infection. In urban areas, except in
depopulated areas, this statistic is unlikely to damage indi-
vidual privacy, and it would allow mobile phone carriers to
share the data with public health authorities for the benefit of
the public.

VI. CONCLUSION
This article technically detailed a method that we proposed
in 2019 to mitigate the risk of infection through the calcula-
tion of individual infection risks using mobile phone location
information [4]. The proposed method has high sensitivity,
provides a high level of privacy protection, and does not
require the installation of new application software. To avoid
false alerts, we elaborated multilevel filters to efficiently
extract potential contacts with infection risks. To clarify the
advantage, we performed a study comparing the proposed

method against the Bluetooth-based contact tracing applica-
tions that were developed for COVID-19 responses.

The results show that the Bluetooth method has high
specificity, extracting contact between devices at a certain
distance and for a certain period of time with high accuracy,
but its sensitivity is compromised since it cannot consider
modes of infection other than direct contact. In contrast,
the CIRCLE method has high sensitivity, uses low-precision
location information and can extract all devices that are near
the infected patient’s device. However, the CIRCLE method
has low specificity owing to the low-precision location infor-
mation and can extract devices that exist in the vicinity of
the infected patient’s device, depending on the accuracy of
the three-step filtering. Additionally, the Bluetooth method
requires only the development and distribution of applica-
tions, while the CIRCLE method requires investments in
infrastructure development for storing location information
and calculating the exhaustive possibility of contact and risk
of infection.

In addition to the qualitative analysis performed, a quan-
titative evaluation of the CIRCLE method is essential to
demonstrate its usefulness, in the future. Particularly, it would
be useful to show the percentage of infected patients who
can be selected by both the Bluetooth and CIRCLE methods
in the total infected population using statistics on direct and
indirect contact among infected patients. It is also essential to
evaluate how many candidates are detected for each infected
patient at each filtering stage of the CIRCLE method and
how many false positives are generated. This is the drawback
of this study. However, this evaluation requires detailed trip
data and simulators, and thus, we are preparing an evaluation
using distinct materials and methods, for the contact risk
assessment.

The implementation of the CIRCLE method also requires
solutions to several practical challenges. The use of location
information held by mobile phone carriers needs to undergo
ethical verification, in addition to the development of leg-
islation. In any case, the proposed method is considered a
complementary technology that could compensate for the
shortcomings of the currently available Bluetooth method.
For efficient control of pandemic risks, we envisage that both
technologies should be developed simultaneously rather than
two separate competing technologies.

REFERENCES

[1] M. Jayaweera, H. Perera, B. Gunawardana, and J. Manatunge, ‘‘Trans-
mission of COVID-19 virus by droplets and aerosols: A critical review
on the unresolved dichotomy,’’ Environ. Res., vol. 188, Sep. 2020,
Art. no. 109819.

[2] Modes of Transmission of Virus Causing COVID-19: Implications for
IPC Precaution Recommendations, WHO Scientific Brief, Geneva,
Switzerland, 2020.

[3] J. Lu and Z. Yang, ‘‘COVID-19 outbreak associated with air condition-
ing in restaurant, Guangzhou, China, 2020,’’ Emerg. Infectious Diseases,
vol. 26, no. 11, pp. 2789–2791, Nov. 2020.

[4] T. Okumura, ‘‘Tracing infectious agents with mobile location information:
A simple and effective countermeasure against epidemic risks,’’ in Proc.
IEEE Global Humanitarian Technol. Conf. (GHTC), Oct. 2019, pp. 1–3.

VOLUME 9, 2021 87431



J. Ami et al.: Computation of Infection Risk via Confidential Locational Entries

[5] J. Chirombo, P. Diggle, D. Terlouw, and J. Read, ‘‘A review of models
of human mobility for predicting infectious disease spread,’’ inModelling
Spatial Processes of Infectious Diseases. U.K.: Lancaster Univ., 2018,
p. 50.

[6] C. Panigutti, M. Tizzoni, P. Bajardi, Z. Smoreda, and V. Colizza, ‘‘Assess-
ing the use of mobile phone data to describe recurrent mobility patterns in
spatial epidemic models,’’ Roy. Soc. Open Sci., vol. 4, no. 5, May 2017,
Art. no. 160950.

[7] K. Sallah, R. Giorgi, L. Bengtsson, X. Lu, E. Wetter, P. Adrien,
S. Rebaudet, R. Piarroux, and J. Gaudart, ‘‘Mathematical models for
predicting human mobility in the context of infectious disease spread:
Introducing the impedancemodel,’’ Int. J. Health Geograph., vol. 16, no. 1,
p. 42, Dec. 2017.

[8] A. Wesolowski, C. O. Buckee, K. Engø-Monsen, and C. J. E. Metcalf,
‘‘Connecting mobility to infectious diseases: The promise and limits of
mobile phone data,’’ J. Infectious Diseases, vol. 214, no. 4, pp. S414–S420,
Dec. 2016.

[9] F. N.Wirth,M. Johns, T.Meurers, and F. Prasser, ‘‘Citizen-centeredmobile
health apps collecting individual-level spatial data for infectious disease
management: Scoping review,’’ JMIR mHealth uHealth, vol. 8, no. 11,
Nov. 2020, Art. no. e22594.

[10] L. Bengtsson, X. Lu, A. Thorson, R. Garfield, and J. von Schreeb,
‘‘Improved response to disasters and outbreaks by tracking population
movements with mobile phone network data: A post-earthquake geospatial
study in haiti,’’ PLoS Med., vol. 8, no. 8, Aug. 2011, Art. no. e1001083.

[11] F. Finger, T. Genolet, L. Mari, G. C. de Magny, N. M. Manga, A. Rinaldo,
and E. Bertuzzo, ‘‘Mobile phone data highlights the role of mass gatherings
in the spreading of cholera outbreaks,’’Proc. Nat. Acad. Sci. USA, vol. 113,
no. 23, pp. 6421–6426, Jun. 2016.

[12] J. Cinnamon, S. K. Jones, andW. N. Adger, ‘‘Evidence and future potential
ofmobile phone data for disease disaster management,’’Geoforum, vol. 75,
pp. 253–264, Oct. 2016.

[13] L. Bengtsson, J. Gaudart, X. Lu, S. Moore, E. Wetter, K. Sallah,
S. Rebaudet, and R. Piarroux, ‘‘Using mobile phone data to predict the
spatial spread of cholera,’’ Sci. Rep., vol. 5, no. 1, pp. 1–5, Aug. 2015.

[14] NTT DOCOMO. (2020). Mobile Spatial Statistics. [Online]. Available:
https://mobaku.jp/

[15] Yahoo!JAPAN. (2020). Yahoo! Offers Congestion Radar Again, Which
Displays Congestion in the Area and Near the Terminal Station.
Accessed: Dec. 14, 2020. [Online]. Available: https://about.yahoo.co.jp/pr/
release/2020/04/10a/

[16] ZENRIN DataCom. Congestion Statistics. Accessed: May 14, 2021.
[Online]. Available: http://www.zenrin-datacom.net/business/congestion/

[17] K. H. Kim, T. E. Tandi, J. W. Choi, J. M. Moon, and M. S. Kim, ‘‘Middle
east respiratory syndrome coronavirus (MERS-CoV) outbreak in South
Korea, 2015: Epidemiology, characteristics and public health implica-
tions,’’ J. Hospital Infection, vol. 95, no. 2, pp. 207–213, Feb. 2017.

[18] K. H. Jones, H. Daniels, S. Heys, and D. V. Ford, ‘‘Toward an ethi-
cally founded framework for the use of mobile phone call detail records
in health research,’’ JMIR mHealth uHealth, vol. 7, no. 3, Mar. 2019,
Art. no. e11969.

[19] E.-Y. Jeong, ‘‘South Korea tracks virus patients’ travels-and publishes
them online,’’ Wall Street J., to be published. Accessed: May 14, 2021.
[Online]. Available: https://www.wsj.com/articles/south-korea-tracks-
virus-patients-travelsand-publishes-them-online-11581858000

[20] H. Murphy, 14 Days With a Quarantine Tracker Wristband: Does it Even
Work, vol. 8. New York, NY, USA: New York Times, Apr. 2020.

[21] Z. Zhang, H. Wang, X. Lin, H. Fang, and D. Xuan, ‘‘Effective epidemic
control and source tracing through mobile social sensing over WBANs,’’
in Proc. IEEE INFOCOM, Apr. 2013, pp. 300–304.

[22] A. Barrat et al., ‘‘Measuring contact patterns with wearable sensors:
Methods, data characteristics and applications to data-driven simulations
of infectious diseases,’’ Clin Microbiol Infect., vol. 20, no. 1, pp. 6–10,
Jan. 2014.

[23] K. A. Nguyen, C. Watkins, and Z. Luo, ‘‘Co-location epidemic tracking on
london public transports using low power mobile magnetometer,’’ in Proc.
Int. Conf. Indoor Positioning Indoor Navigat. (IPIN), Sep. 2017, pp. 1–8.

[24] TraceTogether. (2020). Tracetogether. [Online]. Available: https://www.
tracetogether.gov.sg/

[25] Samuel Woodhams. (2020). COVID-19 Digital Rights Tracker. [Online].
Available: https://www.top10vpn.com/research/investigations/covid-19-
digital-rights-tracker/

[26] National Health Service. (2020). NHS COVID-19. [Online]. Available:
https://www.nhs.uk/apps-library/nhs-covid-19/

[27] Corona-Warn-App Open Source Project. (2020). Corona-Warn-App.
[Online]. Available: https://www.coronawarn.app/en/

[28] M. de l’économie des Finances et de la Relance. (2020). TousAntiCovid.
[Online]. Available: https://www.economie.gouv.fr/tousanticovid

[29] Apple and Google. (2020). Privacy-Preserving Contact Tracing.
Accessed: Dec. 14, 2020. [Online]. Available: https://www.apple.com/
covid19/contacttracing/

[30] Y. W. Yee, Coronavirus: More Need to use Contact Tracing App for it to
be Effective, vol. 1. Singapore: The Straits Times, May 2020.

[31] J. Ishihara and R. Nagao, ‘‘Contact-tracing app set to debut in Japan this
week,’’ NIKKEI Asian Rev., vol. 16, Jun. 2020. Accessed: May 14, 2021.
[Online]. Available: https://asia.nikkei.com/Spotlight/Century-of-
Data/Contact-tracing-app-set-to-debut-in-Japan-this-week

[32] Privacy Report on Location Information—Appropriate Protection of Pri-
vacy and Social Utilization of Location Information, WG Handling Loca-
tion Inf. Emergencies, Japan, 2014.

[33] K. Suzuki, T. Morita, S. Naraha, and J. Myao, ‘‘Development of core
network lte/epc,’’ NTT DOCOMO Tech. J., vol. 19, no. 1, pp. 26–31, 2011.

[34] M. Iwamura, A. Umesh, and W. A. Hapsari, ‘‘Further development of
LTE—LTE release9-,’’ NTT DOCOMO Tech. J., vol. 18, no. 1, pp. 48–55,
2010.

[35] J. A. del Peral-Rosado, R. Raulefs, J. A. Lopez-Salcedo, and
G. Seco-Granados, ‘‘Survey of cellular mobile radio localization
methods: From 1G to 5G,’’ IEEE Commun. Surveys Tuts., vol. 20, no. 2,
pp. 1124–1148, 2nd Quart., 2018.

[36] I. Ohmukai, Y. Yamamoto, M. Ito, and T. Okumura, ‘‘Tracing patients’
PLOD with mobile phones: Mitigation of epidemic risks through patients’
locational open data,’’ 2020, arXiv:2003.06199. [Online]. Available:
http://arxiv.org/abs/2003.06199

[37] Public Transportation Open Data Set, Public Transp. Open Data Center,
Japan, 2021.

[38] Bus Information Format (GTFS Realtime) Guideline, Ministry Land,
Infrastruct., Transp. Tourism, Japan, Mar. 2019.

[39] Transport and Tourism (MLIT). Static Bus Information Format (GTFS-JP)
Specifications, 2nd ed, TheMinistry of Land, Infrastructure, Tokyo, Japan,
Mar. 2019.

[40] The Ministry of Land, Infrastructure. Gis Homepage.
Accessed: May 14, 2021. [Online]. Available: http://nlftp.mlit.go.jp/
index.html

[41] Centers for Disease Control and Prevention. (2020). How COVID-19
Spreads. [Online]. Available: https://stacks.cdc.gov/view/cdc/86366

[42] The Ministry of Health, Labour and Welfare (MHLW). COVID-19
Contact-Confirming Application (COCOA). Accessed: May 14, 2021.
[Online]. Available: https://www.mhlw.go.jp/stf/seisakunitsuite/bunya/
cocoa_00138.html

[43] WHO. (2020).Report of theWho-China JointMission onCoronavirus Dis-
ease 2019 (COVID-19). [Online]. Available: https://www.who.int/docs/
default-source/coronaviruse/who-china-joint-mission-on-covid-19-final-
report.pdf

[44] White Paper 2019 Information and Communications Technology, MIC,
The Ministry of Internal Affairs and Communications (MIC), Tokyo,
Japan, 2018.

[45] R. Hinch, W. Probert, A. Nurtay, M. Kendall, C. Wymant, M. Hall,
K. Lythgoe, A. B. Cruz, L. Zhao, A. Stewart, and L. Ferretti.
(2020). Effective Configurations of a Digital Contact Tracing App: A
Report to NHSX. [Online]. Available: https://github.com/BDI-pathogens/
covid-19_instant_tracing/blob/master/Report

[46] L. Ferretti, C. Wymant, M. Kendall, L. Zhao, A. Nurtay, L. Abeler-Dörner,
M. Parker, D. Bonsall, and C. Fraser, ‘‘Quantifying SARS-CoV-2 trans-
mission suggests epidemic control with digital contact tracing,’’ Science,
vol. 368, no. 6491, May 2020, Art. no. eabb6936.

JUNKO AMI received the master’s degree in elec-
trical engineering from The University of Tokyo,
Japan, in 1993. Her research interests include
information communication systems and public
health.

87432 VOLUME 9, 2021



J. Ami et al.: Computation of Infection Risk via Confidential Locational Entries

KUNIHIRO ISHII received the M.S. degree from
the Department of Earth and Planetary Sciences,
Graduate School of Science, Kyushu University,
Japan, in 1996. He is currently an Executive Mem-
ber of the Association for Promotion of Infras-
tructure Geospatial Information Distribution and
the Deputy General Manager of the Research and
Development, System Development and Service
Development Division for Geospatial Information
Technology, Asia Air Survey Company Ltd.

YOSHIHIDE SEKIMOTO received the Ph.D.
degree in civil engineering from The University
of Tokyo, in 2002. He worked with the National
Institute for Land, Infrastructure andManagement,
from 2002 to 2007; the Center for Spatial Infor-
mation Science, The University of Tokyo, from
2007 to 2013; and the Institute of Industrial Sci-
ence, The University of Tokyo, from 2013 to
2020. Since 2020, he has been working as a Full
Professor with the Center for Spatial Information

Science, The University of Tokyo. He is currently a member of ACM,
Transportation Research, the GIS Association of Japan, the Japan Society
of Civil Engineers, and the Japan Society of Traffic Engineers.

HIROSHI MASUI received the Ph.D. degree in
science from the Graduate School of Science,
Osaka University, Japan, in 1998. He was a
Researcher with Hokkaido University, Japan, from
1998 to 2001, and a Japan Society for the Promo-
tion of Science (JSPS) Researcher, from 2002 to
2004. He is currently a Professor with the School
of Regional Innovation and Social Design Engi-
neering and the Director of the Information Pro-
cessing Center, Kitami Institute of Technology.

His research interests include data science and distributed systems. He is
a member of IPS Japan.

IKKI OHMUKAI received the Ph.D. degree in
informatics from the Graduate University for
Advanced Studies, in 2005. He was an Associate
Professor with the National Institute of Informat-
ics. He is currently an Associate Professor with
The University of Tokyo. His research interests
include semantic web, social media, and digital
humanities.

YASUNORI YAMAMOTO received the B.S. and
M.S. degrees in computer science from the Tokyo
Institute of Technology, Tokyo, Japan, in 1997,
the M.S. degree in telecommunications and net-
work management from Syracuse University, and
the Ph.D. degree in computer science from The
University of Tokyo, Tokyo, in 2006. He is cur-
rently a Project Associate Professor with the
Database Center for Life Science.

TAKASHI OKUMURA (Member, IEEE) received
the Ph.D. degree from the Department of Com-
puter Science, University of Pittsburgh, in 2007,
and the M.D. degree from the Asahikawa Med-
ical College, Japan. He went through an intern-
ship, from 2007 to 2009, and joined the Center
for Public Health Informatics, National Institute
of Public Health, Japan. In 2018, he moved to
the Kitami Institute of Technology, where he is
currently a Professor and the Director of the Health
Administration Center.

VOLUME 9, 2021 87433


