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ABSTRACT Authentication is the process of confirming the legal identity of communicating entities, and
it is the first line of defense for security communication. Most of the existing tag-based physical layer
security authentication (PLSA) requires distributing the shared keys in advance. In the large scale internet
of things scenario, nodes frequently join and leave the wireless networks that cause the distribution and
management of keys particularly difficult. This paper proposes a tag-based PLSA scheme, which utilizes
channel characteristics instead of distributing keys to generate authentication tags. Specifically, based on
watermarking mechanism, we design a fault-tolerant hash algorithm to couple the secret sequence and the
message signal for authentication tags generation. The shared secret sequence is generated by legitimate
nodes through channel probing. And the theories of information theory and composite hypothesis testing
is employed to analyze the performance of system. The simulation results show that the agreement ratio
of the generating shared secret sequence is as high as 96% in the case of high signal-to-noise ratio and low
power tag embedding. In addition, performance analysis demonstrates the scheme can resist against multiple

attacks, such as replay, jamming, tampering, and impersonation attack.

INDEX TERMS Authentication, wireless network, tag-based, hash algorithm, channel probing.

I. INTRODUCTION

With the vigorous development of the fifth generation
(5G) communication technology, the data traffic of wireless
networks has experienced unprecedented growth [1], [2], and
the security authentication problems of wireless communica-
tion has become increasingly severe. The security of existing
high layer authentication relies on the privacy of the distri-
bution keys and computational complexity of the encryption
algorithms, which cannot meet the requirements of wireless
networks for dynamic, real-time, highspeed data service secu-
rity authentication. Due to its broadcast nature, the wireless
networks are more vulnerable to physical layer attacks than
wired networks [3]. Physical layer security authentication
(PLSA) cleverly utilizes the inherent unique characteristics of
wireless media or equipment for providing secure transmis-
sion [4] that provides some brand new ideas and methods for
wireless networks security authentication, so it has attracted
widespread attention.
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As the security enhancement of high layer authentication,
PLSA has higher protocol compatibility, lower computa-
tional overhead, and lower delay, which make up for many
disadvantages of high layer authentication [5]. According
to different authentication methods, PLSA can be divided
into two categories, one is to utilize the wireless channel
fingerprints, e.g. channel state information (CSI), and radio
frequency fingerprints directly for authentication; the other is
through the use of hash function and signal processing tech-
nology to realize the joint processing and utilization of shared
private keys and signal endogenous features, thereby improv-
ing the accuracy of legal device information authentica-
tion [6]-[9]. Among them, this type of schemes that realizes
authentication through the joint design of keys and informa-
tion transmission methods has better security performance
and more extensive applications. However, these schemes are
based on the premise of sharing a secret key which brings
about key distribution and management problems. In the 5G
large scale internet of things (IoT) scenario, it will support
the connection of millions of terminals per square kilome-
ter. The security authentication of these heterogeneous, low
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power, and limited-computing terminals has brought a huge
challenge to the certificate management agencies. The key
distribution and management of massive IoT devices has
become an urgent problem to be solved.

In recent years, using the fading characteristics, reci-
procity, and location-specific of wireless channels to gener-
ate shared secret keys [10] has become a research hotspot.
Key generation based on the channel reciprocity [11] can
effectively alleviate the problems of key distribution and
management. Unfortunately, channel-based key generation
is susceptible to channel noise, which will result in a
high bit disagreement ratio under low signal-to-noise ratio
(SNR) [12], [13]. The inability to obtain a consistent shared
secret key is intolerable to the authentication mechanisms,
which utilize the hash functions to generate authentication
codes.

To address the aforementioned problems, this paper
proposes a tag-based PLSA scheme based on the channel
key generation theories, which utilizes the channel charac-
teristics between legitimate nodes to generate a shared secret
sequence. And a fault-tolerant hash function is exploited
to map the shared secret sequence and message signal into
authentication tags. The main contributions of this paper are
summarized as follows:

= We develop a tag-based PLSA framework without
key distribution and management. Through wavelet
denoising preprocessing, uniform quantization, Gray
coding, etc., the shared secret sequence generated based
on the channel characteristics has a higher bit agreement
ratio.

s Due to the noisy characteristics of wireless commu-
nication, we design a fault-tolerant hash algorithm to
generate authentication tags, i.e., the input values are
similar, and the same or similar results can be obtained.
Performance analysis results indicate that the hash func-
tion is simpler and practical value.

= By applying the theories of information theory
and composite hypothesis testing, we analyze the
authentication performance of our scheme under var-
ious attacking scenarios. In addition, we compare
the security performance of this scheme with the
cryptographic-based methods. Experimental results
confirm that our scheme can effectively resist against a
variety of attack methods. And under certain conditions,
the attack success rate of this scheme is matter less than
the lower bound of the cryptographic-based authentica-
tion methods.

The remainder of this paper is organized as follows.
Section II presents background and reviews some related
works. In Section III, we introduce the communication sce-
nario of system. In Section IV, a tag-based PLSA scheme
is proposed. Performance analysis and simulation results are
discussed in Section V. Challenges and future research direc-
tions are provided in Section VI, while the conclusions are
given in Section VII.
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TABLE 1. Table of notations.

Notation  Significance

[’] Matrix operator
1. (') Modulation function
E{} Expectation operator

Square of modulus

(.)H Conjugate transpose operator

(.)* Conjugate operator

0! Demodulation function

D (') Standard gaussian cumulative distribution function

Zi Chi-square random variable with 7 degrees of freedom
P{s} Probability operator

F.(+)  Right-tail probability function

A summary of the variables and notations frequently used
in this paper is given in Table 1.

Il. BACKGROUND AND RELATED WORK

In this section, we first give a brief review of CSI-based
authentication and watermarking based authentication, which
are two important mechanisms of the existing PLSA schemes.
Then, some related works are reviewed.

A. CSI-BASED AND WATERMARKING BASED
AUTHENTICATION

In non-cryptographic authentication, CSI-based authentica-
tion utilizes the specific characteristics of fading channels
as signature [8]. An attacker located at a different location
from the legitimate user cannot provide the same CSI as the
legitimate user. CSI-based authentication has some unique
advantages, e.g., rapid spatial decorrelation, reciprocity, and
rich data dimensions [14]. Nevertheless, the difference of
estimated channels between two legitimate nodes as well as
background noise are out of control.

The watermarking authentication mechanism embeds
flexible and controllable low-power tags into the message
signal for simultaneous transmission, without extra band-
width [9]. The receiver confirms the legitimacy of the
user by comparing the authentication tag with the refer-
ence tag. This type of authentication mechanism consid-
ers a noise as an advantageous resource to achieve the
authentication [15]. Channel noise can be utilized to protect
authentication tags. Moreover, the authentication tag gener-
ated by using the shared key and the message signal can
effectively resist against tampering attack on the message
signal.

B. RELATED WORKS

While wireless channels bring some challenges to security
authentication, it also brings many opportunities. In [16],
the uniqueness and reciprocity of the wireless channel were
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first converted into a shared random source to generate
the shared keys. In [17], the theoretical upper limit of
the maximum length for the generated keys was obtained
based on the mutual information of the channel estimation
between two legitimate nodes. The authors in [18]-[20] uti-
lized the received signal strength, CSI, and angle of arrival
for generating secret keys. The key generated by the chan-
nel measurements is often used to ensure the legitimacy of
the user. Based on the CSI measurements, literatures [14],
[21] designed security authentication schemes for WiFi
devices and WiFi management frames respectively. A two
dimensional quantization algorithm for channel impulse
response (CIR) based PLSA was proposed in [22]. However,
directly using CSI for authentication has a risk of eavesdrop-
ping and interception and cannot verify message integrity
and origin.

In the digital signature protocol, the one-way hash func-
tion plays an important role. Literatures [7], [8] proposed
an authentication scheme which adopts hash function and
random interleaving channel coding to combine the CSI of
legal nodes with the shared key. In the PLSA watermark-
ing mechanism, hash functions are often used to generate
authentication tags [23]. Recently, there have been more and
more attacks on the large scale IoT [24], [25]. Based on the
watermarking mechanism, the authors in [26]-[28] designed
some PLSA schemes for large scale IoT scenarios, which
utilize dynamic variable keys, asymmetric keys, weighted
fractional Fourier transform (WFRFT) respectively for tag
generation. In [29], a secret authenticated codebook frame-
work was developed, and a low power hash-based message
authentication code tag is superimposed on the message
signal.

This work refers to many previous methods, and some sum-
maries and comparisons are made in Table 2. From Table 2,
we can see that our work combines the advantages of many
related works. Compared with the existing watermarking
mechanism, we utilize CSI to generate the shared secret
sequence instead of key distribution in high layer. Moreover,
our scheme can resist against multiple attacks.

Ill. SYSTEM MODEL

A. SCENARIO

As depicted by Fig. 1, Alice and Bob are two legitimate
communication nodes, and both they expect to use the unique
CSI and the message signal to generate consistent authen-
tication tags. Alice superimposes the tag on the message
signal to form a tagged signal and sends it to Bob; then Bob
extracts the tag for authentication inspection to ensure the
integrity of the sent messages and the legitimacy of the user.
In addition, an adversary, called Adv, attempts to masquerade
as a legitimate node to join the network, or tries to disrupt
the normal authentication of the system. Due to the broadcast
nature of wireless networks, as a powerful adversary, Adv can
fully grasp the modulation, coding method, and authentica-
tion mechanism of the legitimate nodes. Usually, Adv cannot
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FIGURE 1. Communication scenario.

obtain the CSI between Alice and Bob, but Adv can forge the
CSI through observation and learning.

B. SIGNAL MODEL

Similar to [9], [27], we assume that the signal transmission is
a block-by-block mode, and the input bit stream with length
M is denoted by b = [by, ..., by]. Then we modulate and
code the input bits with a function m = f,(b) to obtain a
message signal with L modulation symbols denoted by m =
[my, ..., mp], where the symbols are independent of each
other. The tagged signal s = [sq,...,s;] can be obtained
by superimposing the tag signal on modulation symbols, and
the ith tagged signal s; satisfies E{s;} = 0 and E |s,-|2 = 1.
Because the tag is superimposed on the amplitude of the
modulation symbol, we should select a modulation method
which is not sensitive to amplitude, such as BPSK, QPSK, etc.
When the superimposed tag amplitude is zero, s = m. There-
fore, t;le modulation symbol should also satisfy E{m;} = 0,
E |ml| =1.

C. CHANNEL MODEL

In this paper, we suppose that the channel between Alice,
Bob, and Adv is a Rayleigh block fading channel, i.e.,
the channel obeys a complex Gaussian random variable with
zero-mean and variance of 8,%, denoted by h = [h---hp],
and h; ~ CN(O, 8}2[). h remains constant in the length of the
signal block, varying independently and randomly between
blocks. As shown in Fig. 1, we use hps and hyp to denote
the uplink and downlink CSI of Alice and Bob. The CSI
between Adv, Alice, and Bob are hyr and hgp. Because
the wireless channel has short-term reciprocity, when the
distance between Adv, Alice, and Bob exceed A/2 [30] (A
is the wavelength), meanwhile Alice and Bob estimate the
channel within the coherence time, there is hyp = hpsy #
hag # hgp. The channel noise is complex Gaussian noise,
denoted by n = [n - --nz ], and n; ~ CN(0, §2). The SNR of
system is 87 /2.

IV. AUTHENTICATION FRAMEWORK
The authentication framework proposed in this paper mainly
includes four links: channel mutual probing to generate secret
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TABLE 2. Summary and comparison of related work.

L Types of attacks
Author Year Authentlc.a tion Contributions Share Jamm Tampe | Imperso
mechanism key Replay . . .
ing ring nation
F.J. Liu 2013 | CSI-based A two dimensional quantization algorithm for CIR X v X X v
etal. [22] was proposed.
J. sheng 2016 Challenge- A fault-tolerant hash method was proposed for v v v X v
etal.[7] response PLSA scheme.
. A channel coding approach is employed to mitigate
Eg]c hoi. 2019 rCE:ISIal(}zrslege— the difference between the two estimated channels v v v X v
P as well as channel fading and background noise.
PL Yu Do not require excess bandwidth.
e‘t ai [9] 2008 | Watermarking A basic framework of PLSA watermarking mecha- v v v v v
) nism was proposed.
Lightweight tag-based PLSA for IoT devices in
P. Zhan smart cities
't I [2g7] 2019 | Watermarking With the help of matrix analysis and hypothesis v v v v v
etat testing theories, analytical models are further
developed.
N. Zhan PLSA for IoT via WFRFT-based gaussian tag
e t.a / [28g] 2020 | Watermarking embedding v v v v v
) A prototype is further developed using FPGA
1 B. Peraz A novel secret codebook scheme
T 2020 | Watermarking Show that utilizing artificial noise can greatly v v v v v
zone [29] . .
increase the key lifespan
A PLSA watermarking mechanism without key
. distribution. v v v v
Our scheme Watermarking A simple and fault-tolerant hash function is deve- X
loped and analyzed.
| remmier __Hy, [ o1 Ho—r—i VeS|
ransmitter BA “hanne 4 ag ~ essage
| Estimation PN Sequence | . Generation Authentication [ |
| L 2 | Rayleigh | m |
Data Bit Tag p block Channel Symbol ~ .
| Stream Generation S I) fading { »|_Estimation Estimation »| Tag Extraction |
| |  channel | A A A |
| vb vt o v § |
Modulation |[m | Tag . . Receive Signal
. Add Pilot | . Lo i
Symbol Embedding ] e | Signal ”|_Estimation Receiver |

FIGURE 2. Authentication framework.

sequence, tag generation and embedding of transmitter, tag
generation and extraction of receiver, and hypothesis test
authentication. As illustrated in Fig. 2, firstly, Alice and
Bob send the probing sequence p to each other for channel
estimation, and use the channel measurements as a shared
random source to generate secret sequences; then Alice uti-
lizes the secret sequence H p4 and modulation symbols m to
generate an authentication tag t and embeds the tag into the
modulation symbol to send to the receiver; Bob performs sig-
nal estimation and demodulation, then utilizes the estimated
signal §, modulation symbols estimated value m, and secret
sequence H 4p for tag extraction and generation; finally, Bob
extracts the residuals for hypothesis testing authentication.

A. CHANNEL ESTIMATION

Based on the short-term reciprocity of wireless channels,
Alice and Bob transmit p to each other for channel probing,
they can obtain consistent or highly similar CSI. Assum-
ing that the signals received by both parties after p passing

85950

through the channel is y,. The linear minimum mean square
error algorithm is used for channel estimation to obtain CSI
measurements. Thus, we have

h = Ruy(Rp, + Bo21) ™" hyg (1)

1
hy, = prpH 2

where Ry, is the channel autocorrelation matrix. g is related
to the signal modulation mode, e.g., when the QPSK mod-
ulation is adopted, 8 = 1; when the 16QAM modulation
is adopted, B = 9/16. hy is the channel estimation value
obtained by the least squares algorithm.

Due to the influence of noise, the probing signals received
by Alice and Bob are slightly different. Therefore, the CSI
measurements of Alice and Bob are also different, denoted
by hps and hyp, respectively. After down-sampling the CSI
measurements, Alice and Bob perform four-level uniform
quantization on the CSI modulus value; then conduct Gray
coding on the quantized value, and map the coding sequence
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to zero-mean and variance of one private sequences H p4 and
H 4p which consists of N symbols.

B. TAG GENERATION AND EMBEDDING OF TRANSMITTER
In order to protect the security of the secret sequence and pre-
vent the signal from being tampered, Alice utilizes a one-way
hash function hash(-) to couple the secret sequence and the
modulation symbol to generate a tag sequence, which can be
written as

t = hash (Hpgs, m) 3)

Specific algorithm as follows:
a) The initial authentication sequence of length N + L is
composed of sequences Hp4 and m

AUC = [Hp4, m] “

b) Use a hash function to map the initial authentication
sequence to a tag sequence with length L, the ith tag
can be written as

N+L

2mi(k — 1
ZAUCk ’”(+L )
ti=a;- (5)
27i(N +i—1)
—AUCy.i-cos —— 1~ 7
N+i - COS NTL

Because both Hpy and m are random sequences with
zero-mean and variance of one, and they are independent of
each other, we can get the #; with zero-mean and variance of

a%bi, where b; is
itk — 1)\ ?
——— =] — | cos
N+L

N+L
b; Z <cos
N+L 2<2ni(N+i—l)>
= —— —c¢o _—

2m’(N+i—1)>2
P N+L
6

N+L ©)

If a; = 1/+/b;, there will have E{r;} = 0, E|;|> = 1,
and E{mt”} = 0, which means that the signal is statistically
uncorrelated of the tag. Alice embeds the generated tag into
the modulation symbol to get the tagged signal, so we have

Si = psMi + prti
s.t.psz—i—ptz:l, O<ps2,,0,2<1 7)

where p? and p? determine the power allocation between the
message signal and the tag signal.

C. TAG GENERATION AND EXTRACTION OF RECEIVER

The ith received signal obtained by the receiver can be written
as

Vi = hap,i - Si +naB,i (®)

The LS algorithm was employed to get the tagged signal
estimated value, so we have

Si= (g hag.) i - vi )

Bob demodulates the estimated value of the tagged signal
to obtain b; = f;(5;), then modulates the demodulated bit
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1;,- to obtain a symbol estimate m; = fe(I;i); finally uses
the symbol modulation estimated value m and the channel
secret sequence H 4p to generate tag t = hash(H 4, m).
Afterwards, the tagged signal estimated value §; and b; are
exploited to the tag extraction, so we have

Vi = 5i — pofo(bi) (10)

D. AUTHENTICATION

Bob extracts the residuals between the estimated value of
the tag t and the observed value of the tag y, then carry out
authentication with the test function £(z)

Ho
L) 2z < (11)
1
z=y—p -t (12)
Ho : €(z) <n Authentic (13)
Hi:4(z) > n Unauthentic
where £(z) is sufficient statistic, z is residuals, and 7 is the
judgment threshold. The residuals z contains not only channel
noise, but also the tag difference between Alice and Bob.
Assuming that the tag difference between Alice and Bob is
At, the shared secret sequence difference is AH, the symbol
error is Am, and the initial authentication sequence error is
AAUC = AH + Am, then there is

N+L

2i(k — 1)
Z Cos ——— 2 . AAUCy,
N+L
Ati = ajp; - | k=1 (14)
27i(N +i— 1)
N+i - COS NTL

When t = f, ie., At = O, because z; = y; — pr - i,

2 2
we cangetz; ~ CN {0, Z—’; Jifa = o 2 we will have al)
h h

x2>(2L). When t # t, the errors caused by the tag difference is
AtAt? | Assuming that the tag is not correlated with channel
noise, so the test function satisfies w ~ x22L).

In (13), hypothesis testing is used for authentication, which
will also bring two types of unavoidable errors [27]. One is
false alarm rate (the probability of Bob rejecting a normal
signal), denoted by Py; the other is missed detection rate,
denoted by Py, (the probability of Bob accepting a forged
signal). Pr and Py, can be given by

Pr = plée) > nHo} = 1 = F,3 (2) (15)

n — AtAt?
P = plt(z) <0t} =F,> <T) (16)

where E, 2 (+) is a right-tail probability function for a X2L
random Varlable with 2L degrees of freedom.

In this paper, we utilize P to measure the authentication
performance of our scheme, and Py, is employed to analyze
the security performance under impersonation attacks.
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FIGURE 3. BER for signal in rayleigh fading channel with different p2.

V. PERFORMANCE ANALYSIS

A. ROBUSTNESS

A strong authentication scheme should be able to with-
stand the influence of channel noise and could continue
the identity verification process under interference. Because
Bob exploited the CSI measurements hap and symbol esti-
mated value m when generating tags, the accuracy of esti-
mated parameters and the fault tolerance of the hash function
become very important.

In general, increasing the average power of the transmitted
signal (i.e., increasing the SNR) can improve the robustness
of the system. In Fig. 3, when using the QPSK modulation,
the bit error rate (BER) decreases with the increase of the
SNR and the message signal allocation power ,osz. After we
utilize convolutional codes for channel coding, the BER is
reduced a lot. When channel coding is adopted, ,os2 reaches
0.95 and the SNR reaches 10dB, the BER is close to 107
which means a good performance.

The agreement ratio of the shared secret sequence
generated by the channel estimation is mainly affected by
noise. In recent years, wavelet threshold denoising is often
used in signal processing fields such as image denoising, and
it has good results in various fields [31], [32]. In this paper,
wavelet threshold denoising is used for channel estimation,
which can reduce the interference of noise to the system and
improve the performance of the system.

Fig. 4 shows that the agreement ratio of the shared secret
sequences generated by Alice and Bob rises with the increase
of SNR. If the legitimate nodes perform wavelet denoising
preprocessing on the received probing sequence, the agree-
ment ratio will be as high as 96%, with SNR = 10dB, which
is better than no noise treatment.

Although high parameter accuracy can be achieved under
high SNR, errors are inevitable. In security authentication,
hash functions [33], [34] are often utilized to generate dig-
ital signatures and identity authentication codes. The hash
algorithm in the existing cryptography will get completely
different results even if the input information has one bit
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FIGURE 4. Agreement ratio of shared sequence between wavelet
denoising and no noise processing.

error, which does not conform to the noisy characteristics
of wireless communication. Therefore, this paper adopts a
fault-tolerant hash algorithm, i.e., the input values are similar,
and the same or similar results can be obtained. Through (14),
we can deduce At,'AtiH < al-z,ot2 kN:JrlL IAAUCkIZ, as long as
AAUC is small enough, the estimation error does not signif-
icantly affect the performance of safety authentication. This
shows that the hash algorithm we used has high robustness
and is more suitable for noisy wireless channels.

B. AUTHENTICATION PERFORMANCE

From (12) and (15), we can see that the main factors affect-
ing the false alarm rate are the setting of judgment thresh-
old, the length of authentication tags and the accuracy of
the tag generated by Bob. As mentioned in the previous
section, parameter estimation errors are inevitable, however,
in practice, channel coding and check codes [23] can be
used to reduce channel interference to ensure the accuracy
of data transmission. Through consensus negotiation, we can
ensure the consistency of the secret sequence generated by
Alice and Bob. Therefore, for the convenience of analysis,
we can assume that Alice and Bob can get a consistent tag,
je.t=t.

Fig. 5 compares the changes of Py under different tag
lengths L and thresholds 7. It can be seen that Py decreases
as the SNR increases. When L is fixed, P decreases
monotonically with the increment of n; when 7 is fixed,
the shorter L case the lower Ps. The Py can be close to 10719
with SNR = 10dB and L = 30, n = 30. Although under
certain conditions, Py can reach a very low value, we still need
to consider other factors, because the decrease of Pf comes at
the cost of an increase of Py,. e.g., if 7 is set too high, it will
increase the attack success rate of the attacker and reduce the
security of the authentication scheme. Therefore, n must be
set based on various factors, such as tag length and security
of the authentication scheme.
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C. SECURITY PERFORMANCE
In this part, the security performance of our scheme under
different attack methods are analyzed.

1) REPLAY ATTACKS

In areplay attack, Adv tries to record the transmission signals
form Alice at a certain moment, then replay the recording
signals, in hopes of passing authentication. Replay attack
will cause Bob to fail to authenticate normally and disrupt
normal communications. In our scheme, the tags used for
authentication have time-varying characteristics. Bob will
reject outdated tags.

2) JAMMING ATTACKS

Adv attempts to delete or destroy the tag so that Bob can-
not accurately authenticate the message. Due to the “open
air” nature of wireless networks, Adv can receive legiti-
mate transmitted signal. Assuming that Adv utilizes the same
method as Bob to extract tags from the tagged signal to
obtain y;, the tag-to-noise ratio (TNR) in y; is p282/82. So,
the error probability p, [9] of original tag t; inferred from the
observation value y; can be written as

Pe = P(=p18p/5n) 7)

We utilize the ambiguity to describe the security
performance of the tag, and the total average value of the
conditional information is used for calculating the ambiguity.
Thus, we have

(18)

e e

1 1
H(t|yi) = pe logzp— + (1 = pe) log, ]

As shown in Fig. 6, when p? = 0.1, and SNR = 10dB,
the ambiguity is higher than 0.6, and the ambiguity is lower
than 0.3 with SNR = 15dB; when SNR = 10dB, and ,o,2 =
0.01, the ambiguity is exceed 0.9. This illustrates that the
ambiguity rises as the SNR and ,0,2 decrease. The higher
the ambiguity, the more difficult it is for Adv to infer the
authentication tag.
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3) TAMPERING ATTACKS

Suppose that Adv can extracts the authentication tag form the
intercepted signal. Adv tampers with the intercepted message
signal or creates a novel message, and embeds the extracted
tag into the message signal, hoping to pass authentication
of Bob. Fig. 6 shows that with the increase of pt2 and the
SNR, the accuracy of tag extracted by Adv rises. Since we
use a hash algorithm (5) to generate authentication tags, even
if Adv can obtain accurate authentication tags and message
signals, it still cannot generate a valid tag, unless knowing the
shared secret sequence between Alice and Bob. Due to (3),
Adyv tampers with the message signal will cause errors in the
authentication tag t generated by Bob, that will reduce the
probability of successful authentication. Equation (4), (14),
and (16) reveals that the longer the signal length of Adv tam-
pering, the lower the probability of passing authentication.

4) IMPERSONATION ATTACKS

In this attack method, Adv attempts to create his own message
signal and tags to try to pass authentication. Although Adv
can forge message signal and tags, it cannot obtain the shared
secret sequence between Alice and Bob. We assume that the
generated sequence after Adv channel estimation is H gp, and
the sequence difference between Adv and Bob is AH, the kth
AH can be written as

AHi = Hapx — Hep k (19)

Since H 4p and H gp are random sequences with zero-mean
and variance of one, we can get a random sequence AH with
zero-mean and variance of two. Taking N = L, Am = O,
using (14), we can get

N . 2
2mitk — 1
AnAifh = atpf ) (cos { )> - AHyAHP
k=1

N+L
= aizptzL (20)
L L
AtAtT =3 " Anad! =3 aplL Q1)
i=1 i=1
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FIGURE 7. Miss detection rate for P; = {0.001, 0.005, 0.01} and
traditional cryptographic algorithm over different TNR.

L
Assuming that ¢ = ﬁa?,otzL, so we have 4({%
=
%2(2L), then Py, can be written as

n

Pm = p{2) < nlH1} =Fp (%) 22)

As shown in Fig. 7, in the case of a specific Py, Py
decreases monotonically as the TNR increases; when the
SNR is fixed, Py, decreases with the increment of Ps. Tra-
ditional cryptographic-based authentication methods rely on
computational complexity and the privacy of keys to achieve
secure authentication. In 1985, Simmons [35] used the meth-
ods of information theory to analyze the success rate of
attacks based on cryptography, and obtained the lower bound
of attack success rate as 1/+/[K|, where |K]| is the key size
of space. In Fig. 7, with K = L = 30, TNR = 1dB,
and P = 0.01, Py, is lower than 10719, which is far less
than the lower bound of the attack success rate of traditional
cryptographic-based authentication methods.

VI. CHALLENGES AND FUTURE RESEARCH DIRECTIONS
In this section, we analyze some challenges which are yet
to be solved, and some of the future research directions are
discussed.

In our scheme, a higher bit agreement ratio is obtained
through wavelet denoising. Nevertheless, in large scale IoT
scenarios, the computational power of terminals is limited.
How to use the limited computational power terminal to
get a higher bit agreement ratio is the focus of our future
research. The bit generation rate is also an important factor
affecting security authentication. In future research work,
increasing the bit generation rate is also a research focus.
In the performance analysis of this paper, the impact of
the judgment threshold on the authentication performance
is discussed, and the trade-offs among them are analyzed.
However, the fixed threshold may not adapt to dynamically
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changing wireless channels. Therefore, the adaptive threshold
will also be applied to our next work.

Recently, deep learning has been introduced to perform
feature mining and regular analysis on a large amount of CSI
data, so as to realize the secure access of users. Combining
artificial intelligence with authentication will also be a hot
research topic.

VIi. CONCLUSION

Based on the watermarking authentication mechanism,
we have proposed a PLSA scheme, which utilizes channel
characteristics to generate authentication tags. The scheme
does not require to distribute keys, but generates the shared
secret sequence based on the uniqueness, location differ-
ence, time-varying and difficulty to imitate of the channel
between legitimate nodes. And a fault-tolerant hash function
is employed for tag generation, the hash algorithm does not
depend on the computational complexity and only needs sim-
ple multiplication, so it has high practical value. We have ana-
lyzed the robustness, authentication performance and security
of the scheme. Simulation results show that it has high bit
consistency rate and robustness at high SNR, and can resist
against multiple attacks such as replay, jamming, tampering
and impersonation attack. In the case of high SNR, it is much
better than the traditional cryptographic algorithms, which
means that our scheme has a very great application prospect.
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