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ABSTRACT New era ciphers employ substitution boxes (S-boxes) which assist in the provision of
security for the plaintext in the encryption phase and transforming the ciphertext on the receiver side into
original plaintext in the decryption phase. The overall security of a given cipher engaging an S-box greatly
depends on the cryptographic forte of the respective S-box. Consequently, many researchers have used
different innovative approaches to construct robust S-Boxes. In this article, an innovative and modest square
polynomial transformation, the very first time, along with a novel affine transformation and a pioneering
permutation approach to construct dynamic S-boxes is proposed. The proposed method has the capability
to erect a huge number of robust S-boxes by applying minute changes in the parameters of transformation
and permutation processes. An example S-Box is generated, and its recital analysis has been done using
typical criteria including bijectivity, strict avalanche criterion, nonlinearity, bit independence criterion,
linear probability, differential probability, and fixed-point analysis to check its cryptographic forte. This
performance of the proposed S-box is placed side by side against state-of-the-art S-boxes to prove its
strength. The performance and comparative analyses authenticate that the projected S-box possesses the
true competence for its application in modern-day ciphers.

INDEX TERMS Linear fractional transformation, square polynomial transformation, dynamic affine
transformation, permutation, substitution box.

I. INTRODUCTION
Today, organizations have a huge volume of data within their
data storerooms and systems. Data are involved in scientific
research and other fields and are mostly produced in an
automatic way. Due to the growth in the volume of data
on daily basis, these organizations and common people are
facing problems of data security as a result of data leakage
or stealth when data are transmitted from one location to
other locations through media or channels. If data are sent
in a meaningful form over the shared medium, attackers get
opportunities to grab andmisuse seized data to harm the com-
municating parties. Sensitivity of data being communicated
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demands more security and protection from the invaders.
Consequently, a sender converts meaningful data by perform-
ing different steps into a meaningless form that is useless for
attackers. Different techniques are utilized to transform the
given data into meaningless form. One such domain to help
in this conversion is called cryptography and contemporary
cryptographic techniques recognized as ciphers contribute
their part for data and information protection.

Two core kind of ciphers being utilized for data security
are stream and block ciphers. Stream ciphers convert data
into meaningless form by performing different operations at
single bit or byte level. Block ciphers transform a block of
data at a time whereas a data block mostly comprises of many
bits or bytes [1]. Today, block ciphers have arisen as the
most applicable technique to protect the sensitive information
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due to their simple and easy implementations [2], [3]. Data
Encryption Standard (DES), Triple DES (3DES), Blowfish,
Advanced Encryption Standard (AES), Twofish, etc. are few
examples of the renowned block ciphers being used in many
security applications. These block ciphers employ permu-
tation and substitution operations as the core processes to
encrypt the given data and decrypt the subsequent ciphertext.
A permutation technique employed in a given cipher shuffles
a part of data with another part from the same data being
processed by that cipher.

A substitution technique locums a part of the original data
with some other data which is not the part of the original data.
Such replacements of data are achieved using a substitution
box (S-box) [4], [5]. An S-box is a vigorous integral of
present-day block ciphers and supports significantly to yield
a tousled output (known as ciphertext) by transforming the
plaintext. It creates a mapping which helps in the transforma-
tion of the plaintext into the ciphertext in such a way that the
attackers of the ciphertext get confused [6].

For the provision of more security by a cipher that uses an
S-box, it is needed that the particular S-box generates enough
confusion in the consequential ciphertext for the attackers.
As a result, the protection of plaintext/data using a block
cipher with the assistance of an S-box is mostly dependent
on the forte of the particular S-box used in the cipher as other
parts of a cipher don’t contribute much towards the security
of data [7], [8].

Today, ciphers use dynamic S-boxes in their operation as
compared to static S-boxes. A static S-box is easily guess-
able by attackers and security provided to the plaintext by
the cipher using such an S-box is conceded [9], [10]. DES
and AES original S-Boxes are static in nature and invaders
attempted attacks on these in past. To overcome such a weak-
ness present in a static S-Box, modern-day ciphers employ
dynamic S-boxes that are generated by using cipher-key and
own more cryptographic strength.

Consequently, S-box designers have attempted and pro-
posed new methods of dynamic S-box design using cipher-
key. One interesting domain being utilized currently for
security of data to produce strong S-boxes is chaotic the-
ory which has the competence to generate randomness [11].
Many researchers [12]–[19] employed this chaos field to
yield cryptographically robust S-boxes. Hyperchaotic theory
has the ability to generate stronger S-boxes than chaotic struc-
tures. As a result, hyperchaotic based techniques [20], [21]
generated huge number of robust S-Boxes.

DNA computing is another prevalent field being
used for the design of robust S-boxes to protect data.
Researchers [22]–[27] have employed DNA computing for
the design of sturdy S-Boxes to assist the encryption process
and resultant S-boxes have proved attack-resilient.

Several investigators have exploited other knowl-
edge domains to produce substitution boxes like ellip-
tic curve [28], [29], graph theory [30], [31], cellular
automata [32], wavelet domain [33], optimization tech-
niques [17], [34]–[36], Hilbert curve [37], backtracking [38],

feedback systems [39], firefly algorithm [40], chaotic permu-
tation [41], Galois Field [42], etc.

Linear fractional transformation (LFT) is another dom-
inant concept being used to produce dynamic S-boxes.
Researchers [43]–[46] utilized LFT domain knowledge to
create sturdy S-boxes. However, S-box construction process
based on LFT is time consuming and generation of S-box
values is a complex process due to the use of Galois Field
(GF). Different scholars [47]–[49] have projected efficient
and simpler transformation techniques than LFT methods
to produce vigorous S-boxes. AES is a well-known block
cipher that is symmetric in nature and employs S-boxes in
its functionality. AES uses static S-box in its working and
consequently tolerates the risks accompanying with such an
S-box. Arrangement of values in a static S-box is always
fixed and this order does not change even if we change the
cipher key. Thus, usage of such an S-box permits invaders to
study its features, determine its weaknesses, and ultimately
get chance to obtain input data (plaintext/key). Researchers
like [50]–[54] have projected several perfections to the sanc-
tuary presented by AES though the improvements in the
elementary AES S-box.

Nowadays, investigators emphasize on the creation of
dynamic S-boxes by means of key used by the cipher.
Such dynamic S-boxes offer various level of security
to the ciphertext. Some of these techniques for S-box
generation follow complex construction process and are
less efficient. Other methods lack one or more secu-
rity criteria like non-bijectiveness, the existence of fixed
points, chances of differential cryptanalysis, usage of static
permutation and fixed irreducible polynomials, applica-
tion of static affine transformation employing complex
GF inversion process, very less S-box space, etc. Con-
sequently, an innovative, simple, and efficient technique
is always desirable to create key-dependent, sturdy, and
dynamic S-box.

This research paper presents an innovative technique to
yield dynamic S-boxes with the help of cipher-key usage.
The presented technique employs a new square polynomial
transformation (SPT), a modular multiplicative inversion,
a dynamic affine transformation, and a novel permutation
technique to create the final S-box.

Followings are the primary contributions of our technique
to create dynamic and robust S-boxes:
• A novel square polynomial transformation (SPT) is
introduced to generate S-box. The proposed transforma-
tion is simpler andmuch efficient than the prevalent LFT
techniques for S-box generation.

• A dynamic affine transformation is proposed that aids in
the generation of S-box elements. Proposed transforma-
tion is simple and dynamic one and a single bit change
in the parameter values of this transformation produces
a new S-box.

• A novel permutation technique is introduced and used
to create final S-box. Proposed permutation procedure
is dynamic one and employs cipher-key in its working.
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TABLE 1. Structure of Affine Transformation Matrix (ATM).

• Final S-box is censoriously investigated using typi-
cal S-box assessment criteria along with the existing
S-boxes in the literature. Result of this recital investi-
gation validates the remarkable contribution of the pro-
posed technique for S-box generation.

Rest of this paper is organized as follows. Section II describes
in detail the proposed method to erect an S-box with the help
of an innovative square polynomial transformation, a simple
affine transformation, and a new dynamic permutation tech-
nique. Section III presents a recital analysis of an example
S-box produced using the proposed method and predominant
S-boxes. Conclusion is described in section IV.

II. PROPOSED SCHEME FOR S-BOX GENERATION
A substitution box (S-box) assists in establishing a non-
linear mapping between its input and output and it
becomes very difficult for an intruder to get the original
data from the ciphertext. Consequently, investigators reg-
ularly explore such input to output conversions to create
sturdy S-boxes. The process to generate a strong S-box
should be simple and efficient. However, many prevailing
S-box erection methods are intricate and need efficiency
improvement too.

In this paper, we demonstrate a novel technique to yield
dynamic S-boxes using a new polynomial transformation,
a dynamic affine transformation, and an innovative permu-
tation technique to create the final S-box. Complete process
of the erection of the proposed S-box involves four modest
phases in order as:

1. Innovative Square Transformation
2. Modular Multiplicative Inversion
3. Dynamic Affine Transformation
4. Dynamic Permutation Technique

Each of the above phases involved in the construction of
ultimate S-box is described in detail in the following part for
better understanding of the process.

A. INNOVATIVE SQUARE TRANSFORMATION
Construction of the proposed n × n S-box is based on an
innovative transformation that is a function mathematically
defined in Equation (1) as:

S (c) =
(
c ∗ A2

+ B
)
MOD 2n c ∈ Z (1)

TABLE 2. Product of Affine Transformation Matrix (ATM) and
Multiplicative Inverse Matrix (MIM).

FIGURE 1. Initial S-box construction process for n = 8.

where,

A =
{
1, 3, . . . , 2n − 1

}
,

0 ≤ Z ≤ (2n − 1), and

B ∈ Z .

Values of A and B are taken from the cipher key which
make this transformation as dynamic one and help in the
generation of key-dependent dynamic S-boxes.

B. MODULAR MULTIPLICATIVE INVERSION
This process computes the modular multiplicative inverse
(MMI) of a value returned by Eq. (1) using MOD (2n + 1).
Method of MMI computation is elaborated in [49].

C. DYNAMIC AFFINE TRANSFORMATION
This transformation uses an 8 × 8 affine transformation
matrix (ATM). Value of each matrix element is either 0 or 1.
Affine transformation matrix is filled as follows.
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FIGURE 2. Permutation process for final S-box construction.

TABLE 3. Proposed final S-box for a = 201, b = 94, c = 31597, d = 59473.

1) One-byte value (0−255) from cipher key is assigned to
a variable V with the condition that number of 1’s in the
binary value of respective byte is odd.

2) First column is filled with the 8-bit binary (X7X6X5X4
X3X2X1X0, where X7 = Most significant bit (MSB),
and X0 = Least significant bit (LSB)) value of V. MSB
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TABLE 4. S-box boolean functions and nonlinearity values.

(X7) is filled in first row and LSB (X0) is put in last row
of the first column.

3) Bits of 1st column are shifted up 1 location in circular
way and the shifted result is placed in 2nd column.

4) Rest of the columns are filled in the same way.
An affine transformation matrix looks like Table 1.
Modular multiplicative inverse value yielded in step II-B

is converted into 8-bit binary (b7b6b5b4b3b2b1b0, where
b7 = MSB, and b0 = LSB) and binary value is put in an
8 × 1 matrix named as multiplicative inverse matrix (MIM).
Multiplication of ATM and MIM matrices and application of
modulo 2 operation yield binary value 0 or 1 in each row
of the resultant matrix (RM). Bit values are concatenated
starting from the 1st row value as the MSB and the last row
value as LSB. This 8-bit binary value is converted to its
decimal equivalent and stored in the initial S-box.

Process of multiplication of ATM and MIM is demon-
strated in Table 2. Construction process of initial S-box
design is demonstrated by flowchart given in Figure 1.

D. DYNAMIC PERMUTATION TECHNIQUE
Once an initial S-box is constructed, place of its values
is changed using the dynamic permutation as depicted in
Figure 2 to get the final S-box. Proposed permutation
approach being dynamic in nature helps in creating sturdy and
strong S-boxes to defy an attacker’s cryptanalytic attempts.
In Figure 2, values of the variables A and B used to calculate
values m and n are same values used for the computation of
an initial S-box S generated using Figure 1. Values of A, B,
C, and D (where 0 ≤ C, D ≤ 22n − 1 for n = 8) are taken
from the cipher key which make this permutation technique
as dynamic one and helps to construct robust S-boxes.

To describe the complete procedure of initial S-box erec-
tion using Equation (1), Tables 1 and 2, and Figure 1, we have
selected a definite type of square transformation as specified
in Equation (2). We have Z = {0, 1, . . . , 255}, andM= 28 =
256 for n= 8. An example 8× 8 initial S-box is produced by
employing novel square transformation given in Equation (1)
using explicit values of A = 201 and B = 94.

S (c) =
(
c ∗ (201)2 + 94

)
MOD 28 c ∈ Z (2)

Final 8× 8 S-box is demonstrated using innovative square
polynomial transformation in Table 3.

III. SECURITY ASSESSMENT OF PROJECTED S-BOX
A specific substitution box produced using a certain tech-
nique may be robust or feeble. To test strength of a given
S-box, standard criteria are applied. Here, projected S-box

TABLE 5. NL recital comparison of S-boxes.

given in Table 3 is examined through succeeding typi-
cal criteria which assesses the cryptographic forte of an
S-box [15], [18], [55]. Then the complexity of proposed
S-box generation with respect to construction time is also
analyzed. The cryptographic forte of our projected S-box
is compared with the cryptographic forte of other recently
published S-boxes.

A. BIJECTIVENESS
A substitution box should demonstrate a bijective property in
a good way. This property ensures that for some unique input,
a system should produce unique output. In other words, input-
outputmapping in a system should be 1-to-1. An S-box of size
8× 8 has an 8-bit input and an 8-bit output. Each 8-bit unique
input value should create a unique 8-bit output value. S-box
as given in Table 3 erected from the novel square polynomial
transformation and dynamic permutation confirms bijective
property [8], [28] in a very well manner.

B. NONLINEARITY (NL)
An S-box of size 8× 8 maps a unique 8-bit input to a unique
8-bit output. This input-output mapping should be nonlin-
ear so as an attacker’s efforts to get the original data from
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TABLE 6. Dependency matrix of SAC scores of projected S-box.

TABLE 7. BIC-SAC scores of projected S-box.

TABLE 8. BIC-NL scores of projected S-box.

captured ciphertext are ineffective. An S-box that possesses a
nonlinear mapping is stronger to resist such efforts or attacks.
This nonlinear mapping (termed as nonlinearity) should be
on higher side. To calculate the nonlinearity value (NL) of an
8-bit Boolean function st, Equation (3) is used [55].

NL (st) =
1
2

[
28 − (Pmax (st))

]
(3)

where, Pmax(st) denotes Walsh-Hadamard Transformation
for Boolean function st. The nonlinearity results of proposed
substitution box are 112, 110, 110, 112, 112, 112, 112, and
112 where minimum nonlinearity is 110, maximum nonlin-
earity is 112, and average nonlinearity is 111.5. Each of the
component Boolean function (of projected S-box) and its
respective nonlinearity value are specified in Table 4.

TABLE 9. Performance assessment of SAC and BIC scores.

A comparative assessment of freshly published S-box
methods and our S-box with respect to nonlinearity values
is shown in Table 5. Comparative analysis validates that
NL score of proposed S-box surpasses NL scores of many
contemporary S-boxes.

C. STRICT AVALANCHE CRITERION (SAC)
This criterion to evaluate the strength of an S-Box guarantees
that 50% output bits should change due to a change in one
input bit [58], [59], [67]. Consequently, a SAC score of
0.5 for a given S-box is desired. Dependency matrix of SAC
scores of our projected S-box is demonstrated in Table 6. It is
quite apparent that the average SAC score of our S-Box is
equivalent to 0.5 which validates that our S-box fulfills SAC
standard in an upright manner.

A comparative assessment between SAC scores of freshly
published S-box methods and our S-box is shown in Table 9.
It is evident from the comparative analysis that SAC value of
proposed S-box is gracefully consistent with the SAC scores
of various contemporary S-boxes.

D. BIT INDEPENDENCE CRITERION (BIC)
This criterion to evaluate the strength of an S-Box guarantees
that any two output bits change independent of each other
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TABLE 10. Differential uniformity values of proposed S-box.

due to a change in one input bit [73]. S-box designers try
to create S-boxes where output bits don’t depend on each
other. BIC-SAC and BIC-NL scores of our project S-box are
given in Tables 7 and 8 respectively. Average BIC-SAC and
BIC-NL scores are 103.9 and 0.5 respectively. These scores
indicate a very feeble dependency of output bits with each
other. Consequently, proposed S-box satisfies BIC standard
quite gracefully. BIC performance of various S-boxes is crit-
ically assessed in Table 9.

E. DIFFERENTIAL PROBABILITY (DP)
Ciphertext is transmitted on the shared media and invaders
have the possibilities to grasp and investigate it. Attackers
try to find the modifications in the ciphertext as well as
modifications in the original data. Compounding both the
differences aids the invaders to have a clue of partial or
whole key or plaintext [74]. A designer of a substitution box
tries to lessen the difference between such modifications.
To compute such difference, S-box experts assess the dif-
ferential uniformity (DU) and differential probability (DP)
of an S-box. To counterattack the differential cryptanalysis,
low scores of differential uniformity (DU) and differential
probability (DP) of an S-Box are needed. For an S-box B,
differential uniformity is calculated by Eq. (4) [75].

DU = max
1r 6=0,1q

[
#{r ∈ N|B (r)⊕ B (r⊕1r ) = 1q}

]
(4)

where N = {0, 1, . . . , 255}, 1r and 1q represent input and
output differentials, respectively.

DU scores of resultant S-box are enumerated in Table 10.
Maximum value of differential uniformity of our S-box is 10,
and its tally is only 4. As a result, value of DP comes out
to be 10/256 = 0.039. Low scores of DU and DP validate
that our projected S-box has the capability of mutiny against
differential cryptanalysis. A comparative assessment between

DP scores of freshly published S-box methods and our S-box
is shown in Table 11. It is evident from the comparative
analysis that DP value of proposed S-box has consistency
with the DP scores of various other contemporary S-boxes.

F. LINEAR PROBABILITY (LP)
Creators of cryptographic algorithms put their best possible
efforts to jumble bits of plaintext for the creation of mean-
ingless ciphertext. The most commonly applied component
in a cryptographic algorithm to achieve this confusion is an
S-box. An S-box designed in a cautious way aids to create
a nonlinear association between inputs data bits and output
ciphertext bits. The cryptographic strength of this association
provided by a specific 8 × 8 S-box B is computed as linear
probability (LP) using Equation (5) [76].

LP = max
tx ,ty 6=0

∣∣∣∣#{x ∈ R|x · tx = B (x) · ty}
28

−
1
2

∣∣∣∣ (5)

where, tx and ty are input-bit and output-bit masks respec-
tively and R = {0, 1, . . . ., 28 − 1} for n = 8.
It is desired to design an S-box in such a way to have a low

value of LP for that particular S-box. LP value of S-box given
in Table 3 is 0.125 and this low value is an indication that
the projected S-box has the decent capability to fight against
linear cryptanalysis. A comparative assessment between LP
scores of freshly published S-box methods and our S-box is
shown in Table 11. It is evident from the comparative analysis
that the proposed S-box possesses the cryptographic forte to
resist linear cryptanalytic efforts.

G. FIXED POINTS ANALYSIS (FPA)
For an input k such that 0 ≤ k ≤ 2n − 1, if an n × n S-box
B has somewhere B(k) = k for some value(s) of k, that
S-box is said to be having one or more fixed points (FP).
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TABLE 11. Performance comparison of LP, DP, and FPs of different
S-boxes.

If a cipher employs one or more S-boxes in its operation and
has some fixed points, it offers cryptographic weakness and
may support the attackers to get the original plaintext some-
how. Presence of such fixed points may lead the attackers to
generate some portion of the plaintext from the ciphertext.
So, cryptographers carefully design and construct S-boxes
having zero or minimum number of fixed point (FP) [57].
Our resultant S-box is free of any fixed point and fulfills
FPA criterion elegantly. A comparative fixed-point analysis
between our proposed S-box and other prevalent S-boxes is
demonstrated in Table 11. Comparative analysis discloses
that some of these state-of-the-art S-boxes have the presence
of fixed points and their use in ciphers may weaken the
protection of data.

H. COMPLEXITY ANALYSIS
To witness the time complexity of the proposed S-box
scheme, it is simulated on an Intel core i7 CPU (2.2 GHz) and
4GB RAM running Windows 8 by implementing in Visual
C#. AES S-box generation based on Extended Euclidean

TABLE 12. S-box construction time (seconds) of AES S-Box and proposed
scheme.

FIGURE 3. Nonlinearity improvisation of initial S-box using permutation
process wi.r.t. time.

Algorithm (EEA) and Look-Up Table (LUT) methods was
simulated, and time complexity of the proposed scheme was
observed for initial and final S-boxes. Construction of final
S-box is based on novel dynamic permutation procedure to
improvise cryptographic forte of initial S-box. Table 12 com-
pares computational efficiency of these constructions. It is
evident from Table 12 that the time of construction of initial
S-box is pretty inspiring as equated to that of AES methods.
However, time taken to generate final S-box by proposed
scheme is a bit higher. Permutation approach used in the
proposed technique contributes significantly to enhance the
cryptographic forte of our final S-box. As the fortification
of one’s data is extremely important and a real anxiety, this
need of protecting data should not be negotiated seeing speed
of recent CPUs. Enhancement in nonlinearity (NL) value
of initial S-box using dynamic permutation approach with
respect to computation time is depicted in Figure 3.

Although many authors suggested new methods to
construct S-Box having nonlinearity >= 112 like AES,
these approaches lack one or more security criteria like
non-bijectiveness [77], the existence of fixed points
[45], [78]–[81], high value of differential probability [82],
static permutation [83], usage of fixed irreducible polynomial
by [80], [83] and AES, complex construction process [82],
etc. Our proposed scheme for construction of S-box uses
simple and novel dynamic transformation being the first one
of its nature, employs dynamic affine transformation using
modular multiplicative inversion as compared to the static
affine transformation used in many of the above mentioned
techniques employing complex GF inversion process, and a
new dynamic permutation procedure in comparison to the
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static permutation utilized in these methods. Most of these
methods have very small S-box space as compared to the huge
S-box space = {65535 × 65535 × 255 × 128 = 140, 183,
454, 384, 000} offered by our scheme with the help of param-
eters C, D ∈ {0, 1, . . . , 22n−1}, A ∈ {1, 3, . . . , 2n−1}, and B
∈ {1, 2, . . . , 2n−1} for n= 8. Our scheme gives the liberty to
generate dynamic S-boxes and makes an invader’s attempts
more fruitless keeping in view the drawbacks present in the
above-stated techniques.

IV. CONCLUSION
Many existing S-boxes are deficient in different security cri-
teria like non-bijectiveness, the existence of fixed points, etc.
Others employ static permutations, fixed irreducible poly-
nomials, static affine transformations, and follow complex
construction processes. Most of these methods have very
less S-box space. This paper projected an innovative square
polynomial transformation along with a novel affine trans-
formation to construct dynamic S-boxes. A pioneering per-
mutation approach is employed to enhance the nonlinearity
performance of the input S-box. The proposed method has
the capability to erect a huge number of robust S-boxes by
applying minute changes in the values of parameters of trans-
formation and permutation processes. Thus, a huge S-box
space is available by the proposed scheme. All the parameters
are integers and values in these parameters are taken from
the cipher key which assist in creating dynamic S-boxes.
An instance S-Box is erected, and its performance analysis
has been done using typical S-box criteria. The proposed
S-box is free of above-mentioned drawbacks of the existing
S-boxes. The performance and comparative analyses authen-
ticate that the proposed S-box has the true competence for
its inclusion in modern-day ciphers to provide much needed
protection of data.
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