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ABSTRACT A wireless body area network (WBAN) is a wireless network of wearable computing devices
and intelligent physiological sensors. The intelligent physiological sensors collect and process sensitive
data from the patient body. The security, reliability, and trustworthiness of sensitive data collected and
processed by intelligent physiological sensors are critical due to its unique application domain. Moreover,
consistent and reliable data gathering along with its transmission also plays a vital role in WBANs. Trust
management (in BANs) has been found as a useful tool to improve cooperation among sensor nodes, security
as well as reliability. The paper recommends a novel and efficient, lightweight trust assessment scheme
(ETAS) suitable for health application domains and does not rely purely on any encryption technique. The
primary purpose is to develop an exciting comprehensive, novel trust estimation framework for BANs to
enhance reliability, dependability, security by isolating compromised (hotspot) nodes with great resource
efficiency. ETAS incorporates several exclusive (unique) features like efficient trust evaluator, secure and
attack resistant, along with competent trust aggregator function to achieve comprehensive trust score. The
trust evaluator function is a multi-trust (communication trust, data trust, and energy trust) strategy to deal
with severe internal security threats such as badmouthing attack, ballot-stuffing attack, sybil attack, traitor
attack, etc. with less resource consumption. Moreover, ETAS incorporates both the success rate and mis-
behavior component during trust evaluation. The success rate record the number of successful/unsuccessful
interactions among sensor nodes in terms of packet send/receive. The misbehavior component keeps records
of current and past misbehavior of sensor nodes for effective decision making. Moreover, ETAS focus on the
frequency of interaction among biomedical sensor nodes within a specified period to analyze their behavior
for efficient trust decisions. Furthermore, ETAS incorporates temperature, data trust as well as the trust
score of biomedical sensors to identify hotspot nodes in BSN. ETAS offers full flexibility to adjust the trust
threshold, trust domain, reward, and punishment term according to system and application requirements.
ETAS’s efficiency is validated through several outcomes (MATLABR2019a) along with theoretical analysis
in terms of energy consumption, attack detection, mitigation, trust computation cost, and packet delivery
ratio.

INDEX TERMS Trust assessment, body area network (BAN), security, trust, recommendation.

I. INTRODUCTION
A wireless body area network (also known as WBAN, BAN,
BSN, and MBAN used interchangeably) is a multi-hop, tem-
porary wireless network of low powered BAN devices, e.g.,
Electrocardiogram (ECG), Electromyography (EMG), Elec-
troencephalogram (EEG)) that maybe, implants, mounted
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on/inside the body in a fixed position [1]. A WBAN system
is a consequence of wireless sensor network that employs
WPAN as gateways devices to attain longer ranges as well
as adequate access to patient real-time health records through
internet service [2]. WBANs have recently emerged and sug-
gested vital requirements for various telehealth applications
such as blood pressure monitoring and sugar level monitor-
ing without dependence on any fixed (static) infrastructure
such as hospitals. A WBAN consist of inexpensive, limited
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FIGURE 1. WBAN architecture and application scenario [5].

power intelligent physiological sensors (IPS). IPSs monitors,
accumulate and process the critical data from the patient
body. IPSs employ multi-hop communication to monitor
health conditions (domains) as well as early detection of
various health status or physiological changes in patients
affliction from several chronic diseases such as heart attacks,
asthma, diabetes without requiring any location information
through measuring changes [3]. Although if the location of
the patient is required, then motion detector sensors help to
discover patient’s locations. The monitored (recorded) medi-
cal information is processed by an external processing unit
and instantly transmitted to worldwide doctors. Moreover,
emergency alarms (message) can be sent through a com-
puter/mobile system to save the life of patients whenever any
emergency such as heart attack, insulin level declines, etc.
is detected. If insulin level declines, the sufficient dose is
wirelessly injected by doctors with the help of data termi-
nals [4].

The IEEE 802.15.6 is the most modern standard to facil-
itate security in WBANs. WBANs entirely rely on the
recorded (monitored) information via IPSs (or biosensors) as
any incorrect information about health might be dangerous
for patients’ life [5]. In such cases, when the sensor node (SN)
itself behaves maliciously (intentionally or unintentionally
due to primitive stage technology issues etc.), cryptographic
(authentication, authorization, hash) techniques [6]–[8] are
infeasible to protect the network since they impose high
overhead as well as unable to mitigate insider attacks
[8]–[10]. Fig.2. shows various applications and security
threats in WBANs.

A. TRUST AND REPUTATION SYSTEMS
Trust management schemes (TMSs) are proved as an effi-
cient and reliable tool [17], [18] to catch as well as miti-
gate (diminish) malicious IPSs. Trust evaluation monitors the
IPSs behavior, estimates the trust value, and then quantified
it into highly trusted, trusted, and distrusted [19], [20]. Trust
value (score) is a level (quantification or measure) of belief

FIGURE 2. WBAN applications and security threats.

of one entity towards another entity [21], [22]. The concept
of trust is originated from human society and hence plays an
essential role in our everyday lives. Trust is defined as a rela-
tionship between trustor and trustee. Trust describes a sub-
jective relation among entities, while reputation is an opinion
about an entity [24], [25]. These opinions are provided by
participating entities in a relationship. Hence trust may be
used to determine the reputation of an entity, and reputation is
used to determine the trustworthiness of an entity [31]. Trust
specifies the reliability or trustworthiness of an entity [32].
Trust is a belief [45] that ensures the entity as secure and
reliable. Trust plays an essential role in improving reliability
as well as cooperation among sensing devices. Trust has
great significance and influence on the quality and integrity
in healthcare applications since it guarantees a correct and
timely diagnosis of the patient. The objective of trust systems
is to evaluate the probability expectation that a given event
occurred. In the case of sensor data, this event would be that
the sensor data really reflects the actual physical environ-
ment [48], [49]. Reputation systems have been developed in
order to identify compromised nodes based on their behavior.
Reputation is based on a collection of evidence of good and
bad behavior is undertaken by other entities [50].

Fig.3. shows various possible solutions to achieve
security from internal/external attacks. Trust is dynamic,
context-dependent as well as complex concept in WSNs.
There are various advantages [51]–[53] of trust management
schemes (trust models) such as

• Detect various kinds (intentional or unintentional) of
misbehaviors of IPSs.

• Provide access control as well as reliable shorter routing
paths

• Monitor and detects delay contributing IPSs, esti-
mate trustworthiness level of communicating parties in
real-time healthcare applications.
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FIGURE 3. WBAN attacks and their prevention techniques.

• Impose lower overhead (resource, computation) than
cryptographic algorithms.

• Vital for internal threats (badmouthing attack, ballot-
stuffing attack, whitewashing attack, Sybil attack, traitor
attack, grudge attack, etc.) and ensure data integrity as
well as data freshness by the continuous monitoring
process.

• Appropriate to provide security for the energy-starved
environment with low computational and communica-
tion costs.

Fig.3. shows various possible solutions to achieve secu-
rity from internal/external attacks. Trust is dynamic,
context-dependent as well as complex concept in WSNs.

Fig. 4 summarizes the motivation for trust in WBSN,
their design criteria, types as well as associated attacks in a
well-structured way.

The reliability ofWBANs depends on the cooperation (col-
laboration) level of nodes as well as data generated by
them [26]. Sometimes it is challenging to know about interac-
tions of nodes within the specified time. Moreover, interact-
ing nodes are trustworthy or not is itself a big deal [27], [28].
To resolve the aforementioned issues, we have designed
anefficient trust assessmentscheme (ETAS) that incorporates
triple trust (energy trust, communication trust, and data trust)
to deal with selfish nodes and malicious (unexpected) behav-
ior. Communication trust is a level of assurance that nodes are
communicating or not in a specified time or not. Depending
upon the number of interactions, we evaluate communication
trust. Data trust is a level of assurance of data collected,
generated, and exchanged by physiological sensors is trust-
worthy or not. The concept of energy trust helps to resolve the
situation when a node might misbehave due to a faulty (insuf-
ficient) battery. Section III discusses the Threat (adversarial)
Model, which takes into account the adversaries’ types and
their power, in addition to the possible threats that are per-
formed by those adversaries. ETAS incorporate three types of

biosensor nodes, namely the IPS, the relay nodes and the sink
nodes along the details of the trust based security scheme.

B. MOTIVATION
Body sensor networks (BSNs) consist of various IPSs to
monitor patient health status remotely. The quality of data
generated and collected through sensors (i.e. data freshness
without any delay) plays a vital role in decision-making
for better care of the patient. There are several issues and
challenges such as security [1]–[5], data quality [5] and
its management [6], sensor validation [7], data consistency
and freshness [8]–[10], interoperability [11], [12], cost [13],
transmission delay, consistent performance [14], [15] and
inference [16]. There exist [2], [4], [7]–[10], [17], [20],
[24]–[26], [28], [29], [32], [33], [35]–[40], [42], [43], [45],
[47] various secure models for WBANs based on authen-
tication, authorization, access control [11], key manage-
ment [10], [36], [51], and encryption but these existing
models are unable to satisfy the fundamental requirement
(real-time response, resource efficiency, dependability, data
availability, and integrity) of body sensor networks (BSNs)
since they impose extra overhead by employing heavyweight
algorithmsas well as not employ multi-trust concept. More-
over, cryptographic security solutions are not effective in alle-
viating internal adversaries such as badmouthing attack,sybil
attack, traitor attack, grudge attack, ballot-stuffing attack,
On-off attack, etc. Since they assume that all the partic-
ipated entities are trusted (reliable), so provide protection
against only external attacks. Existing WBANs trust mod-
els [2]–[7], [9], [10], [34], [35], [42], [43] failed in terms
of dependability, fast response and resource efficiency due
to the incorporation of week trust function (linear, static).
[17], [23], [43], [44] states that static trust functions with sta-
ble punishment coefficient are vulnerable to security threats.
Furthermore, aforementioned trust schemes do not consider
temperature of biomedical sensors nodes since increased tem-
perature can damage sensitive tissues. Due to the unreliable
communication medium, the transmitted information (data
set) of sensors readingsmust be validated to diminish possible
weaknesses as well as false alarms generations. The patient
health data observed by the sensor nodes must be secure,
has limited access, and should not mix with other patient
data during collection as well as transmission. Moreover,
an efficient security model for resource-constrained WBANs
should be accurate, cost-effective, real-time responsive, scal-
able, transparent, and less complex since BANs deals with
sensitive and significant health data [45]–[52].

The paper provides a motivation and scope for the
researchers in the field of trust based security of BANs. Let
us discuss a motivating example for researchers and scientist.
For example, ‘‘if the blood glucose sensor of a diabetic patient
is hacked, and a faked high blood glucose concentration value
is reported, the insulin pump will be activated, and a dose of
insulin is injected, which can lead to various chronic diseases
or even more severe result if the injection of insulin occurs
too frequently. Therefore, in addition to the existing security
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FIGURE 4. Trust in WBANs: Motivation, design criteria, types and attacks.

solutions for BANs, it is also critical to evaluate the trust in’’
BANs. Moreover, sometimes fresh (current monitored) data
is not accessible to doctors that might lead to non-detection
of various severe abnormalities, which in turn leads to serious
consequences (i.e., death) on the patient.

C. OUR CONTRIBUTION
To eradicate the drawbacks of existing inadequate trust mod-
els [1], [3], [5]–[8], [10], [15], [17], [27], [32], [34], [39],
[40]–[50] and other security schemes [2], [4], [9], [10], [20],
[24]–[26], [28], [29], [35]–[39], [42], [43], we have designed
a comprehensive and innovative trust model incorporating
several unique (distinctive) features to enhance collaboration
and dependability among IPSs for developing a robust and
trusted BSN system. These unique features are listed below
as follows

1) Generate and assign a unique identity (ID) to every
IPSs for more natural and secure communication as
well as to achieve protection from external threats.

2) present a vigorous distributed trust model by incor-
porating a multi-factor (temperature, misbehavior
component, data trust, energy trust, number of inter-
actions) trust approach to ameliorate collaboration and
dependability among IPSs with moderate communica-
tion overhead. Moreover, our proposed scheme ETAS
provides better telehealth service by considering the
temperature factor of IPSs since high temperature of
biomedical sensor nodes generated due to excessive
communication can damage sensitive tissues.

3) ETAS provide a flexible (adjustable) reward and
penalty coefficient in the trust model. These parameters
can be tuned according to a patient’s health condition
(i.e., application requirements). Proposed approach
allows only trusted nodes to be part of BSN by isolating
hotspot nodes. ETAS is independent of the platform and
specific routing scheme.

In précis, our research work is considerable and dissimilar
from previous existing work that incorporates temperature
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FIGURE 5. WBAN: Security threats, requirements and possible security
solutions.

unaware static trust functions without dynamic compen-
sation. Our trust assessment scheme secures the WBANs
by considering cooperative interactions and non-cooperative
interactions during trust evaluation. To the best of our knowl-
edge, ETAS is the first trust assessment model that focuses on
frequency of interactions to decide the right track for accurate
trust evaluation. ETAS incorporate temperature, misbehavior
of IPSs with communication trust and data trust to improve
the effectiveness of trust model. The effectiveness, efficiency,
and affirmation of the ETAS are demonstrated by simulation
(MATLAB R2019a) experiments as well as theoretical anal-
ysis. The leftover part of this manuscript is prepared into five
more sections. Section II focuses onsome recent proposals for
WBANs security with their limitations and comparative anal-
ysis. Section III and IV discuss the suggested trust modelas
well as project their ample validation, respectively. Section V
shows the simulation analysis and reveals the achievements
of the projected scheme (ETAS), and finally, Section VI con-
cludes the entire research work and provide future direction.

II. RELATED WORK
This section discusses the literature review of existing secure
models in BANs. However, considerable research work has
been carried out to protect BSNs; only the nominal effort is
made for internal adversaries [29], [30] such as badmouthing
attack, ballot-stuffing attack, whitewashing attack, On-off
attack [1], etc. by employing the trust concept that can lead
to extremely unsafe health conditions. We have rigorously
studied various research articles [1], [3], [5], [6]–[16], [30]–
[50] related to authentication and trust in a body sensor net-
work with their strength as well as research gaps and observe
security threats along with their requirements and possible
prevention techniques (refer figure 5).

Li et al. [10] recommend a user-aided ‘‘multi-party authen-
ticated key agreement protocol’’ known as group device pair-

ing (GDP) to establish initial trust. The initial trust among
SNs is set up by generating multiple shared secret keys.
GDP employs a symmetric-key cryptography scheme to perk
up the performance of the authentication method. Moreover,
GDP does not rely on any supplementary hardware appliance.
In this paper, Key management and initial trust establishment
inWBANs are two main issues are addressed with the help of
device pairing. The author states that it is challenging as well
as demanding tasks to provide a user-friendly and efficient
trust initialization process in a resource constraint WBAN.
Moreover, the author believes that key pre-distribution based
security solutions are not suitable for BANs.

Mana et al. [32] suggest a trusted based key management
scheme for WBANs to enhance the protection and confi-
dentiality of sensitive health data by managing the symmet-
ric session keys.. With the proposed scheme, secure data
transmission can be achieved by proficiently generating and
distributing cryptographic keys among base station (sink) and
sensor devices. Theoretical analysis exhibits its effectiveness
in terms of energy-saving and security.

Liu et al. [33] projected a ‘‘Certificateless Remote Anony-
mous Authentication’’ method for WBANs which is a
lightweight and efficient system to guard the privacy of
BSN users. With this certificate less signature (CLS) scheme,
Patents can get the benefit of remote medical health services
in an efficient and secure way. The CLS scheme as the
cryptographic primitive, which is cost-effective, efficient and
provably secure against existential forgery on adaptively cho-
sen message attack in the random oracle model. the protocols
use an anonymous account index instead of a WBAN client’s
real identity to access WBAN service, thereby preventing the
potential privacy leakage to application providers (AP) and
network managers (NM).

Li et al. [34] discussed a trust management scheme (TMS)
to deal with the security issues in BANs. The author employs
the recommendation trust of WBAN node’s and conducts
several experiments to analyze the usefulness and validity
of the projected scheme. The authors state that the data
generated from the WBAN is essential and highly sensitive,
so trust evaluation is essential to discover the faulty SNs
as well as enhance dependability. Recommendations trust
values of all neighbor of each node is stored in matrices,
and their similarly is measured using a cosine product vector
rule by identifying the angles between them. A collaborative
filtering approach and Resnick’s standard prediction formula
is employed to compute the trust score of BAN nodes. Top k
nodes are selected as trusted neighbors and used in Predicted
trust calculation. The effectiveness of BAN-Trust scheme is
evaluated using precision and recall on GloMoSim 2.03 with
simple weighted voting method. There are various research
gaps in this paper such as i) not comprehensive ii) no severity
analysis, iii) no mathematical proof regarding the robustness
of trust model iv) various attacks are not considered.

Guo et al. [35] proposed a ‘‘A Lightweight Encryp-
tion Scheme Combined with Trust Management for
Privacy-Preserving in Body Sensor Networks’’. The
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lightweight encryption scheme incorporated with trust man-
agement is based on mix a cipher algorithm which is used to
improve the privacy and reliability of sensitive health infor-
mation. Moreover, authentication scheme with trust manage-
ment helps to find the reliable nodes that can participate in
processing and transmission of private data. In The major
limitation of this scheme is that various attacks are not con-
sidered during simulation. Moreover, there is no theoretical
analysis for its validity as well as complexity with existing
schemes also not discussed in comprehensive way.

Hayajneh et al. [36] designed a lightweight authentication
protocol for Medical Sensor Networks to spot various secu-
rity and privacy issues during remote patient health condition
monitoring. The proposed protocol for BSNs is a modified
Rabin authentication algorithmwith the Jacobi that is a public
key-based authentication based protocol in which SNs gather
health information and performs appropriate action as per the
received command. The key plan of the suggested authenti-
cation protocol is to enhance the ‘‘signature-signing process’’
that makes it appropriate for delay-sensitive medical sensor
network applications. The research outcomes shows good
efficiency in terms of providing authenticated commands
to the SNs embedded (mounted) on/inside the body. The
performance and efficiency are measured using the MIRACL
library, Field Programmable Gate Array (FPGA) and Tmote
Sky mote with different hardware settings, respectively.

Omala et al. [38] recommended a well-organized remote
authentication scheme (RAS) for WBANs. The author states
that physiological data of a patient in limited range WBANs
is forwarded to the remote server via intermediate portable
devices (Smartphone) might be captured and modified by
internal/external adversaries. The modified physiological
data due to an open environment might lead to a poor diagno-
sis, which may be lethal for a patient. In order to resolve the
aforementioned issues and to improve security, reliability as
well as privacy, we have designed a robust RAS for WBANs
in terms of attacks mitigation, convergence as well as perfor-
mance. The proposed schemes reduce 50% of running time
at the client side when compared to other protocols.

Bhangwar et al. [39] suggest a ‘‘Trust and Thermal Aware
Routing Protocol (TTRP)’’ for WBANs to improve relia-
bility, confidentiality, the privacy of transmitted physiolog-
ical data. The authors state that conventional cryptographic,
as well as biometric algorithms are not beneficial in BSNs
since they do not deal with malicious behavior of nodes,
cost-inefficient as well as impose high complexity than
trust-based schemes. Moreover, the temperature generated
by sensor nodes due to electromagnetic radiations might be
dangerous for sensitive tissues. To resolve the aforemen-
tioned issues and limitations of existing security schemes for
WBANs, we proposed a resource-efficient, lightweight, tem-
perature and trust-based thermal aware solution for WBANs.
TTRP is a multi-factor routing scheme that incorporates trust
as well as the temperature of nodes to detect (restrict) and
segregate faulty nodes in order to provide a reliable healthcare
service.

Priya et al. [40] discussed a trusted routing scheme for
WBANs to diminish the information misfortune. The authors
assume that sensor devices are implanted on the human
body in a clustered way where cluster head (CH) is elected
using well known ‘‘particle swarm optimization’’ (PSO) and
accumulate the trust scores of other SNs. We apply a fluffy
(fuzzy) based trust induction model along with scheduling
algorithms as well as self-adaptive greedy buffer allocation to
reduce energy consumption. Moreover, the proposed secure
model improves the delivery ratio as well throughput, reduce
congestion in comparison to other existing schemes. A trust
routing path is selected by considering the trusted sensor
nodes.

Chitra et al. [41] proposed a ‘‘Fault aware trust determi-
nation (FATD) algorithm for wireless body sensor network
(WBSN)’’. The trust algorithm assigns trust score between
−1 to 1. The trust score of the biomedical sensor node is
computed by incorporating node’s movement, receiver signal
strength as well as battery terminal voltage. The proposed
work is simulated on MATLAB to analyze the efficiency and
throughput. The major drawback of this work is that FATD is
not robust against BAN’s attack since they don’t incorporate
adequate trust metrics for achieving security.

Anguraj et al. [42] projected a ‘‘Trust-based intrusion
detection and clustering approach for wireless body area
networks’’ for efficient transmission of critical medical data
in an open environment. The cluster head within a group
is elected by employing a multi-objective firefly algorithm.
Hybrid encryption method and target functions are used to
encrypt sensitive data and improve throughput, respectively.
The simulation results carried out using NS-2 exhibit accept-
able performance in terms of packet delivery ratio (PDR),
delay, precision, and recall.

Roy et al. [43] proposed ‘‘A Novel Trust Evaluation Model
Based on Data Freshness in WBAN’’ to detect selfish (non-
eligible) nodes by employing a trust model along with data
freshness factor. The author states that health-related data
is sensitive and prone to various threats that can be effi-
ciently protected by lightweight trust models instead of cryp-
tographic algorithms. A selfish node performs unexpected
in several ways, such as dropping the fresh data packet and
forward old (or useless) data to destination for incorrect
decision-making. Moreover, sometimes-unintentional prob-
lems are raised due to the low residual energy of IPS or
network issues such as congestion, delay, etc.

Wang et al. [44] discussed a trust improvement technique
based on trusted platform module(TPM) for clustered WSNs
by dividing the network into numerous rounds. Every round
employs a ‘‘setup phase’’ as well as a ‘‘steady-state phase.’’
The proposed method employs Setup µTESLA, STEADY-
µTESLA, SET-SCHNORR authentication protocols to make
it lightweight, energy-efficient, attack-resistant along with
less communication overhead. The key role of the TPM is to
assess the integrity of cluster heads (CHs) and to establish
as well as maintaining trust relationships among SNs as
CHs play a vital role in node misbehavior (attack) detection.
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However, no valid proof is given to justify its suitability in
real-time industrial applications.

Ostad-Sharif et al. [45] recommended a key agreement
protocol for WBANs to provide security and reliability.
To prevent the WBANs from the internal attacks, privacy
protection and mutual authentication schemes are required
to protect the critical and confidential physiological data of
a patient. To fulfill the aforementioned purpose, we design
a robust authentication and key agreement protocol that
incurs less communication overhead as well as mitigate
de-synchronization attack and wrong session key agreement
attack. Moreover, the AVISPA tool and a random oracle
model are employed to comparatively examine the security
level of the proposed scheme. The suggested scheme is also
robust against active as well as passive attacks.

Nidhya et al. [46] discussed a survey related to security
as well as privacy issues of sensed heterogeneous (critical)
sensed data in remote healthcare systems usingWBANs. The
author states that critical health data plays a vital role in
accurate decision-making that should be accessed by certified
medical professionals for any action required for better treat-
ment. The author [32], [33], [37] discusses the advantages and
limitations (security threats levels) in WBANs. These secu-
rity threats can emerge either data (information) gathering
level, storage level, or transmission level. The security threats
at data collection levels are data collision attack, jamming
attack, selective forwarding attack, sybil attack, data flooding
attack, and spoofing attack. Moreover, the security threats at
transmission-level are defined as eavesdropping, data tam-
pering attack, man in the middle attacks, scrambling attacks,
signaling attacks, data interception attack, hello flood attack,
and wormhole attack. The security threats at storage levels
are malware attack and social engineering attacks etc. the
author states that access control, availability, dependability,
and flexibility are major privacy requirements in WBANs.

Karchowdhury et al. [47] present an exhaustive survey on
attacks for WBANs. The authors explained the reasons for
the vulnerability of security threats arise due to its Adhoc,
openness topology and suggest various prevention as well
as privacy techniques to improve the efficiency of remove
health-care systems. Moreover, authors state that remote
healthcare through WBANs is a demanding as well as an
attractive application area of WSNs because of its benefits on
humans life.With remote health care usingWBANs, a patient
suffering from diabetes, sugar, blood pressure, Nosocome-
phobia, and hypertension need not admit (stay) in hospitals
for many days as well as he can do their normal activities.
The author suggests that a robust security scheme is vital to
protect sensitive data from several internal/external threats
and discuss layer-wise attacks with their definitions and mis-
behavior.

Usman et al. [48] propose a ‘‘trust-Based DoS Mitiga-
tion Technique for Medical Implants in Wireless Body Area
Networks’’ by employing a three-level trust model as well
as considering the resource limitation of sensor devices.
We allowed the maximum data rate at each level according to

the environment (home, office, public place) to transmit sen-
sitive information.Moreover, the non-sharable trust threshold
is changed by the base station according to environmental
conditions. With this three-level trust model, along with a
non-sharable trust threshold, these schemes effectively detect
and isolate DoS attack. Although, no mathematical, as well
as theoretical analysis, are given in favor of its robustness.

Remu et al. [49] proposed a ‘‘Naive Bayes based Trust
Management Model for Wireless Body Area Networks’’
to ensure security from selfish nodes. The authors have
employed a naïve based classifier to classify a biomedical
sensor node as a trusted or faulty node. The proposed model
has been trained inMATLAB by taking 80 data sets randomly
and got predicted classification as HIGH (H), LOW (L) and
MOD-ERATE (M). The major limitations of this scheme are
uncertainty of trust estimation and computational complexity.
Moreover, trust update mechanism is not defined.

Roy et al. [50] presented a ‘‘Security and Privacy Issues
in Wireless Sensor and Body Area Networks.’’ The authors
focus on the importance of body area networks in monitoring
the vital physiological parameters of a patient.

Moreover, the authors discuss the security issues and
provide motivation to design efficient lightweight security
schemes. Furthermore, the paper discusses the threats as well
as countermeasures and lists some existing papers with their
research gaps.

Jiang et al. [56] suggested a ‘‘Trust based energy efficient
data collection with unmanned aerial vehicle (TEEDC-UAV)
in edge network’’ to improve network lifetime. TEEDC-UAV
scheme employs an ant colony based unmanned aerial vehi-
cle (UAV) trajectory optimizationalgorithm to balance energy
consumption. UAV trajectory optimization reduces the cost
and time of data collection. Moreover, trust concept is used to
identify reliable sensor nodes for the collection of qualitative
data and to ensure network security. Although, experimen-
tal results proves it efficiency but the suggested scheme is
complex and the trust model is not clearly defined. Moreover,
punishment and reward to faulty nodes is not discussed under
trust evaluation.

Li et al. [57] proposed a ‘‘Trust data collections via
vehicles joint with unmanned aerial vehicles in the smart
Internet of Things (T-SIoTs)’’ to achieve acceptable secu-
rity and energy efficiency at the same time. Very first, data
center finds trusted mobile data collector using historical
datasets. Static data collectors are established to secure cov-
erage regions of data collections. Vehicular collectors can
only communicate data to either trust-based mobile stations
or static sensor stations, instead of sending data to other
unreliable vehicles. Second, UAVs arranged by the data cen-
ter will accumulate data stored in both static and mobile
sensor stations then transmit data to the data center. In the
T-SIoTs scheme, UAV’s trajectoriesare designed according to
shortest-distance-first routing scheme. Comparative theoret-
ical analysis and experimental results show that the T-SIoTs
design can attain better performances on aspect of security
and aspect of energy consumptions.
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Mehmood et al. [58] proposed ‘‘A Trust-Based Energy-
Efficient and Reliable Communication Scheme (Trust-Based
ERCS) for Remote Patient Monitoring inWBANs’’ to ensure
the reliability and privacy by employing trust and cryptogra-
phy mechanism respectively. Trust-Based ERCS incorporate
simple static trust function with fuzzy logic EDAS-based
ranking. Although, authors’ claims its efficiency in terms
of reliability, service delivery ratio, reduced average delay
but static trust function is inefficient to detect insider adver-
saries and cryptography mechanism impose high communi-
cation overhead. Moreover, weight assignment approach is
not clearly specified during trust aggregation.

Huang et al. [59] suggested a ‘‘BD-VTE: a novel baseline
data based verifiable trust evaluation (VTE) scheme for smart
network systems’’ to guarantee security at a reasonable cost.
BD-VTE scheme includes VTE system, Effectiveness-based
Incentive (EI) mechanism, and Secondary Path Planning
(SPP) strategy, which are respectively used for reliable trust
evaluation, reasonable reward, and efficient path adjustment.
Moreover, the suggested scheme improve accuracy and data
collection rate. Mobile vehicles are used for data collection
and an unmanned aerial vehicle provides reliable safety assur-
ance for mobile vehicles. The limitations of this research are
as follows i) limited mobile vehicles on the infrastructure-less
environment ii) high computational overhead iii) real-time
implementation is difficult.

Ramaswamy et al. [60] proposed a ‘‘Social and QoS based
weighted trust model for secure clustering for WBANs’’ to
improve network lifetime by minimizing energy consump-
tion and reducing dead nodes. The suggested social-and
QoS-based trust scheme identify malicious nodes and avoid
internal soft attacks during communication. It provides com-
prehensive survey Table for various safe and vulnerable trust
based protocols for clustering in terms of trust computa-
tion, QoS, energy consumption and application of the net-
work. Trust value (T) is computed using subjective Logic
process as a triplet {b, d, u} where b, d and u represent
belief, disbelief and uncertain respectively with the prop-
erty b+ d + u = 1. The node trust value is computed using
2b+u
2 where b = s

s+f+1 and u = 1
s+f+1 . Comparative

results at varying malicious node percentage withLEACH
and LEACH-MM exhibit acceptable performance in terms of
minimum energy consumption, packetforwarding, minimum
packet drop,and successful packet delivering. Moreover it is
shown that the suggested scheme prevents from selective for-
warding attack, Sybil attack, and HELLO Flooding attacks.

Ilyas et al. [8] proposed an efficient ‘‘Trust-based
energy-efficient routing protocol for Internet of things–based
sensor networks’’ to improve network throughput, enhance
security by isolating malicious nodes, minimize packet
latency and prolong network lifetime. The suggested security
scheme is energy harvesting based three-layer clusteredWSN
routing protocol to encounter faulty nodes from next succes-
sive rounds. Moreover, sink node elect the CHs depending
on the cost function (CF) value and routing efficiency is
improved by checking the link effectiveness by employing

TABLE 1. Attacks addressed based on the monitored behavior [6], [8].

hardware-based link quality estimators. CF value is computed
using <Link qualities, residual energies, distance to sink
node, total energies>. NS-3 simulator is used to compare and
validate the research work.

From the above existing work, we can conclude (refer
figure 5) possible security solutions according to the nature
of the attack and their requirements. Moreover, we observe
(refer table 1) that very few security solutions employ the
trust concept. Table 1 clearly indicates the suggested security
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solutions with their advantages, disadvantages and complex-
ity analysis.

Trust-aware security models have become a promising and
exciting technique for BSNs since they impose less over-
head than cryptographic algorithms. Trust models (TMs) for
BSNs [2]–[7], [9], [10], [34], [35], [42], [43] are broadly
classified in data TMs and node TMs [17], [19], which are
further subdivided into centralized, distributed and hybrid
TMs [1], [3], [6], [11]–[18], [51]–[54]. Centralized TMs
are failed due to single point of failure, and distributed
TMs incur high overhead. Hybrid TMs for clustered BSNs
are a feasible solution [11]–[14] over-centralized and dis-
tributed TMs in terms of accuracy, overheads, cost, con-
vergence [51]–[53]. Moreover, there exist various basis of
trust computation in TMs such as weight-based, rate-based,
fuzzy-based, Bayesian, entropy-based, game theory, etc
[3]–[6], [9], [26], but weight-based TMs seems to be an
effectual and reliable solution for BSNs since it is small
network [40], [42] where weights can be adjusted accord-
ing to patient condition [3], [5], [6], [27]. Furthermore,
weight-based TMs enforce less complexity [50]–[55] than
other bases of trust computations.

III. PROPOSED LIGHTWEIGHT TRUST–AWARE SECURITY
SCHEME FOR DECISION MAKING
In this section, we discuss a multifactor (direct and indi-
rect communication trust, data trust, energy trust, weight,
and frequency of misbehavior) based TM to prevent the
WBAN from the aforementioned internal attacks. The pro-
jected TM (ETAS) is a distributed TM in which each biomed-
ical SNs compute the trust value of other SNs and generate
data packets. Relay nodes are used to forward trust values or
data packets towards the sink node. Figure 6 shows the key
steps of proposed ETAS to make it clearly understandable.

The distributed approach is suitable for the small net-
works [2], [3], [11] since less number of sensor nodes
(10-100) incurs low communication overhead. This section
is classified into four subsections. The first subsection dis-
cussed network topology and various assumptions made in
the proposed work. The second subsection assigns unique
labels to each biomedical sensor node to make communica-
tion easier. The third subsection discussed the core part of the
research work that is the trust estimation function. The fourth
subsection discuss hotspot node detection algorithm which
incorporate temperature of relay nodes, trust values as well
as residual energy of SNs to make effective decision.

A. NETWORK MODEL AND ASSUMPTIONS
In our system, we incorporate three types of biosensor nodes,
namely the intelligent physiological sensors (IPS), the relay
nodes and the sink nodes. In the first type, intelligent physio-
logical sensors collect and process the sensitive data from the
patient body.

It has ability to monitor the body health indicators and
to generate data packets of the measured data with limited
hardware, software and power capabilities. We presume that

FIGURE 6. Key steps of ETAS.

the IPSs are implanted on the human body, (i.e., patient) in
a distributed way where an IPS may be either biomedical
SN or relay node that can interact (forward trust values)
using multi-hop communication. Relay nodes are trusted
devices used to forward trust values or data packets towards
another relay node or sink node. Relay nodes usually have
high sensing power than biomedical SNs as well as estimate
temperature level of neighbor relay nodes by counting the
packets transmitted and received. We assume sink node (BS)
is a central command authority and cannot be captured by
adversaries. Moreover, it can find and replace faulty IPS for
the adequate functioning of the remote healthcare system.

Sink nodes are highly trusted and resource efficient nodes
that transmit the aggregate sensitive health data to themedical
staff for issuing appropriate command. The relay nodes are
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TABLE 2. Comparative analysis and observation of various trust-based schemes for WBANS.
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selected based on the distance from the sink and residual
energy of sensor nodes. A node having shortest distance from
sink node as well as having highest residual energy is selected
as relay node.

Moreover, we incorporate a logical time window [52]–[54]
to monitor patient health (physiological activities) at regular
intervals (say (1t)) for accurate decision-making. It contains
recently experienced information and drops older informa-
tion for the effective cure of remote patients since recent
health activities are more important than older information.
WBANs are usually static [1]–[3] as IPSs are implanted on
the same patient body at all times. Here, we are not focusing
on memory overheads since storage capacity within IPSs is
sufficient [34]–[38] to hold a patient health record that was
a severe issue in ordinary WSNs deployed in a hostile envi-
ronment. [10]–[12] can be used to secure the communication
channel. To reduce the transmission and power overhead [17],
we consider a flexible domain (say Ð) of trust values where
Ð ∈ [0 10]. Although any splendiferous range can be set
but [17], [18] suggest lower range results in low overhead
during the exchange of trust values.

1) ADVERSIAL MODEL AND POTENTIAL SECURITY ATTACKS
We discuss a node misbehavior based adversary model for
internal security threats. In this adversary model, a self-
ish node constantly monitors the behaviors of other IPSs
and messages transmitted within the network. During the
interaction, malicious nodes increase/decrease the trust rat-
ing of other IPS by falsely recording more/less number of
successful interactions. Moreover, a malicious IPS provides
negative feedbacks of other IPS to degrade the network per-
formance. Furthermore, a malicious node tries to manipulate
the recorded data and sent it to reliable nodes to increase
its temperature due to unnecessary processing for long time.
An adversary periodically changes its behavior to misguide
the genuine IPSs with the prospect that malicious behavior
will be undetected. Our adversary model considers attack
during frequent interaction of IPSs and attack during no
interaction (or less interaction) of IPSs. We examine possible
scenarios of the adversary model as follows
Scenario 1:When the nodes are interacting frequently and

sharing information with each other. It may be a possibility
the either sender node or receiver node may be a malicious
node that drops the data packets, report false data or tries
to change the content of data packet. This scenario can be
handled (identified) by computing the communication trust
and data trust as discussed in trust assessment scheme of
proposed work.
Scenario 2:When the nodes are interacting less frequently

and showing high trust values. This scenario can be han-
dled (identified) by computing the non- cooperative inter-
action based trust calculation. We compute the weight and
frequency of misbehavior.
Scenario 3: When a Sybil node tries to misguide the net-

work. This scenario can be handled (identified) by verifying
the assigned IDs and location of the nodes that is recorded

in a matrix at the time of deployment. Later, we apply trust
assessment scheme to analyze the behavior of nodes. If final
trust value is less than threshold then base station will remove
the spiteful IPS.
Scenario 4:When a spiteful IPS tries to waste the network

resources or increase the temperature of reliable nodes by
unnecessary processing of false data. This scenario can be
handled (identified) by hotspot node detection algorithm that
uses temperature threshold, energy threshold and final trust
value as input to produce output.

ETAS system classifies the malicious parties into outsider
adversaries (external attacker) and insider adversaries (inter-
nal attacker). External attacker tries to modify/eavesdrops
the transmitted message by observing the communication
channel within the BAN system. It may be active or passive
attacker. The insider adversaries are the unreliable parties
such as biosensor nodes within the system. The unreliable
biosensors perform intentional malicious activities (i.e. report
false data, drop packets) to degrade the performance of BAN
system. However, these malicious internal nodes are limited
in their processing capabilities and time. We consider the
following attacks in our system:

a: BADMOUTHING ATTACK
A malicious IPS intentionally provides the negative feed-
back to evaluating IPS about evaluated IPS to demolish its
reputation within the BAN. The negative feedback may be
packet non-forwarding nature, high energy consumption dur-
ing packet processing, non-optimal route selection to forward
received packets. Due to these negative feedbacks, packets are
forwarded to long route through unreliable IPS to waste the
energy of BAN and disrupt the entire network.

b: BALLOT-STUFFING ATTACK
A malicious IPS falsely increases the trust value of other
faulty nodes to raise their reputation in the BAN for degrading
the performance of the network.

c: SYBIL ATTACK
A malicious IPS creates multiple fake pseudonymous iden-
tities to control and influence the entire BAN system. It is
a massive destructive attack that misleads the other genuine
IPS by showing their duplicate ID to achieve high trust
values with positive feedback. It occurs during information
broadcasting and degrades data integrity, network lifespan,
and resource utilization.

d: TRAITOR ATTACK
A malicious IPS gain high trust value by fairly interacting
with reliable nodes for a while and later misuse the gained
trust values to degrade the reputation of trusted IPSs.

e: GRUDGE ATTACK
Amalicious IPS become a legitimate member of the network
through another reliable node of the network by convinc-
ing him. Moreover grudge attacker take revenge from other
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reliable nodes by providing low trust score who gave him a
low trust value.

f: WHITEWASHING ATTACK
An IPS with a low-trust score leaves the network and rejoin
the network with a new identity to reset its reputation.

g: ON-OFF ATTACK
Malevolent IPSs can opportunistically behave alternatively
well or poorly, compromising the BAN with the expectation
that malicious behavior will be undetected.

B. ASSIGNING UNIQUE LABELS (IDs) TO IPSs
Different (unique) labels (i.e. IDs) to each IPSs plays a sig-
nificant role in providing security from external attacks such
as spoofing attack as well as makes communication easier.
To generate unique labels (UL) for each IPS, we employ a
hashing technique which takes a random number (say ) a key
(say k) as follows

UL = ((k ⊕ ||H ((k + 1)⊕ ID|| ) (1)

These unique IDs and location of the IPSs are stored in a
vectored for verification purpose at the time of deployment.

C. TRUST ASSESSMENT SCHEME
After investigating several recent trust proposals(refer related
work and table 2), we found the considerable shortcomings
in existing TMs such as static TM without any punishment,
non-adaptive, delay response, high overhead, temperature
unaware, non-flexible without severity analysis.

Most of theWBANTMs incorporate exhausted data (infor-
mation) in decision making leads to uncovering (non-
detection) of numerous symptoms of severe decease.

A robust TM must focus on the primary requirements
of WBAN and offer flexibility in terms of adjusting some
parameters (severity coefficient) such as reward and punish-
ment for good and bad IPSs. The thorough explanation of the
proposed TM (ETAS) is provided in the following subsec-
tions. Figure 7 shows the flow chart of proposed trust estima-
tion approach. Furthermore, table 3 provide the description
of notations used in the proposed work.

1) COMMUNICATION AND DATA TRUST CALCULATION
This section discusses the trust computation process based
on the interactions among biomedical sensor nodes. If the
biosensors are interacting frequently then we defined it coop-
erative interactions otherwise non-cooperative interactions.
If the numbers of past communications are equal to or
exceeding the interaction threshold, in that case we apply a
success rate based dynamic approach in which domain of
trust values, penalty and incentive can be regulated according
to the demand of real-application and system requirements.
On the other hand, if numbers of past interactions are less
than to interaction thresholds, then we compute current and
aggregate misbehavior along with weight and frequency and
of misbehavior to isolate hotspot nodes.

FIGURE 7. Flow chart of proposed approach.

Cooperative Interaction (i.e. Success Rate) Based Trust
Calculation: The communication (cooperative) trust and data
trust of bio-medical SN(say y) at bio-medical SN(say x)
during 1t(TC,D

x,y (1t)) when number of past interactions (PIs)
is greater than or equal to interaction threshold is defined
by (2). Equation (2) computes the communication (C) trust
when biosensors are frequently interacting and exchanging
monitored private data. Moreover, it is used to compute data
(D) trust between the communicating biosensors. A success-
ful data report between two biomedical sensor nodes (say x
and y) is also verified by comparing the difference of data
values reported with an error tolerance parameter (ξ ). The
error tolerance parameter is an error threshold for the data
values reported by the bio-medical sensor nodes. It helps to
identify the faulty nodes that are misbehaving with private
physiological information.

TC,D
x,y (1t))

=

Ð×
 SC,Dx,y (1t)+ 1(

SC,Dx,y (1t)+ UC,D
x,y (1t))+ 2

)


∗
1√

∗(UC,D
x,y (1t)+ 1)

∗

{
1−

1

SC,Dx,y (1t)+ 1

}α (2)
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TABLE 3. Notations (symbols) used in ETAS.

where 1t is the time window consists of several time units
whose length can be adjusted depending on network sce-
nario. This logical time window adds newer experiences and
forgets older experiences with the time elapses. Moreover,
it helps to monitor good and bad behavior of biomedical
sensor nodes. Superscript C, D denote communicationas
well as data interactions and [.] denote the greatest inte-
ger function. SC,Dx,y (1t) and UC,D

x,y (1t) denotes coopera-
tive and non-cooperative interactions used in the proposed
work. Parameters 0 can be tuned according to application
requirement to give harsh punishment with the increase in
(non-cooperative) unsuccessful interactions. The first term

SC,Dx,y (1t)+1(
SC,Dx,y (1t)+UC,D

x,y (1t))+2
) shows predictability trust which is a

bayesianformulation using a beta reputation system. The sec-
ond term 1√

∗(UC,D
x,y (1t)+1)

is punishment term whose value

depends on the parameter 0 when there are no unsuccessful
interactions (i.e.UC,D

x,y (1t) = 0) between SN x and y. The
linear term 1 − 1

SCx,y(1t)+1
slowly tends to 1 withan increase

in SCx,y (1t) indicates a small alteration in the trust value of
node x for node y. The exponent parameter α ≥ 1 is a
reward parameter that gives the harshness to the trust function
whose value can be adjusted according to network scenario
and application requirement and plays a significant role to
cope with untrustworthy nodes with greater values of reward
parameter α.
Based on the communication and data trust values obtained

by (2), a biomedical sensor node is categorized into three
potential states as follows using (3).

S
(
TC,D
x,y (1t))

)
=

 (ρ% of Ð;Ð)
(0;Ø)

(Ø; ρ% of Ð)

∣∣∣∣∣∣
highly trusted node
malicious node
legitimate node


(3)

where the parameters Ø is trust threshold whose value is
considered as one-third of maximum trust value (Ð/3). Equa-
tion (3) provide the trustworthiness status of communicating
IPSs at 1t time period. It categories an IPS into one of
three possible states namely highly trusted node, legitimate
node and malicious node. The parameters ρ, and Ð are the
adjustable parameters whose values can be regulated accord-
ing to actual applicationrequirements or network scenario.
This approach provides full flexibility in adjusting the trust
value as well as a threshold value of trust using the application
variable ρ.

2) NON- COOPERATIVE INTERACTION BASED TRUST
CALCULATION
When biomedical sensor nodes do not frequently interact
within specified time, i.e., when number of past interac-
tions (PIs) is less than interaction threshold then instead
of computing indirect (feedback) trust, we compute weight
and frequency of misbehavior to isolate hotspot nodes since
indirect trust are not able to catch on-off attack [1], collusion
attack [9], etc. In addition, we use the previous communi-
cation trust score of SNs with aggregate misbehavior and
current measured misbehavior to obtain robust current trust
value of a node at time1t. The current misbehavior (CM) of
a bio-medical SN (say y) at bio-medical SN (say x) during
1t (Mcurrent

x,y (1t)) is defined as follows using (4)

Mcurrent
x,y (1t)

=
malicious behaviour

malicious behaviour+ expected (good) behavior
(4)

In order to analyze the persistency of misbehavior,
we launch an aggregate misbehavior component as follows
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using (5)

Maggregate
x,y (1t)) = min

{
∗Mcurrent

x,y (1t)+
(
1−

)
∗Maggregate

x,y (1t−1)), 1
}

(5)

where f is the forgetting factor that provide flexible weightage
to the previous aggregate misbehavior.

As we know that biomedical sensor network deals with
critical information of patients, so it is vital to analyze the
weight of misbehavior after a fixed interval of time. The
weight of misbehavior within time (1t) is defined as follows
using (6)

Mweight
1t = max( 1r1, 2r2, 3r3, . . . . . . . . . iri, . . . . . . . LrL)

(6)

where L denotes the number of time units in a time window
(1t). The term i, ri denote forgetting factor value as well
as the rate of misbehavior at ith unit of time. Note that
1 < 2 < 3 < 4 < · · · . . . . . . L which indicates our
proposed approach assigns more weightage to recent mis-
behaviors rather than the older one that makes it a realistic
approach. The rate of misbehavior for time unit (say i) as
defined as follows using (7)

ri =
{

Ui
Si + UI

}
(7)

where Ui and Si denote the number of malicious and good
behaviors at time unit i. Since forgetting factor should
increase with time so it must be dependent on the number
of time units (L) in a time window as well as the current time
period (i). The term forgetting factor ( i) is defined as follows
using (8)

i = ψ
L−i (8)

where 0 < ψ < 1.
In order to mitigate severe attacks, we integrate a new term

known as misbehavior frequency (M frequency
1t ) to analyze the

behavior of nodes in terms of the number of misbehaviors
during some time period. To compute misbehavior frequency,
we consider two time periods: active period (A1t) and passive
period (P1t). Active period (A1t) is defined as a time period
when a particular node ismisbehaving i.e. rate ofmisbehavior
is greater than some specified threshold, and passive period
is defined as a time period when a particular node is perform-
ing well. The frequency of misbehavior within time (1t) is
defined as follows using (9)

M frequency
1t =

{
A1t

A1t + P1t

}
(9)

The history of misbehaviorfrequency is recorded in
a logical array for decision making. It plays a vital
role in the final trustworthiness evaluation of biomed-
ical SNs. The final trust value based on the misbe-
havior (TMisbehaviourx,y ) at time 1t is defined as follows

using (10)

TMisbehaviourx,y (1t)

=


Ð ∗ (1−Mweight

1t ) if Mweight
1t > M frequency

1t
Ð ∗ [γ ∗ (1−Mweight

1t )+ (1− γ )

∗

(
1−M frequency

1t

)
otherwise

 (10)

Using (2) and (10), a hotspot (malicious) node can be
accurately identified as follows using Algorithm 1.

3) ENERGY TRUST
Energy trust is defined as ‘‘the belief of one biomedical sensor
node that other biomedical sensor node still has adequate
energy to perform its intended function’’. We believe that
selfish biomedical SNsneeded extra energy toinitiate severe
selfish behaviors with the aim of destroying credibility of
BAN. First we define energy threshold Eth and estimate resid-
ual energy (Eres) of biomedical sensor node. After estimating
the value of Eres, we evaluate energy consumption rate (Ec)
which depends on ray projection method [21]. We assume
that with stable environmental conditions, energy consump-
tions rate of SN is stable. The energy trust (TE ) of a biomed-
ical sensor node is defined using (11)

TE =

{
0 if Eres < Eth
1− Ec, else

(11)

The absolute trust value is computed by taking the average
of communication trust, data trust, final trust value based on
the misbehavior (TMisbehaviourx,y ) and energy trust (TE ).

D. HOTSPOT NODE DETECTION ALGORITHM
In this subsection, an efficient multifactor hotspot node detec-
tion algorithm is discussed to detect malicious nodes in
BANs. The hotspot node detection algorithm is a last step
towards node’s reliability that incorporates temperature of
biomedical sensor nodes, absolute trust value and residual
energy of nodes to make correct decision about the status
of a node. We assume that during every packet forwarding,
the temperature of a relay node is increased by 0.1 units.
According to algorithm, if temperature of relay node (say
i) is greater than equal to temperature threshold or absolute
trust value is less than trust threshold or energy level of
a node is less than energy threshold then node (i) will be
hotspot node otherwise it is a reliable node. Once a node
is detected as a hotspot node, base station eliminate this
node from the network to improve the network lifespan
since hotspot nodes consumes more energy to spread false
information.

IV. RESULTS AND DISCUSSION
This section discussed the theoretical analysis and experi-
mental results to prove the validation of recommended trust
management scheme against BAN’s attacks. In theoretical
analysis, a logical and contradiction approach is being used
to prove the robustness of ETAS. The detailed description of
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Algorithm 1 Hotspot Node Detection Algorithm
Input: temperature of nodes, absolute trust values, trust
threshold, energy, energy threshold
Output: hotspot node
Step 1.
∀ packet forwarding, Temp = Temp + 0.1 unit.
Step 2.

If (temperature of relay node (i) ≥ temperature
threshold) || (absolute trust value < trust threshold) ||
(energy level of a node < energy threshold)

then
node (i) hotspot node

else
If (temperature of relay node (i) < temperature

threshold) && (absolute trust value ≥ trust threshold) &&
(energy level of a node ≥ energy threshold)

then
node (i) is a reliable node

both (theoretical analysis and experimental results) isin the
following subsections.

A. THEORETICAL ANALYSIS
Theorem 1: In node to node trust assessment as well as
decision making, ETAS is potent against the selfish behavior
of biomedical sensor nodes.

Proof (by Contradiction): Suppose a node (say
y)fruitfully deceived another node (say x) then UC,D

x,y (1t) ≥
SC,Dx,y (1t) and TC,D

x,y (1t) ≥ Ø where the parameters Ø is
trust threshold whose value is considered as one-third of
maximum trust value (Ð/3). There exist three cases for this
selfish behavior

Case 1: if node (x) and node (y) do not interact with each
other, i.e., UC,D

x,y (1t) + SC,Dx,y (1t) = 0 then Eq.(10) incorpo-
rate misbehavior component and forgetting factor to caught
its malicious behavior.

Case 2: if SC,Dx,y (1t) = 0 and UC,D
x,y (1t) ≥ 1 then

TC,D
x,y (1t) = 0 using Eq. (2). If number of interactions are

less than interaction threshold then Eq.(10) will compute the
trust value.

Case 3: if node (x) and node (y) interact at least
once within (1t) time i.e., UC,D

x,y (1t) + SC,Dx,y (1t) > 1 and
UC,D
x,y (1t) ≥ SC,Dx,y (1t) then the predictability trust term

SC,Dx,y (1t)+1(
SC,Dx,y (1t)+UC,D

x,y (1t))+2
) will always be less than 50% (i.e., 0.5)

and the value of Tc,d
x,y (1t) will be less than Ø for any value of

α, which contradicts the hypothesis.
Theorem 2: In node to node trust assessment and decision

making, ETAS is potent against on-off attack.
Proof (By Contradiction):

Case 1: When number of interactions≥ interaction thresh-
old

Suppose a malicious node (say y) provide false infor-
mation regarding interactions (say x) then SC,Dx,y (1t) ≥

UC,D
x,y (1t) and TC,D

x,y (1t) ≥ Ø. In this case, the term
SC,Dx,y (1t)+1(

SC,Dx,y (1t)+UC,D
x,y (1t))+2

) < 1 and TC,D
x,y (1t) < Ø. It proves that

ETAS is potent against on-off attack.
Case 2: When number of interactions < interaction

threshold
In this case, a selfish node will try to show its

trust score greater than equal to trust threshold i.e.
TMisbehaviourx,y (1t) ≥ Ø. As the interactions are less, frequency
ofmisbehavior will be less thanweight ofmisbehavior. In this
case, the value of trust TMisbehaviourx,y (1t)will be less than trust
threshold Ø. It means ETAS is potent against on-off attack
against on-off attack.

B. EXPERIMENTAL RESULTS
This section discussed about the severity analysis of the sug-
gested trust function and experimental results on MATLAB
to exhibit the effectiveness of proposed trust management
scheme in terms of severity of trust values, energy efficiency,
packet drop ratio, and malicious nodes detection under vary-
ing network size. We have compared our suggested trust
model (ETAS) with PSTRM [24] and BAN-TRUST [34].
PSTRM [24] is the latest trust model that guarantees for
high detection of malicious nodes under small network size
such as telehealth application. BAN-TRUST [34] is spe-
cially designed for body area networks and exhibit good
performance.

C. SIMULATION SETTINGS
MATLAB with a communication system toolbox is a sim-
ulation platform apt for low powered wireless network
scenarios, such as WBAN and WSN. For the experiment
setup, IEEE 802.15.6 wireless standard is being adopted.
The mentioned standard provides a low power, short-range,
and reliable channels for human body communication. Also,
we consider the multi-hop topology for data transmission
in WBANs. For data communication, cooperative strate-
gies are adopted between bio-sensors. The initial residual
energy of biosensors is considered 5 Joules, and the com-
munication range of the proposed WBAN is considered
between 2→ 100 meters. The remaining energy is esti-
mated by subtracting the sum of energy consumption in
transmission and receiving of packets from total energy.
For the proposed setup IEEE 802.15.6 wireless standard is
used, and for data forwarding, distributed topology is used.
A Nordic (nRF2401A) radio transceiver is used because it
is a low power transceiver. We considered the simulation
time 100 seconds for the proposed scheme. For simulation,
we generate some good and bad behaviors for each time
unit of the logical time window to assess the performance of
the ETAS. Relay nodes estimate temperature level of neigh-
bor nodes by counting the packets transmitted and received.
Table 4 shows the list of parameters used in implementing the
proposed work to analyze the effectiveness of the suggested
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TABLE 4. List of parameters.

FIGURE 8. Success ratio vs. trust values.

approach (ETAS). Rest of the simulation setting for WBANs
is described in [58], [61], [62].

1) EFFECT OF MALICIOUS NODES ON TRUST VALUE
In this subsection, we discuss the effect of malicious nodes
on trust values. Figure 8 shows the effectiveness of ETAS
in terms of success ratio and change in trust values of SNs.
The term success ratio is the ratio of successful (cooper-
ative) interactions to the total interactions. It is evaluated
using the interactions recorded in the logical time window.

FIGURE 9. Effect of on-off attack on trust values.

When the numbers of cooperative interactions are increas-
ing, the trust in EATS is gradually increasing. However in
BAN-TRUST [34] and PSTRM [24], the trust value is not
reaching to 10 with 100% successful interaction. Moreover,
in PSTRM [24] the trust values are not gradually increas-
ing with increasing cooperative interactions. The main rea-
son behind the effectivenss of EATS is that its main focus
is on interaction of nodes. EATS adopt appropriate trust
evaluation strategy by counting the number of interactions
between SNs. Furthermore, ETAS consider dynamic reward
and punishment parameter along with misbehavior compo-
nent to punish the selfish nodes. ETAS also has been tested
by performing ballot-stuffing attack, whitewashing attack
and on-off attacks since these attacks are very severe for
patient’s health related information. Figure 9 shows the effect
of on-off attack on trust model. When the numbers of nodes
are 10, 20, 30, 40, 50 then on-off attacks reduce the trust
value by 0.2 (2.2%) , 0.2 (2.5%), 1.5(18.75%), 0.4(6.4%),
0.1(2%) respectively. The average change in trust values of
genuine nodes is 6.37%. The accuracy of obtained infor-
mation is 93.63% which is better than other existing trust
models for BANs. However, we have analyzed combined
effect of various attacks (ballot-stuffing attack, whitewash-
ing attack and on-off) in figure 10. We intentionally inject
upto 60% malicious nodes in BAN and found that ETAS
perform better over BAN-TRUST [34] and PSTRM [24] due
to robust trust model. Furthermore, we generate more selfish
nodes to analyze the detection capability of ETAS, BAN-
TRUST [34] and PSTRM [24]. The figure 11show that ETAS
can effectively identify upto 92% malicious nodes in a net-
work of 50 nodes since the hotspot node detection algorithm
employs the temperature condition, trust value and residual
energy of SNs.

The temperature and trust aware hot spot node detec-
tion algorithm minimize the risk of damaging sensi-
tive tissues of a patient caused by high temperature
of biomedical sensor nodes generated due to excessive
communication.
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FIGURE 10. Effect of malicious nodes on trust values.

FIGURE 11. Malicious node detection.

FIGURE 12. Analysis of energy consumption.

The Emulation result proves that ETAS is a great trust
model that exhibits such great efficiency in terms of improv-
ing dependability and malicious node detection for BANs.

2) ENERGY CONSUMPTION
Figure 12 exhibits the energy utilization (in joules) of ETAS
with [24], [34]. Energy consumption (utilization) is the
amount of energy required to perform intended function dur-
ing network lifespan.Mathematically, it is defined using (12):

Total Energy consumption = n ∗ (Et + Er+E i) (12)

FIGURE 13. Effect of malicious nodes on packet delivery ratio.

where n is total number of biomedical SNs and Et is energy
required for packet transmission by a SN. The term Er and E i
represent the energy required for receiving the packet and
energy required for idling respectively. ETAS consume less
energy than other existing trust model since computational
complexity as well as bits required to store/process the trust
values is minimal.

The ETAS performs 9% and 2.2% better over BAN-
TRUST [34] and PSTRM [24] in terms of energy consump-
tion. ETAS computational complexity largely depends on
number of interaction among node.

D. PACKET DELIVERY RATIO
We have analyzed the effect of selfish SNs on the packet
delivery ratio (PDR). The PDR is defined as the number
of packets received by the base station (sink) successfully.
Mathematically, it is defined using (13):

PDR =
Total packet generated − total packet loss

total packet transmitted
(13)

Figure 13 shows that when numbers of selfish nodes
are 10% then ETAS packet delivery ratio is 0.9 which is
11% and 16.66% better than PSTRM and BAN-TRUST
respectively. Moreover, in a network of 50 malicious node,
ETAS 32% and 34% better than PSTRM and BAN-TRUST
respectively.

V. CONCLUSION
This paper presents a novel, weight based efficient trust
assessment scheme (ETAS) for BANs that incorporate coop-
erative interaction based trust and non- cooperative inter-
action based trust values. ETAS is a temperature aware,
interaction threshold based efficient trust assessment scheme
for BANs. During cooperative interactions, ETAS computes
communication trust and data trust between IPSs. Misbehav-
ior component is used during non-cooperative interaction.
During non-cooperative interactions, weight and frequency
of misbehaviors are analyzed to punish the malicious IPSs.

83230 VOLUME 9, 2021



A. Kumar et al.: ETAS: Efficient Trust Assessment Scheme for BANs

ETAS is multi-factor trust assessment schemes that integrate
triple trust namely communication trust, data trust and energy
trust to determine the dependability status of a biomedical
SNs. Relay nodes are selected based on remaining energy
of nodes and distance from sink node. Finally, we present
a hotspot node detection algorithm that effectively detects
faulty nodes based on temperature, residual energy and trust
values of sensor nodes. To the best of our knowledge, ETAS
is the first trust assessment scheme that consider success rate
and misbehavior component together depending on the inter-
actions among the IPSs. The experimental results show the
effect of percentage of successful interactions on trust value,
effect of malicious nodes on trust value and packet delivery
ratio (PDR). Furthermore comparative energy consumption is
also analyzed. Finally the proposed trust assessment scheme
(ETAS) is better than existing schemes in terms of malicious
node detection, energy consumption, PDR and mitigation of
spiteful nodes for healthcare applications. In future, we are
planning to design a congestion aware trust-based secure
system for BANs.
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