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ABSTRACT In the near future, intelligent vehicles will be part of the Internet of Things (IoT) and will
offer valuable services and opportunities that could revolutionise human life in smart cities. The Vehicular
Ad-hoc Network (VANET) is the core structure of intelligent vehicles. It ensures the accuracy and security
of communication in vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I) modes to enhance road
safety and decrease traffic congestion. However, VANET is subject to security vulnerabilities such as denial-
of-service (DoS), replay attacks and Sybil attacks that may undermine the security and privacy of the
network. Such issues may lead to the transmission of incorrect information from a malicious node to other
nodes in the network. In this paper, we present a biometrics blockchain (BBC) framework to secure data
sharing among vehicles in VANET and to retain statuary data in a conventional and trusted system. In the
proposed framework, we take advantage of biometric information to keep a record of the genuine identity of
the message sender, thus preserving privacy. Therefore, the proposed BBC scheme establishes security and
trust between vehicles in VANET alongside the capacity to trace identities whenever required. Simulations
in OMNeT++, veins and SUMO were carried out to demonstrate the viability of the proposed framework
using the urban mobility model. The performance of the framework is evaluated in terms of packet delivery
rate, packet loss rate and computational cost. The results show that our novel model is superior to existing
approaches.

INDEX TERMS Vehicle driving, intelligent vehicles, vehicular and wireless technologies, VANET, biomet-

ric blockchain, privacy preservation.

I. INTRODUCTION

With the rapid advancement in smart cities, the number of
intelligent vehicles in mobile ad-hoc networks has raised
significantly. In the next 10 years, the number of intelligent
vehicles is expected to reach 2 billion across the globe [1].
Therefore, vehicular ad-hoc network (VANET) has been cre-
ated which is equipped with wireless communication devices
named as on-board unit (OBU). These devices have hardware
security chip to store sensitive information of the vehicle.
Communications in VANET, can be categorized into vehicle-
to-vehicle (V2V) and vehicle-to-infrastructure (V2I) com-
munication. Sharing valuable information about the traffic
between the vehicles will be via the dedicated short-range
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communication radio (DSRC) [2]. Each vehicle represents a
node in the network and it has the capability of sending and
processing information. Improving road safety, reducing the
traffic accidents, and enhancing traffic flow are several aims
of forming VANET [2]. However, due to the high mobility
and volatility of vehicles in VANET, various attacks could be
performed during the exchange of messages between vehicles
among the network leading to severe impacts. Due to the
decentralized nature of VANET the process of identifying
misbehaving vehicle or users has become difficult task [3].
The privacy and authentication of the data were the biggest
concerns of researchers in VANET in order to improve
the security. With this intention, blockchain technology has
attracted many academicians and researchers for its enor-
mous advantages to be gained in terms of providing and
playing major role for managing, controlling, and securing
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VANET [4]. The main characteristics of blockchain are the
decentralized architecture which means that data will be
stored in a peer-to-peer network which is applicable for intel-
ligent vehicles.

Moreover, security of blockchain as a distributed secure
ledger that provides an essential solution to the issues in
security and privacy in VANET due its cryptographic proto-
cols [5]. Furthermore, blockchain will provide anonymity for
vehicles and therefore it will be difficult to trace and discover
the original identity of the vehicle due to the cryptography
nature of blockchain. On the one hand, communication in
VANET shall provide privacy preservation by employing
anonymity of vehicles. The authorities shall be able to track
the anonymity to identify the malicious vehicle, thus it should
be made conditional [6]. The objective of this work are as
follows:

1) Single Registration: For ease of use, a VANET authen-
tication system should support a single registration
process whereby vehicles are only required to register
once before being able to send messages to other road
users.

2) Message Authentication: To ensure that received mes-
sages are credible, the roadside units (RSUs) or vehi-
cles should have the capacity to authenticate messages
by verifying the identity of the sender and checking the
message’s timeliness and integrity

3) Preserving Privacy: A vehicle’s genuine identity must
not be visible to other vehicles or RSUs and it should
not be possible for a malicious actor to acquire identi-
ties through the analysis of any identity intercept.

4) Traceability: An efficient system should be in place
allowing the trusted authority (TA) to trace the true
identity of the vehicle if malicious behaviour takes
place, e.g., false messages are transmitted to confuse
other vehicles.

The contributions of this work are as follows:

1) A biometrics blockchain (BBC) framework is proposed
to make communication in VANET more secure.

2) The biometrics features are combined with blockchain
technology to provide reliable transmission of data,
tracking the data exchanged and identification of
the vehicle responsible in the case of falsely
messages.

3) The performance of the framework is evaluated in
terms of packet delivery rate, packet loss rate and com-
putational cost.

Due to the requirements of the legacy system, diligence and
statute, the vehicle registration data is kept by the Motor Vehi-
cle Department. The data relating to vehicle communications
in VANET is stored in blockchain to make it secure.

The structure of this paper is as follows: Section II presents
the state-of-art in the area of VANET while section III
presents the basics of VANET and blockchain. In section IV,
we present the system architecture. Section V presents the
simulation results and discussion. Finally, a conclusion is
presented in section VI.
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Il. RELATED WORK

VANETS creates an open access environment that poses sig-
nificant challenges in terms of security and privacy, rendering
it unsuitable for real-world implementation [7]. Under the
Identity-based Batch Verification (IBV) scheme for V2V and
V2I communication in VANETS proposed by Zhang et al. [8],
a secure device is used to protect privacy. What is more,
pseudo identities are generated locally as the system’s master
key is stored by every device. On the other hand, the unpre-
dictable risk of system exposure to powerful attackers ensues
from this type of storage of the system’s master key. What is
more, the resultant communication over-head and scalability
issues were not considered in this scheme. Many researchers
have focused on the raising issues in VANETS security such
as privacy, anonymity and traceability.

Authors in [9] proposed a hybrid approach which fortifies
the scheme by make use of pseudonymization with self-
attestation. It is not required to govern these unless system
stability compromise is not an issue. An authentication proto-
col without certificates was proposed by Tan et al. [10], which
involves vehicle identity authentication among vehicles and
Road Side Unit units. In order to enhance users’ VANETS
key security, [11] created a mechanism for secure authenti-
cation. However, a trusted third party is responsible for the
execution of these two systems in the centralized system.
Distributed security is not provided to identify malevolent
users, Wu et al. [12] employed group signatures and one-time
authentication. Unfortunately, bilinear pairing operations are
costly at the tracing stage, which renders acing suspicious
messages inefficient.

To achieve pseudonyms control, [13] designed secure
RSUs management. Regrettably, it is not possible to work
efficiently in fields with RSUs which are presumed to be
constrained and have low computation power in conventional
VANETS. Decentralized, secure, blockchain-based, indepen-
dent, and intelligent transportation systems were proposed by
Yuan and Wang [14].

Rowan et al. [15] put forward an inter-vehicle session
key establishment protocol and blockchain-based solution to
secure communications. A privacy approach called (PPAS)
was presented by Chuang and Lee [16] for the purpose of
achieving communication between infrastructure and vehicle
in VANETS, which fulfilled authentication between the vehi-
cle and the RSU as well as the majority of security conditions.
Howeyver, this scheme is used to communicate with vehicles
and does not provide a distributed system. An anonymous
on-board network authentication protocol was proposed by
Peng [17]. While this protocol ensures efficient user authen-
tication and anonymity, the fake vehicles will not be iden-
tified. Authors in [18] suggested vehicular networks were
suitable for blockchain-based anonymous authentication, and
Lu et al. [6] designed an anonymous VANET reputation
system based on the blockchain.

Although [6] and [18] preserve user privacy in the authen-
tication process, they are not compatible with Bitcoins
and their schemes do not involve a vehicle announcement
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FIGURE 1. Proposed vehicular ad hoc network.

method. A different option to bypass the restrictions of saving
many anonymous certificates in advance was proposed by
Lu et al. [19], which preserves conditional privacy at the same
time.

In the all the previous works authors have proposed pseudo
numbers to protect real identities of the users which is vul-
nerable to guess using prior-knowledge. In our approach we
have used biometric data of the user to generate a unique
pseudo identity. The proposed methods utilize modified dis-
crete cosine transformation and hash function to achieve the
privacy.

Ill. PRELIMINARY VANET AND BLOCKCHAIN

VANET has started to play a major part in saving drivers’
lives and possessions by broadcasting crucial event infor-
mation with the progression of vehicular technology. Two
main types of communication are associated with VANET:
Vehicle-to-Vehicle (V2V) and Vehicle-to- Infrastructure
(V2I) communication. Today, a third type of communica-
tion which is quite popular as well: Vehicle-to-Everything
(V2X), when a vehicle communicate with everything acts
cyclists, pedestrians, and any other entities [20]. In V2I,
RSU will be located at both sides of the road as shown
in figure 1 and vehicles driving through will communicate
with RSU.

The protocol Wireless Access in Vehicular Environ-
ments (WAVE) provides the foundational standard for Ded-
icated Short-Range Communication (DSRC); this operates
within the 5.9 GHz. The WAVE works on the IEEE
802.11p standard [21]. Communication with nearby vehi-
cles is achieved using On-Board Units (OBUs), together
forming ad hoc networks allowing for the distribution of
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communication [22]. One of the main goals of the VANET
is to use safety messages to communicate with additional
vehicles when reporting events, such as warnings, accident
information, weather reports, information on traffic jams, and
reports of ice cover among others. One needs to distribute
certain event information rapidly, accurately, and with as little
delay as possible because failure to do so can cause injuries to
drivers and damage to vehicles. Among the key aspects used
to guarantee communication security in VANET are node
and event message trust therefore it becomes important to
evaluate their reliability periodically [23].

A. BLOCKCHAIN TECHNOLOGY

The blockchain technology is based on public distributed
event ledger which incorporates each event that has transpired
and been shared between participating nodes. It comprises
a verifiable, definite record of every single incident that
has ever taken place [24]. The majority of network nodes
converges to validate each event in the blockchain database.
There are two main blockchain types: public and private. The
public blockchain is open access, meaning any entity can
join and interact with it without needing an approval from
a third party. The private blockchain is typified by controlled
access [5]. Administrators can control who can view, join, and
write in the blockchain. They can create consensus groups,
due to which the private blockchain can become centralized.
While public blockchain does not have this weakness, being
completely decentralized and capable of withstanding mali-
cious attacks [25]. Once a full node of a public blockchain
is connected to other nodes in the network, the process of
constructing a full blockchain will begin. The blockchain has
some of the following basic features:
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Distributed and trustless environment - It is possible to add
any node to the blockchain to validate and synchronize the
blockchain content in a distributed way without the require-
ment for a central control. This adds security and avoids
any single point of failure. This helps to create trust in an
otherwise trustless system

Immutability - Once recorded in the blockchain then no
piece of information can be modified or deleted from the
network. What is more, adding information arbitrarily is not
possible

Privacy and anonymity - The blockchain help users to
benefit from privacy and allow users to join anonymously
that means that users cannot access each other’s information.
This helps to ensure that the system is secure, anonymous and
private [26].

Block Size: 4 Bytes

Block Header: 80 Bytes

Transaction Counter: 1-9 Bytes

Transaction: Variable

FIGURE 2. Structure of the block [27].

Structure of Blockchain

The block has a header, metadata and a collection of trans-
actions as shown in figure 2. The block header size is 80 bytes,
while the transaction size is variable and varies based on the
nature of application.

These nodes are then divided into two categories:
non-mining nodes and mining nodes.

Non-mining Nodes - Since the intent of non-mining nodes
is to only receive and broadcast requests for data sharing
transactions, they do not need the same number of resources
as a mining node. It is worth noting that all nodes maintain
a complete and authenticated copy of the blockchain and the
sensors in relation to the smart contracts. It is believed that
all nodes have a legitimate access to the blockchain network,
and in each round of transactions, the vehicle sensors upload
data to the blockchain network.

Mining Nodes - These nodes are responsible for validating
data-sharing transfers and compiling them into data blocks.
These nodes are required to use computer computing capabil-
ities on a regular basis in order to solve cryptographic prob-
lems and submit blocks to the blockchain network. Since each
vehicle has a legitimate link to the blockchain, the vehicle will
encrypt the data gathered with a private key before forwarding
it to the blockchain with a signature as a request for storage.

Transaction and Consensus Mechanism - A blockchain
transactions are created by acquiring a data packet from the
vehicles. The gateway carries out a series of transactions that
generates vast numbers of data, including data, control and
results transactions. Consequently, the data are located on
the blockchain by a reference pointer. The contract name,
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type of transaction, data relation, the sender/receiver address,
block number, signature, public and private keys are typi-
cally used in the transaction format. For a quick and stable
consensus algorithm, selecting safe or effective blockchain
nodes is a critical factor. The safe nodes that act as a miner
are chosen on the basis of several factors, including computer
power, storage capacity, prestige, mining costs, production
and bandwidth. We have chosen the Technique for Order
of Preference by Similarity to Ideal Solution (TOPSIS) to
classify the credibility of the blockchain mining node [28].

Nowadays, proof-of-work (PoW) has established itself as
an important consensus framework for validating transactions
through mathematical challenges. The mining node gathers
all transactions before a block is created in the Merkle tree
and iteratively hashes the data it collects.

The process of hashing terminates when the hash of
transactions becomes equal to or less than a pre-determined
target value (7},) called as a threshold as expressed in equa-
tion (1) [29], [30]. The H represents SHA-512 hash function
and b, presents the current block.

H (|| Hbe)) < Th ey

The probability to discover nonce of proof H can be
expressed as the equation (2) [29], [30].

Ty
P =Th) = 555 ©)

After successfully computing the target hash, the miner
sends the proof to each node in the blockchain network, along
with data transactions and other data, in order for other miners
to re-compute H and thereby connect the new block to the
network.

B. BLOCKCHAIN AND VANET

In order to design a trusted, secure, and decentralized
autonomous framework was proposed for intelligent trans-
portation system (ITS) [31]. To design an efficient VANET
the blockchain is integrated in a self-managed manner [32].
Blockchain technology can combine with multiple applica-
tions at a system level that can enables the smart contract
system within VANET.

The blockchain can be easily integrated with many use-
ful applications such as vehicle insurance, traffic regulation,
vehicle tax and weather forecasts with privacy and trust.
This blockchain based secure multiple channels of commu-
nication between vehicles improves the data sharing secu-
rity. A blockchain-based mechanism that would protect the
user’s private data in the course of providing and updating
vehicle technology such as remote wireless software was
proposed [33].

In another work authors proposed a trust management
system for intelligent vehicle which is based on blockchain
technology. The vehicles can verify the messages from other
vehicles using Bayesian inference models. In this method
vehicles generate rating for other vehicles. The offset value
of the specific vehicle’s trust is determined by the RSU.

VOLUME 9, 2021



A. Alharthi et al.: Privacy-Preservation Framework Based on Biometrics Blockchain (BBC)

IEEE Access

The data is aggregated into blocks to enhance the traf-
fic efficiency and the safety is characterized by reliability
factor [34].

In another work of electric vehicle (EV), a decentralized
blockchain smart grid system was proposed to reduce the
overall charging cost of EV users and the grid network’s
power fluctuation level. A specific blockchain-based EV
energy storage program for EV battery charge rate, capacity,
grid dynamics, and EV user behaviour were all put forward
for consideration. [35].

In another work authors have proposed a technique in
vehicle-to-grid (V2G) networks to enable data sharing with-
out compromising user data safety using blockchain. This
mechanism supports anonymity and audits that includes data
registration and maintenance procedures based on blockchain
technology [36].

In another related work authors have examined the man-
agement safety in connection with charging piles and EVs.
Authors have proposed a safety model based on smart con-
tracts and lightning networks to enhance the transaction
security of charging piles and EVs [37]. The blockchain’s
role in enhancing IoT security was evaluated and found that
blockchain fragmentation was likely to result in low sensitiv-
ity of ill-meant participants [38].

The blockchain authentication protocol was proposed that
enables cognitive radio network spectrum sharing that serves
as a means to access wireless bandwidth in a competing CR to
be able to use as media access control (MAC) protocol [39].
Specoins, the virtual currency they proposed, will be used as
payment for the access to spectrum [39].

IV. PROPOSED BIOMETRICS BLOCKCHAIN FRAMEWORK
We have proposed a blockchain based framework that uses
biometrics in VANETSs to protect privacy, with vehicles
employing a public-private key pair provided by the TA to
communicate with other parties. By employing blockchain
techniques, such a decentralized framework will be trust-
worthy, secure, and allow messages to be disseminated
securely. Standard blockchain is associated with cryptocur-
rency; but this blockchain handles safety event messages with
no employment of cryptocurrency. From this point safety
event messages will be employed as event messages.

This novel BBC design is suitable for protecting the
security of safety messages within VANET in real-world
scenarios. The blockchain will retain and manage event mes-
sage history alongside each vehicle’s trust level reliably,
immutable, and with good distribution.

Every country will have one unique blockchain with inde-
pendent management and maintenance to record vehicle
information.

A. ENTITIES OF FRAMEWORK

1) TRUSTED AUTHORITY

The trusted authority (TA) is responsible for initializing the
system, deploying smart contracts, registering vehicles and
revoking registrations. The assumption is made that the TA
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has significant capacities for computation and communica-
tion and will not be working with any other party.

2) MOTOR VEHICLE DEPARTMENT (MVD)

The Motor Vehicle Department (MVD) has several
responsibilities which include vehicles registration, maintain-
ing vehicles records, the MVD authorizes the TA to issue
the certificates and public keys to the vehicles after the
verification process is completed from MVD.

3) VEHICLE

The vehicle undertakes services for the driver and will carry
an OBU that cannot be tampered. The assumption is made
that the preloaded information carried by the OBU is pro-
tected against malicious attack. Additionally, the vehicle
will employ the OBU to communicate wirelessly with other
entities.

4) ROAD SIDE UNIT (RSU)

The roadside unite is roadside infrastructure which has the
capability of communicating wirelessly with all vehicles
inside a defined range. It is capable of receiving instant
messages from vehicles, verifying them and passing them on
either to nearby vehicles or the traffic management centre.

5) BLOCKCHAIN

The blockchain represents the decentralized foundational
architecture of BBC. It is responsible for secure handling
of the transactions (safety messages) exchanged by vehicles
across the network.

6) MESSAGES

Messages in VANET can be classified into two forms or
groups which are beacon and safety event messages. The
former are disseminated at set intervals to give information
to all vehicles in an area of the position such as driving
information to allow all the vehicular nodes in an area to be
cooperatively aware in order to manage traffic. Safety event
messages are disseminated when critical events are present,
e.g., hazards, traffic accidents, etc.

B. BIOMETRICS BASED AUTHENTICATION

During the registration phase when vehicle information along
with driver’s detail will be sent to TA. This information
will contain the finger print of the driver to ensure the
identity. The on-board unit (OBU) will have finger print
scanner.

The authentication of the driver’s identity will be done
using modified discrete transformation (MDCT). During the
registration, the driver will put this fingerprint which is fur-
ther processed by MDCT to generate a cancellable fingerprint
template. The cancellable biometric system will transform
the biometric identity of the driver and store the cancellable
reference template in the cancellable template database (Cf7)
in the TA and OBU. The Cfr is used in registration of vehicle
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to grant access to the vehicular ad hoc network. The authenti-
cation of the driver is achieved via two processes: enrolment
and authentication. During enrolment, the vehicle driver’s
biometrics data Car is registered in the database. At the time
of authentication, the driver’s biometrics is captured as CfT*
which is compared against other reference template in the
database at TA.

The Euclidean distance (ED) has been deployed to match
the captured and reference data based on the similarity. If both
the data matches, the driver will be registered on the VANET.

The proposed method uses MDCT, the feature vector Fy
has dimension of M x N such that N < M. The feature
extraction is based on the DCT matrix suchasf : R — R that
maps R € {xg, ...xx—1} into R = {Xo, ...Xg—1} according
to the below equation (3):

1 ) K-2
Xi= 3 (xo + (—1)’XK_1) +) | wcos [Kji 1”1}
3

where i =0,... K — 1

DCT is highly invertible. So here MDCT is proposed to
make it non-invertible. Assume a column vector as shown in
equation (4):

Vi=| )

The values in the vector V; belongs to unique positive inte-
gers. The column V; is produced using random distribution.
The V; represents that / number of transformation values can
be produced. The V; is employed to create sub-matrix R,
donated as R, i.e. i column of the R is the v?h column of
R for (i = 1, 2, ...p). Therefore, size of R is p x M. The R
is created from a random factor v;, while partial DCT-based
has been obtained on Fy using a non-invertible Cfr by the
following equation (5):

CfT<pr) = R(PXM)FV(MxN) (5)

The R is created from the DCT matrix R, therefore,
cancellable transformation in equation (5) tends to be a
non-invertible because of R a column-reduced sub matrix
of R. Finally, the matching process is done by using the
following equation (6):

1 ED(Cfr, Cff) < th

1o ow ©
The ED (Cfr, Cf;) is computed as follows:
Y
ED (Cfr. Cf) = 8 & @)

crYcrr + ¢ ofy

where ¢ = Cfr — Cfff and Y transpose of a real

vector/matrix.
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The symbols used in the proposed model is presented in
table 1 as follows:

TABLE 1. Notations.

Notation Description

V; Identity of vehicle i
KU; Public-key of vehicle i
v, Vehicle pseudo id

KR; Private-key of vehicle i

Vregs Ymods Vehass Vrank

Vehicle registration number, model chassis
number, ranking

O; On-board unit of vehicle i

D; Driver’s information

dyamer Apioy diicy drae Driver name, biometrics data, license, ranking
M; Message sent by vehicle i

H Cryptographic hash function

G Certificate of Vehicle i

M _Type Message type: beacon, alert

& Encryption function

D Decryption function

Ey Event identification number

Epe Event location

Eype Event type

T Event timestamp

t Current time

R; Reputation of the sending vehicle 7
thy, thy Freshness and Reputation threshold

C. SYSTEM MODELLING

1) BIOMETRICS AUTHENTICATION

As detailed previously, it is crucial for VANET that vehi-
cles should be registered. Verification of a vehicle’s physical
attributes must be undertaken before they can participate in
the network. All vehicles must undergo such protocols to be
awarded a valid certificate and so be allowed to join the net-
work. It should be noted that as with every other transaction
that forms part of a vehicle’s blockchain, the genesis block
uses a public and private key supplied by the TA. At the
time of verification of vehicle’s information and the vehicle’s
authorized user’s biometric data is used by the TA. In this
instance, biometric data will serve as continuous identity
information.

2) VEHICLE REGISTRATION ON BBC

When a vehicle joins the system for the first time, it needs
to register with a TA. The biometric data of the vehicle’s
authorized user and the vehicle data is sent to the TA in order
to get a pair of keys in return. The registration process begins
with obtaining a real identity of the vehicle from the MVD,
and sending the biometric data of the vehicle’s authorized
user and vehicle ID to the TA. Thereafter, the TA verifies the
existence of the real vehicle identity from MVD, if verified,
the TA will verify the biometric information of authorized
vehicle’s user, if this too is verified, the TA then generates
the certificate that includes a pair of keys according to the
vehicle ID and user’s biometric data as shown in figure 3.
The TA saves the biometrics information in highly secure
database, that will be further used to track the real-identity of
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vehicle in the case of malicious activity. The complete process
of registration is shown as follows:

Algorithm 1 Vehicle Registration Process

Input: Vi Dj,

Output: Success/Failure

Begin

fetch: Vii Vieg < Oi Vinoa < Oj Vehas <
Oi,Vchas <~ 0;})

Compute dpi, < Cfr(pr)

Compute ED (Cfr, CfT*) from equation (5)
if (ED (Cfr, CfT*) < th) then

fetch: Dy {dpame < Oi, djic < Oy, drank < O;}
Join the network

generate KU; KR;

M; = Signgg, (KU, Vi, Dill HKUI| Vill
Dilldpio))

Certificate = registration_request (M;)
if Certificate = TRUE

| Join blockchain (C;)
else
| error: unauthorize driver
endif
endif
End

Oy &
& /
&
« o
¢ 4 7
o7
)
Blockchain Copy Y
% &
Join_Blokchain request
\g vehicle
% S

FIGURE 3. Registration process.

3) JOIN BLOCKCHAIN

Once the vehicle is successfully registered, it can join the
blockchain. The vehicle can join the chain by getting update
copy of the blockchain. Thus, the vehicles in VANET can
download and append to the blockchain. In the proposed
framework, the blockchain performs the function of a dis-
tributed ledger that saves the important historical data of vehi-
cles along with safety messages. Any vehicle that experiences
a critical event, such as an accident, will broadcast the safety
message to neighbouring vehicles in the network.

4) MESSAGE RECEPTION
Every vehicle in VANET will continuously receive message
from the network. Based on the message type and priority
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Algorithm 2 Vehicle Joining Process
Input: Ci, M;
Output: Success/Failure
Begin
status = validate__ certificate (Ci)
if status = valid
Vp = H(dbio)
Update vehicle pseudo id
GetBlockchainCopy ()
while (Event)
| Broadcast (M;)

endwhile

else
| error: invalid certificate

endif
end

level, appropriate action will be taken by the vehicle. The
process of message retrieval is shown as follows:

Algorithm 3 Get Message Process

Begin
M = GetMessage ()
if M_Type = safety
status = Validate_Message ()
if (status = validated)

Broadcast(M)

if node = miner

| AppendToBlockchain(message)

endif
else
| discard(M)
endif
endif
End

5) MESSAGE BROADCAST

All the vehicles in VANET broadcast the information about
their positions, status and other details through a message
called beacon messages. Whenever a vehicle wants to trans-
mit these messages to any proximate RSUs and vehicles, then
message will be encrypted and signed the sending vehicle’s
private key. The message may consist of details such as the
event ID, event type, event timestamp, and event location. The
process for broadcast and verification is shown as follows:

Algorithm 4 Broadcast Message Process

Begin
M = SignKR,-(g(EidH Ejocl| EtypellT))
SendToAll(M)

End

After receiving the message by the vehicles, the messages
are first checked the freshness of the received message using
the verification process.
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Algorithm 5 Verify Message

Begin
if (t—T) > ths
if Ri > thg
| Broadcast (Dgy,(M)
endif
endif
End

The receiving vehicle compares the timestamp, reputation
rate of the sender, verifies the message, and decrypts it using
the sender’s public key. If the verification process is success-
ful and the message is valid, then the receiving vehicle can
rebroadcast the event message to other vehicles.

6) UPDATE BLOCKCHAIN

The message generated from the vehicle can be added to the
blockchain in the form of a transaction. However, adding
every message to the blockchain will lead to the commu-
nication and computational overhead. Therefore, we have
proposed adding only safety messages that are validated. The
complete process for adding a new message in the blockchain
is shown as follows:

Algorithm 6 Blockchain Append Process

Input: Message

Output: Success/Failure

Begin

Block: structure {H;, KUj, Vj, Di, T}

Block = UnSigng,(H(M))

H, = H(Block)

If Hy = H; then
Validate Transaction
Append Transaction to Block
Distribute Update of blockchain
Finish ()

else
error: malicious message
discard (M)

endif

End

7) DE-RESGISTRATION PROCESS

The de-registration process may be invoked by the registering
authority or it may be requested by the vehicle depending on
the situation. The complete process for de-registering vehicle
is shown below.

Algorithm 7 Vehicle De-Registration Process

Input: Certificate, request
Output: Success/Failure
Begin
If (certificate = valid and request = TRUE) then
De-register vehicle
Update Vehicle Data from TA/CA
endif
End
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V. RESULTS AND DISCUSSION

To demonstrate the correctness and effectiveness of the
proposed model the network performance was analysed
with respect to presence and absence of denial of services.
We present a comparative analysis with the existing algorithm
such as ASC [40], LAKAP [41], BC-VANET [3] and found
to be superior in terms of packet delivery, packet loss and
computational cost. In the simulation model the assumption
is that vehicle communicate with each other either using V2V
or V2I model. Also, every vehicle has OBU, sensors and GPS
device. The model assumes multiple RSU and some of them
were in malicious role as well.

The simulation has been performed using OMNeT++,
Veins and SUMO to demonstrate the correctness of the
proposed model using IEEE 802.11p/1609.4 protocols. The
trace control interface (TraCI) which is a middle interface
between OMNeT++ and SUMO+-+ that provides a TCP
based communication between these two simulators. To eval-
uate the model, we have chosen the parameters as shown in
table 2 and 3 which consist of 100 vehicles with a maximum
speed of 50 m/s. The length and width of the vehicle is 4m
and 2.5m respectively. The number of RSU in the experiment
are 15 while the coverage of a single RSU is 2 km.

A. SIMULATION PARAMETERS

TABLE 2. OMNET simulation parameters.

Parameters Values
Simulation time 3000 s
Queue length of the MAC 10
Bit rate of MAC 15 Mbps
Maximum Transmission Attempts 20
Transmission Power 100 mW
Contention Window of MAC 10
PHY. Sensitivity -80 dBm
Interval to update 0.01s
TABLE 3. SUMO simulation parameters.

Parameters Values

Number of vehicles 100

Max. speed of Vehicle 50 m/s

Maximum Acc. 3m/s?

Maximum Dec. 5 m/s>

The length of the vehicle 4m

The width of the vehicle 2.5m

RSUs No 15

Coverage of RSU 2 km.

Sigma 0.5

B. PACKET DELIVERY RATE
The packet delivery rate refers to the proportion between
the total packet sent and received in the network as show in
equation (8).
Sp
PDR = — ®)
Ry
Figure 4 shows the impacts of PDR in the absence of
an attacker in the network. The proposed model has high
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PDR of 0.99, however, BC-VANET [3], ASC [40] and
LAKAP [41] have PDRs of 0.98, 0.94, and 90 respectively.
The average PDR of the proposed model is 0.97 with 20 vehi-
cles in the network. We can observe that the highest delivery
rate is 0.98 which has dropped slightly when the number of
vehicles is increasing in the network. Similarly, as can be seen
in figure (5) packet loss is lower when there are fewer vehicles
in the network and increases slightly when the number of
vehicles increases. The proposed model has the lowest packet
loss rate.
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FIGURE 5. Packet loss without DoS attack.
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FIGURE 6. PDR with DoS attack.

Figure (6) shows the effect on PDR when there is an
attacker in the network. The proposed model has high
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PDR of 0.96, however, BC-VANET [3], ASC [40] and
LAKAP [41] have PDRs of 0.94, 0.75, and 0.70 respectively.
We can observe that the highest PDR is 0.96 with an attacker
present in the network; however, this drops to 0.92 as the
number of vehicles in the network increases. The proposed
model has the lowest packet loss rate. Similarly, the packet
loss while it has an attacker as can be seen in figure (7) when
the number of vehicles were less than the packet loss was low
and slightly increased when the number of vehicles increases.
However, the proposed model has the lowest packet loss as
compared to BC-VANET [3], ASC [40] and LAKAP [41].
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FIGURE 7. Packet loss with DoS attack.
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FIGURE 8. Computational cost of the proposed model.

C. COMPUTATIONAL COST

Figure (8) shows that the proposed model has less compu-
tational cost as compared with BC-VANET [3], ASC [40]
and LAKAP [41]. In the beginning with 20 vehicles the
proposed model has a time cost of 0.lms while with
BC-VANET [3], ASC [40] and LAKAP [41] the cost is 0.13,
2.8 and 4.0 respectively. As the number of vehicles in the
network increases from 20 to 100, the computational cost also
increases from 0.1ms to 0.3ms, however, this is still very low
compared with existing approaches.

D. SECURITY ANALYSIS

We analyse the security of our proposed model which meets
the security criteria.
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1) SECURE REGISTRATION

The registration of the vehicle ensures security using public
and private keys. The keys are stored in the OBU which is
a tamper proof memory. The vehicle is registered only when
the registration data is verified with MVD. The data is sent to
network by signing with private key of the vehicle.

M; = Signgg (KU, Vi, Dil[H(KU || Vi||D})) ©))

The length of the RSA signature key is 1024 bit long. The
signature is a bit of string of (logzN —|-1 bits that provides
strong security.

2) DATA INTEGRITY

We can denote the cost of authentication as 7, which has H
as hash function, signature and match functions. Additionally,
E. represents the encryption cost. The T}, can be evaluated
using the hash function. The vehicle authentication process
takes 2Ty, and further time 75 to compare hash functions
Hi and H;.

The cost involved in vehicle authentication for hashing will
be 2H while the encryption cost can be derived by adding
the hash cost as 1H + E. The TA cost may be derived by
combining the decryption and verification cost. The total cost
is expressed in equation (10):

2H+E+D (10)

3) PRIVACY PRESERVATION AND TRACEABILITY

Vehicle identity should not be revealed to anyone. Without
detection by the RSU or other drivers, the messages should be
completely invisible. We achieved this by creating a unique id
using biometrics and taking the hash (SHA-512) as follows:

Vp = H(dbio < Cfrpn)) (1)

Now, every vehicle has a unique 512-bit pseudo identity.
The MVD and TA can only find the real identity of a vehicle
by looking at the database stored in the blockchain. The
traceability will be needed whenever there is a malicious
activity of any fake message is generated by a vehicle.

VI. CONCLUSION

In this paper, we present a novel biometrics blockchain frame-
work (BBC) to secure data sharing among vehicles in a
VANET environment. Our novel BBC framework can protect
the security of messages within VANET in real-world scenar-
ios. The proposed framework not only provide security and
trustworthiness of the communication between vehicles, but
also keep anonymity without exposing the original identity of
authorized users. Additionally, biometric is combined with
blockchain technology to provide reliable transmission of
data, keep track of data being exchanged and identify the
responsible vehicle in the case of false messages. The sim-
ulation under the OMNET++, veins and SUMO is carried
out to demonstrate the viability of the proposed framework.
The performance of the framework is evaluated in terms of
packet delivery rate, packet loss rate and computational cost.
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Therefore, the obtained results reveal that the proposed model
is superior in comparison with existing approaches. As a
part of future work, we will extend the model for computing
ranking and reputation of vehicles and drivers using machine
learning techniques.
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