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ABSTRACT In recent years, the rapid development of computer and network technology has produced
various positive and negative effects on the mental health of college students. This also brings challenges
to mental health education in colleges. In order to strengthen the research on the mental health education
model under the network environment, this paper proposes the architecture of the college student mental
health education system based on the privacy and security of the Internet of Things. First of all, this article
combines the 3DES-RC4 hybrid security encryption algorithm based on the Internet of Things. This article
uses the C/S architecture, MQTT protocol and SIP protocol based on the Internet of Things structure to
design and implement instant messaging IoT security for mental health education Architecture. The extreme
learning machine method combined with the differential privacy method is used in this article. By adding
noise to the query results and adding an appropriate amount of noise to the analysis results, the protection
of private data can be achieved. Finally, the data set experiment proves that compared with the existing
algorithms, the algorithm and model proposed in this paper can better balance the level of privacy protection
and classification accuracy.

INDEX TERMS Internet of Things, privacy security, mental health, differential privacy, college student
education, extreme learning machine.

I. INTRODUCTION
With the rapid development of communication technology,
a singlecommunication method has been unable to meet the
application requirements of actual scenarios. The Internet
of Things, as a way of communication between informa-
tion sensing equipment and the Internet to complete infor-
mation interaction without human involvement, emerged in
this scenario [1]. Psychological health education for college
students develops along with social changes, keeping up with
the trend of the times, and gradually becoming informatized
and networked. With the massive increase in the number
of netizens, computer networks have had a huge impact on
the mental health of college students. The Internet not only
brings positive and positive effects, but also brings negative
and negative obstacles. For example, the negative and neg-
ative effects make many college students lose themselves,
leading to Internet mental illness and low self-esteem in
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life [2]. From the establishment of the world’s first psycho-
logical laboratory by the German psychologist Wundtian,
the development of psychology has gone through a history
of more than 100 years [3]. In order to educate college
students on mental health, American psychologist Wittman
introduced mental health to college campuses for the first
time [4], [5]. The famous French psychologists and doctors
Biner. A and Simon. T. They first carried out psychological
tests in schools, and compiled an intelligence test form, which
provided a basis for teachers to conduct psychological coun-
seling [6]. Think ware, as the largest manufacturer of online
education software, currently has 215,000 accounts for teach-
ers, student netizens, and parents [7], [8]. Most of the online
grade software connects the teacher’s electronic gradebook
with the website and establishes a database [9], [10]. Due to
the limited storage resources of devices in most network envi-
ronments, such as sensor nodes, data needs to be transmitted
to the cloud server environment in a timely manner. How-
ever, the convenience brought by the network environment
is also accompanied. The cloud server may be malicious.
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Data integrity is what users need to pay attention to when
testing cloud servers [11], [12]. The key-based encryption
algorithm replaces the key generation module of the 3DES
secure encryption algorithm with the RC4 secure encryp-
tion algorithm. Thereby enhancing the security encryption
strength of the 3DES algorithm, resisting known plaintext
attacks and selected plaintext attacks, which is the 3DES-
RC4 hybrid encryption algorithm [13].

The cloud server may also be faked by an attacker, and
authentication is required at this time. In order to ensure that
the message is not arbitrarily tampered with by the attacker
during the transmission of the message, it is necessary to
ensure the confidentiality of the message [14]. Internet of
Things applications need to retrieve sensor data from the
cloud for analysis. Therefore, ensuring the integrity and con-
fidentiality of sensor data is necessary to ensure the correct-
ness and security of Internet of Things applications [15].

Exploring how to better carry out the mental health of
college students is of great significance to the improvement
of the effectiveness of mental health education in colleges
and universities. Strengthening the research and development
of psychological education in today’s network environment
has important implications for the physical and mental health
of college students. Based on this, this article combines the
privacy and security methods of the Internet of Things to
develop a health education system architecture. In the second
chapter, this article discusses the research on communication
network and data. In the third chapter, we discussed the theory
and application of the Extreme Learning Machine algorithm.
In the fourth chapter, we conducted simulation tests and sim-
ulation comparisons on the mental health education model
based on communication security. Finally, we summarized
this article in the fifth chapter and summarized the future
outlook.

II. RELATED TECHNOLOGY OVERVIEWS
A. IOT PRIVACY SECURITY
With the rapid development of communication technology,
a single communication method has been unable to meet
the application requirements of actual scenarios. The Internet
of Things, as a way of communication between informa-
tion sensing equipment and the Internet to complete infor-
mation interaction without human involvement, emerged in
this scenario [16]. However, due to the application require-
ments of some special scenarios, sensor nodes are often
placed in areas where human intervention is not possi-
ble, and the nodes exchange information through wireless
multi-hop self-organizing communication. Therefore, while
people enjoy the convenience, they also face the problems
of illegal persons obtaining illegitimate benefits by inter-
cepting the monitoring data transmitted in the public chan-
nel [17], [18]. Although instant messaging technology will
bring a lot of convenience, it also introduces a lot of risks and
responsibilities. Users tend to use instant messaging systems
to transmit different types of message data, even includ-
ing information related to personal privacy and property.

Attacker’s regard instant messaging services as a rich source
of information stealing, and monitoring is the most com-
monly used method to capture instant messaging messages
delivered through the network [19].

In a public instant messaging system, messages are passed
from the client to the server, and then to the second client.
Eavesdroppers may see this data along their Internet path
or anywhere within the network, so the information may be
transmitted to other people at any time [20]. An effective
authentication method for mobile IM systems based on the
Hyperelliptic Curve Cryptography (HECC) algorithm was
proposed by Antoni et al. [21]. This algorithm is a new
method of instant message authentication, which can improve
data security. But because it is difficult to convert the points of
the hyperelliptic curve into a plain text message, it is difficult
to achieve. In order to design a secure and privacy-protected
instant messaging system for mobile social networks, Loukas
A et al. introduced PKI and AES algorithms that can use
public key infrastructure [22]. In this solution, in order to
protect the privacy of the user, each time a user logs in to
the server, the user’s location can only be obtained with the
user’s permission. Figure 1 shows the instant messaging IoT
security architecture for mental health education.

FIGURE 1. Instant messaging IoT security architecture for mental health
education.

A self-destructing message instant messaging system for
mobile devices was proposed by Tung et al. In this system,
messages are encrypted by a temporary key [23]. When
the message constraint is met, the temporary key used for
encryption will be deleted. The key-based encryption algo-
rithm replaces the key generation module of the 3DES secure
encryption algorithm with the RC4 secure encryption algo-
rithm. Thereby enhancing the security encryption strength of
the 3DES algorithm, resisting known plaintext attacks and
selected plaintext attacks, which is the 3DES-RC4 hybrid
encryption algorithm. For instant messaging systems with
high security requirements for usage scenarios, it is necessary
to formulate security strategies and programs based on their
own actual conditions, so that the message transmission in the
entire network has high efficiency and security, which is an
extremely meaningful work [24].
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Therefore, the security of the Internet of Things was
once considered the most important issue. If malicious per-
sons steal and misuse key information, it will cause huge
losses [25]. Therefore, in order to ensure information security,
only authorized personnel must be allowed to access the
sensor. User identity verification is an important security
measure to ensure the legitimacy of user identity informa-
tion. Before granting access to real-time data in the network,
the authorized user and the sensor node must first realize
mutual authentication and establish a shared session key
between the user and the sensor node [26].

B. MENTAL HEALTH FOR COLLEGE STUDENTS
In today’s society, the existing Internet environment has
become an important part of the study and life of contem-
porary students. Psychological research has shown that peo-
ple’s psychology and behavior will be affected by their time
and space environment. The Internet has also become an
important tool for college students to learn, communicate and
entertain. The virtual environment created by the network is
different from the real environment in which humans live.
The digital relationship breaks the psychological experience
that people have formed, and the unique characteristics of
cyberspace form the psychological experience of network
users in this field [27].

Human beings in the virtual environment of the network for
a long time will inevitably have various influences on their
psychology. In cyberspace, people’s perception and percep-
tion are limited. Most people can only perceive each other
through limited text, and cannot perceive each other through
eye contact and physical contact as in real life, so they only get
limited perceptual experience. Coupled with the anonymity
of identity in cyberspace, some people will deliberately con-
ceal their identity or fabricate lies to gain the favor of the
other party, and even achieve their own ulterior goals. At this
time, the perception experiences that people get is completely
deceptive [28]. In addition, due to the variability of identities
in cyberspace, many people play roles that are very different
from their own in real life when they communicate online, and
some even play multiple roles with different identities and
statuses. Due to the differences between roles and genders,
there will inevitably be role conflicts [29]. When this conflict
reaches a certain level, psychological crisis will occur and
personality disorders will appear.

Under the impact and influence of the Internet era, tra-
ditional education has been difficult to adapt to the severe
challenges brought by the Internet. Therefore, we must con-
form to the requirements of the times, conduct research on
it, and expand the scope of education in colleges and univer-
sities [30], [31]. The Internet has changed the relationship
between students, parents, and teachers. Through the Inter-
net, parents can better understand the true performance of
students in school, and teachers can also better understand
students’ family life. Teachers and parents can communicate
on the performance of students in all aspects, of course,
including students’mental health. This combination of family

education and school education is more conducive to the
continuous improvement and overall development of stu-
dents’ psychological quality. For this reason, we must attach
great importance to online education [32]. On the one hand,
it requires the self-purification of the Internet and strengthens
the propaganda of Internet ethics and mental health educa-
tion. On the other hand, mental health education is required to
be networked, and resources can be shared through computer
networks to effectively improve the psychological quality and
health of college students [33].

III. PRIVACY DATA PROTECTION BASED ON EXTREME
LEARNING MACHINE
Mental health data is similar to financial and medical data,
and usually contains a lot of private information. If machine
learning or data mining algorithms are used to analyze the
data, the output of the algorithm will leak private infor-
mation, posing potential threats to individuals [34]. This
article uses the C/S architecture, MQTT protocol and SIP
protocol based on the Internet of Things structure to design
and implement instant messaging IoT security for mental
health education Architecture. Therefore, how to protect data
privacy while obtaining valuable information in the field of
data mining [35], [36]. Differential privacy is one of the
current effective privacy protection mechanisms. By adding
noise to the query results and analysis results, an appropriate
amount of noise is added to protect private data. Differential
privacy is supported by a solid mathematical theory, and
makes up for the shortcomings of traditional privacy protec-
tion models [37], [38]. Differential privacy can ensure that
nomatter how strong background knowledge the attacker has,
he still cannot infer the information of a particular data record.
In addition, this paper uses an Extreme Learning Machine
that combines a differential privacy method. Add noise to the
query result, and add an appropriate amount of noise to the
analysis result, thus realizing the protection of private data.

The Extreme Learning Machine is proposed based on the
structure. The single structure of hidden layer neural network
refers to a three-layer network: input layer, hidden layer and
output layer [39], [40]. Figure 2 shows the network structure
of a single hidden layer feedforward neural network.

FIGURE 2. The network structure of a single hidden layer feedforward
neural network.
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The neural network in Figure 1 has only one output neuron,
but it can actually be multiple output neurons. The con-
struction of the learning machine model does not require the
iterative learning method of error back propagation.

w =


w11 w12 · · · w1n
w21 w22 · · · w2n
...

...
...

wl1 wl2 · · · wln


l×n

(1)

wherein, wji represents the connection weight and the least
squares solution method in general linear systems.

β =


β11 β12 · · · β1m
β21 β22 · · · β2m
...

...
...

βl1 βl2 · · · βlm


l×m

(2)

After the model was launched, it received extensive atten-
tion from the academic community. A large number of exper-
iments and applications have proved that this method can
obtain higher learning accuracy and generalization perfor-
mance while improving the training speed.

b =


b1
b2
...

bl


l×1

(3)

The network structure of a single hidden layer feedforward
neural network.

X =


x11 x12 · · · x1Q
x21 x22 · · · x2Q
...

...
...

...

xn1 xn2 · · · xnQ


n×Q

(4)

Y =


y11 y12 · · · y1Q
y21 y22 · · · y2Q
...

...
...

...

ym1 ym2 · · · ymQ


m×Q

(5)

The activation function of hidden layer neurons is g (x),
then from equation (5), the output of network T is:

T =
[
t1, t2, . . . , tQ

]
m×Q (6)

wi = [wi1,wi2, . . . ,win] , xj =
[
x1j, x2j, . . . , xnj

]T (7)

Therefore:

Hβ = T ′ (8)

The construction of the learning machine model does not
require the iterative learning method of error back propa-
gation. After the model was launched, it received extensive
attention from the academic community.

Q∑
j=1

∥∥tj − yj∥∥ = 0 (9)

Among them, yj =
[
y1j, y2j, . . . , ymj

]T
, j = 1, 2, . . . ,Q.

Q∑
j=1

∥∥tj − yj∥∥ < ε (10)

The adaptive ELM method can not only increase the per-
formance of nodes, but also reduce the number of nodes
to improve the performance of the classifier. Among them,
pruning ELM is to implement node deletion on the original
ELM method.

min
β

∥∥Hβ − T ′∥∥ (11)

∧

β = H+T ′ (12)

This model automatically eliminates hidden layer nodes
that are unfavorable for the reduction of network output
errors, and the final classifier performance will gradually
improve.

IV. MODEL SIMULATION AND TESTING PROCESS
A. 3DES-RC4 HYBRID ENCRYPTION
There are many researches on security encryption algo-
rithms for information transmission, such as 3DES, AES, etc.
These algorithms usually use keys to perform the encryption
and decryption process. The key-based encryption algorithm
replaces the key generation module of the 3DES secure
encryption algorithm with the RC4 secure encryption algo-
rithm. Thereby enhancing the security encryption strength of
the 3DES algorithm, resisting known plaintext attacks and
selected plaintext attacks, which is the 3DES-RC4 hybrid
encryption algorithm [41].

The framework of the algorithm is similar to the 3DES
algorithm. One main difference is that the keys of the 16-
round iterative function in each DES algorithm are provided
by the RC4 encryption algorithm. Using the pseudo-random
number key generation mechanism of the RC4 encryption
algorithm, the key or initial key of the previous round of
the iterative function is used as the seed to generate all the
keys [42]. Therefore, while people enjoy the convenience,
they also face the problems of illegal persons obtaining ille-
gitimate benefits by intercepting the monitoring data trans-
mitted in the public channel. Although instant messaging
technology will bring a lot of convenience, it also introduces
a lot of risks and responsibilities. The 3DES-RC4 hybrid
encryption algorithm encryption process is shown in Figure 3.

The key of each DES process is obtained by the exclusive
OR of the key of the previous DES process and the newly
generated key. In this solution, in order to protect the privacy
of the user, each time a user logs in to the server, the user’s
location can only be obtained with the user’s permission.
The encryption and decryption process uses the same key
sequence [43]. On the basis of the security encryption func-
tion test, the performance of the security encryption module
was tested with messages containing different numbers of
characters. The number of characters in each message varied
from 100 to 65,000. This article uses the C/S architecture,
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FIGURE 3. 3DES-RC4 hybrid encryption algorithm encryption process
framework diagram.

MQTT protocol and SIP protocol based on the Internet of
Things structure to design and implement instant messaging
IoT security for mental health education Architecture.

B. PRIVACY DATA PROTECTION TEST
This paper uses an Extreme Learning Machine that combines
a differential privacy method. Add noise to the query result,
and add an appropriate amount of noise to the analysis result,
thus realizing the protection of private data. The design of
nodes for traditional Extreme Learning Machine often origi-
nates from the presets before the experiment starts. However,
the effect of the preset value feedback in sometimes quite
different. In the third chapter, this paper studies the ELM
algorithm that provides differential privacy protection, and
theoretically analyzes the privacy and usability of the algo-
rithm. One main difference is that the keys of the 16-round
iterative function in each DES algorithm are provided by
the RC4 encryption algorithm. Using the pseudo-random
number key generation mechanism of the RC4 encryption
algorithm, the key or initial key of the previous round of
the iterative function is used as the seed to generate all the
keys. In Chapter 4, this article will carry out a comparison
of related performance. In order to explore the impact of
the number of hidden layer nodes on network training, this
section uses the Student Performance Data Set on UCI to
test the number of nodes. This data approximates the mental
health-related data of students in two Portuguese schools.
In this solution, in order to protect the privacy of the user, each
time a user logs in to the server, the user’s location can only
be obtained with the user’s permission. The distribution of
mental health sample data is shown in Figure 4. The influence
of the number of hidden layer nodes on network training is
shown in Figure 5. The comparison of LIP and LOP param-
eters from the noise point of view is shown in Figure 6.

FIGURE 4. Distribution of mental health sample data.

FIGURE 5. The Influence of the Number of Hidden Layer Nodes on
Network Training.

FIGURE 6. Comparison of LIP and LOP parameter results from a noise
perspective.

The extreme value distribution of mental health sample data
is shown in Figure 7.
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FIGURE 7. The extreme value distribution of mental health sample data.

FIGURE 8. Fitting effect diagram on the ELM algorithm data set.

In this experiment, the samples of the data set will be
randomly scrambled, taking 2/3 of the samples as the train-
ing set, and the remaining samples as the test set. The
key-based encryption algorithm replaces the key generation
module of the 3DES secure encryption algorithm with the
RC4 secure encryption algorithm. Thereby enhancing the
security encryption strength of the 3DES algorithm, resisting
known plaintext attacks and selected plaintext attacks, which
is the 3DES-RC4 hybrid encryption algorithm. The experi-
ment was repeated 20 times for all data sets, and the results
of each time were recorded.

The evaluation indicators of each algorithm include the
mean square error (mean square error, MSE) of the regression
task, and the number of hidden neurons (or support vectors)
required by different algorithms is represented by the symbol
‘‘NUM’’ in Table 1. Among them, the definition of MSE is
as follows:

MSE =
1
N

∑N

i=1

y (i)− p (i)
y (i)

(13)

FIGURE 9. The fitting effect graph on the BP neural network algorithm
data set.

FIGURE 10. The fitting effect graph on the RBF neural network algorithm
data set.

The comparison results of the ELM method and other
methods on the indicators are shown in Table 1.

As shown in Table 1, ELM has a smaller mean square
error. In this data set, ELM has better results than BP neural
network and RBF neural network. It may be that random
support vectors have better results. In this solution, in order to
protect the privacy of the user, each time a user logs in to the
server, the user’s location can only be obtained with the user’s
permission. The comparison of the fitting effects of different
algorithms on the data set is shown in Figure 8-10.

Figure 8-10 shows the fitting results of different algorithms
on the student performance data set. According to the com-
parison results, we can see that ELMhas the best fitting effect,
while the BP and RBF have the worst fitting effect on this data
set. The main reason is that the number of hidden neurons in
the BP neural network is less than 2D, where D is the feature
dimension of the input. Therefore, for this data set, the BP
neural network has only one hidden neuron layer. Because
the number of hidden layer neurons is too small, the fitting
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TABLE 1. Comparison results of ELM method and other methods on indicators.

error is very large. In the RBF neural network algorithm,
the RBF neural network has no L2 norm regularization, so
it is very easy to overfit. One main difference is that the
keys of the 16-round iterative function in each DES algo-
rithm are provided by the RC4 encryption algorithm. Using
the pseudo-random number key generation mechanism of
the RC4 encryption algorithm, the key or initial key of the
previous round of the iterative function is used as the seed
to generate all the keys. Exploring how to better carry out the
mental health of college students is of great significance to the
improvement of the effectiveness of mental health education
in colleges and universities. Strengthening the research and
development of psychological education in today’s network
environment has important implications for the physical and
mental health of college students.

V. CONCLUSION
The massive increase in the number of Internet users and
computer networks have had a huge impact on the mental
health of college students. In particular, the negative and
negative effects make many college students lose themselves,
leading to Internet mental illness and low self-esteem in life.
IoT applications need to retrieve sensor data from the cloud
for analysis. With the rapid development of communication
technology, a single communication method has been unable
to meet the application requirements of actual scenarios.
The Internet of Things, as a way of communication between
information sensing equipment and the Internet to complete
information interactionwithout human involvement, emerged
in this scenario. Therefore, the integrity and confidentiality
of sensor data must be ensured to ensure the correctness and
security of IoT applications. This article explores how to bet-
ter develop college students’ mental health education, which
is of great significance for improving the effectiveness of
college mental health education. In today’s network environ-
ment, strengthening the research and development of psycho-
logical education is of great significance to the physical and
mental health of college students. This article uses the C/S
architecture, MQTT protocol and SIP protocol based on the
Internet of Things structure to design and implement instant
messaging IoT security for mental health education archi-
tecture. In addition, this article uses an Extreme Learning
Machine combined with a differential privacy method. Add
noise to the query results, and add an appropriate amount of
noise to the analysis results, so as to achieve the protection of

private data. Data set experiments prove that compared with
existing algorithms, the algorithm and model proposed in this
paper can better balance the level of privacy protection and
classification accuracy. Due to the limitation of knowledge
level, there are still some deficiencies in this article. We will
continue to devote ourselves to the research of contemporary
college student education.
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