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ABSTRACT Drone technology is developing very rapidly. Flying devices accomplishing various appli-
cations are becoming an integral part of our daily life undoubtedly. Drones are characterized by extreme
mobility, decent computing power, scalability, and a very short lifetime due to energy constraints. The
rise of drones inevitably enabled swarms and drone networking applications. Drone networks is a path-
breaking subclass of flying ad-hoc networks with unique capabilities and specific requirements. One very
important challenge with swarms is the device authentication problem, in other words, proving the identity
of a single or a group of drones that request to join the swarm. In this paper, we tackle this emerging
problem and propose a novel context-aware mutual authentication protocol. The proposed protocol provides
authentication for groups of drones and supports recovering a swarm in case of network separation. Likewise,
the protocol can handle drone joins and leaves. Moreover, the protocol is not dependent on network
infrastructure, secure storage, and secure channels.We tested the protocol using an automated formal security
protocol verification tool, called Scyther. The tests resulted in the complete verification of the authentication
and secrecy claims for arbitrary network instances and all defined use-cases. The protocol is also shown to
have proven performance advantages over the existing schemes.

INDEX TERMS Authentication, drone networks, security, swarms, wireless ad-hoc networks.

I. INTRODUCTION
Nowadays, drone technology is rapidly evolving in many
aspects such as battery efficiency, computational power,
and cooperation capability, which altogether made drone
networks possible. Although operating a fleet of drones
(called swarms) does not necessarily imply networking, it is
inevitably essential to accomplish complex missions consist-
ing of challenging tasks. These missions include but are not
limited to military operations, cargo delivery, disaster man-
agement (i.e., search and rescue), entertainment, imagery,
construction, infrastructure (e.g., power lines) inspection,
agriculture, and others [1]–[3].

Swarms with networking features, also known as drone
networks, are a subclass of flying ad-hoc networks, which
is a subclass of mobile ad-hoc networks. Since drones are
also equipped with sensors (e.g., gyroscope, accelerometer,
GPS, etc.) and actuators (e.g., rotors, robotic arms, sprinklers,
weapons, etc.), drone networks may share some similarities
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with wireless sensor networks (WSN), but their extreme
mobility, decent computation power and very short lifetimes
(due to energy limitations) make a great difference.

Drones in a swarm that is conducting a critical missionmay
gather, store, and transmit sensitive information. In case of
infiltration by any means, adversaries may leak this impor-
tant information (i.e., read-only attacks), inject bogus data
(i.e., read-and-write attacks), or even impair the coordination
of the swarm to prevent it from accomplishing its mission [4].
Typical characteristics and unique use cases (i.e., missions)
of drone networks invalidate many security countermeasures
of various longer-lasting WSN setups. Hence, there is an
apparent need for specific methods to secure drone networks.
Fortunately, there are more than a few options, depending on
the device and mission requirements.

In most cases, device authentication is a crucial prerequi-
site for implementing other security countermeasures, such
as authorization, encryption, integrity, and non-repudiation.
Authentication becomes a fundamental issue whenever the
status quo of the swarm needs to be changed. This change
may involve engagement of new nodes, removal of existing
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TABLE 1. Comparison of some security features of CoMAD and previous works.

nodes, or re-engagement of former nodes. Such changes may
increase the network’s vulnerability and allow adversaries
to access the swarm’s resources to some extent. However,
most solutions are either tailored for wireless sensor networks
with different characteristics than drone networks or designed
for drone networks by means of network infrastructure
(i.e., ground stations) but are not ad-hoc. Yet, to the best of
our knowledge, no studies have used context information for
authentication purposes in drone networks.

In this paper, we study the authentication problem for drone
networks. Contributions of our paper are listed below:

1) We introduced the novel concept of ‘‘context’’ informa-
tion as a shared secret particularly for drone networks.
The context information may include mission-specific
data that can only be known to the authentic members
of a swarm.

2) We proposed a novel context-aware mutual authentica-
tion protocol for drone networks, called CoMAD. The
protocol allows authenticating a single drone or a group
of drones at once, thanks to the group authentication
scheme and our novel surety concept.

3) CoMAD protocol supports recovering a swarm from
incidents that cause separation of a single drone or a
group of drones. It also allows adding and removing
drones to/from the swarm. Moreover, CoMAD does
not rely on any network infrastructure, a secure stor-
age, or even a secure channel.

4) CoMAD protocol grants re-authentication, mutual
authentication, group authentication, capture-resiliency,
and context-awareness features altogether for drone
networks. According to our extensive literature review,
no other previous work has been found granting all
these features.

5) We tested the protocol with Scyther, an automated
formal model verification tool designed for testing

security protocols. For numerous network instances
and use-cases, the test results reveal a complete ver-
ification of the protocol’s secure authentication and
secrecy claims. Furthermore, an informal security anal-
ysis was also made to discuss security against passive
and active attacks.

The rest of this paper is organized as follows: Section II
discusses the existing literature, Section III provides assump-
tions, models, and other preliminaries, Section IV intro-
duces the CoMAD protocol from an algorithmic point of
view, Section V presents formal and informal security anal-
yses, Section VI gives a brief performance analysis, and
Section VII discusses the conclusions of the work.

II. RELATED WORKS
Numerous related works concern authentication schemes
for mobile WSN and drone networks. However, a major-
ity of solutions are either tailored for wireless sensor net-
works that have different characteristics than drone networks
(e.g., weaker computation power, longer lifetime, slower
mobility, etc.) or designed for drone networks that have
means of network infrastructure (i.e., ground or base sta-
tions) but not are purely ad-hoc. In contrast, our pro-
posal is uniquely tailored for ad-hoc drone networks that
are deprived of ground infrastructures. Moreover, although
there are a few studies suggesting use of context infor-
mation for fixed networks (e.g., WSN), no previous stud-
ies have used the context information for authentication
purposes in drone networks, to the best of our knowl-
edge. A detailed comparison of CoMAD with the literature
is presented in Table 1. The comparison is based on six
security and networking features that are beneficial to an
ad-hoc drone network: re-authentication, mutual authenti-
cation, group authentication, support for ad-hoc topologies,
capture-and-tamper resiliency, and context-awareness.
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Apart from the absence of a network infrastructure, what
makes ad-hoc drone networks special is their flight (or hover)
formations and their ability to rapidly change these forma-
tions when necessary. Numerous research has been done
to identify the aeronautical characteristics of drone swarms
and define specific flight formations [24]–[28]. They also
studied formation splitting, merging, joining, and changing
scenarios during a flight, considering obstacle avoidance,
leader-follower relations, and smart reorganization algo-
rithms. In our work, they are used to construct the con-
nectivity restoration reasoning and mentioned later in their
corresponding sections.

Harn [29] introduced the revolutionary concept of
group authentications, based on Shamir’s secret sharing
scheme [30]. Group authentication allows granting authenti-
cation and authorization rights to a group of users or devices
at once, eliminating the need for communicating each node
individually. This clearly saves time and energy since it
reduces the number of messages to be exchanged. Group
authentication alone is a sufficient measure if all subjects
willing to be authenticated are indeed authentic group mem-
bers; even if they are not, themethod is still useful in detecting
that there are adversaries in the vicinity. In the latter case,
it is necessary to proceed with authenticating the nodes
individually by another method. More recent applications of
the concept are presented in [17], [31], [32]. This concept is
(partly) integrated into our protocol as a feature considering
connectivity restoration scenarios, in which a group of dis-
connected drones need to join the rest of the swarm.

Rajkumar and Vayanaperumal [7] proposed a zone-based
authentication scheme for WSN. Since it uses the location
information of the nodes to be authenticated, it can be con-
sidered as context-aware (to a limited extent). Nevertheless,
the scheme cannot be used for drone networks due to the
extreme mobility of drones and swarms. Another context-
aware protocol was proposed by Lal and Prathap [20],
particularly for lightweight WSN applications. They inte-
grated a, so-called, cooperative correlation coefficient into
the authentication procedures. This coefficient is calculated
at all participating nodes (and the server) by using the
received radio signal levels, and then, sent to the neigh-
bors. So, the neighboring nodes can identify an adversary
upon detection of unusual coefficient values. However, this
scheme is not suitable for ad-hoc networks since it relies
on a secure server. Aydin et al. [14] have designed a novel
authentication protocol for lightweight devices, mainly radio-
frequency identification systems. Their electronic product
code generation-2 (EPC-Gen2)-compatible protocol also
works for groups of devices and requiresminimal resources to
be implemented. Nevertheless, the algorithm is not optimized
for drone-specific events, such as instantaneous topology
(e.g., connectivity) changes.

A vast majority of works consider the existence of ground
control stations or base stations of various types [10], [11],
[16]–[19], [22], [23]. Abdallah et al. [10] have proposed
a protocol for drone networks. Their protocol provides

integrity, availability, and confidentiality to some extent with
low overhead and reasonable performance. However, their
method relies on the use of ground control stations (as secure
channel infrastructure) and the intervention of trusted author-
ities. The need for ground stations is clearly a limiting factor
that excludes purely ad-hoc networks that are of wide use in
many scenarios. Srinivas et al. [11] proposed an authentica-
tion protocol called TCALAS for Internet of drones (IoD)
applications. Although the protocol has some proven achieve-
ments, its purpose was not to establish a secure autonomous
and ad-hoc drone network. They rather focus on user-oriented
authentication to get secure drone (or sensor) services via
passwords and smart cards. They also heavily rely on the
contribution of trusted ground stations (as gateways) and
means of remote controlling. The same comments also apply
to Turkanovic et al. [8].

CL-GAKA, an authentication protocol proposed by
Semal et al. [9], is a rare example of such protocols that sup-
port ad-hoc networks with no ground station. Although their
protocol addresses some important issues and has proven
security features, there are a fewmajor drawbacks thatmake it
less useful for drone networks. CL-GAKA does not natively
support re-authentication scenarios, does not consider cap-
turing or tampering threats, does not benefit from context
information, and requires vast computation.

Re-authentication is another important challenge within
networks with node mobility. Kim and Song [12] proposed
a re-authentication scheme for mobile wireless sensors in a
heterogeneous sensor network. Their networkmodel assumes
the existence of an infrastructural backbone consisting of
base stations and stationary cluster heads. The scheme lets
already authenticated nodes be disconnected from their clus-
ters, change location, reconnect to another cluster, and finally
get re-authenticated. Comparable protocols have also been
designed by Jiang et al. [6] and Han et al. [5]. These are,
unfortunately, not applicable to pure ad-hoc networks due to
their dependency on the means of infrastructure (e.g., fixed
stations).

III. PRELIMINARIES
This section provides preliminary information, such as mod-
els, assumptions, and building blocks that define and support
the CoMAD protocol.

A. NETWORK & COMMUNICATION MODEL
Within the scope of this study, a drone network represents
a connected geometric undirected graph G = (V ,E), where
V is the set of vertices (i.e., drones) with cardinality |V | = N ,
and E is the set of edges connecting them. The graph and the
corresponding network are presumed to have the following
additional properties:

1) The drone network is assumed to be purely ad-hoc.
An infrastructure (e.g., cellular) may co-exist; however,
it shall not be relied on in any means for the CoMAD
protocol.

78402 VOLUME 9, 2021



U. C. Cabuk et al.: CoMAD: Context-Aware Mutual Authentication Protocol for Drone Networks

2) The network (and the drones) is expected to imple-
ment the open systems interconnection (OSI) Model,
at least up to the network layer. Likewise, a TCP/IP
model implementation would work fine, at least up to
the network layer. Nevertheless, no specific standard
(e.g., Wi-Fi, Bluetooth, etc.) is enforced.

3) The communication range r is assumed to be identical
for all drones. Both spherical (3-D) and planar (2-D)
coverage models can be utilized.

4) A master drone is considered within the network.
It acts as a central authority and manages the rest of
the network, mostly from a security perspective. The
master-ship can be handed down to another drone when
necessary (e.g., battery shortage).

5) Possible anomalies in data transmission (e.g., packet
loss, delayed/unsorted delivery, corruptions) are
assumed to be addressed in lower layers already.

6) As a result of failures, attacks, environmental condi-
tions, or mission-specific necessities, the network may
be broken into two or more partitions. This disconnects
the network, but the separated groups may stay con-
nected within themselves and continue the operation.
Later, these groups may join the network body that is
an internally connected partition of a disconnected net-
work in which the master drone operates. Occasionally,
the master drone may be the network body on its own
when there are no neighbors left in its vicinity.

FIGURE 1. An example ad-hoc drone network with 9 drones and no
ground stations, using 2-D coverage model.

Figure 1 shows a demonstration of an example ad-hoc
drone network with 9 drones considering the given proper-
ties. Blue disks represent the communication radius, solid
arrows represent the established links, and the dashed arrows
stand for possible links but are not used within the topology

(which is an arbitrary tree). The ground stations have no
connection to the drones.

B. THREAT & ADVERSARY MODEL
During the design of the CoMAD protocol, the following
assumptions are considered to achieve wider applicability,
reduce the dependencies, and limit the extent of the study:

1) There is no external secure channel infrastructure
(e.g., cellular coverage, base stations, etc.) in the mis-
sion field.

2) There is no tamper-resistant hardware (e.g., secure ele-
ments, subscriber identity module cards, etc.) on the
drones.

3) Drones are considered safe and secure when flying
(above ground level) as long as they are connected
to the network body (i.e., the master) unless they are
captured at the ground level (before or just after take-
off, or after falling to the ground due to an incident).
The encryption is also assumed as secure.

For the adversary capabilities, an extended variant of the
widely accepted Dolev-Yao Model [33] is assumed, so that:

1) An adversary can intercept any message sent between
the drones in the swarm.

2) An adversary can temporarily interrupt parts of the
communication on the channel.

3) An adversary may transmit any message to any
of the reachable drones and can cast customized
(e.g., impersonated) messages.

4) An adversary may utilize cryptographic func-
tions or operations, including random number genera-
tors, Boolean logic, and encryption. It may have access
to some private data (e.g., device IDs, mission IDs,
etc.), but it does not have access to secret keys and
context information.

5) An adversary can physically capture and tamper the
drones under certain conditions (i.e., on ground-level).

Throughout this study, the following malicious activities
are considered as threats to be mitigated by adopting CoMAD
protocol:

1) INFILTRATION
Infiltration by impersonation is a prevalent form of
infiltration-oriented attacks. A malevolent drone (either
autonomous or remote-controlled) imitates a legitimate drone
to some extent by using its credentials and premeditatedly
tries to get authenticated in order to join the swarm. A suc-
cessful attempt may result in the failure of the mission.
Moreover, even sabotage, suicide attacks, espionage, and
hijacking might be inevitable. Routing attacks [34] also
become possible. Hence, this threat is vital and has to be
addressed at any cost for almost every critical mission.

CoMAD is designed to prevent infiltration by imper-
sonation. Other means of infiltration (i.e., the impact of
non-authenticated parties) cannot solely be mitigated by
authentication protocols but require countermeasures, such as
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confidentiality (e.g., encryption) and integrity mechanisms.
Therefore, after successful authentication (of a node) occurs,
secure communication is assumed to be established in the rest
of their operations.

2) EAVESDROPPING
Although the confidentiality of the data communications
within the swarm is left out of this work’s scope, there is
still a possibility to eavesdrop on some important information
(e.g., encryption keys) during authentication procedures.
However, the protocol is designated to prevent the leakage of
any sensitive information. The use of provably secure encryp-
tion algorithms during the initial requests and exchanges
prevents unauthorized third parties from leaking keys and
secrets. Furthermore, another consequence of eavesdropping
is the possibility of replay attacks that involve resending
copies of the captured legitimate messages. This type of
attack does not even require reading the encrypted infor-
mation within the captured messages. Such attacks may be
prevented by wise use of random nonces, as we do in the
protocol.

3) TAMPERING
This work assumes that the drones are safe and cannot be
compromised during their flight (since they communicate
through encrypted communication as in [33]). However, they
can still be captured if they land during a mission, either
intentionally or accidentally. In this case, captured drones
may be subject to adversary inspection and even tampering to
resolve sensitive information, including secret keys, context
information, or other mission-specific data. Such leakage
may be extremely critical since the entire network will be
at risk, as well as the mission itself. Tamper-proof hardware
(e.g., secure elements) may work well, yet our work also
assumes that they are not required in the drones (considering
the limited availability of such hardware for drones).

4) AVAILABILITY ATTACKS
Extensive use of a jammer device near the swarm may dis-
connect the portions of the network or its entirety. Although
this is mostly unpreventable (especially when the source is
not observable), a swarm of drones may have a predeter-
mined strategy to avoid the disrupting signals. For exam-
ple, the drones may proceed to a predefined rendezvous
point or a previous checkpoint to escape from the trap. More
of such strategies on connectivity restoration can be found in
[35]–[38]. As a fine-tuned variant, some availability attacks
solely draw a bead on nodes with critical functionalities by
detecting them via means of traffic analysis; however, this is
rarely feasible in highly mobile networks. CoMAD provides
somemeasures against attacks targeting the availability of the
network (explained in Section V-A7).

C. INCIDENTS
Within the scope of this study, incidents are defined as either
unexpected (e.g., accidents, faults, outage, etc.) or planned

TABLE 2. List of recognized incidents by the protocol.

FIGURE 2. Illustrations of a) New solo join, b) Separated solo join, c) New
group join, and d) Separated group join incidents.

(e.g., bifurcation, partial expiry, etc.) events that may result in
the separation of some nodes from the network body, or the
addition of some nodes to the network body during an active
mission. The nodes to be added to the network may either
be totally new drones that were not part of the swarm pre-
viously or former members that were once a member of the
swarm (but separated due to any reason at any time).

The incidents that the protocol recognizes (and responds)
are listed in Table 2 and the ones that involve an increase
in drone numbers are illustrated in Figure 2. Each incident
requires some action and may cause security threats to some
extent, which are already given. The protocol does not recog-
nize a ‘‘Group leave’’ incident because the nodes that have
to leave the swarm intentionally can be trivially assumed
to leave individually. ‘‘Group replacement’’ does not exist
either, for similar reasons. Individual leaves may disconnect
the network; however, the swarm is assumed to have enough
time to take the necessary actions (e.g., changing the topol-
ogy) since the leave is already reported beforehand.

By the way, the CoMAD protocol can also be used flaw-
lessly in stationary networks (e.g., WSN), especially if there
is a possibility of temporarily losing (and adding) some
nodes. However, this would likely be overkill since the pro-
tocol has specific measures to address mobility-related inci-
dents which were not needed in a typical WSN. Moreover,
a self-restoring topology formation requires advanced means
of mobility as in drone swarms.
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TABLE 3. Predefined list and definitions of the roles that drones in the ecosystem may have.

IV. CoMAD PROTOCOL
In this section, we introduce the CoMAD protocol we pro-
pose. We will explain unique message types, defined per-
sona (role) types, our understanding of context information,
designed security policies, and initialization operations,
maintaining normal state, solo and group join events.

A. PERSONA TYPES
From the protocol’s point of view, a persona is a self-declared,
appointed, or assumed role for any drone existing in the
ecosystem. The conception of persona is created to assign
certain tasks and procedures to the corresponding drones.
All predefined personas are listed in Table 3. The drones
themselves are aware of their personas to a wide extent.
However, a persona is not a static property; it can change after
certain events. For example, in the case of battery outage,
the master drone may delegate another drone to be the master
and continue the operation as a member (or non-member if
leaving).

B. CONTEXT
Drone and swarm operations are usually called missions.
Missions consist of a finite set of consecutive and concurrent
tasks that aim to accomplish clearly defined objectives while
complying with strict boundaries. During these missions,
drones may (or may not) react to some events, depending on
their program and the essence of the mission.

Context, in a cryptographic sense, is any mission-specific
up-to-date information that may help to identify the nodes
which are holding the whole or portions of it [39]. The context
informationmust be recent, accurate, and complete. Although
sharing the newest information with all nodes is not necessary
(nor feasibly possible), outdated information can more easily
be revealed or estimated. Likewise, inaccurate or incomplete
data are more prone to be found out. Context-aware systems
usually need at least one context server that provides relevant
context data [40]. A context-server should also keep track of
older context data; because some disconnected nodes may not
have the most recent context.

As long as the context information is carefully considered,
it provides another good layer of security; otherwise, its
contribution stays limited to the security by obscurity. For a
drone network, some good examples of context information
are given below:

• Topology and network-specific configuration,
(e.g., complete or partial adjacency matrix of the net-
work, complete or partial routing table, network perfor-
mance indicators, etc.).

• Flight-specific records (e.g., average flight altitude at a
moment, average swarm velocity, etc.).

• Formation-specific records (e.g., the center of mass of
the flight formation, etc.).

• Mission-specific information (e.g., visited checkpoints,
tracked objects, etc.).

• Sensor data (e.g., temperature, pressure, etc.).
Many more factors can be extracted depending on the

mission details. Context information must be invisible,
unobservable, and unpredictable for any external adversary.
Dissemination of more than one context factor is highly
recommended when possible. In the case of multiple context
factors, portions of the context information may be hashed,
concatenated, or aggregated (e.g., XOR’ed), while others may
be stored raw and separately. If the context information is a
piece of critical mission-specific information, which is very
likely, then it must be hashed. So that a context parameter
should be thought of as:

C = H (C1
‖C2
‖ . . . ‖Cn

‖MID) (1)

where Cm represents different context parameters of num-
ber m, H is an appropriate hash function (as explained in
Section IV-D), and ‘‖’ denote concatenation. Concatenating
the mission ID (MID) is also beneficial if there are
parallel missions within the field. As a side note,
while having more factors increases the system’s secu-
rity significantly, it may also increase the operating
costs.

C. MESSAGE & DATA TYPES
The protocol defines unique message types to operate.
A detailed list of the designated messages is given in Table 4.
Each of these messages contains a combination of unique
data types. A list of designated data types is given in Table 5.
These data types are not strictly defined in bit-level within the
scope of the protocol; however, industry standards must be
followed, when applicable, such as [41]. Recommended min-
imums for encryption and hashing functions are mentioned
in Section IV-D.
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TABLE 4. List of predefined message types.

TABLE 5. List of data types and parameters used in the protocol.

D. KEY & ENCRYPTION POLICIES
Throughout any phase of the execution of the protocol, it is
essential to keep the communication encrypted. There is no
need for clear-text transmission at any point. Since the entire
swarm is initialized at a trusted ground station, all drones shall
have some keys pre-installed. A brief list of the keys is given
in Table 5. The public-private key pairs (K+i andK−i ) are used
in the first contact or during an ongoing authentication proce-
dure. In addition to proving the authenticity of a claimant (and
the master), it is also used for delivering the session key (KS )
later. K+i and K−i are not used after the authentication phase
due to performance concerns. Regular data and signaling
communications are always done encrypted with KS within
the swarm.

The keyKS must be changedwhenever at least onemember
drone leaves (i.e., disconnects) the swarm for any reason or at
least one non-member joins. It is done to ensure the key fresh-
ness [42]. However, a short (i.e., up to a few minutes) time
threshold (tl) must be waited for this key renewal to overcome
the disorganization and the extra message traffic caused by
momentarily disconnections. The same tl also applies to joins
so that the joining drone receives the current (old)KS and then

the entire swarm renews their keys. KS can also be renewed
periodically after some predefined expiry period (te). In gen-
eral, drones already have very limited lifetimes (e.g., from a
few minutes up to a few hours); thus, frequent key renewal is
not mandatory.

If periodical key renewal is considered, the master issues
a new KS whenever the current one expires (per to te) and
then disseminates it to the entire network via a flooding-
like mechanism. A specific flood algorithm is not enforced.
The session key KS is generated by hashing the pre-
installed master key (KM ), a hash of the most current context
information (H (C)), and a freshly generated nonce (N ) as
follows:

KS = H (KM ⊕ N ⊕ H (C)) (2)

where ‘⊕’ implies a binary XOR operation. There is no
enforcement on the length of the context information. This is
why it is hashed before used in the generation of KS . When it
comes to encryption, the protocol is not algorithm-dependent.
However, as an insisting recommendation, all symmetric
encryptions should be done with advanced encryption stan-
dard (AES) over at least 128-bit keys, which implies that KM
and KS are of 128-bit size, at a minimum. On the other hand,
asymmetric encryptions can be made with Rivest-Shamir-
Adleman (RSA) scheme over (at least) 3072-bit keys, or alter-
natively, with elliptic curve cryptography (ECC) methods
over (at least) 256-bit keys. So that K+ and K− values are
(at least) 3072-bit long (RSA case) or 256-bit long (ECC
case). For hashing purposes, the secure hash algorithm (SHA)
version 2 or 3 with (at least) 256-bit output sizes are con-
sidered for a collision-resistant solution. A concise report on
which key sizes are accepted as secure can be found in [43].

E. INITIALIZATION & NORMAL OPERATIONS
The protocol is mostly executed whenever an event that
involves means of authentication happens during a mission.
However, to provide the projected functionalities, as hinted
previously in Table 1, there are some procedures that must
be done prior to the (first) take off for a mission (i.e., in the
initialization phase) or maintained during normal operation
(i.e., when there is no authentication-related event).

78406 VOLUME 9, 2021



U. C. Cabuk et al.: CoMAD: Context-Aware Mutual Authentication Protocol for Drone Networks

1) INITIALIZATION
Before starting any mission, the entire swarm is assumed to
be kept at a secure place (e.g., ground station, watercraft,
airplane, etc.) and is under the control of legitimate (human)
operators. The operators can install mission-specific infor-
mation, set the network topology, and configure the drones
accordingly. One of the drones (not necessarily a special one)
has to be assigned the root (i.e., master) role, and the others
are registered as members.

In that phase, all drones must have their unique device
IDs (IDi), mission IDs (MID), and public-private keys pairs
(K+i ,K−i ) installed. In addition, the master drone must store
the master key (KM ) and the public keys (K+i ) of all existing
drones (including the reserved ones that are not initially
connected to the swarm). The swarm is assumed to be set as
a single network piece with no partitions.

2) NORMAL OPERATION
Normal operation includes any moment during a mis-
sion where there is no authentication-related operation
(e.g., request, response, etc.) is carried out. Whenever an
authentication request is made by a non-member, normal
operation is virtually suspended until the authentication pro-
cess is completed (either by acceptance or rejection of the
request). Then, the normal operation continues.

In this phase, all drones periodically synchronize some
context information (C) within the swarm. This information
must be disseminated from the master to all other drones in
the network bodywith no exception. This context information
may be originated from the master or may have been an end
product of some computation made using data collected from
the member drones. While there is no specific rule on the
synchronization period, it is a mission-specific parameter and
is up to the operators, although a more recent context would
provide better security.

In addition to the context dissemination, the master drone
also assigns and announces a vice-master drone for backup
purposes in case the master fails at some point during
the mission. The vice-master receives sensitive information
(i.e., latest context and the key repository) from the master,
but has no specific role nor authority, unless the master
fails, leaves the swarm, or delegates the vice-master as the
new master. This backup selection can be made using the
remaining battery level or a topology-specific parameter (like
the node degree, etc). The vice-master assignment is not static
but is subject to change in every round, if necessary.

F. SOLO JOIN
Letting a drone join the network body is an important respon-
sibility that must be carefully handled since there is a sig-
nificant risk of infiltration of a foreign or fraudulent drone.
Moreover, a dronemay have also been captured and tampered
and even taken into control by adversary operators during
the time period it is disconnected. Some joining scenarios for
swarms are analyzed comprehensively in [44], [45].

The solo node join incidents cover two cases: join of a
separated drone that was once connected to the network
body or join of a new drone that was never part of the net-
work body before. These situations are reported to the master
drone in the intention data (I ) within the AuthReq message
during the first step of the authentication. Both cases are
handled very similarly; the main difference is the availability
of context information. So that, while a separated drone has
some context information (although it may be outdated),
a new drone would not have any. In this case, the context
information (C) in the claimant is replaced by an initialization
vector (IV ) that is found by the below equation:

C = IV = H (K+i ‖ID‖MID) (3)

where H is the chosen hash function. The IV -based context
parameter is handled accordingly by the master during the
authentication. However, the swarm inevitably cannot benefit
from the exchange of context information in this situation.

FIGURE 3. Example message sequence chart for solo join (with success),
where a claimant drone requests to join the swarm.

An example message sequence chart for the node joining
procedures is given in Figure 3, where successful authenti-
cation is demonstrated. In the AuthReq message sent from
the claimant, if any of the data fields ID, MID, and I
are missing or inappropriate (e.g., unidentified ID, wrong
MID, or empty I etc.), the master then transmits a Auth-
Fail message instead of the Chal message, in the second
step. This permanently keeps the claimant out. Likewise,
a wrong, missing, or inappropriate data in any of the fields
C , N and T in the ChalResp message shall result in strict
rejection of the authentication request by an AuthFail mes-
sage in the fourth step, instead of the AuthGrant mes-
sage. This sub-protocol is depicted in Figure 3 and also
coded in security protocol description language (SPDL)
at (akademik.ube.ege.edu.tr/netos/source/
CoMAD.txt), where it is labeled SoloJoin.
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G. GROUP JOIN
A group join event is used to reduce the complexity and
increase the efficiency when a group of members of the
network (e.g., a cluster, a branch, etc.) lose the connection
together and intend to reconnect to the network body later.
So that, instead of authenticating each node one-by-one, it is
more beneficial to authenticate the entire group at once, when
possible. Various group merging/joining scenarios for aerial
vehicles are explained in detail in [45]. A separated group can
still sustain the encrypted communication within the group,
using the most current session key (KS , particularly denoted
as KS−old in the implementation). However, they lose the
ability to renew their session keys since they can only be
generated by the master.

The group delegates a temporary group leader, called the
group proxy, in a distributed fashion. This delegation is a
straightforward procedure without further competition. The
selection can be based on ID numbers, remaining battery
levels, or another distinctive feature of choice. A broadcast
(and flooding) mechanism is required to exchange the corre-
sponding information and to make a decision. After the group
is formed (i.e., a group proxy is selected), the group clients
send unique nonces (N j

i ) to the proxy.
The group proxy has crucial responsibilities. In case of

separation of a group of drones, the group proxy (i) initiates
a group authentication procedure (as in [29]), (ii) issues
a Surety message containing a list (L) of authenticated
group clients, and (iii) carries out an authentication pro-
cedure with the master as shown in Figure 4, resulting in
the authentication of the entire group at once (in a suc-
cessful attempt). If the authentication fails, only the group
proxy is marked as fraudulent and banned from further
actions (e.g., added in a blacklist), yet the group clients
can initiate a solo join procedure afterward (in which
they have merely one attempt right). Figure 4 presents the
details of the group joining sub-protocol (except for the
initial group authentication and the group clients’ nonce
exchange). There is also an SPDL implementation provided
at (akademik.ube.ege.edu.tr/netos/source/
CoMAD.txt), with the label GroupJoin.

Once a group is formed, another drone cannot join the
group later. Likewise, when there are more than one separated
groups (not knowing each other), they cannot join together
even if they meet at a later phase. We do not foresee any
benefit from such mergers. Otherwise, it may create some
security risks. Furthermore, the group joining procedure is
only for separated groups; a new group join mechanism is
not considered. New drones must be joined individually as in
solo join.

H. SOLO LEAVE & REPLACEMENT
If a drone unexpectedly and unwillingly leaves the swarm
(e.g., due to a failure, accident, attack, etc.), there is naturally
no possibility of further communication. Not only that, but if
this drone is a cut-vertex, then its absence will also disconnect
one or more drones as well (more on cut-vertex detection can

FIGURE 4. Example message sequence chart for separated group join
(with success), where a group of (group-authenticated) ex-members
request to join the swarm through a group proxy.

be found elsewhere [46]). In this case, all these disconnected
drones must follow the ‘‘single node join’’ or the ‘‘group
join’’ procedures from scratch unless they manage to join the
network body within the KS renewal threshold te.
On the other hand, a drone may also leave the network on

purpose. This may be due to a separated patrolling task or for
a replacement procedure (e.g., in case of low battery levels,
etc.). Such node removals are explained in detail in [47].
In this case, the leaving drone essentially has three options:
(i) leave the network for good, (ii) leave the network for a
pre-estimated time period, or (iii) leaving the network for
replacement purposes. In the first case, the leaving drone
sends a Leave message with a leave threshold tl = 0 to the
master. The master interprets this as an immediate leave and
sends aDeAuthmessage in response. At this point, the leaving
drone must follow the regular ‘‘solo join’’ procedure if it
requires reconnecting later. In the second case, the threshold
tl in Leave is set to an arbitrary number indicating the time
period of the disconnected phase. The master then keeps the
session key KS alive either for the entire network or only for
the leaving node (depending on the scenario requirements),
until tl is exceeded (assuming tl is larger than te). The master
confirms the request with a DeAuth message as in case (i).
In case (ii), if the leaving node does not return within tl , then
it must follow a ‘‘solo join’’ procedure later. In the third case,
the leaving drone also sends a list L containing the IDs and
public keys of drone(s) to be attending as substitution (as in
the Surety message), within the Leave message. This is only
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FIGURE 5. Example message sequence chart for leave and replace (with
success), where a member drone is substituted with a non-member.

possible if such a list is pre-installed on that drone during
the initialization phases.When the substitute drones approach
and send an AuthReq message, the master directly sends an
AuthGrant message, as long as they provide valid ID, MID,
and I information. A leave and replace procedure is depicted
in Figure 5. As a side note, leaving drones may wipe context
information and mission ID if they detect unexpected landing
to protect the secrecy against the possibility of being captured
(explained in Section V-A8).

I. MASTER DELEGATION
Although it is not essential, the master drone may be subject
to change when required. Technical issues, battery problems,
formation splitting strategies, or other mission-specific con-
ditions may enforce such a change. In this case, the cur-
rent master drone delegates a sufficiently capable member
drone (e.g., has an adequate battery, possesses relevant equip-
ment, is not cut-vertex, etc.), and transfers all the relevant
information that a master drone must possess (as stated in
Section IV-E1) to the delegated one. During this delegation,
the master acts as a book-runner and broadcasts aBookBmes-
sage for a ‘‘book building’’ purpose. In response, candidate
drones (i.e., drones that are eligible) send Tender messages
containing their degree of suitability (e.g., battery levels,
performance metrics, etc.). The master evaluates the bids, and
chooses one of the bidders, delegates it, and announces this
handover to the entire swarm. The new master immediately
assigns a backup via messages similar to Delegate and Han-
dover. The procedure is demonstrated in Figure 6.

V. SECURITY ANALYSIS
The security features of the CoMAD protocol are analyzed
comprehensively using both formal and informal approaches,
which together suggest a strong sense of security.

FIGURE 6. Example message sequence chart for master delegation (with
success), where a current master drone is abdicated.

A. INFORMAL ANALYSIS
This section explains the countermeasures implemented for
the given passive and active attack types, which are carefully
chosen considering their relation with the introduced threats
in Section III-B. The first subsection reveals our measures
against two major passive attacks, and the remaining subsec-
tions elaborate the corresponding active attacks.

1) PASSIVE ATTACKS
‘‘Passive attacks’’ is an umbrella term that includes an adver-
sary’s efforts on acquiringmeaningful information by observ-
ing the communicating parties and/or listening the communi-
cation in between. A swarm that uses the CoMAD protocol
does not leak any sensitive information during its normal
operations and the authentication procedures. Because, all
the communication links are securely encrypted and there is
no ‘‘clear-text’’ messaging. The encryption is done with a
symmetric session key (KS ) during the normal operation and a
public-private key pair during the authentication procedures.
Moreover, the need for providing valid context information
for authentication purposes prevent the drones that were once
legitimate members but compromised later from re-attending
the swarm.

An adversary’s another option would be capturing the
entire message traffic of the swarm for a sufficiently long
period of time and making a traffic analysis to determine
the master drone or any specific drone (which may become
a single-point-of-failure for the swarm). However this is
highly impractical due to the following reasons: (i) a drone
swarm presumably has a very high degree of mobility, hence,
the master drone (as well as others) can be located any-
where as there is no enforcement on their location within
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the flight formation, (ii) the communication to the master
drone is always encrypted, and (iii) the master drone changes
periodically after a time threshold. Moreover, a master is
capable of informing its leave as long as it is alive. In case the
swarm suddenly loses its connection to the master entirely,
the member drones either quit the mission and return to the
base immediately or cancel the mission but continue other
consecutive missions, if any.

2) IMPERSONATION
An adversary may intend to impersonate a legitimate mem-
ber to infiltrate the network and leak data or interrupt the
mission. However, observations are not sufficient to mimic
a legitimate member. An adversary (as well as authentic
drones) is requested to provide numerous secret parameters
for authentication purposes. Since this is a mainstream type
of attack, the protocol has multiple factors and measures.
So that, a drone must pose a valid (i) mission ID MID,
(ii) intention I , (iii) public-private key pair K+ : K−,
and (iv) context information C . Additionally, (v) it must
respond in time per to a timestamp T . In solo and group
join events, it is not reasonably possible for an external
adversary to maintain all these five measures (e.g., a secret
key). Even an adversary of partial accordance with these
confidential parameters can be isolated unless it provides all
of them. This claim is guaranteed per to assumptions given in
Section III-A, III-B, and IV-D. Hence, it is clear that the
real threat is the Ex-members of the network. This is where
handling the context information gets its importance.

3) REPLAY
An adversary in the vicinity of a swarm can replay some
of the authentication messages that it sniffed from the air
medium [48]. This may result in the failure of an ongoing
authentication process of legitimate nodes or even allow
adversary nodes to get authenticated using the credentials
in the replayed messages unless there are effective coun-
termeasures. In CoMAD, there are two such preventions:
Nonces and timestamps. Fresh nonce values are transmit-
ted by both parties of an authentication process, in their
initiating messages and the corresponding responses, in all
sub-protocols. In this way, both parties ensure that the other
party is, indeed, alive and not replaying previously sniffed
messages. Timestamps can also provide similar functional-
ity since any outdated message can easily be detected and
so discarded. However, we only implemented timestamps
to the master drones in order to avoid handling potential
time synchronization issues. Yet, the protocol can still be
extended by adding timestamps to the non-master drones if
time-synchronization can be guaranteed.

4) MIRRORING
The mirroring attack is a special case of replay attacks, where
an adversary may capture a (generally initiating) message
of an arbitrary source node and then resends it back to the
source so that it mirrors the message. Wherever encrypted

communication takes place, this attack does not necessarily
involve leakage of sensitive information; however, it still may
break how the protocols may behave. In CoMAD, all ini-
tiator messages, namely AuthReq, BookB and Leave contain
the encrypted ID of the source node in the payload, which
essentially allows the recipient of this message to consider
the source. When a recipient encounters a message that is
apparently, originated from itself, it simply discards it. More-
over, using a public key encryption scheme for symmetric
key exchange in CoMAD also helps mitigating mirroring
attacks. Additional functionalities on detecting the adversary
may also be implemented, as in [49].

5) MAN-IN-THE-MIDDLE
The man-in-the-middle attack is a poisonous scenario, where
an adversary virtually stays in between two communicat-
ing parties who believe that they are unmediatedly commu-
nicating and thus, has access to the transmitted messages
(i.e., eavesdropping). The adversary can alter, send, or discard
the messages it intercepted. This is essentially an extended
and live variant of the replay attacks. CoMAD prevents such
attacks by (i) encrypting the initiator messages (AuthReq,
BookB and Leave), (ii) applying public key cryptography to
the rest of the messages (for solo and group join scenarios),
and (iii) using fresh nonces and timestamps. Hence, a man-in-
the-middle has nothing to do with the intercepted messages.

6) BRUTE-FORCE
An adversary may intend to infiltrate the network or simply
eavesdrop on the ongoing communication by brute-forcing
the keys used in the encryption processes. If a key is com-
promised, then no part of the communication can be assumed
secure. To provide flexibility, the protocol does not enforce
any specific encryption algorithm. Nevertheless, unless there
is a good reason to consider, all symmetric encryptions should
be carried out with AES-256, in which KS is the 256-bit ses-
sion key, and asymmetric encryptions should be done through
RSA-2048 (or better). Both AES and RSA are still considered
secure against brute-force attacks when used with appropriate
key sizes. Drones’ limited battery lifetime is another factor
that obstructs such attacks since there will not likely be
enough time to complete the attack at all.

7) DENIAL OF SERVICE
Attacks aiming to degrade the availability of a swarm, also
known as denial of service (DoS) attacks, may be either
directly in the physical layer or above levels, such as data
link, network, etc. [50]. Attacks aiming at the physical layer
(e.g., signal jamming) are major issues and cannot be pre-
vented by such authentication protocols. In case of a jamming
attack that disconnects portions of the network, connectiv-
ity restoration solutions can be applied (as in [35]–[38]),
the authentication protocol can be initiated once the drones
recover from the attack. On the other hand, flooding replayed,
counterfeit or void authentication messages aim at the avail-
ability of the network on higher layers. The protocol does the
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following to counter such attacks: (i) it discards any repeating
message from the same source, (ii) it bans the drones that
are failed to authenticate due to wrong credentials or invalid
context.

8) CAPTURING & TAMPERING
Physical attacks are not limited to the ones that cause device
and network outages. A drone can easily be captured, espe-
cially at or near the ground level. A captured drone can be
tampered with to leak important information stored locally,
including encryption keys, as well as confidential mission
data. CoMAD enforces a strict data-wipe policy that requires
any live drone that falls or lands to the ground unintentionally
and unreportedly to completely wipe all important informa-
tion, including at least, symmetric encryption keys (KM , KS ),
secret key (K−), mission ID (MID), context information (C)
and all other critical information if any. Removing data from
a memory unit is another vital issue since it is occasionally
possible to retrieve parts of the removed data, as proven
in [51]. For electrically erasable programmable read-only
memory (EEPROM) and more contemporary flash memory
devices, [51] suggests padding the memory with random
bits at least ten times before removing. Since this is only a
matter of milliseconds, we adopt the same procedure in the
protocol with a suitable pseudo-random number generator as
in [52]. Furthermore, it is also impractical to physically locate
the master drone and any other drone as already discussed
in Section V-A1. Therefore, there is protection against the
capturing and tampering attacks.

B. FORMAL ANALYSIS
We have conducted formal verification analyses on our pro-
tocol by model checking using Scyther (v.1.1.3), an auto-
matic formal security protocol verification tool [53], [54].
Its use for such purposes is widely accepted in the literature
[9], [11], [55]. The CoMAD protocol is implemented as a col-
lection of three sub-protocols (i.e., SoloJoin, GroupJoin, and
Delegate) in security protocol description language (SPDL).
The LeaveReplace procedure is not tested separately since it
is straightforward and already occurs in the encrypted space.
The tests are conducted without applying any bounds.

The complete test results are presented in Table 6 and
the codes for the SPDL implementations are provided
at (akademik.ube.ege.edu.tr/netos/source/
CoMAD.txt). The adversary model presumed by the
Scyther tool is based on the Dolev-Yao model, which is
mostly sufficient per our assumptions (except for the tamper-
ing attacks), and it also assumes perfect cryptography. The
protocol implementations are role-based and rely on corre-
sponding claims for verification purposes. These claims may
indicate different levels of authentication, as aliveness, weak
agreement, non-injective agreement, non-injective synchro-
nization, agreement on secrets (incl. keys), and agreement
on data. Formal and informal definitions of these levels are
provided in [54]–[56].

TABLE 6. Scyther formal verification test results.

Some implementation and configuration details are as fol-
lows: the maximum number of rounds is set at ‘0’ (i.e., no
bounds), the matching type is ‘find all type flaws’, search
pruning is ‘find all attacks’. Additionally, routine context
exchanges occurring during the normal operation are not
explicitly implemented, yet C is presumed as a shared
secret and is not implemented due to Scyther’s limitations.
In the code, the subscripts ‘m’, ‘c’, ‘gp’, ‘gc’ stand for mas-
ter, claimant, group proxy, and group client, consecutively.
In GroupJoin, there are two additional messages sent from
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TABLE 7. Performance analyses of CoMAD and CL-GAKA (Semal et al. [9]). n is the number of nodes in the network or the ones involve in an
authentication process (i.e., group size in group join for CoMAD).

the group client to the proxy and the master at the end of the
protocol (numbered 7 and 8); these are optional and added to
complete the cyclic scheme to be verified by Scyther.

The group authentication scheme that takes place in
GroupJoin sub-protocol is, intentionally, not implemented for
verification. Because there are already some group authenti-
cation protocols in the literature that are verified using the
Scyther tool [55]. They have shown that some discrete loga-
rithm problem-based group authentication protocols provide
sufficient degrees of authentication.

Per the results given in Table 6, CoMAD provides gen-
eral non-injective agreement, non-injective synchronization,
agreement on some given parameters, and secrecy for some
given parameters, as shown. All claims are verified, and no
attack patterns have been found. All roles in all three sub-
protocols are also proven reachable in terms of state traces.

VI. PERFORMANCE DISCUSSION
For the sake of completeness and consistency, we have
made a brief comparative performance analysis by comparing
CoMAD (and its sub-protocols) to CL-GAKA protocol pro-
posed by Semal et al. [9], as it also supports ad-hoc networks.
The protocols that rely on a base or ground station are not
analyzed since it would not be fair to compare different types
of architectures.

Within the analysis, it was not possible to make use
of experimental results due to some missing, unclear, or
scenario-dependant information in [9], such as key sizes,
ID lengths, etc. Hence, we worked on the protocols’ time
and message complexities, as well as operation counts of
hashing, symmetric encryption, and asymmetric encryption
since they are somewhat costly in terms of time and com-
puting power. According to the results presented in Table 7,
CoMAD is superior to CL-GAKA in some performance
aspects. CL-GAKA heavily relies on consecutive hashing
operations, while CoMAD does not require hashing unless
a new node with no prior context information requests to
be authenticated. Additionally, CoMAD utilizes the group
authentication scheme proposed by Harn [29] that has O(1)
algorithmic complexity while CL-GAKA uses a more com-
plex approach. Apart from giving some performance-related
information, this comparison helps in expressing the benefits
of adopting CoMAD in a drone swarm.

VII. CONCLUSION
This paper suggests a novel context-aware mutual authen-
tication protocol, called CoMAD, that is uniquely tailored

for cooperating drone networks. The protocol has a special
emphasis on re-authentication scenarios and is empowered
with a group authentication feature. From the network’s
perspective, it administrates the cases of (i) joining a new
single drone, (ii) joining a former single drone, (iii) joining a
former group of drones (iv) removing an existing drone, and
(v) delegating a new leader (i.e., master).

The context-awareness, as integrated into CoMAD, pro-
vides an extra layer of security that is backed by crypto-
graphic functions (e.g., hashing, encryption, etc.) as well as
increasing obscurity for an adversary. Over and above, this
work is a novel proof-of-concept of such an extensive secu-
rity mechanism, particularly in drone networks. Apart from
the context-awareness, CoMAD is empowered with many
countermeasures (e.g., use of nonces, timestamps, and public-
key infrastructures) against various well-known attacks,
including impersonation, replay, man-in-the-middle, and
others.

A wide informal security analysis is made to explain how
certain threats are mitigated by design. In addition to the
informal analyses, the CoMAD protocol is also formally
tested with an automated formal security protocol verifica-
tion tool called Scyther. Results of the tests provide a com-
plete verification of the authentication and secrecy claims of
the protocol for all defined use-cases and arbitrary network
instances. Moreover, we have disclosed some performance-
wise benefits of adopting CoMAD in drone swarms.

CoMAD makes use of a centralized architecture, yet
we believe that introducing decentralization would yield
more flexible designs. Hence, we will work on integrating
blockchain-based lightweight authentication schemes, such
as [57], to ad-hoc drone networks as a future work direction,
which will also help to achieve post-compromise security
to some extent. Moreover, we will work on energy-efficient
measures against traffic analysis attacks that aim to reveal the
master node by observing the message traffic.
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