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ABSTRACT Wireless telecommunications systems have expanded rapidly over the past few years. Wireless
Body Sensor Network (WBSN) is a relatively novel area of research and development in healthcare systems.
However, it has multiple constraints and challenges regarding human health, social interactions, coverage
radius, energy consumption, and communication reliability. In addition, communications between nodes
can contain highly sensitive personal information, while hostile environments will impose a wide range of
security risks. Therefore, designing authenticated key agreement (AKA) protocols is a crucial challenge
in these networks. The current study, considering the security issues of the Li et al. scheme and some of
their new extensions, proposes an improved AKA protocol with anonymity and unlinkability of the sensor
node sessions. The results of theoretical analysis compared with similar schemes indicated that the proposed
scheme could reduce average energy consumption and communication cost by 41 percent. It also reduced
the average computation time by 61 percent. Furthermore, it was shown by formal/informal analyses that,
on top of unlinkability and anonymity features, other central security features in the current scheme were
similar and comparable to those in the recent and similar schemes.

INDEX TERMS Authentication, anonymity, formal verification, unlinkability, wireless body sensor

network.

I. INTRODUCTION

The infrastructural weaknesses, uncontrollable environ-
ments, and the nature of wireless communications have
brought about multiple information security challenges for
WBSN. Since guaranteeing a secure link in the session
initiation protocol necessitates a secure mutual authenti-
cated key agreement (AKA) to secure further communica-
tions, in the last decade, the lightweight authentication and
key-agreement mechanism have been addressed by several
studies.

AKA allows the server in WBSN to verify the user ID when
accessing the system and attempting to generate a session
key. Hence, in these networks using key-agreement protocols
to generate a session key between the sensor node and the
hub node is a promising solution to counter the threats and
improve security. However, providing such schemes with
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sensor node anonymity and session unlinkability has recently
become a challenge. This gap is one of the primary motives
behind the current research.

WBSN offers many advantages that make it attractive for
researchers and industries [1]. As such, WBSN has been
proposed to facilitate an effective paradigm for e-health and
telemedicine requirements [2]. Miniature sensor nodes on
the body (wearable) or inside the body (implantable) allow
dynamic monitoring of the physiological information such
as blood pressure, heart rate, and body temperature without
interfering with daily activities [3].

Especially recently, the coronavirus disease 2019
(COVID-19) has caused unprecedented restrictions in social
activities, along with the loss of lives, economic chaos,
and disruption of humanitarian aid. Despite the advance of
technological developments, research activities have shown
that several issues need further investigation for optimal
response to the COVID-19 pandemic. Upon the COVID-19
outbreak, governments and organizations have decided to
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home treatment of the mild illness patients as a precautionary
measure to reduce the risk of contagion [4].

Therefore, the application of WBSN can be an effec-
tive response to these new challenges. The main goal of
this approach is monitoring, which includes tracking and
recording the vital and significant changes in the health of
patients [5].

After introducing the IEEE Standard 802.15.6 (WBAN)
in 2012 [6], as a promising wireless technology for low-power
devices, numerous cryptography protocols were proposed
based on sensitivity, universality, and mobility of the
network [7].

Toorani (2016) analyzed the security of the IEEE
802.15.6-2012 standard. He pointed out that some protocols
had minor weaknesses that made them vulnerable to various
attacks. He also noted that such minor vulnerabilities, which
were linked to the safety regulations in the standard, could
be particularly important in medical fields that deal with
patients’ confidential and sensitive information and could be
a threat to human life [8].

In another report, Ibrahim er al. (2016) proposed a
lightweight and efficient mechanism for a mutual authen-
ticated key agreement based on the anonymity and unlink-
ability of the sensor node [9]. Their solution was highly
efficient for recourse-constrained sensors as it only employed
hash and XOR computations instead of elliptic curve
cryptography [10]-[14].

Later, Li et al. (2017) introduced an improved solution
in the two-hop network [15]. Their scheme started via pre-
deployed keys and parameters by the system administrator
and after the mutual authentication of the nodes, a new
session key was generated. The solution primarily aimed to
decrease the cost of complexity by maintaining the anonymity
and unlinkability of the sensor node during the protocol
execution.

Yeh et al. (2016) presented a secure (Internet of Things)
IoT-based healthcare protocol that worked through the body
sensor network. To simultaneously achieve system perfor-
mance and transmission robustness in public IoT-based
networks, they used robust cryptography primitives to build
two communication mechanisms to ensure confidentiality
of transmission and authentication among smart nodes, pro-
cessing units, and supporting BSN servers. In addition,
they implemented the proposed healthcare system with the
Raspberry PI platform to explain its feasibility.

On the other hand, based on the latest standards and
publications, Al-Janabi er al. (2017) examined the WBSN
communication architecture model, their related attacks, pri-
vacy requirements, and some of the main challenges of
WBSN:S. The study also involved some security measures and
advanced research in WBSN and was concluded by pointing
out some open problems and future research gaps [19].

Likewise, Salayma et al. (2017) performed a survey on
WBSN. This review placed considerable emphasis on the
main concept and features of WBSN technology. First,
the concept of WBSN was introduced and an overview of
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the key applications offered by this network technology was
introduced. Then this study examined a wide range of com-
munication standards and methods used in WBSN. Due to
the sensitivity of the information operated by the WBSN,
fault tolerance is an important issue and was widely dis-
cussed. In addition, this review thoroughly examines the
fault tolerance and reliability paradigms proposed for WBSN.
Challenging and open research topics related to fault toler-
ance, coexistence and power consumption, and interference
management were also discussed, while future trends in these
aspects were proposed [20].

Li et al. (2018) presented a successful differential fault
analysis for breaking three versions of the PHOTON proto-
col family. Using mathematical analyses and simulation of
experimental results, they showed that in order to retrieve
each message input for PHOTON-224/32/32, PHOTON-160/
36/36, and PHOTON-80/16/16, on average 86, 69, and
33 random errors were required, respectively. This was
PHOTON:’s first failure using the Differential Fault Analysis
method, which provided a new reference for security analysis
of other similar structures in WBSN [21].

Khan ef al. (2018) covered the latest advancements with
some discussion on the available radio technologies for
WBSN. In their research, some future trends and challenges
in this area were discussed [22].

Kumar et al. (2018) reviewed a mutual authentication
protocol for telemedicine information schemes in the cloud
computing environment designed by Mohit ez al. and found
that it was vulnerable to stolen verifier attacks. Moreover,
it did not perform desirably for the patient anonymity and
against the patient attack and forgery attack and failed to
protect the key session. To increase security, they introduced
a novel authentication protocol, which was also better in
terms of time calculation cost. Furthermore, the protocol
security assessment protected the flexibility of all possible
security features, while they also conducted a formal secu-
rity assessment based on the random oracle model. Finally,
the authors displayed that the performance of the proposed
protocol was significantly higher than some of the existing
protocols [23].

Ali et al (2018) investigated a user authentication scheme
for an e-healthcare scheme and found some weaknesses such
as password guessing, identity guessing attacks, user imper-
sonation, attack on smart card theft, premium insider attack,
and attack on smart card theft. To strengthen the scheme
and improve security, they developed a remote biometric-
based user authentication protocol. The proposed design was
checked by BAN logic and a valid randomized model. Infor-
mal security analysis illustrated that the proposal was secure
against malicious attacks. Also, the proposed scheme was
simulated with AVISPA, and the simulation results showed
that it was secure against passive and active attacks. The
proposed protocol was then compared with some other pro-
tocols in terms of evaluation parameters such as time calcu-
lation cost, storage cost, communication cost, and estimated
time [24].
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Kompara et al. (2019) analyzed an existing key-agreement
protocol. They discovered some weaknesses in the scheme
security. To improve security and prevent the attacker
from draining the limited resources available or gaining
access, they designed a new key-agreement protocol that
was based on the previous protocol. Their new design pro-
vided higher security while maintaining comparable energy
consumption [25].

Alzahrani et al. (2020) showed that one of the latest
WBSN-based authentication schemes was prone to session
key recovery attacks, key compromise impersonation, and
temporary session-specific information attacks. Furthermore,
they presented a WBSN anonymous authenticated key
exchange (AKE) scheme with better efficiency and secu-
rity to show the known weaknesses in the previous
scheme. In addition, they formally and informally evalu-
ated the performance of the proposed protocol using the
ProVerif automated tool and the random oracle model.
Results indicated that the protocol not only was efficient
but could also provide robust and implementable security
features [26].

Tanveer et al. (2020) introduced a new lightweight AKE
protocol for the UAV internet environment (LAKE-IoD),
which ensured mobile user authentication and the mechanism
for creating session keys between UAVs and mobile users.
The LAKE-IoD scheme was an AKE protocol based on the
AEGIS program, XOR, and hash. Accurate formal security
verification Use of Scyther and informal security showed
that LAKE-IoD was secure against some known attacks.
Furthermore, the BAN logic was used to verify the logical
completeness of LAKE-IoD. Also, comparing LAKE-IoD
with related designs, they showed that LAKE-IoD used
less communication, computing, and overhead storage [28].

Tanveer et al. (2020) presented an authentication scheme
for 6LoWPAN (LAS-6LE) environments. The LAS-6LE first
verified the accuracy of the SN transmission data, then
considered a secret key for the server and the SN to per-
form access to the information. The logical accuracy of the
LAS-6LE was verified by the BAN logic. They showed that
the LAS-6LE in the 6LoWPAN environment consumed fewer
resources than other similar designs [29].

Chen et al. (2018) rejected the unlinkability feature
between sessions that was claimed by Li ef al. and instead,
proposed an improved scheme by adding a predefined param-
eter and hash functions [30]. In addition, Khan et al. (2018)
cast doubt on the anonymity of Li’s protocol [31]. The
authors proposed an improved scheme by employing the
additional hash functions and an auxiliary parameter for
mutual authentication, however, their scheme increased com-
putational complexity. Recently, Kompara et al. (2019) could
improve it to a low-complexity robust scheme. They showed
that Li’s scheme required session unlinkability and protocol
structural integrity, as well as higher security against threats
such as jamming [32].
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TABLE 1. Symbols and abbreviations.

Symbol Description
SA System Administrator
N First Level node-Sensor Node
IN Second Level Node/Intermediate Node
HN Hub Node
idn Identity of SN
id Short identity of First level sensor node
KN Secret key of Hub Node
Ky Secret key-parameter of Sensor Node
rN,TH Temporary secret parameters as a nonce
an,bn Authentication parameters

m1,ma2, m3, ma | Auxiliary parameters required for authentication

tN,tH Timestamp generated by SN-HN
te, t’c Constant message received time
kg Session Key to be agreed upon
h(.) one-way hash with Collision-resistant property
I Concatenation
D Bitwise XOR
X—=>Y: M Entity X transmit the message M to entity Y

via a public channel

A. ABBREVIATIONS AND ACRONYMS
The SN is assumed as the second-level node and contacts
the HN via the intermediate node (IN). If the SN is assumed
as the first level node, the scheme can be adapted to direct
communication with the HN. Table 1 shows the symbols and
abbreviations used in this paper.

In this paper, h:{0, I}* — {0, 1} is also assumed as a
powerful hash function.

Il. MOTIVATIONS AND CONTRIBUTIONS
Despite introducing some improved schemes, there are still

limitations in WBSN communications. Therefore, based on
the reviewed schemes above, the current study attempted to
propose a lightweight scheme suitable for two-hop or two-tier
centralized WBSN. One of the key characteristics of sensor
nodes in wireless networks is their passive mode, which is tied
to the protocol design. Accordingly, we aimed at reducing the
online/live statement in a special period or reducing the chan-
nel rate to run an efficient key agreement protocol. Therefore,
in the present paper, when we discuss the nature of the
sensors, it means that the sensor node does not need to be
always active/present/online to create a new session key. The
contributions of this paper are as follows:

1) Optimizing protocol structure via refreshing the aux-
iliary authentication parameters at the beginning of
each session without the requirement to update the pre-
deployed parameters to decrease waiting-time;

2) Unlinkability between the subsequent sessions of a
sensor node according to the anonymity;

3) Validating the security of the new scheme via official
(formal) and non-official proofing;
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FIGURE 1. Three-tire WBSN network architecture.

4) Reducing the computational complexity, energy con-
sumption, and transmission bandwidth of the network.

This article is organized as follows: Section III discusses
the system model. Section IV presents the proposed scheme,
and Section V analyzes conventional security attributes. Next,
Section VI presents a formal verification of the scheme using
the Scyther tool. In Section VII by evaluating the efficiency
of the proposed scheme and comparing it with a previous
scheme, its computational and communication costs and
energy consumption are discussed. Finally, the conclusion is
given in Section VIII.

lIl. THE SYSTEM MODEL
Figure 1 illustrates how the general WBSN architecture can
be classified into a three-tier architecture [33], [34].

1) Tier-1 (Intra-BAN): consists of physical sensor nodes
and personal servers (i.e. a smartphone or smartwatch).

2) Tier-2 (Inter-BAN): a layer that adds an access point to
the network, in a way that the personal server connects
and routes to other wireless networks.

3) Tier-3 (Beyond-BAN): consists of other wire-
less or public area networks that transmit the collected
data to the caregiver terminal database (CT).

The centralized two-hop or two-tier network proposed by
Li et al. consists of three node types (Figure 2):

1) SN or N: the second-level node (i.e. the sensor node
implanted in the body). These nodes, due to resource
constraints, usually have limited computational and
communicational power.

2) FN or IN: the first-level node that can also be
referred to as the intermediate or coordinator node
(i.e. smartphone or smartwatch) which has a higher
computational and communicational power and stor-
age, compared with the SN.

3) HN: the hub node or a local server (e.g. personal com-
puter). This node has higher computational power and
resources than others. Hub nodes are assumed to be
always in the range of INs.

The HN and IN are the intermediate parts of the body
sensor network and occupy the second level of the network.
The link between the IN and SN is the internal part and is
assumed as the first network level. Note that HN is outside the
coverage area of SN, therefore immediately after monitoring
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FIGURE 2. Two-tire WBSN model.

and collecting vital signals, SNs in the internal part send the
vitals of the patient to the HN via the IN.

The HN retains patients’ authentication data and processes
them after collecting the vital signals from the internal part.
Then, based on the priority of critical information, HN trans-
mits the signals to medical service servers.

In the scheme of Li et al., the security prerequisites follow
the Dolev-Yao threat model [35]. We also followed the same
model in our proposed protocol. In the Dolev-Yao threat
model, the communication between two entities is accom-
plished over a public (open) channel, and an adversary will
have full control over the communication channel. Therefore,
the adversary can alter, eavesdrop, insert, and delete forgery
messages that are transmitted during the communication.
In addition, it is assumed that the adversary can physically
capture one or more sensing nodes in the network and can
steal all sensitive information stored in the captured sens-
ing nodes which utilize the strength analysis attacks. In our
proposed protocol, we follow the Dolev-Yao threat model.
Furthermore, the HN is assumed trustable in the current
study; nevertheless, the adversary may penetrate the HN
database and tamper with or steal the data. Note that only
the master key of the HN is assumed completely inaccessible
to the adversary. Also, any SN may be captured, meaning
that the adversary can extract the secret information stored in
the sensor memory. Thus, we use the threat model utilized in
Li et al. scheme, too.

IV. THE PROPOSED PROTOCOL SCHEME

Similar to previous schemes [9], [15], [30]-[32], the proposed
scheme consists of three phases; the initialization and reg-
istration phases are performed by the system administrator
in a secure environment, whereas the authentication phase is
conducted in a public channel using a new idea.

A. INITIALIZATION PHASE

In this phase, the system administrator initializes the hub
node HN and assigns a master key Kyy to HN. Then the
administrator stores Ky in the HN memory.
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B. REGISTRATION PHASE

In this phase, first the system administrator registers the
sensor node by devoting a unique ID (called idy ) and a secret
parameter (Ky) generated for the SN in the network. Then
Eq. (1) and (2) are computed and the tuple < idy, ay, by >
is stored in the SN memory.

ay = h(idy || Ky) ()
by = Kun ® Ky @ idy (2)

Finally, a table containing all Ky values assigned to the
nodes as well as all ay values computed by the corresponding
Ky is stored in the HN memory. If there is an IN in the net-
work, SA picks a short unique ID (called id ,/N) and stores it in
IN memory. The id}y is also stored in the HN memory. Note
that, the Kgy from the previous phase is already stored in the
HN and therefore, the tuple < id;y, Kgn, T(Kni, ani) > is
stored in the HN memory.

C. AUTHENTICATION AND SESSION KEY

AGREEMENT PHASE

In the authentication phase, SN attempts for an agreement on
the session key (Kg) as an anonymous mutual authentication
with the HN (Figure 3).

Step 1: SN — IN :< mj,my, ty >. The SN generates a
timestamp #y and a temporary secret parameter ry as a nonce.
Then it computes authentication parameters (Eq. 3 and 4) and
sends the tuple < my, mo, ty > to the IN.

mp =ay @ry 3)
my = ((idy @ by) || tn) ® (v || 7v) @

Step 2: IN — HN :< my, my, ty, id;y >. The IN adds its
own ID (id},, ) to the received message without changing the
message, and then transmits the tuple < my, mo, ty, id[’N >
to the HN.

Step 3: HN — IN :< m3,my, ty, id;y >. First the HN
checks and verifies id;,, based on the value it has stored in
its memory. Then it verifies the timestamp #y via the default
validation (Eq. 5), where f¢ and Ar denote the reception
time of the message and the maximum transmission delay,
respectively. If authentication fails, the protocol execution
halts. The condition for security is also defined as follows:
At is smaller than the minimum attack time #,,;,(At < t).

e — ty] < At )

After verifying the received data, HN has to check and
compute Eq. (6) for authenticating the SN.

my ® (Kuy | tv) = (K || (02 @ (ty @ (ay || m1))  (6)

Therefore, HN has to search in the stored table T (Ky;, ayi)
and check for correct (Ky, ay) pairs for Eq. (7). If the cor-
rect (Ky, ay) pair is not found, authentication fails. After
verification and successful authentication, the timestamp 7y
is generated and the temporary secret parameter gy will be
picked by the HN. Then Eq. (7) and authentication auxiliary
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parameters Eq. (8) and (9) will be computed for mutual
authentication.

ry =m; @ay @)
m3 =ay ®ryg (®)
my = Ky ® Kny @ han || v || ra) 9

Then, the new session key (Eq. 10) will be generated and
stored. At the end of this step, the tuple < ms, ma, ty, idjy >
will be transmitted to the IN.

Ky =h(my || rn llan I re | v [ ma || 1m) (10)

Step 4: IN — SN :< m3, my, ty >. Here the IN acquires
its ID (idyy) and if the ID is validated, the rest of the received
message < ms3, mq, tg > will be sent to the SN.

Step 5: . N. The SN receives the tuple < mg3, my4, tg >
and verifies the timestamp ¢z . Then, it computes Eq. (12) and
verifies Eq. (13).

)
ltc —tu] < At (11)
ry = m3 P ay (12)

If Eq. (13) is not satisfied, the authentication phase will
fail and the SN will retry the protocol execution. Therefore,
after mutual authentication, the session key (Eq. 14) will be
computed and stored in its memory to be used in the next
communications.

)

my @idy ® by = hay || v || TH) (13)
Ke=h(my vy llan v | tv || ma || ty)

(14)

V. SECURITY ANALYSIS OF THE PROPOSED PROTOCOL
In this section, some of the common WBSN attacks along
with the security of our proposed scheme against these attacks
will be discussed.

A. ANONYMITY AND SESSION UNLINKABILITY

We showed in the proposed scheme that even in the case of
observing all communications via the protocol, the adversary
could not learn the ID of any SN, because idy was not
transmitted in the public channel. Parameter m; has the value
ay and idy that are protected by the one-way resistant hash
function in Eq. (1).

Further, the ID in m, is combined with temporary random
parameters ry, fy, and the secret ky, as well as the kg secret
key.

In addition, because m; and my values are refreshed by
fresh secret random parameters in each session, the adversary
cannot link a session with another successfully completed
session of the same SN. Unlinkability is a more outstanding
feature than anonymity, which protects the generation process
of a session key in the protocol from leading to tracing the
corresponding SN of the session.
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(my,my, 1)
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-Checks if |t — 1| < At
-Checks if ’
£
m, © (K [11)=(Ky [1(0)") D (1 || (m, D ay))
*Search and Find valid pair (K, ,a, ) from
i 7 : 7}
the T(K,,,a,,) for equalization, else reject. E
=
-Generates 1, =
-Picks a random r, E
-
-Computes m, =a, ®r,, r,=m Da, , F
m,=K,, @K, ©h(a,llr,ll7,) 3
o K.s‘:h(mlnn\.r”aﬁ||rf;||r‘v||m4”rg)
- Finally, Stores session key K.
(my,my,ty,id ")
(m;um.q.o"‘,q)
<€
-Checks |r'o—1,| < At
-Computes r, =m, D a,
-Checks if 5
m, ®id, ®b,=h(a, ||r, 1)
K =h(m|Iryllay 17 |12y 11m, 12,)
Finally, Stores session key K.
FIGURE 3. Authentication and key-agreement phase of the proposed scheme.
B. EAVESDROPPING ATTACK to the anonymity feature, they cannot use transmitted

In the authentication phase, the adversary can listen messages to obtain ay and Ky values of the SN to
to and store all transmitted data, however, according compute Kj.
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C. IMPERSONATION, REPLAY AND MAN IN

THE MIDDLE ATTACKS

Here, the adversary follows two goals: (1) deceiving the
parties by impersonating a legal partner and (2) selecting the
best strategy to correctly take a wild guess at session key
identifying against a bit string equal to the key length. There-
fore, due to using a timestamp, if a temporal inconsistency is
detected (i.e. [tc — ty > At or It’c —ty| > At), the message
will be rejected. In addition, the fresh random values of ry
and ry do not reveal any modifications in the transmitted
message, hence, the adversary needs to be able to change
the parameters of transmitted messages to spoof messages.
However, for this purpose, the adversary needs to know idy,
ay, and by, a task which is impossible via eavesdropping
unless the adversary captures the SN. Nevertheless, compro-
mising the Kgy is not possible and it is assumed completely
beyond the reach of the adversary according to the Dolev-Yao
threat model. On the other hand, it will be protected by the
random temporary value of Ky in Eq. (2).

D. SENSOR NODE CAPTURE ATTACK AND

INTRUDING TO THE IN

Suppose the attacker can physically capture the sensor node.
In this case, it should be noted whether other sensor nodes
in relationship with the hub node will be compromised as
a result of the forgery and disclosure of the captured sensor
node or not. Hence, disclosure or forging of the sensor node
tuple < idy, by, ay > will not provide any important infor-
mation to the adversary. Owing to calling ay = h(idy || Kn),
the adversary is not aware of the secret Ky and this secret
value is protected by the one-way hash function.

On the other hand, by recalling by @ idy = Ky D Ky,
the adversary has no information about secret values of Kgy
and K}y, so the other sensor nodes will no longer be affected
by this attack. Although the adversary is capable of stealing
the IN (e.g. the smartphone) and penetrating it, they cannot
impersonate the secure communication between the SN and
HN. This is because there is no required long-term parameter
stored in /N memory for the adversary’s calculations and the
only parameter stored in its memory is the 16-bits ID, which
is used only for authentication by the HN and IN itself.

E. JAMMING AND DE-SYNCHRONIZATION

An authentication scheme is susceptible to a desynchroniza-
tion attack if it requires the two parties to update their status in
synchronism. Therefore, although an authentication attempt
by an adversary is blocked, the SN can still retry authentica-
tion requests using the previous Ky and ay . Since HN stores a
list of (Ki, ay;) values (i represents the sensor node number)
in the memory, it can constantly keep up and synchronize
itself with the repeated SN requests.

F. FORWARD AND BACKWARD SECRECY
This security feature indicates that if the session key is
revealed, the previous and next session keys are not exposed.

VOLUME 9, 2021

hashfuncticn h;

const xor : Function;

const cat - Function:

protocol whsn (M, IN, HM)

rale M

const idn,rm, khn, kn tn than,rh;

frash an: Nonce;

frash rn: Monce;

macro an = hiign kn);

send_1(M,IM, xor(an,rn), /fmZ
woricat{xor{idn,xor{xor{khn,kn),idnl) tn),cat{rn tn}), /im2
tni:

recy_4IM M, xor{h{idn,kn),rk;,
xorixorikhn kn), hicatih{idn, kn),catirn, rn)] b, thi;
Claim_nl{M,5ecret,

xorjcat{xor{idn xor{xor{khn,kn},idn)},tn),cat{rn, tn}));
claim_n2{N,5ecret, xorixorikhn, kn),idn));
Claim_n3{M, Secret, xorian,rm’);
claim_n4{N,Niagree];

claim_n5{M,Misynch);

claim_ng{M, Secret (khn));
claim_n?{M,Secret (kn));
claim_n&{M,5ecret,(rn));

Claim_n9{M, Secret (rh));
Claim_n10{N,5ecret (an));

claim nll{M Secret tidn 1y

}

FIGURE 4. The SPDL code of the proposed scheme (1).

While session keys can be obtained by capturing a node,
Eq. (10) and (14) are protected by a one-way hash function
as well as random, fresh, and dynamic temporary parameters
from the same session.

VI. FORMAL VERIFICATION VIA SCYTHER

This section uses the Scyther tool [28], [36], [37] according
to the formal proof to verify the security of the proposed
scheme. This tool uses the Dolev-Yao threat model as well as
modifying encrypted schemes and is designed to forge infor-
mation, automate authentication, and analyze the properties
of security protocols [32]. The Scyther tool is developed by
Python and uses the security protocol description language
(SPDL). The written language can be modeled by the com-
mand line interface (CLI) and display a window using the
security verification outputs against different attacks. Fur-
ther, if an attack is detected, it can use the graphical user
interface (GUI) to illustrate a graphical view of the detected
attack [32]. Since this tool can be applied to test the claims
that are defined by the tool itself, the written codes follow-
ing the security verification of the authentication phase of
the proposed scheme are presented at the end of this paper
(Figures 4 to 7).

VII. EFFICIENCY ANALYSIS
This section checks and calculates the storage space, com-
putational costs, and energy consumption of the SN and HN
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role IN

{

const idin idn,rn, khn koo, rhan, th;

var an: Monce;

recy_1iM,IM, xor{an,ra), /ml

woricat{xor{idn xor{xor{khn, kn),idn)),tn),cat{rn tn}), //m2
tnj;

send_2(IM,HN, idin,

wor{an,rn), ffml

woricat{xor{idn xor{xor{khn, kn),idn)),tn),cat{rn tn}), //m2
tny;

recy_L3THM,IM, idin, xor{hfidnkn)rh),
wor{xor khn kn) hh{idn knj b)), th);
send_4{IM,MN, xar{h{idn knj rh)

wor(xor khn kn) hicat hildn, kn)catirm,ri}) )], thl;
claim_inl{IM Secret,
wor{cat{xor{idn,xor{xor{khn,kn),idn)} tn),cat{rn tn}]);
clzim_in2{IM Secret, wor(xor(kan, kn) idn});

clzim in3{IM 3ecret, xorfan.rm)l;

clzaim_in5{IM, Mizgree);

clairm_in&{IN, Misynch);

clzim_ing{IM Secret, (khn));

claim_in7{IM Secret, (kn));

claim_in8{IMN Secret,(rn));

claim_inS{IM Secret,(rh));

claim_inl0{IM, Secret,an));
claim_inl1{IM, Secret, (idn)];

1

FIGURE 5. Continue. The SPDL code of the proposed scheme (2).

role HM

{

const idn,idin,rn, khn &n,tn,th,an,rh;

var an: Nonce;

fresh rh: Monce;

recy_2{IMN HN, idin,

®orian,rn), ffml
wor{cat{xar{idn, xor{xor{khn, kn),idn)),tn),catirn, tn}), //m2
tn);

send_I3[HM IM,idin, =or{hiidn kn],rh),
xor{xor(khn kn), h{cathiidn kn),catirm ril)), th;
claim_hnl{HM, ecret,
xor{cat{xor{idn,xor{xor{khn,kn},idn)},tn),cat{rn tn}));
claim_hn2{HM, 2ecret, xor(xonkhn kn) idn));
claim_hn3{HM, Secret, xor(an, rh)};
claim_hnS{HM, Niagree);

Claim_hn&{HM, Nisynch);
Claim_hn&{HM, Secret, (khn));
claim_hn7{HM, Secret, (kn));
claim_nn2(HN,Secret, (m)); |
Claim_hnS{HM, ecret, (rh));

claim_hn10{HM, Secret,(zn});
claim_hn11l{HM,Secret (idn));

H

3

FIGURE 6. Continue. The SPDL code of the proposed scheme (3).

on the same simulated device. Also, the communication cost
(required bandwidth) is evaluated by the length of transmitted
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e i, T L)

FIGURE 7. Security verification of the proposed scheme obtained by
Scyther.

messages. Finally, the efficiency of the proposed scheme is
compared with a number of previously proposed schemes.

A. STORAGE REQUIREMENT

According to Li et al. (Section III), |idI/N| is 16 bits and
ltn] = |tg] = 32 bits. Since the hash function uses the
SHA-1 algorithm, and the output |ay| is 160 bits, the other
parameters including |idy |, |by |, [N 1, |71, KN, |KaN |, and
|K| are also assumed to be 160 bits. Therefore, the storage
space required by the SN (|idy, ay, by, K;) is 640 bits while
the HN storage ( |Ks; and |id}y, Kgn, T (Kyi, an;)|) is 480n +
16m + 160 bits, where m is the number of INs and » is the
number of SN (see Table 3).

B. COMPUTATIONAL TIME AND COST

Assume t,, denotes the computational time of XOR oper-
ation and #, as the computational time for the 160-bit hash
function. Note that, ty,, is extremely small, compared to
ty, and thus we can assume fty,, =~ 0. Accordingly, in the
proposed protocol, the computational costs for the SN and
HN are obtained by Eq. (15) and (16). To measure the
computation time of cryptographic primitives in a hardware
simulated environment, a 32-bit Cortex-M3 microcontroller
with a memory of 512 KB and a frequency of 72 MHz was
utilized [38]. Recalling a SHA-1 hash function also takes
0.06 ms [38]. Collectively, the computation time for two hash
functions using SHA-1 is given by Eq. (17) (see Figure 8 and
Table 3).

2th + 6t_xor (15)
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FIGURE 8. Computation time.
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FIGURE 10. Communication cost.
2t + (2n + 5)tyor (16)
Toy =2 % 0.06 = 0.12ms (17)

C. ENERGY CONSUMPTION

The consumed current by the microcontroller in Section VII
at room temperature (300K or 27°C) and in an active
mode with a rated voltage of 3.3 V is 36 mA [27]. There-
fore, the power consumed in the active state was equal
to 118.8 mW, which shows a very low power consump-
tion. Hence, according to Section VII, it is possible to use
the power consumption during approximation computations.
Accordingly, the energy used by either the HN or SN with
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TABLE 2. Bandwidth used (communicant cost) per message (bit).

Ibrahim Li Chen | Khan | Kompara our

Steps [9] [15] [31] [32] [33] scheme
SN — L 480 672 672 832 512 384
IN - HN 640 688 672 832 528 400
HN — IN 640 656 640 800 496 368
IN - SN 480 640 640 800 480 352

TABLE 3. Comparing the efficiency features running on simulated
micro-controller 32-bits cortex-m3 at 72MHz.

Schemes | Node Storage cost Cost (cycle)
Ibrahim SN 480 bits 5ty + 2tzor & Bty
9] HN 480n+160 8ty + dtzor = 8ty
Li SN 640 3ty + Ttzor = 3ty
[15] HN 160(n+1)+16m 5ty + 12tgor =~ 5ty
Chen SN 800 5ty + Stror & 5ty
[30] HN 160(n+1) 8ty + 1ltgor ~ 8ty
Khan SN 640 5tp + 9tzor & 5ty
[31] HN 160(n+1) Tty + 14t por = Tty
Kompara SN 640 3tp + 6tyor =~ 3ty
[32] HN | 640n+16m+160 | 5ty + (n + 7)tzor = 5tp,
our SN 640 2ty + 6typor = 2ty
scheme HN | 480n+16m+160 | 2ty + (2n + 5)tzor = 2ty

TABLE 4. Comparing the efficiency features running on simulated
micro-controller 32-bits cortex-m3 at 72MHz (Continue of Table 3).

Schemes Node | Time (ms) | Energy(mJ)
Ibrahim SN 0.30 0.036
[9] HN 0.48 0.057
Li SN 0.18 0.021
[15] HN 0.3 0.036
Chen SN 0.3 0.036
[30] HN 0.48 0.057
Khan SN 0.3 0.036
[31] HN 0.42 0.05
Kompara SN 0.18 0.021
[32] HN 0.3 0.036
our SN 0.12 0.014
scheme HN 0.12 0.014

two hash functions are given by Eq. (18), (see Figure 9 and
table 4).

Ey = Epy = (0.12 x 118.8)/1000 = 0.014mJ  (18)

D. COMMUNICATION COSTS

As indicated by the authentication steps, when SN — IN :<
my, mp, ty >, the message is 384 bits whereas when IN —
HN < my,mo, ty, id;N >, the message is 400 bits. In the
return path, when HN — IN :< m3,my, ty,id;y > the
message is 368 bits and in the last transmission, IN — SN :<
m3, my, ty > the message is 352 bits. These outputs imply
that, compared to its previous counterparts, our proposed
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scheme uses less bandwidth, as shown in Figure 10 and
Table 2.

VIil. CONCLUSION
In the current research, a lightweight mutual authentica-
tion key-agreement protocol was proposed for a two-tier
WBSN in the centralized mode. Since body sensors are highly
energy-constrained, here we showed that the balance between
security and performance could be maintained, while at the
same time taking into account the passive mode of sensor
nodes as an inherent feature. Accordingly, in each session,
the previous auxiliary parameters were refreshed before the
first authentication request by the SN and consequently, there
was no need to update predefined parameters. As a result,
the auxiliary equations and hash functions were applied less
than the protocols presented in Table 3, while a proper bal-
ance between performance and security was retained too.
Concerning security, while maintaining the two criteria of
anonymity and unlinkability between sessions, we investi-
gated common vulnerabilities using the Scyther security veri-
fication tool. In this analysis, our proposed protocol exhibited
desirable security. On the other hand, compared to other
schemes, the SN and HN respectively consumed 53 and
70 percent less energy while also reducing the computa-
tion time by 52 and 70 percent, respectively. Furthermore,
compared to previous schemes, the proposed scheme could
decrease communication costs by 41 percent.
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