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ABSTRACT Various cancelable biometric techniques have been proposed to maintain user data security.
In this work, a cancelable biometric framework is introduced to satisfy user data security and keeping the
original biometric template safe away from intruders. Thus, our main contribution is presenting a novel
authentication framework based on the evolutionary Genetic Algorithm (GA)-based encryption technique.
The suggested framework produces an entirely unrecognized biometric template by hiding the whole
discriminative features of biometric templates; this is with exploiting the outstanding characteristics of the
employed Genetic operations of the utilized encryption technique. Firstly, the GA initiates its search from
a population of templates, not a single template. Secondly, some statistical operators are used to exploit the
resulting initial population to generate successive populations. Finally, the crossover andmutation operations
are performed to produce the ultimate cancelable biometric templates. Different biometric databases of
the face and fingerprint templates are tested and analyzed. The proposed cancelable biometric framework
achieves appreciated sensitivity and specificity results compared to the conventional OSH (Optical Scanning
Holography) algorithm. It accomplishes recommended outcomes in terms of the AROC (Area under
the Receiver Operating Characteristic) and the probability correlation distribution between the original
biometrics and the encrypted biometrics stored in the database. The experimental results prove that the
proposed framework achieves excellent results even if the biometric system suffers from different noise
ratios. The proposed framework achieves an average AROC value of 0.9998, an EER (Equal Error Rate)
of 2.0243 × 10−4, FAR (False Acceptance Rate) of 4.8843 × 10−4, and FRR (False Rejection Rate) of
2.2693× 10−4.

INDEX TERMS Cancelable biometrics, GA, OSH, crossover, mutation, AROC, EER, FAR, FRR.

I. INTRODUCTION
Biometric recognition has been improved speedily and is
almost used in our life daily. The biometric techniques rec-
ognize and verify the unique features accurately, rapidly,
and appropriately to control the entry process in dedicated
systems or applications [1]–[3]. It is essential to control the
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access process and prevent intruders from compromising or
recognizing the original templates.

User Biometrics are divided into physical features and
logical features [4], [5]. The unique physical features are
defined as the face, iris, retina, palm print, and fingerprint, but
the features which are called logical or behavioural features
are measured by the behaviour of the body and its reaction
against the different circumstances such as voice, signature,
keystrokes pattern, and walking style.
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All of these biometric techniques measured traits or char-
acteristics of our human body, which are employed to verify
that no intruders can access or control the access to the ser-
vices rendered [6]–[8]. Traditionally, tokens and passwords
are applied to prevent the cryptographic key from being
stolen or compromised for an adequate system or application.
Same passwords have been used across various applications
by most persons and never vary these tokens to make it
easy when applying different long passwords for various
applications. If an intruder tries to access the system and a
piece of the private password is compromised, it may violate
privacy for many services [9]. Institutions look forward to
keeping their documents safe and improve a service network
to dedicate illegal access to them. Verification and identi-
fication are used to confirm that the authorized entry can
only get into the correct and secure position. Authentication
by traditional techniques, specifically personal identification
numbers (PINs) and passwords, has been applied over the
years. Nowadays, we have been used magnetic cards and
PINs for more safety [10]–[12].

Some disadvantages associated with the traditional ways
come up because they identify some characters possessed
by the owner rather than recognizing the owner itself, who
indeed owned them. These tokens can be exposed by stolen
or lost, so any intruder can easily be entered or controlled
by the system. There is a new approach in authentication
systems that exploit biometrics in various fields as govern-
mental services, commercial applications, knowledge-based
systems, tokens-based systems, and applications related to
forensic evidence that depend on human-being supervision
recognize biometric [13], [14].

When an application needs a high level of privacy, system
security is not reliable, so biometric features must be secured.
It improves the confidentiality and accuracy in recognizing
individuals [7], [8]. The biometric system is represented by
four main stages of the input device (sensors), image signal
processing, dataset storage, and output device [15], as shown
in Fig. 1. In the identification process based on conven-
tional biometric techniques, datasets of dedicated features
are obtained, and distinctive characteristics are excluded and
stored immediately in the cloud during the enrollment stage.

Valuable security properties have been achieved by
biometric-based authentication techniques, specifically in
telemedicine services, to secure user information of offline
password attacks [15]. In conventional biometric iden-
tification and authentication techniques, cross-matching
(diversity) and cross-application invariance are the major
challenges that make an obstacle towards these systems
because all services and applications involved in user biomet-
rics can be easily hacked, so the information of the users will
be easily tracked [16], [17]. Therefore, biometric encryption
techniques achieve high privacy with security and uniqueness
for authorized individuals. Encryption keys provide increased
protection to the biometric cryptosystems. In these cryptosys-
tems, the genuine biometric features are not kept directly
in the cloud, but they are initially processed and converted

into deformed templates called noise templates (encrypted
images) [18], [19].

Biometric template techniques are divided into helper-
data-based schemes and cancelable biometric schemes.
Biometric protection algorithms should achieve three main
concepts for privacy, which are: (1) unlinkability, where vari-
ous secured templates must be applied for various services to
prevent cross-matching attacks, (2) irreversibility, to provide
high protection against the recovery of the original biomet-
ric templates, and (3) confidentiality, which means that the
authorized biometric feature must be secured against intruder
access. In the helper-data-based method, user information is
dependent on the authorized template. In addition to that,
helper data provides the recovery and makes the secret key
is accessible during the authentication operation. The most
famous techniques for cancelable biometric templates are
fuzzy schemes, especially the fuzzy vault scheme involved
in the helper-data methodology.

In [20], the descriptors of the fingerprint are connected
to provide high performance during the matching process
and the privacy of a fuzzy fingerprint vault. The obstacles
and restrictions that face the key binding scheme during
the generation of the converted form of templates and the
matches are obtained by exchanging the fuzzy commitment
schemewith an error correction code (ECC). In cases of unau-
thorized attacks, renewability and revocability are the most
widespread problems facing the biometric cryptosystems that
effectively enter the system and identify the stored template
features. Besides, biometric cryptosystems suffer from vari-
ous attacks [21]. Transformations can be identified as repet-
itive alterations applied to the original biometric template to
convert it to the unrecognized image before being stored.
These transformations are one-way functions used for the
extracted features that enhance the diversity and unlinkability
properties. The same biometric template can be suffered from
different transformations for various services to forbidden
cross-matching between stored biometrics in various cloud
datasets [13], [22]–[26].

Another type of cancelable biometric system is called a
hybrid approach. It combines two ormore template protection
techniques [27]–[30]. One of the most advanced alternatives
to produce a deformed biometric template is to apply data-
dependent cryptography. In [31], user fingerprint templates
can generate cryptographic keys of an encryption scheme
for fingerprints. Therefore, it is sophisticated or impossible
for the intruder to impose the secret keys without prior user
features. Random projection and discrete Fourier transform
have been applied on the genuine templates as a cancelable
method to cover all features of the original biometric tem-
plates [32]. This kind of deformation makes the reach to
the authorized templates very hard and complex, increasing
the security against violating the biometric system. In [33],
a biometric security technique was employed to the original
feature vectors to generate secured templates utilizing the
K -nearest neighbour approach. PIN and random salting are
applied to the original templates to produce cancelable ones.
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FIGURE 1. Cloud-based biometric authentication IoT system.

In [34], hash coding was employed as a one-way transforma-
tion technique, which serves the revocability and linkability
to achieve an acceptable degree of the performance of the
biometric system.

In remote surveillance systems, authentication techniques
involved on the internet of things (IoT) devices is essential
to IoT security because it participates in preventing unau-
thorized person entry to IoT networks, as shown in Fig. 1.
Biometric data is an interested authentication manner due
to its merits over old-way password-based authentication
techniques. Although the protection of biometric data itself
is essential, the original biometric data cannot be substituted
or altered if compromised. Examples of the standard physical
features used in IoT biometric authentication systems are
the face, fingerprint, iris, palmprint, and RNA (Ribonucleic
acid) biometrics. The choice of a specific trait has developed
according to the need of the applied authentication system.
For instance, voice traits are convenient in Android devices
because the mobile phones’ built-in set is sensitive to vocal
characteristics.

The essential principle of the IoT biometric recognition
system is its ability to recognize the authorized users and
the unauthorized users who are not assigned to the system,
as shown in Fig. 2. Fingerprint and face modalities-based

authentication systems are the most powerful and common
traits for user authentication in IoT systems. Fingerprint
modality consists of specific details called minutiae. So,
minutiae provide unique spatial distribution for each user.
Several enterprises have been applied automated fingerprint
identification systems for guarantying security and privacy.
Besides, many commercial and civil applications exploit
fingerprints for authentication. Face authentication systems
use the physical relation between the spatial distribution of
involved traits such as nose and eyes because the face traits
have a high level of specificity at various circumstances [35].

In the proposed work, the crossover and mutation oper-
ations of the utilized GA encryption scheme are employed
to generate a cancelable biometric template. The proposed
cancelable biometric authentication framework has two dis-
tinct steps, which are called substitution and mutation. They
are performed to scramble the pixel values of the biometric
image to decrease the correlation amongst adjacent pixels.
Thence, the proposed authentication framework is mandatory
in biometric-based IoT systems to provide privacy and confi-
dentiality to the biometric system.

Figure 3 illustrates the steps of the Genetic algorithm.
Figure 4 presents the flowchart of the proposed cancelable
biometric system used in this paper. First, the biometric
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FIGURE 2. Biometric recognition process: (a) Verification (b) Identification.

FIGURE 3. Main steps of the Genetic algorithm.

image is converted to its RGB components after employ-
ing permutation to its rows and columns. After that, each
sub-section is considered an image with (W × H ), where
H and W are the height and width of an image. This image
is splitted into a group of N vectors of length L (L = 32
bytes is utilized). Subsequently, the crossover and mutation
operations are applied to these vectors (rows\columns). If the
histogram of the cancelable image becomes uniform, these
offsprings are accepted, and another sub-image is selected
from another image component with the least distributive
histogram. Otherwise, another sub-image from the current
image component, with less distributive histogram, is picked

up, and the above process (from the second step) is applied
until the cancelable biometric image has resulted from the
GA-based encryption stage. The algorithm proceeds very
fast, and the cancelable biometric image has a higher distri-
bution probability of pixel values.

The remainder of this research is planned as follows.
Section II presents some previous works. Section III offers
the proposed cancelable biometric authentication framework.
Section IV gives the descriptions of the utilized authenti-
cation and quality evaluation metrics. Section V introduces
the performance comparative analysis and simulation results.
The concluding remarks are summarized in Section VI.

II. RELATED WORK
The cancelable biometric techniques are employed for pro-
viding deformed copies of the biometrics in the verification
operation [36], [37]. In hacking scenarios, it is possible to
eliminate or alternate the authorized features if necessary. The
cancelable biometric concept is committed to maintaining the
high accuracy level of the stored biometrics to increase users’
privacy.

Ali and Tahir [38] introduced an authentication system
for iris recognition. It is based on the combination of non-
invertible transformations and encryption for concealing the
iris template. They accomplished a detection rate of 99.9%.
In [39], different security tools are presented for face identi-
fication. They have used various operations for the extrac-
tion of geometric features. Another algorithm is presented
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FIGURE 4. Flow chart of the GA-based cancelable biometric
authentication proposed framework.

dependent on producing encrypted templates after applying
Gabor filters. In this algorithm, two types of chaos maps were
introduced that are logistic and modified logistic maps. This
algorithm accomplished 99.08% accuracy and 1.175% EER
with the chaotic logistic map. In [40], the authors presented
a DRPE-based authentication system for face biometrics.
The bio-convolving algorithm was employed to accomplish
both security and privacy for the users’ faces. Furthermore,

the same authors in [41] introduced an authentication frame-
work for multi-biometrics. It is based on merging various
features of the biometric patterns. The FRFT-based algorithm
is used to produce a one-way iris template. The encryption
keys, RPM 1 and RPM 2 are used in the presented cancelable
biometric scheme. One of these keys, RPM1, is the first phase
mask for the left iris feature vector, and the second one is for
the right iris feature template of the person itself. Simulation
results showed that the introduced scheme improves privacy.
In addition to that, it accomplished an EER of 0.63% and an
accuracy of 99.75%.

Cancelable fingerprint recognition techniques apply a fea-
ture extraction operation in a repeated way. Ratha et al. [36]
introduced a cancelable geometric approach for fingerprint
identification. It is based on the deduction of feature pix-
els and the deployment of polar and Cartesian coordinate
systems to produce cancelable features of the fingerprints.
This algorithm achieves a high accuracy level of privacy and
security while preserving cancelability. In [37], the authors
introduced a security algorithm for fingerprint detection that
depends on several spiral curves using fuzzy concepts. The
fuzzy commitment algorithm was adopted for ciphering the
detailed characteristics. This algorithm provides an equal
error rate (EER) of 1.17%.

The OSH technique was introduced by Korpel and Poon
in [42], which exploited a one-pixel sensor to register the
hologram of a three-dimensional object through a sequen-
tial scanning operation that was applied in a row-by-row
order. The optical scanning holography is deduced from the
concept of heterodyne optical scanning. So, it is capable
of converting a 3D structure into a 2D structure. The elec-
trical signal is introduced by a transformer, as a photode-
tector, from the incident light beam. This electrical signal
interprets the applied data of the scanned biometric tem-
plate [26]. A 2D digital image of the scanned input object
is extracted from the scanned electrical data by storing it in
a digital form on a computer. This technique is variant from
standard digital hologram acquisition methods proposed by
two-dimensional cameras with specified capturing areas and
highly restricted spatial resolution; OSH can acquire holo-
grams of wide-field objects with superior resolution. In [42],
the authors explained compressive optical scanning holog-
raphy to solve this problem. They succeeded in achieving a
correlation score of 0.93 as maximum.

It is possible to conclude that deformation of the orig-
inal data can be achieved by using one of two methods:
mathematical transformations-based cancelable algorithms
or encryption-based cancelable algorithms. The GA encryp-
tion algorithm can be used to attain biometric image cancela-
bility. In [43], GA is also adopted as an encryption algorithm
in the frequency domain. In [44], the authors introduced
an image cryptosystem to generate ransom patterns for bio-
metrics. In the crossover stage, frequency components of
the imaginary parts were dislocated, while their real parts
were subtracted from the input key in the mutation stage.
In [45], [46], because the randomness of the ciphered image
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depends greatly on the ciphering key, GA is also employed to
adjust the secret key. A secret keywith n bits can be readjusted
by n! states. The GA algorithm selects the ideal secret key
with optimal length to achieve higher encryption [47], [48].

Another type of cancelable biometric technique is the
conventional method that starts with a feature extraction
process and ends with a cancelable feature vector. For
instance, in [49], the authors presented a cancelable bio-
metric scheme based on ECG signals using two techniques.
Firstly, an improved Bio-Hash algorithm has been applied.
Then, a matrix operation has been exploited to transform
the original feature vector to a cancelable template by one-
directional transformation. In [50], the authors employed
a two-dimensional Gabor filter to accomplish the feature
extraction operation from a palmprint, and then they applied
a two-dimensional palm Hash code to hide these features and
generate the cancelable palmprint vector. In [51], an algo-
rithm is employed for multi-biometric traits to generate
cancelable biometrics to achieve more privacy and confiden-
tiality based on various feature fusion levels.

Therefore, several cancellable biometric algorithms based
on symmetric encryption or transformations are introduced in
the literature, as summarized in Table 1. They did not provide
cancelable biometric templates with a high level of security.
They did not achieve better confidentiality and biometric
authentication for specific sensitive systems such as military
and telemedicine applications. The main disadvantages of the
conventional algorithms are summarized as follows:

1. The security analysis of the traditional algorithms does
not reveal outstanding outcomes in terms of the AROC
and EER metrics that are considered the most important
evaluation metrics for biometric authentication systems.

2. Only two or three biometric datasets are utilized for testing
the authentication performance of the traditional algo-
rithms.

3. Many security and quality evaluation metrics that can be
employed to evaluate the biometric system quality and
security levels have not been used and investigated in most
traditional algorithms.

4. The traditional algorithms are not tested in the presence of
noise.

5. The computational processing time of the traditional algo-
rithms is not explored and evaluated as a vital evaluation
metric in online authentication applications.

Considering these shortcomings of the traditional algo-
rithms, we propose a secure and efficient cancelable biomet-
ric framework based on the evolutionary genetic encryption
operation to generate encrypted biometric templates with a
high level of specificity and sensitivity. The Genetic Algo-
rithm is an iterative procedure shown in Fig. 3. The con-
cept meaning of GA is natural selection, where the fittest
images are chosen for reproduction to produce offspring of
the upcoming generation. The main contributions of the pro-
posed cancelable biometric authentication framework based
on the GA encryption scheme can be summarized as follows:

1. Because GA operation depends on three main stages,
which are crossover, mutation, and selection of the
best initial populated cipher image, thus, the proposed
GA-based cancelable biometric authentication framework
can allow multi-encrypted cancelable images, which adds
strength and more randomization to the cancelable tem-
plate as getting its histogram more uniform.

2. In each round of the employed GA scheme, 20% of the
entire population is altered with new cancelable templates.

3. The performance analysis of the proposed framework is
studied in the presence of noise disturbance on the bio-
metric authentication system.

4. Processing time has been considered for evaluating the
performance of the proposed framework compared to the
traditional OSH algorithm.

5. Various security and quality assessment metrics are exam-
ined on five different biometric datasets.

III. PROPOSED CANCELABLE BIOMETRIC
AUTHENTICATION FRAMEWORK
The flowchart of the proposed cancelable biometric authen-
tication framework is introduced in Fig. 4. The main steps of
the proposed framework are demonstrated in Algorithm 1 and
can be summarized as follows:
1. Permute the rows and columns of the original template in a

dedicated sequence with the help of a permutation matrix.
2. Extract RGB components from the input image. If the

biometric template is a grayscale image, we can skip this
step.

3. Divide each extracted component image into four
same-sized parts (sub-images).

4. Select one sub-image according to its histogram uni-
formity, where the least uniform histogram will be
the best sub-image choice (repeated for each RGB
component).

5. Consider the sub-image I (W × H ), where W and H are
the width and height of image I (here W = 128 and H =
128).Merge the image I into a group ofN vectors of length
L (L = 32 bytes).

6. Obtain R1 and R2 from the equations:

R1 =
∑W−1

i=0

∑H−1

j=0
(−1)(i+j) ×

I (i, j)
128× L

(1)

R2 =
∑W−1

i=0

∑H−1

j=0
(−1)(i+j+1) ×

I (i, j)
128× L

(2)

where the value of (R1 + R2)/2 is the initial value of
the employed random number generator scheme (e.g.,
we applied a linear random number generator pro-
posed in [47] after changing control values according to
sub-image dimension).

7. Suppose x = R1 and y = R2. For I = 0, . . . . . . ,N -1,
initiate the next information for each vector Vi from the
group of N vectors:
â Crossover index = x.
â Crossover iteration = Vi(x).
â Mutation index = y.
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TABLE 1. Comparative study between the related studies and the proposed work.
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â Mutation iteration = Vi(y).

x = x + 1

y = y+ 1

if (x or y) = L, then set x = 0 and y = 0.

8. For I = 0, . . ., N -1, apply step (9) and step (10) for each
vector Vi from the group of N vectors of the dedicated
sub-images with histogram more uniform than others.
Remind that both values in Vi(x) (crossover index) and
Vi(y) (mutation index) are not involved in the crossover
and mutation operations.

9. Employ crossover operation.
• Initiate crossover index of vector Vi as a new initial value
of the adopted random number generation scheme.
• For j from 0 to crossover iteration of vector Vi, produce
two random values N1 and N2 with values between (0, . . .,
L-1), then apply to swap Vi(N1)↔ Vi(N2).

10. Employ mutation operation.
• Initiate mutation index of vector Vi as a new initial value
of the adopted random number generation scheme.
• For j from 0 to mutation iteration of vector Vi, initialize
one random number N1 with values between (0, . . ., L-1),
then apply Vi(N1) = 127-Vi(N1).

11. Produce the cancelable biometric template from the
encrypted sub-images of each colored component pro-
duced from N encrypted vectors. Then, conceal the values
R1 and R2 in the encrypted sub-images.

Algorithm 1 Steps of the Proposed Model
Input: Biometric image I (W × H ), where W = 128 and
H = 128 with No. of iterations = 5.
Output: Cancelable biometric image.
01: InitializeW = 0 to 128.
Initialize H = 0 to 128, L (max. length of each block) = 32.
02: Calculate N = 4 (vectors).
03:Merge I into N vectors with a length L.
04:Generate the initial value of the random number generator
(using Eqs. (1) and (2)).
05: Apply a random number generator scheme.
06: Apply GA steps:

(a) Crossover: for best initial populated image (with less
uniform histogram).

(b) Mutation: initialize mutation index mui = 0, apply
muiter = (5 × x + 73× y), where x = 0, y = 0, x = x + 1,
and y = y+ 1.
07: After average iterations = 5, produce acceptable cance-
lable images with uniform histogram.

IV. AUTHENTICATION EVALUATION METRICS
The essential parameter in testing the encrypted or can-
cellable biometrics is the visual inspection, where good
encryption and high cancelability result from highly hidden
features for the proposed cancelable biometric cryptosystem.

FIGURE 5. The tested twenty biometric images of the ORL database.

FIGURE 6. The tested twenty biometric images of the FERET database.

FIGURE 7. The tested twenty biometric images of the LFW database.

Quality evaluation does not depend only on visual inspection.
So, various metrics are involved in measuring the improve-
ment of the cancelable biometric framework. Correlation fac-
tors measure the similarity between a stored biometric pattern
and a biometric input pattern. The higher the value of factors,
the higher will be the similarity amongst templates. If the
correlation coefficient for a tested user is above a dedicated
threshold, access to the system is allowed. Theoretically,
the score of correlation for an authorized person must be
higher than the correlation score for an intruder trying to
access the system. A single threshold would be sufficient
to separate the two groups of scores divided into authorized
persons and intruder persons.

The achievement of the proposed cancelable biometric
authentication framework can be evaluated by the receiver
operating characteristic (ROC) curve. The ROC curve illus-
trates the difference between the true positive factor (TPF)
and the false-positive factor (FPF) [52], [53]. The concept of
the ROC curve is based on a decision variable. The tested
information consists of genuine and fake templates in any
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FIGURE 8. The tested twenty biometric images of the first
FVC2002 database.

FIGURE 9. The tested twenty biometric images of the second
FVC2002 database.

biometric authentication system so that each pattern value
could be distributed around a specific mean value. Therefore,
the mean value of the genuine template is higher than the
mean value of the fake templates. For that purpose, we need
to use the estimated distribution of the probability density in
our proposed work. Furthermore, the correlation coefficients
obtained from the authentication phase are tested by the PFD
(probability of the false distribution) and the PTD (probability
of true distribution).

Various variations are affected in pixel levels comparing
with their intensities before biometric template encryption
using GA. This demonstrates that the more the difference in
pixel level and permutations are applied, the more influential
the biometric encryption scheme will perform, and conse-
quently, a higher encryption performance will be achieved.

The encryption performance is examined by measuring
correlation coefficients, histogram deviation, and histogram
uniformity between encrypted and original biometrics. The
authentication metrics applied to evaluate the quality of the
proposed cancelable biometric authentication framework will
be discussed in detail as follows:

A. HISTOGRAM ANALYSIS
The histogram illustrates the distribution degree for each
pixel intensity in a biometric image. The histogrammust pos-
sess both characteristics for the encrypted biometric template
in case of cancelable biometric systems, which is dependent
on encryption schemes [54]:

1. The histogram of the encrypted biometric image is differ-
ent from the histogram of the original biometric image.

FIGURE 10. The cancelable biometrics for the GA cryptosystem compared
to the OSH cryptosystem for the ORL database.

FIGURE 11. The cancelable biometrics for the GA cryptosystem compared
to the OSH cryptosystem for the FERET database.

2. It must have an equal distribution, which means uniform
distribution of all grey-intensities or pixel values.

B. CORRELATION SCORE
The correlation is an examination performed on the biometric
template and its deformed copy. Two situations in the corre-
lation examination are explained below:

1. When the correlation coefficient (Cr ) is equal or close
to ±1, it investigates the maximum score, which hap-
pens only if two biometric images are similar or highly

VOLUME 9, 2021 77683



W. El-Shafai et al.: Efficient and Secure Cancelable Biometric Authentication Framework

FIGURE 12. The cancelable biometrics for the GA cryptosystem compared
to the OSH cryptosystem for the LFW database.

FIGURE 13. The cancellable biometrics for the GA cryptosystem
compared to the OSH cryptosystem for the first FVC2002 database.

dependent. That case will be achieved at the verification
phase for authorized access scenarios according to the
encrypted biometric image stored in the cloud and the
encrypted test image for the same authorized user.

2. The Cr value is close or equal to 0, which proposes a sig-
nificant change between the authorized biometric image
and its encrypted version at the enrollment phase, where
the ciphered biometric template is extremely independent
of the primary one, on the other hand, that case also
appears at the verification phase in unauthorized access
scenarios.

FIGURE 14. The cancelable biometrics for the GA cryptosystem compared
to the OSH cryptosystem for the second FVC2002 database.

FIGURE 15. The authentication outcomes of the GA and OSH
cryptosystems using the ORL database.

C. THE PROBABILITY OF TRUE DISTRIBUTION (PTD) AND
FALSE DISTRIBUTION (PFD)
The PTD is the likelihood correlation distribution among
the authorized patterns (true biometrics) with the ciphered
patterns stored in the database. The PFD is the likelihood
correlation distribution among the unauthorized patterns
(fake biometrics) with the cipher biometrics. The point result-
ing from the crossing between the PFD and PTD distributions
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FIGURE 16. The authentication outcomes of the GA and OSH
cryptosystems using the FERET database.

FIGURE 17. The authentication outcomes of the GA and OSH
cryptosystems using the LFW database.

is the threshold intersection point which can be differed based
on the employed ciphering scenario. Entry or controlling the
system is forbidden if the coefficient for the test trait is lower
than a specific threshold [55].

FIGURE 18. The authentication outcomes of the GA and OSH
cryptosystems using the first FVC2002 database.

FIGURE 19. The authentication outcomes of the GA and OSH
cryptosystems using the second FVC2002 dataset.

D. THE RECEIVER OPERATING CHARACTERISTIC (ROC)
CURVE ANALYSIS
In a ROC curve, the sensitivity (true positive rate) is repre-
sented as a mathematical function of the specificity (false
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FIGURE 20. Histogram results of the GA and OSH cryptosystems using the
ORL database.

positive rate) for various intersection positions. So, every
point on the ROC signifies a specificity/sensitivity pair cor-
responding to a particular determination threshold [55].

V. SIMULATION RESULTS AND DISCUSSIONS
To validate our proposedmethod, we test the proposed frame-
work on five different biometric databases that compose two
types of biometric modalities of face and fingerprint tem-
plates. The tested face biometrics used in the simulations
are obtained from the Research Laboratory for Olivetti and
Oracle (ORL) database [56], the NIST Face Recognition
Technology (FERET) database [57], and the Mass Labelled
Faces in the Wild (LFW) database of the University of Mas-
sachusetts’ Computer Vision laboratory [58]. The two ver-
sions of the fingerprint FVC2002 databases [59], [60] are also
utilized in the simulation studies. For further details, descrip-
tions and explanations of the examined biometric datasets
can be found in [56]–[60]. More security and authentication
evaluation measurements are analyzed and discussed, such
as FRR, FAR, PTD, PFD, AROC, histogram analysis, visual
analysis, noise analysis, and processing time analysis.

Thus, we examine three various sample datasets of
faces [56]–[58] and two distinct fingerprint datasets [59], [60];

FIGURE 21. Histogram results of the GA and OSH cryptosystems using the
FERET database.

to assess the proposed cancelable biometric authentication
framework. In simulation results, the tested twenty various
biometric faces and fingerprints of different users are shown
in Figs. 5 to 9. Therefore, five simulation cases for the
tested sample datasets are analyzed. The simulation results
are accomplished with MATLAB environment (2019b),
set-upped on Windows 8 with Intel R©CPU @ 1.80GHZ
/2.40GHZ Core i5-4300 and 4GB RAM. We compare the
accomplishment of the suggested GA-based cancelable bio-
metric framework with the OSH-based cancelable biometric
framework [42].

Figures 10 to 14 illustrate the ciphering results of the
suggestedGA cryptosystem contrasted to the OSH cryptosys-
tem [42] for all tested biometric samples. We noticed that the
suggested GA encryption scheme results are recommended
and appreciated for the efficient cancellable biometric sys-
tem compared to the traditional technique [42]. From the
visual encryption analysis point of view, the proposed can-
celable biometric framework achieves a complete distortion
and encryption for the original biometrics to be stored safely
in the secured cloud server. In the authentication stage, for
all tested simulation tests, there are two biometrics images
have been tested. One belongs to a genuine user, and the other
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FIGURE 22. Histogram results of the GA and OSH cryptosystems using the
LFW database.

belongs to the imposter one. In the two cases, it is imposed
that the fake user has previous knowledge with the correct
key for any genuine user to examine the level of privacy
and the degree of accuracy of the system. The correlation
coefficients are calculated between the two tested encrypted
images and the twenty encrypted biometric templates. Our
study considers that the actual environment has a degree of
noise that may affect the tested or stored biometric templates.
So, all experimental results are carried out in the presence of
noise.

Figures 15 to 19 illustrate the ROC, PFD, and PTD curves
of the verification phase for the suggested GA encryption
scheme compared to the state-of-the-art OSH technique for
all examined biometric samples. The crossing point of the
PFD and PTD determines the threshold crossing rate, which
is exploited to investigate, according to it, whether this person
is a genuine user or not.

Figures 20 to 24 illustrate the histogram results for the GA
and OSH cryptosystems for the whole examined biometric
samples. It is noticed that the suggested GA cryptosystem
affords roughly uniform and flat histogram outcomes com-
pared to the OSH cryptosystem which prove its superior
finidings.

FIGURE 23. Histogram results of the GA and OSH cryptosystems using the
first FVC2002 database.

TABLE 2. Correlation values for the twenty biometrics traits of the ORL
database.

Tables 2 to 6 illustrate the correlation comparison values
of the twenty biometric traits for all experimental biometric
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FIGURE 24. Histogram results of the GA and OSH cryptosystems using the
second FVC2002 dataset.

databases for the suggestedGA encryption scheme contrasted
to the state-of-the-art OSH technique. From all correlation
results of the five examined simulation cases, the results
ensure the importance of exploiting the proposed GA encryp-
tion scheme for achieving better performance for cancelable
biometric systems, as it presents the higher AROC values
and the lower EER, FRR, and FAR values compared to the
utilization of the traditional OSH technique [42]. Tables 7 to
11 illustrate the existing effect of different Gaussian noise
variances on the tested biometrics for the proposed cance-
lable technique and the OSH technique with presenting the
average EER and AROC values. The obtained average EER
and AROC results prove the minimal noise sensitivity for
the proposed framework with acceptable EER and AROC
compared to the traditional OSH algorithm.

The computational processing time is estimated for the
proposed framework compared to the traditional OSH algo-
rithm for the examined biometric datasets, as revealed
in Table 12. It is remarked that the proposed framework
achieved lower processing time compared to the conventional
algorithm. Therefore, the proposed cancelable biometric
authentication framework is highly recommended in online
and real-time biometric authentication applications.

TABLE 3. Correlation values for the twenty biometrics traits of the FERET
database.

TABLE 4. Correlation values for the twenty biometrics traits of the LFW
database.

From the illustrated objective/subjective outcomes, it is
emphasized that the suggested GA cryptosystem is excellent
for accomplishing a robust cancelable biometric framework
associated with the traditional OSH technique [42]. The
suggested GA cryptosystem has remarkable objective and
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TABLE 5. Correlation values for the twenty biometrics traits of the first
FVC2002 database.

TABLE 6. Correlation values for the twenty biometrics traits of
the second FVC2002 database.

subjective outcomes for different fingerprints and faces with
various features.

To further investigate the efficiency of the presented GA
cryptosystem for developing an efficient cancelable biometric
authentication system, further experiments are performed for
testing the performance accomplishment of the suggested
authentication framework with the conventional authentica-

TABLE 7. EER and AROC of the ORL database in the existence of noise.

TABLE 8. EER and AROC of the FERET database in the existence of noise.

TABLE 9. EER and AROC of the LFW database in the existence of noise.

TABLE 10. EER and AROC of the first FVC2002 database in the existence
of noise.

TABLE 11. EER and AROC of the second FVC2002 database in the
existence of noise.

tion frameworks [8], [14], [21], [23], [29], [33], [42], [45].
We compared the statistical evaluation security analysis of the
False Accept Rate (FAR), EER, False Reject Rate (FRR), and
AROC results of the proposed GA-based cancelable biomet-
ric authentication system with the recent literature cancelable
biometric authentication systems in [42, 34, 24, 21, 14, 8,
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TABLE 12. Processing time (sec) of the proposed framework and the
traditional OSH algorithm.

TABLE 13. The statistical security analysis for the suggested biometric
authentication framework and the related biometric authentication
frameworks.

30, 46] as shown in Table 13. From the illustrated comparative
outcomes in Table 13, we observed that the obtained values
of the whole examined metrics of the suggested authenti-
cation framework are more appreciated and recommended
compared to other literature cancelable biometric systems.
This is due to the earlier discussed outstanding merits and
features of the employed GA encryption algorithm.

VI. CONCLUSION AND FUTURE WORK
This paper investigated an improved encryption algorithm
for developing and building an efficient cancelable biomet-
ric authentication framework, which is more robust against
hackers. The significant contribution of this proposal is the
application of a Genetic encryption algorithm for achieving
a powerful cancelable biometric authentication system. The
presented GA encryption scheme performs diffusion and
scrambling to the ciphered biometric traits instantaneously.
The tested simulation outcomes emphasized improving the
proposed GA cryptosystem for inexpensively enciphering the
stored biometric templates. So, it is convenient for protect-
ing biometric patterns contrasted to conventional algorithms.
It delivers pleasing PFD, PTD, ROC, histogram, correlation,
processing time, and graphical findings. The suggested GA
encryption scheme has verified its ability to deform or cipher
different biometric patterns efficiently. So, the proposed can-
celable biometric system strengthens the cancellability of the
stored biometric templates compared to the state-of-the-art
methods. Also, simulation and comparison findings acquired
for the suggested biometric authentication framework accom-
plish an average EER, FAR, and FRR of 2.0243 × 10−4,
4.8843 × 10−4, and 2.2693 × 10−4, correspondingly, and
an average AROC of 0.9998. In the future, a detailed study
of multi-level cancelable biometric privacy systems may be

tested with the application of various encryption, watermark-
ing, and steganography algorithms for attaining robust and
reliable storage of biometrics. Furthermore, we are interested
in involving security-based deep learning methods to secure
biometrics storage and transmission.
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