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ABSTRACT Blockchain is attracting attention as a new solution for problems such as illegal copying, profit
distribution, and forgery and falsification in the digital content trading environment, which has become an
essential asset in the information age. However, one problem is that it is difficult to propagate digital content
to the blockchain network because of a limited capacity to upload to the blockchain. The integrity and
transparency of blockchain are also considered as weak points in terms of privacy. In this paper, we propose
a new blockchain system, the secret block-based blockchain (SBBC), to address the problems with the
blockchain system in the digital content trading environment. SBBC is composed of off-chain and on-chain
network components. Off-chain is the part that allows trading digital content through the authentication
phase. The digital content that is traded has a digital fingerprint inserted, so if an illegal leak occurs,
the destination can be tracked. In addition, the content is encrypted and traded, and only the rightful user can
use the digital content, thus ensuring income for the legitimate content author. Next, the on-chain network
is licensed to use digital content, and a verification process using a consensus algorithm is performed.
The licensed consumer creates a secret block of their transaction and records it only on their ledger. In a
private part, secret block creation ensures privacy and solves the network overload that can occur when
uploading digital content to the blockchain. Finally, through the verification and agreement of all blockchain
participants, a public block is created and recorded in the ledger to finalize the transaction. Consequently,
we propose the SBBC system suitable for digital content trading environments and a safe and reliable system
through a consensus algorithm in such environments.

INDEX TERMS Blockchain, digital content trading, privacy, DRM, digital fingerprinting, secret block,

consensus algorithm.

I. INTRODUCTION

With the recent development of the Internet of Everything
(IoE), all information shared over a network, information has
become an important resource. In particular, virtual reality
(VR), augmented reality (AR), and mixed reality (MR) digital
content has appeared, as well as movies and music. This
allows interaction between ‘‘virtual” and ‘‘real,” and users
can have new experiences through digital content. The scale
and prospects of digital content are expected to increase grad-
ually due to smart devices and platform service expansions
by global companies. However, conventional digital content
trading environments have problems with illegal copying and
leaking, profit distribution, forgery, and falsification. The
current digital content market growth rate is slow because of
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these problems [1], [2]. Various mechanisms to solve these
problems and protect digital content have been proposed,
including digital rights management (DRM) and digital fin-
gerprinting, which track illegal actions [3]. However, even
with these technologies, various problems remain, including
profit distribution, forgery, and falsification. Therefore, stud-
ies applying blockchain to digital content trading environ-
ments have attracted attention as a core technology for the
fourth industrial revolution [4]. Blockchain as a peer-to-peer
(P2P) based distributed open ledger can ensure transparency,
data integrity, and high security for all participants contribut-
ing transaction information to the ledger. Because transac-
tions are processed without third-party input, the transaction
reliability is high. Problems with the current digital content
trade can be solved by applying a blockchain with these
characteristics to the digital content environment. However,
because there is little capacity for uploaded content to the
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blockchain, it is technically difficult to upload digital content
such as videos. In addition, because all participants should
have a transaction ledger, anyone can confirm sensitive infor-
mation included in the transaction, which leads to personal
information leakage [5]. This can be solved by taking advan-
tage of distributed ledgers and P2P communication by inte-
grating blockchain technology with illegal leakage and profit
distribution that appear indiscriminately in traditional digital
content trading environments. However, this is unsuitable for
incorporating current blockchain systems in digital content
trading environments because it does not consider problems
occurring in the blockchain. This paper analyzes the current
digital content trading environment and blockchain problems
and proposes the secret block-based blockchain (SBBC) sys-
tem to solve them. Secret blocks (SBs) solve storage space
limitations and personal information leakage that are prob-
lematic in current blockchains. Considering digital content
trading environment characteristics, this work proposes a
weighted authentication byzantine fault tolerance (WBFT)
algorithm, an authentication mechanism that assigns a high
weight for authentication [6]. The main contributions of this
paper can be summarized as follows.

o We investigated problems with integrating the appro-
priate blockchains with digital content trading environ-
ments. Consequently, we confirmed that blockchain,
which has attracted attention as a new mechanism for
digital content trading, has various problems, including
privacy issues.

o We propose SBBC, a blockchain system suitable for
digital content trading environments. Because SBBC
creates SBs, it solves the privacy and storage capacity
limitation problems in current blockchains.

« We propose WBFT, a weight-based consensus algorithm
for SBBC. WBFT is a consensus algorithm tailored to
the SBBC environment cohabited by authenticated and
unauthenticated users. Reliable consensus is achieved by
setting larger authenticated user weights.

o We simulated the proposed consensus algorithm and
blockchain environment, and we confirmed that con-
sensus was reached more quickly than with the current
consensus algorithm, and it was more efficient when
analyzing latency and throughput in the blockchain.

The remainder of this paper is organized as follows.

Section II analyzes traditional blockchain and consensus
algorithms, and Section III examines the proposed SBBC
overall structure. Section IV compares consensus perfor-
mance for the current and proposed WBFT consensus algo-
rithms and analyzes SBBC efficiency and security. Finally,
Section V concludes this paper by discussing our implications
and future research.

Il. RELATED WORK

A. DIGITAL CONTENTS

Digital content has become an essential asset with new
business developments, such as video streaming platforms
and internet broadcasting platforms. Thus, market size and
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demand for digital content have also increased significantly,
but digital content trading environments have several
problems [7].

o lllegal copying and leakage: Offline illegal copying has
significantly decreased with digital content consump-
tion environment changes to downloading and stream-
ing. However, illegal copy distribution on the network
is increasing, with torrent and social networking ser-
vices becoming the main distribution path for illegal
copies [8]. To solve this problem, only users with
legitimate rights should be able to use digital content.

o Profit distribution: Some current content associations
operate a trust management system as an intermedi-
ary to protect content creator rights. However, revenue
returned to the content creators is relatively small due to
unequal profit distribution and high fees [9]. To solve
this problem, the system needs to ensure digital con-
tent payments go directly to content creators without
third-party intervention.

o Forgery and falsification: Digital data, such as digital
content and software, can be easily modified or copied,;
hence, forgery and falsification problems are rife [10].
Although anti-copying technologies such as watermark-
ing are available, they have various limitations in block-
ing forgery and falsification at the source. To solve
this problem, the system needs to check the digital
content integrity and validity by recording the content
information and details.

Various mechanisms to address these problems and protect
digital content have been proposed, including DRM and
digital fingerprinting, which are used in this paper.

1) DIGITAL RIGHTS MANAGEMENT

DRM allows only legitimate users to access content, prevent-
ing illegal copying of copyrighted work. DRM employs usage
rules and content encryption to control and restrict content
usage [11]. Usage rules control the number of installations,
use periods, and digital content transfer rights according to
the user’s purchased content, and DRM ensures that users
can only access digital content after selecting and paying for
the appropriate usage rule. Content encryption provides users
who have made a legitimate purchase with a decryption key
to enable access only to content the user has paid for [12].
The DRM components include protected content, users with
access, and licenses or rules for use permission. The content
server applies DRM to digital content and generates packaged
content, providing copyright protection, and distributes it to
users. The server is responsible for issuing and managing
licenses according to rules the user requests (such as period
of use and number of installations). The DRM client con-
trols digital content use according to the license issued by
the user. Content may be used after the license is issued
by the DRM server, releasing packaged content copyright
protection issued by the content server. Thus, DRM offers a
mechanism to authenticate user activity because the content
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TABLE 1. Requirements and proposed solutions to blockchain problems.

problem Explanation

Requirement Solution

Ease makes malicious actions such as abuse of
Private blockchain
authority and counterfeiting transactions more
abuse ] .
prevalent than on public blockchains

Construct an environment where a large )
o o ) ) Network configuration
number of participants participate, including ) ) o
. . with various participants
the operating entity

False transaction validation increases
False transactions
processing time and results in network
and network overload
overload

Design an authentication protocol to prevent o
. . User authentication
false transactions due to anonymity

When attaching a large amount of data, it must
Storage space . )
be replicated to all nodes, leading to network

Ensure only the user who made the transaction
Secret blocks

to be forgotten,” and data deletion cannot be

guaranteed

limitations has access to the content
overhead
Because transaction information is recorded in
) a block, it is difficult to implement the “right Design a privacy protection mechanism where
Privacy SBBC

only the trading party confirms the transaction

is protected in an encrypted form, and the user is issued a
package with a license and decryption key only after making
a legitimate payment. In particular, DRM blocks access from
unauthorized users and manages digital content usage within
the range of rights granted to users, thereby satisfying the
continuous protection of digital assets.

2) DIGITAL FINGERPRINTING

Digital fingerprinting is a steganographic technique that
originated to hide secret information in pictures or letters.
Recently, it has been used for digital content. Steganography
is used to prevent illegal copying and protect the content
owner’s copyright by embedding identifiers in media such as
videos and photos [13]. Digital watermarking is used to claim
content ownership by inserting an identifier with information
about the copyright holder, whereas digital fingerprinting can
track the source of an illegal content leak by inserting an
identifier with information about the user who received the
content. Various information can be inserted as an identifier,
such as copyright information and images. Identifiers are
generally inserted so that humans cannot detect them. Digital
fingerprinting technology needs to provide not only authenti-
cated ownership but also user identification; hence, other fea-
tures are required in addition to current digital watermarking
requirements.

B. BLOCKCHAIN

Blockchain is a distributed system that emerged as a solution
to security threats and high management costs for cen-
tralized systems. Participants collectively record and man-
age transactions in a decentralized network. Data reside in
a block in P2P-based distributed open-ledger blockchains,
where each block is connected and stored in chain form
using hash values [14]. Blocks are divided into block headers
and block bodies. Block headers include the version, Merkle
root, block creation time, mining difficulty, and previous
block hash value. Each block is connected to the previous
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block by holding the previous block’s hash value. Transac-
tions are stored in the block body, allowing blockchain net-
work participants to verify wallet addresses and transaction
amounts for recipients and senders, ensuring data integrity
and transparency.

1) BLOCKCHAIN PROBLEMS ANALYSIS

Blockchains have been proposed to solve digital content
trading environment problems, but some problems remain.
This paper analyzes known blockchain problems shown
in Table 1 and considers a blockchain system suitable for
digital content trading [15]. Blockchains are divided into
public and private blockchains. Public blockchains agree with
the participant majority; hence, malicious activity is possi-
ble if someone controls more than 51% of nodes, called a
51% attack. However, 51% attacks on public blockchains are
considered to be practically impossible due to the required
infrastructure cost. On the other hand, private blockchains are
operated by an operating body, such as a regulatory body or
operating committee; hence, it is possible to take malicious
action by seizing the operating entity or stealing the authority.
Therefore, to prevent the occupancy of the blockchain by a
small number of malicious users, it is necessary for many
users, including the operating entity, to participate in the
blockchain. This paper considers a public blockchain with
various participants as the basic structure to prevent problems
with the blockchains, such as rights abuse and transaction
counterfeiting.

Several problems arise when using a public blockchain.
Private blockchains can take immediate action, such as block-
ing participants that cause suspicious transactions from the
network. In contrast, public blockchain anonymity shields
participants’ transactions and verifications and hence can
allow false transactions, increasing the wait time for real
transactions and leading to network overload. Therefore,
we propose including a mechanism for user authentication
to prevent false transactions. Furthermore, all blockchains

VOLUME 9, 2021



G. Heo et al.: Efficient and Secure Blockchain System for Digital Content Trading

IEEE Access

have storage limitations, but they also require that all nodes
record and have the same information in the ledger. Hence,
if a large amount of data is attached to a block, it must
be replicated among all the nodes, which can also lead to
network overhead. Thus, there is a limit to the content size
that can be uploaded to the blockchain, creating a technical
problem applying blockchain for digital content trading, such
as sound sources, VR, or video. We solve this by setting large
data volumes to be owned only by the trading party, with
only the metadata recorded on the blockchain and distributed.
Therefore, digital content is recorded only in the consumer’s
ledger through SBs, and the SB information is copied to all
nodes to reduce network overhead [16]. Finally, a critical
privacy requirement for the recently established General Data
Protection Regulation (GDPR) in Europe is to comply with
IT system privacy concepts. Blockchain guarantees trans-
parency because anyone in the network can check transaction
information, which is somewhat weak regarding personal
information security [17]. It is also impossible to guarantee
data deletion because the blocks are chained and distributed.
Therefore, a mechanism is required to protect privacy such
that only the trading party can confirm transactions [18].
We propose a safe and reliable technique to achieve this using
a SB-based blockchain system.

2) BLOCKCHAIN CONSENSUS ALGORITHMS

Blockchain is a distributed ledger system where many nodes
are connected to a P2P network to verify and record trans-
action information. Information delay and non-arrival cannot
be avoided in P2P networks. Therefore, even if there is no
intention to falsify data, there is a risk of duplicate processing
due to double transmission and malfunction caused by incor-
rect information. We propose a consensus algorithm to solve
these problems [19]. Proof of work (PoW) is a representative
consensus algorithm for public blockchains that has become
widely known from its Bitcoin application. The first person
to solve a specific problem through computer computation
is granted the right to create a block [20]. However, PoW
is based on who consumed how much energy and solved
the problem, and hence it can be quite inefficient under
some conditions. We also considered the proof of stake (PoS)
consensus algorithm, which grants authority to create blocks
in proportion to the amount at stake rather than computing
power, helping to prevent computing and electrical power
waste [21]. However, because PoS verifies block validity by
stake size, there is a problem with the “rich getting richer
and the poor getting poorer”; that is, decisions tend to be
made by a small number of people with large stakes. Practical
byzantine fault tolerance (PBFT) is a consensus algorithm
that solves PoW and PoS speed and performance problems,
can achieve consensus even in an asynchronous network, and
can accommodate any number of traitor nodes in the network
while ensuring trust to achieve successful consensus [22].
Decisions are made through communication with all nodes;
hence, it is commonly employed for private blockchain.
PBFT is faster than the public blockchain consensus
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algorithm and ensures fairness because all nodes
communicate. However, although PBFT ensures fairness,
the verification rate is reduced as the number of nodes
increases, hence reducing transaction throughput. To solve
this problem with PBFT, an improved algorithm has been
developed. T-PBFT uses EigenTrust to calculate the trust
value of each node to increase the consensus efficiency [23].
It selects a node with a high trust value to proceed with
the PBFT consensus algorithm. This algorithm is suitable
for consortium blockchain or private blockchain because it
must calculate all the trust values between nodes. G-PBFT
is an improved PBFT algorithm suitable for Internet of
Things (IoT) environments. G-PBFT uses the geograph-
ical information of IoT devices to ensure the loyalty of
the endorsers and increases security by preventing sybil
attacks [24]. Because G-PBFT uses geographic information
to reach consensus, IoT devices periodically transmit their
locations. This is suitable for consensus algorithms for data
security in IoT environments but not for digital content
trading environments. This is because, in the digital content
trading environment, mechanisms such as DRM and digital
fingerprinting are already used for the security of digital con-
tent, so there is no need to communicate additional location
information for data security.

Therefore, in this work, we intend to reduce resource
costs and improve execution time by employing PBFT, which
solves the PoW and PoS algorithm performance problems
for public blockchains. However, the communication level
depends on the number of nodes, and public blockchains
have many nodes. Therefore, we propose a specific algorithm
suitable for the digital content trading environment using
public blockchain to solve the problem.

Ill. SBBC FOR DIGITAL CONTENT-TRADING
ENVIRONMENT

A. SBBC OVERALL STRUCTURE

This paper proposes SBBC using the WBFT algorithm, which
assigns weights depending on whether a user is authenti-
cated [6]. The SBBC is defined as off- and on-chain to
graft a blockchain system suitable for digital content trad-
ing. The basic structure follows public blockchain and guar-
antees transparency and integrity through the environment.
SBs solve blockchain problems to provide a safe and reli-
able system for digital content trading. Figure 1 shows the
proposed SBBC system overall structure. Authentication is
performed in SBBC off-chain before the digital content is
traded, and only authenticated users can proceed with the
digital content trading. Licensing to use DRM content is
performed in SBBC on-chain. Users who purchase digital
content generate transaction records as SBs, and agreements
are made by a number of validators on the public blockchain.
Figure 2 shows the proposed SBBC process not only resolves
problems in the digital content trading environment but also
improves privacy and limited capacity problems that arise
when integrating blockchain. Table 2 describes the symbols
used in Figure 2 and Figure 3.
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FIGURE 1. Proposed SBBC structure.
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FIGURE 2. SBBC sequence from user authentication to transaction creation and consensus in the blockchain network.

B. OFF-CHAIN COMPONENTS OF THE SBBC

1) USER AUTHENTICATION

Anyone can participate in current public blockchain transac-
tions and obtain verification without authentication. There is
no limit to participation, transparency is high, and integrity
is guaranteed because many users have transaction records.
However, anonymity allows malicious behavior, often in
the form of false transactions. This increases the waiting
time for legitimate transaction verification because the public
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blockchain verifies all transactions, and it ultimately leads to
system network overload. The proposed SBBC resolves this
problem by performing user authentication off-chain before
the transaction. Anyone can verify it, but authentication must
be completed to prevent false transactions. Any individual
who wants to sell or use digital content among the SBBC
participants must go through the corresponding authentica-
tion process. Figure 3 shows the authentication process. First,
the user goes through a registration process. The user sets
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TABLE 2. Description of the symbols used in the sequence and Schnorr
protocol.

Symbol Description
PUc Candidate’s public key
PRc Candidate’s private key
PUg Server’s public key
PUcp Content provider’s public key
PRcp Content provider’s private key
PUcc Content consumer’s public key
PRcco Content consumer’s private key
PUcp Public key for content DRM
PRcp Private key for content DRM
FC Fingerprinted content
Egey Encryption with key
Dyey Decryption with key
n Nonce value
T Random value selected from PW hash values
num Random number
p Prime number
Prime number (p — 1 factor)
a Parameter used to calculate v
v Public key
s License hash value
r Random number
M SB hash value
e,y Schnorr signature
Candidate Server
L=

Generate
(PR, PU, ID, PW)

User Registration '

Send

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, .
User Authentication Request Authentication |

Generate(Nonce n)
le

Dpr(Epy () [ Send (Epu(m)

E Generate(Random num) “ Generate(Random num)
{[Rand.seed(H(PW|[H(ID))||Time))] l¢ [Rand.seed(H(PW|[H(ID))|Time))] |

i Select (x) [#num(H(PW|[H(ID))]

 Select (x) [#num(HEPW[HADY] |
&& (D Compute (n¥) H

¢ && @ Compute (n¥)

Send @ (n%) ] Cheek D — @

P
Return Authentication

FIGURE 3. SBBC user authentication process.

their ID and password (PW), generates an asymmetric key,
then generates a hash value from their PW and the ID hash
value and stores the ID, PW hash value, and public key
on the server. Subsequently, registered users go through an
authentication process when they want to make a transac-
tion. When the user sends an authentication request to the
server, the server generates a random number, encrypts it
with the user’s public key, and transmits it. The user verifies
the random number by decrypting the cipher text with their
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private key. The server and user generate a random value
using the value that connects the PW hash value and the
authentication request time as a random seed. The value x is
selected using the corresponding random value for the PW
hash value. Then, a random number 7 is calculated to the
power of x and transmitted to the server. If the value is the
same, the server determines that the user is legitimate and
completes the authentication. Because the random number is
encrypted and transmitted with the user’s public key, a user
without the private key cannot decrypt the random number
required for authentication. Duplicating the random value
is prevented by including the authentication request time in
the random seed. Thus, the random value cannot be derived,
the value of x cannot be calculated, and a secure authentica-
tion cannot be performed.

2) DIGITAL CONTENT TRADING
Digital content is more suited to various processing methods
than analog content, and it is much easier to merge content.
However, these advantages also create problems with illegal
copying and leaking, which has only recently been resolved.
Encryption is performed to use DRM in the off-chain digital
content trading area; that is, only users with legitimate rights
to the digital content can use it. However, the content must be
decoded into its original state for the user to access it, creating
an unsafe section where the content exists in the original state.
This can potentially allow illegal content leakage. Therefore,
digital fingerprinting is incorporated into the decoded content
to trace any leakage [25]. First, the authenticated content
provider transmits their content to the server. A consumer
who wants to use the content goes through authentication and
requests a transaction from the server. The server generates an
asymmetric key to apply DRM and then performs a finger-
printing operation using the stored user information. At this
time, refer to Figure 4, fingerprinting is inserted as follows.
1) The content server subdivides content into arbitrary
sizes and bits.

2) The server randomly determines where and how many
fingerprints will be inserted among the subdivided bits.

3) The server inserts the fingerprinting in the designated
location.

FIGURE 4. Digital fingerprinting application to prevent the possibility of
illegal copying and leaking of digital content.

This prevents the user from knowing where the fingerprint
is inserted. Content containing the fingerprint is encrypted
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through the public key generated for DRM. The server then
encrypts the encrypted content, the private key to decrypt
the content, and the consumer’s public key using the content
provider’s public key, and it transmits the content to the
content provider. The content provider then transmits the
encrypted content to the consumer when they accept the con-
sumer’s transaction request. The possibility of illegal copying
and leaking is prevented through digital content trading in this
order. In addition, it is possible to solve the problem of dam-
aging and leaking content by inserting fingerprints in random
places and numbers. Therefore, after safely transacting in the
off-chain digital content trading area, the on-chain area will
proceed.

C. ON-CHAIN COMPONENTS OF THE SBBC

1) PRIVATE PART IN ON-CHAIN OF THE SBBC

Blockchains have difficultly guaranteeing information dele-
tion because all transaction information is distributed to mul-
tiple users [18]. Therefore, the proposed on-chain module
includes a private part that protects personal information and
solves blockchain capacity limitations. The private part issues
a license to the consumer to use DRM content and gener-
ates the corresponding transaction information as a SB. The
consumer creates a smart contract to receive the license, and
the content provider subsequently encrypts the secret key that
decrypts the encrypted digital content with the consumer’s
public key and transmits it to the smart contract. The license
containing the rules is packaged through the smart contract
and transmitted to the consumer. A confirmation message is
sent when the consumer successfully receives the license, and
the transaction content is generated as a SB. Figure 5 shows
the license and SB structure. The license includes a digital
content decryption key encrypted with the consumer’s public
key, along with related rules, including the use time, end
time, and duration for the digital content. The hash value
for the license is included to ensure license data integrity.
The hash value for the previous block, creation time, user
authentication information, and content provider information
are provided as headers in the SB, and the SB body stores
encrypted content and license information [26]. This solves
the storage limitations and personal privacy problems because
the SB is solely owned by the consumer.

License Hash of the block (hash)
N Previous block Time
Private Key : E| PUCC(PR(‘D) hash (public)
Key rules : how to use key User Provider
authentication_info information

Information of consumer

Encrypted content information
Rights to use contents

License information

Hash of the license

FIGURE 5. License and secret block structure.

2) PUBLIC PART IN ON-CHAIN OF THE SBBC
Private blockchains are operated by the operating entity, and
hence malicious action is possible by seizing the operating
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e Proof (X=X’,s0o e=e’) ' = HM||X")
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y=r+se

r=y-—se

X'= a"modp

IfX=X.soe=e’
so the verifier confirms
thatif e = e’ so X=X’

FIGURE 6. Transaction verification using Schnorr protocol.

entity or stealing the authority. To prevent this, the proposed
SBBC uses a public blockchain environment, with increased
decentralization providing transparency because it is agreed
upon by many participants. The on-chain public part includes
transaction verification and consensus processes that gather
verified transactions and generate blocks. Only the consumer
possesses the SB where transaction information is stored
for personal information protection. Therefore, transaction
verification should also be performed without transaction
information. To this end, we employ zero-knowledge proof,
that is, proving the user has the information without providing
any of that information to the other party. The Schnorr pro-
tocol is a representative approach utilizing zero-knowledge
proof, providing a mechanism to prove a certifier has the
private key without revealing the key, and is widely used for
blockchains [27]. The consumer demonstrates they have the
license hash value, s, without disclosing s to the blockchain
validator. Algorithm 1 and Algorithm 2 show the signature
process using the Schnorr protocol, and Figure 6 shows the
overall process and includes the proof process. A description
of the symbol is given in Table 2. The consumer generates
a schnorr signature and sends it to the blockchain network.
Verifiers in the blockchain network proceed with the schnorr
signature verification.

Algorithm 1 Schnorr Signature Generation

Input: Shared parameters (p, g, a, v), license hash value s,
random number r

QOutput: Signature(e, y)

: Compute M = H(SB).

Compute X = ¢" mod p.

Compute e = H(M||X).

Compute y = (r + se) mod gq.

return Signature(e, y)

AN

Transactions that have completed verification are collected
in a certain size and timeframe and then generated as blocks.
The generated blocks must be validated for all transactions
in the public blocks (PBs), and only approved blocks can
be chained. The consensus algorithm is used to check block
validity. All transactions in the block are determined to be
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Algorithm 2 Schnorr Signature Verification

Input: Shared parameters (p, g, a,v), SB hash value M,
Signature(e, y)
Output: Acceptance or rejection of the signature
1: Compute X' = @ * v¢ mod p.
2: Compute ¢ = HM||X").
3: If e = ¢/, then return (“Accept the signature”)
4: Else, return (“‘Reject the signature’”)

‘Weight 1.0

\
\

\
‘Veriﬁ\ef Public block ‘Vf“f‘ef
\\ N //

\ Q
~
~

verifie

(’) Authentication Users
BN Non-Authentication Users

FIGURE 7. Proposed WBFT consensus algorithm.

reliable once consensus is successfully reached. As discussed
above, the common PoW and PoS consensus algorithms have
problems with energy wastefulness and with the rich get-
ting richer and the poor getting poorer, respectively, along
with payment uncertainty and relatively long block creation
time. Although the preferred PBFT consensus algorithm
solves these performance problems, it has a problem with
slower execution time as the number of nodes increases
because it considers all consensus participants’ intentions,
and hence it is unsuitable for public blockchains. The pro-
posed SBBC caters to authenticated and non-authenticated
users. Therefore, we propose the WBFT consensus algorithm
to address the PBFT problems. WBFT assigns high weights
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FIGURE 8. Proposed WBFT flow chart.

to authenticated users and randomly selects validators to
proceed with consensus. We set the WBFT authenticated
user weight = 1.5 and unauthenticated user weight = 1.0.
These weights are used for the validator election and agree-
ment result, and consensus reliability is guaranteed because
authenticated users are more likely to be elected as the val-
idator. Figure 7 shows that each participant’s weight is set
depending on whether they are authenticated, and a validator
is randomly selected based on those weights. Figure 8 shows
the WBFT process as a flow chart.

D. SBBC BLOCK STRUCTURE AND LEDGER STRUCTURE

In addition to improving digital content trading, SBBC com-
prises a public blockchain, but requires users to be certified
to proceed with transactions and smart contracts. This pre-
vents false transactions in the public blockchain and network
overload due to the users’ validation. WBFT under SBBC
allows ledger access because both authenticated and unau-
thenticated users participate in an agreement that validates
transactions and blocks, but only authorized users can access
smart contracts. SBs include the previous and current block
hash as block headers with encrypted content in the block
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FIGURE 9. Proposed SBBC block connection structure.

body, that is, transaction content and license information to
execute the content. Figure 9 shows the proposed SBBC
block and connection structure. SB#1 is created after PB#3
is created, and it stores the PB#3 hash value as Previous
block hash because PB#3 was the last block recorded in the
ledger. Thus, SB#1 is connected to PB#3. Similarly, the SB#1
hash value is stored as a transaction in the next block, PB#4,
connecting SB#1 and PB#4. Previous block hash in PB#4 and
SB#] is the PB#3 hash. Therefore, the secret block (SB) is a
subblock to the public block (PB) with the same hash value
as the previous block.

Figure 10 shows the difference in ledger structure among
the SBBC participants. SBBC creates a SB owned only by
the trading party, meaning that participants have different
ledgers. Participant A has blocks SBa#1 and SBs#2, with
existing transaction contents, and the blocks are connected as
subblocks to PB#3 and PB#3, respectively. Participant B has
SBpi#1, which is connected and stored as a subblock to PB#4.
Thus, it can be said that PB is a structure that all users have
in common, and SB is added according to the number of their
transactions. Since only the user owns the SB that stores the
digital contents, blockchain storage limitations are avoided,
and user privacy is also guaranteed.

SB: Secret block, PB: Public block

_Ledger forparticipant A | T ITTTTTTTTTTTTTTTTT

1

1

1

Participant A Participant A 1
SB, #1 SB, #2 H
1

1

1

1

1

1

1

1

1

-
—

Participant B
SBy #1

Ledger for participant B

FIGURE 10. Proposed SBBC participant ledger structure.

IV. EVALUATION AND ANALYSIS

For experimentation, we used a virtual machine that was
allocated three Intel Core 17-10700 64-bit CPUs @ 2.90 GHz
and 48GB RAM, 200GB hard drive space, and running
Ubuntu 20.04.2 LTS. We used Hyperledger Sawtooth and
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Hyperledger Caliper for experiment in the blockchain envi-
ronment. Hyperledger Sawtooth is the tool that allows you to
experiment with PBFT consensus algorithms in a blockchain
environment. In addition to PBFT, the Proof of Elapsed
Time (PoET) consensus algorithm proposed by Hyperledger
Sawtooth can also be tested. Hyperledger Caliper is a tool that
can measure blockchain performance. Hyperledger caliper
measures the performance by benchmarking the blockchain
and provides the results in a report format. The PBFT con-
sensus algorithm uses the open-source version of Hyper-
ledger Sawtooth 1.0, provided by IBM [28]. The blockchain
network was connected to the consensus engine and net-
work through a TCP port. Each node of the blockchain
network communicated through the Rest-API and executed
a transaction processor to proceed with consensus. The test
gradually increased the number of nodes and recorded the
consensus execution time. The WBFT consensus algorithm
also confirmed the consensus algorithm execution time using
the open-source Hyperledger Sawtooth 1.0 and compared
the outcomes with those of the PBFT algorithm. We also
used open-source Hyperledger Caliper 0.3 to analyze the
blockchain efficiency [29]. Each blockchain environment
using the PBFT and WBFT algorithms was simulated by
benchmarking Hyperledger Sawtooth through Hyperledger
Caliper.

A. CONSENSUS ALGORITHM COMPLEXITY ANALYSIS

PBFT broadcasts a message for consensus to all nodes par-
ticipating in consensus and must receive a valid message
from at least two-thirds of the nodes. Therefore, when the
number of nodes participating in the total consensus is N,
the communication complexity of PBFT is O(N?). T-PBFT,
an algorithm that improves PBFT, computes the trust value
of each node [23]. A node with a high confidence value by
a constant percentage d is then elected, and consensus pro-
ceeds. At this time, if the value of d = 1, the communication
complexity becomes O(N?) because all nodes participate in
consensus. G-PBFT selects a node to proceed with consensus
considering the geographic situation of IoT [24]. When the
number of nodes participating in the actual consensus is C,
G-PBFT fixs the minimum and maximum values of C in the
genesis block. Therefore, the communication complexity of
G-PBFT becomes O(C?). When executing proposed WBFT
for consensus, users who are authenticated by the verifier
pool always exist. This is because consensus occurs after the
transaction is made, and the system cannot create a trans-
action unless it is authenticated. In particular, because con-
sensus on blocks is made by gathering several transactions,
there must be at least two authenticated users (the content
provider and a consumer). Therefore, the communication
complexity of WBFT is O(N — 1)%). Because the weight
of an authenticated user is 1.5, the consensus trust of three
unauthenticated users is the same as the consensus trust of
the two authenticated users. Therefore, when considering the
worst case in which all unauthenticated users are selected in a
network in which only two authenticated users exist, a reliable
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consensus can be derived even if only one authenticated user
is selected.

B. COMPARISON OF PBFT AND WBFT
CONSENSUS ALGORITHMS
We developed and applied the WBFT algorithm to solve
digital content trading problems using the proposed SBBC.
The WBFT reaches consensus by applying different weights
depending on whether the user is authenticated, with authen-
ticated users being assigned relatively higher weights. If the
weight is set too high, only authenticated users can participate
in the validation, allowing malicious actions such as collusion
and monopoly. Therefore, it is important to set appropriate
weights to prevent malicious behavior [30].
n .
fa — Zt:l(k nf(l)+b) (1)
The fairness level (b) was set to 1.0, where all nodes
are in a fair state. When the fair state was 1.0, the fairness
reduction factor (k) was set to the differences in value from
1.0. f{i) was set as the amount of consensus participation
of authenticated nodes. Authenticated and unauthenticated
users coexist under SBBC; hence, the simulation gradually
increased the proportion of authenticated users. Since it is
possible to manipulate block contents when occupying more
than 50% of a blockchain network, we set 50% as the thresh-
old value for weight setting according to fairness.
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FIGURE 11. Node fairness measurement by weight.

Figure 11 shows the node fairness with respect to the
weight, calculated from Eq.(1) for the simulated SBBC.
Fairness decreased rapidly for 90% authenticated users,
falling below 50% for authenticated weight > 1.5. Therefore,
considering the worst case of many authenticated users,
we set the authenticated user weight = 1.5. This simulation
was conducted by increasing the number of nodes participat-
ing in the consensus by five. Figure 12 compares the con-
sensus execution time for PBFT and WBFT with respect to
the number of nodes. Although the execution time increased
as the number of nodes increased, the WBFT consensus
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FIGURE 12. PBFT and WBFT consensus execution time.

algorithm took less time on average than the PBFT because
WBEFT selects fewer nodes than PBFT to proceed with con-
sensus. Figure 13 compares the consensus execution time
with respect to the authenticated user proportion in the SBBC.
The number of nodes selected for consensus decreases as
the authenticated user proportion increases, and thus the con-
sensus execution time decreases. In particular, the consensus
execution time when the authenticated user proportion =
70% was approximately 40% better than the current PBFT
consensus algorithm.

1000 F - ‘ v ' - - *
- € —PBFT ,
900 - |[—©— WBFT (30% Authenticated users) 7 A
= + = WBFT (50% Authenticated users) 4

800 - |—#*— WBFT (70% Authenticated users) 9 b

Consensus execution time (sec)

5 10 15 20 25 30 35 40 45 50
Number of nodes

FIGURE 13. WBFT consensus execution time with respect to
authenticated user proportion.

C. EFFICIENCY ANALYSIS

Efficiency is a very important factor for network systems.
This paper used Hyperledger Caliper to benchmark Hyper-
ledger Sawtooth. The simulation considered network per-
formance for 50 transactions delivered to the blockchain
using PBFT and WBFT consensus algorithms at 10 TPS.
Figure 14 compares the transaction processing latency for
the PBFT and WBFT algorithms. The transaction wait-
ing time increased as the number of nodes increased for
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FIGURE 15. WBFT transaction processing latency with respect to
authenticated user proportion.

both algorithms, but WBFT had shorter latency than PBFT.
Figure 15 shows that the transaction wait time shortened
as the authenticated user proportion increased. Figures 16
and 17 show that WBFT provided higher throughput than
PBFT and that throughput increased with an increasing
authenticated user proportion, respectively.

Then, we measured the average validator CPU and memory
usage with respect to the number of transactions. Many nodes
do not participate in consensus when the number of nodes is
too high; hence, it is difficult to produce an objective result
to calculate the average resource usage for each node. In the
simulation environment, we fixed the parameter at 30 nodes.
At this level, all nodes participated in the consensus and pro-
duced the most stable result. Verifier resource usage for con-
sensus, namely, CPU and memory, increased as the number
of transactions to be processed increased. Figures 17 and 18
show that resource usage increased unevenly as the trans-
action processing increased. This is because we derived the
average validator resource quantities whereas each validator
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FIGURE 17. WBFT throughput with respect to authenticated user
proportion.

has a different resource performance. Figure 18 shows that the
average CPU usage is lower in the blockchain using WBFT
than when using PBFT. Figure 19 shows the average valida-
tor memory usage as the transaction processing increased.
Like CPU usage, more memory was used to handle many
transactions. However, the average memory usage was lower
for blockchains using WBFT than with those using PBFT,
with the difference increasing for increased transactions. The
simulations showed that nodes began to fail consensus when
the number of transactions exceeded approximately 100, and
an objective result could not be derived for average resource
usage. Because as more transactions need to be processed,
the amount of node communication increases, which even-
tually leads to traffic overload. Therefore, it was impossible
to simulate more than 100 transactions, although we expect
memory usage differences for each blockchain to increase
when many transactions are processed in real-world appli-
cations. Thus, when many users participate in WBFT con-
sensus, increasing authenticated user proportion will increase
overall speed and throughput.
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D. SECURITY ANALYSIS

Information systems must ensure integrity, availability, and
confidentiality [31]. Compliance with GDPR regarding pro-
tecting personal information is also an important security
factor. Integrity is guaranteed in the proposed SBBC because
all transactions are created in blocks, stored in a chain, and
distributed and recorded such that they cannot be forged
or tampered with. The proposed SBBC includes the basic
public blockchain structure, guaranteeing transparency and
data integrity. However, false transactions can occur in
public blockchains because anyone can create and verify
transactions. Thus, waiting time to check transaction valid-
ity increases, and hence network load increases, reducing
availability. SBBC avoids reduced availability by allowing
only authorized users to proceed with transactions, and it
ensures confidentiality because transaction contents can only
be confirmed by the trading party through SBs, hence solv-
ing personal information leakage. Because authenticated and
unauthenticated users coexist in the proposed SBBC, we pro-
pose the WBFT consensus algorithm to increase consensus
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credibility by ensuring authenticated users preferentially par-
ticipate in consensus due to their relatively high selection
weight. This also improves consensus speed.

Thus, the proposed SBBC creates a secure digital content
trading environment, solves blockchain storage limitations
when trading large amounts of digital content, and also solves
illegal copying and leaking by combining blockchain, DRM,
and digital fingerprinting.

V. CONCLUSION

Many digital content types have been developed with the
advent of the information age, such as VR, AR, and MR.
Digital content market size and consumption have steadily
increased, emphasizing digital content importance. However,
distributing and sharing digital content through networks
gives rise to various problems, such as illegal copying
and leaking, profit distribution, forgery, and falsification.
Blockchain technology offers new solutions for these prob-
lems. This study improved DRM and digital fingerprinting to
solve illegal digital content copying and leaking, and it also
incorporated blockchain to solve profit distribution, forgery,
and falsification problems. However, blockchains have space
limitations and cannot store large digital content. Wasted
storage space and insufficient privacy protection are also
critical because transactions, including their contents, are all
distributed and stored in each peer’s storage. The proposed
SBBC system includes off-chain and on-chain modules to
establish secure and reliable digital content trading. We also
proposed the WBFT consensus algorithm, which sets consen-
sus weights based on whether users are authenticated, further
improving reliability. Consequently, SBBC ensures security
and reliability by resolving and grafting current problems that
have become critical issues.

The proposed SBBC can be applied not only to digital
content trading but also to medical systems, where privacy
is important, and logistics systems, where high participa-
tion must be balanced with transaction processing speed.
However, SBBC is optimized for digital content trading envi-
ronment. When you extend SBBC to other application areas,
some mechanisms which are adopted in this work, such as
DRM or digital fingerprints, need to be replaced with other
ones. For example, in medical systems, the anonymity of
medical data is important, and the mechanisms for anonymity
such as differential privacy are much more appropriate than
digital fingerprinting. Thus, in our future work, we will
develop a reliable and portable blockchain system that can be
applied to various environments by improving those aspects.
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