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ABSTRACT The protection of digital content is increasingly becoming a significant issue for researchers
and engineers. In this context, nonlinear dynamic systems play a vital role in information security through
their chaotic behavior and susceptibility to initial conditions. This research presents a 3D chaotic map-
based symmetric algorithm for multiple images to improve encryption efficiency and encourage secure
transmission. The proposed scheme comprises the following four modules: the combination (the images
are combined into a single image by merging their color channels); the permutation (using the suggested 3D
chaotic map); the S-box generation; and the substitution through the AES substitution method. The proposed
algorithm’s encryption strength was determined through Entropy, Correlation coefficient, NPCR, and UACI
analyses, which were then compared to the past techniques. Furthermore, the proposed method is assessed
in terms of its computation time. Results demonstrate that it is highly efficient and secure for real-time
communication.

INDEX TERMS 3D chaotic map, row-wise permutation, column-wise permutation, chaotic S-boxes,
substitution.

I. INTRODUCTION
The protection of digital content is increasingly becoming a
significant issue for researchers and engineers as millions of
digital images are transmitted every second to all corners of
the world. Different encryption techniques are thus applied
to prevent unauthorized access to such information. These
techniques provide considerable convenience of secure trans-
mission over Internet channels.

Research in image encryption has rapidly developed in the
last decade, where researchers have produced some ground-
breaking work. Some of the relevant research is presented
as follows: Wang et al. [1] used Deoxyribonucleic Acid,
and Babaei et al. [2] used the Recursive Cellular Automata
for their effective image masking techniques; a high-speed
modified El Gamal encryption algorithmwas proposed in [3].
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In a later study [4], a controlled alternate quantum walk was
used to generate random numbers for a quantum-color image
masking technique. Similarly, an image masking technique
was developed based on an aperture nonlinear fractional
Mellin transform with extreme resistance to known-plaintext
and chosen-plaintext attacks [5]. Reference [6] effectively
applied the fractional domain, Arnold transforms, DWT and
MSVD to design an image-masking algorithm.

It is vital to scientifically study the fundamental core of
the critical problems in image encryption algorithms and
then strategize new algorithms. Chaos-based encryption pro-
cesses are more efficient as compared to other practical
techniques. Lorenz was the first to introduce the ‘‘Butterfly
effect’’ in 1963. He suggested the Lorenz system used in [1],
[7]. Li and Yorke discovered the development from order to
chaos precisely in Ref. [8]. In [9], Gladence et al. proposed
a framework for the web-based learning and acknowledg-
ment of signals, while Brumancia et al. [10] proposed a
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suitable fuzzy-based neural model for improved decision-
making. Similarly, Hamamreh et al. proposed a small-scale
Nonorthogonal communication technique to enhance the
wireless network security [11], while Zia et. al, proposed
advanced Nonorthogonal multiple access security technique
for the same purpose [12]. Hamamreh et. al, proposed many
techniques to enhance the physical layer security [13]–[16].

Researchers have recently developed several algorithms
based on neural networks [17]. Particularly, the pseudo-
random number sequences are efficiently generated, employ-
ing a composite chaotic map in [17] and chaotic Hopfield
neural network for the permutation and diffusion by bit
XOR operation in [18]. The proposed scheme has achieved
a high degree of security, but the diffusion portion is not
secure enough to withstand the plaintext attacks, so the
scheme’s security has some question marks. The Boltzmann
machine ismore effective for encryption than neural networks
[19]; the restricted Boltzmann device is utilized to gener-
ate the pseudo-random numbers that continuously adjust the
weight matrix among the hidden and visible layers. Simi-
larly, the ultimate weight matrix is used as a pseudo-random
number matrix [17]. Finally, the XORing bit operation with
the plain image accomplishes the encryption. The developed
scheme has some faults like lack of permutation, whichweak-
ens the diffusion segment and has a small key space.

Modified fuzzy cellular neural networks are introduced
in [20], chaotic fuzzy cellular neural networks with high
sensitivity efficiently provide plaintext sensitivity and key
sensitivity. The major drawbacks of this algorithm are the
absence of a permutation process and the slow rate of encryp-
tion/decryption [17]. The image encryption scheme in [21]
is known as the Chaotic Neural Network (CNN), having
two phases (3-layer neurons). These phases are named the
chaotic neuron layer and permutation neuron layer, used in
the diffusion part and the permutation part of image pixel
values, respectively. Lusystems, Chua, and Lorenz bring on
the bias vector of the chaotic neuron layer and weight matrix,
and a tent map is used as the activation function. In the
permutation of the neuron layer, a cat map is utilized for
scrambling the pixel position. The drawbacks of this scheme
are: it is applicable on limited image types and the tent map
has a low degree of nonlinearity. Further, the diffusion phase
weakens the security of the overall algorithm. Similarly, some
other techniques are presented in Ref. [7] and [22].

In Ref. [23], [24], Huang et al., and Lidong et al., pro-
posed double-image encryption and triple-image compres-
sion encryption algorithms based on chaotic system, S-boxes,
compression, and interpolation. In Ref. [25], Patro et al.
presented a multi-color image encryption scheme through a
multi-level scrambling operation. Moreover, the hash value
of the image has been linked with the integrated PWLCM
system to improve the security of the encryption scheme.
Although Patro’s scheme improves encryption efficiency to
some extent, it does not consider compressing more vivid
images to reduce storage space and transfer costs. There
are similar deficiencies in the Ref. [26], [27]. Similarly,

several researchers present chaotic multi-image encryption
algorithms in Ref [28]–[32].

The encryption schemes in these articles focus on one
aspect out of two (confusion & diffusion). Confusion is
obtained by a substitution process, while for diffusion,
chaotic maps and permutations are used. A highly secure
scheme has a balance of confusion and diffusion. This article
integrates confusion through Substitution-box and diffusion
through a chaotic map to achieve a balanced scheme. In the
proposedwork, a permutation substitution encryptionmethod
is used.

i. The suggested multi-image encryption scheme is
based on the 3D chaotic map.

ii. The pixels of multi-images are permuted with sug-
gested chaotic sequences to ensure reliability and
randomness.

iii. The pixels of the combined image are changed with
suggested chaotic sequences after permuting them in
row and column to withstand the attacks and achieve
better results.

iv. The suggested 3D chaotic map is used to improve the
key’s sensitivity and create substantial inconsistencies
in the image pixels.

v. An excessive number of parameters can increase resis-
tance to an attack, and the amount of information
leakage is reduced with increasing randomness.

vi. The superiority and the efficiency of the suggested
scheme are investigated through the simulation and the
comparison results.

The article is categorized as:
� Section II presents the modeling of a 3D chaotic map.
� The proposed scheme is outlined in section III.
� The simulation results and comparisons are explored in
section IV.

� Section V concludes the article.

II. 3D CHAOTIC MAP
This section suggests a chaoticmap for amore efficient multi-
image encryption scheme. The suggested 3D chaotic map is
defined as:

x(u+1) = µm · sin(xu)+ yu − λm · cos(zu)

y(u+1) = sin(xu) · cos(yu + xu + tan(zu))

z(u+1) = yu · cos u+ xu · sin u− ψm
· tan−1(yu)− σ (1)

ψ,µ, λ and σ are the control parameters, x, y, z are the
variables and u, m are nonnegative integers as m represents
the exponent.

Every chaotic system exhibits chaotic behavior for a
specific interval of control parameters and initial val-
ues. The interval for control parameters for system (1) is
0 ≤ λ,ψ ≤ 2, 0 ≤ µ, σ ≤ 1. Further, x, y, z are the obtained
pseudo-random sequences, where −8 ≤ x ≤ 8,−1 ≤ y ≤
1,−8 ≤ z ≤ 8 and 0 ≤ m ≤ 10.
As an example, the chaotic behavior of the suggested map

for the initial values x1 = 0.0005, y1 = 0.00001,z1 =
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FIGURE 1. Chaotic performance of the suggested chaotic X, Y and Z sequences.

0.0038, ψ = 15.13, µ = 066, λ = 1.33332 and σ = 0.1 is
presented in Fig. 1. The non-uniform histograms of the sug-
gested chaotic sequences are made uniform by the histogram
equalization approach [33]. The histograms of the proposed
sequences are shown in Fig. 2. Fig. 3 illustrates the 2D and
3D chaotic trajectories of the suggested dynamic system. The
chaotic sequences and trajectories obtained by the 3D chaotic
map are distributed uniformly and have complex chaotic
behavior, which is suitable for image encryption.

III. PROPOSED ENCRYPTION SCHEME
The proposed multi-image encryption scheme is explored in
this section. The scheme is based on the chaotic map and is
described by four modules.
A. Combine images and RGB channels
B. Permutation of the combined RGB channels
C. Construction of substitution boxes
D. Substitution of permuted RGB channels

A. COMBINE IMAGES AND RGB CHANNELS
Let I1, I2, I3, and I4 be the RGB images of dimension
M×N×3. Initially, the schememerges each color component
of the images Ii for 1 ≤ i ≤ 4 into a single matrix. Then
combine the color components to produce a single image
Im of dimension 2M × 2N × 3. Once obtained, this matrix
is processed through the following modules to encrypt the
image Im.

B. PERMUTATION OF RGB CHANNELS
In digital images, up to fifteen neighboring pixels are highly
correlated; therefore, a well-organized pattern should destroy
the pixel intra-correlation. This module permutes the pixel’s
position of the combined image (single image) using the map
given in the Eq. (1). Tomix the data of each image in a nonlin-
ear manner, the chaos generated by the suggested nonlinear
map is used in the permutation process. The mathematical
representation of the permutation process is given in four
cases as follows.

1) ROW-WISE PERMUTATION
a: CASE I

Ip(u, v) = I (u− xu, v)

if u− xu ≥ 1 and xu = 2q for some q ∈ Z (2)

b: CASE II

Ip(u, v) = I (u+M − xu, v),

if u− xu < 1 and xu = 2q for some q ∈ Z (3)

c: CASE III

Ip(u, v) = I (u− xu, v),

if u− xu ≤ M and xu = 2q+ 1 for some q ∈ Z (4)

d: CASE IV

Ip(u, v) = I (u+ xu −M , v)

if u− xu > M and xu = 2q+ 1 for some q ∈ Z (5)

2) COLUMN-WISE PERMUTATION
a: CASE I

Ip(u, v) = I (u− xu, v)

if u− xu ≥ 1 and xu = 2q for some q ∈ Z (6)

b: CASE II

Ip(u, v) = I (u+M − xu, v),

if u− xu < 1 and xu = 2q for some q ∈ Z (7)

c: CASE III

Ip(u, v) = I (u− xu, v)

if u− xu ≤ M and xu = 2q+ 1 for some q ∈ Z (8)
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FIGURE 2. Histograms of suggested sequences 2(a-c): Histograms before equalization, 2(d-f): Histograms after equalization.

d: CASE IV

Ip(u, v) = I (u+ xu −M , v)

if u− xu > M and xu = 2q+ 1 for some q ∈ Z (9)

I (u, v) and Ip(u, v) denotes the pixel values of the original
and the permuted image, respectively.

All pixel values in the original image are row-wise per-
muted, followed by a column-wise permutation, depending
on the value of the chaotic sequence. The consequent matrix
is represented by Ip. In the proposed work, the column-wise
permutation process is the same as the row-wise permutation.

However, a different approach for the two permutations can
be used to induce further complexity.

C. CONSTRUCTION OF SUBSTITUTION BOES
The substitution box is an essential part of any symmetric
key cryptographic scheme. Therefore, this module generates
an S-box and then uses it for the substitution. The S-box
construction procedure is given as.

yi′′ ≡ yi mod 256 (10)

Defined a map:

S : yi′′ → Z256
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FIGURE 3. 2D and 3D chaotic trajectories of suggested chaotic map 3(a): the trajectory of (xi , yi ); 3(b): the trajectory of (xi , zi );
3(c): the trajectory of (yi , zi ); 3(d): the trajectory of (xi , yi , zi ).

S(yi′′) =

{
yi′′ if yi′′ 6= S,∀1 ≤ j ≤ i− 1
0 if yi′′ = S, ∃1 ≤ j ≤ i− 1

(11)

The map S is an onto map that contains random numbers
from 0 to 255. For a different value of the initial condition and
the parameter, the scheme generates different S-boxes which
preserve all the cryptographic properties.

D. SUBSTITUTION OF PERMUTED RGB CHANNELS
The substitution is performed through the S-boxes generated
in module 3 in the last module through the AES substitution
method. The resultant image is encrypted Ie.
The flowchart of the scheme, the results of the com-

bined and individual encrypted images are demonstrated
in Fig. (4-6), respectively. Fig. 5 shows that the ciphered and
original images have no relationship, but later the decryption
gives the original image. In Fig. 6, the original, permuted,
and ciphered images of Lena, Mandrill, Peppers and Deblur
are provided. Both figures demonstrate that the scheme has
exceptional encryption and decryption properties.

IV. SIMULATION RESULTS AND ANALYSES
In our suggested work, standard color images of ‘‘Lena’’,
‘‘Peppers’’, ‘‘Mandrill’’, and ‘‘Deblur‘’ have been used as test
images.

The combined multi-image, its ciphered and deciphered
images are provided in Fig. 5(a), 5(b), and 5(c), respectively.
Furthermore, individual plain images, their permuted and
ciphered images are displayed in Fig. 6(a− d), 6(e− h), and
6(i− l), respectively. For the execution of both the encryption
and decryption process, the computerized simulations are
conducted in MATLAB R2013a (8.1.0.604).

A. HISTOGRAM ANALYSIS
The histogram analysis is presented to evaluate the uniform
distribution of ciphered [34]. A cryptosystem has a high
resistance to the statistical attacks if the probability of each
gray value in the uniform histogram is the same [34].

In Fig. 7, the original, the ciphered, and their corresponding
histograms of the multi-image and single images are dis-
played. These histograms demonstrate that the pixels of the
ciphered images are more evenly spread than the original
images. This aspect ensures that the proposed scheme has
high resistive capability against differential, plaintext, and
statistical attacks.

B. KEY SENSITIVE ANALYSIS
The key plays a vital role in testing the strength of the encryp-
tion scheme [35]. A cryptosystem has a high key sensitivity
if the decryption with slightly different key outputs different
images instead of plain image [36].
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FIGURE 4. Flow chart of the encryption process.

FIGURE 5. Encryption outcomes, 5(a) Plain image; 5(b) Encrypted image; 5(c) Decrypted image.

FIGURE 6. Experimental outcomes 6(a-d) Plain images; 6(e-h) permuted images; 6(i-l) encrypted images.

To appraise the key sensitivity of the suggested scheme,
two keys K1 and K2 which are slightly different from each

other are compared. The Lena test image is encrypted using
K1 andK2. The demonstration is provided in Fig. 8. The plain
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FIGURE 7. Histogram of original and encrypted images. 7(a): plain images; 7(b): corresponding histograms; 7(c): encrypted images; 7(d)
corresponding histograms.

image is given in 8(a). The encryption of plain images with
K1 and K2 are given in 8(b) and 8(c), respectively. The differ-
ence between encrypted images is given in 8(d). During the
decryption of 8(b) with keyK1, the original image is obtained,
but this is not the case with key K2, where the obtained
image is shown in 8(f ). Likewise, during the decryption

of 8(c) with key K1, the obtained image is shown in 8(g)
which is not same as the original image, at the same time we
obtain the original image with key K2. This analysis ensures
the capability of the scheme to yield different ciphered
images when encryption is performed with slightly different
keys.
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FIGURE 8. Key sensitive analysis.

TABLE 1. Information entropy analysis.

C. INFORMATION ENTROPY ANALYSIS
Entropy estimates the strength of a cryptographic scheme in
terms of how much it can disorganize the encrypted image
[34], [37]. It measures the degree of randomness of an encryp-
tion scheme [38]. The expression to compute the degree of
randomness is given as [34].

H (m) = −
255∑
u=0

p(mu) log2p(mu) (12)

m and p(mu) are the unique random variable and probability
of mu.

A cryptosystem has a high degree of randomness if its
entropy estimation is 8. The entropy analysis of the original
and the ciphered image is presented in Table 1. Note that
the randomness of the ciphered image is in proximity to
the optimum value. Consequently, the suggested scheme can
randomize the pixels to their optimum level.

D. CORRELATION ANALYSIS
It examines the strength of the encryption scheme to deter-
mine how much it can break the relationship of neighboring
pixels [39]. In the plain image, the adjacent pixels are highly
correlated. A good encryption scheme can break this relation-
ship [37]. Two thousand pairs are randomly chosen to analyze
adjacent correlation coefficients. The following expressions
are used to calculate the correlation coefficient.

ru,v =
E((u− E(u))(v− E(v)))

√
D(u)D(v)

, (13)

E(u) =
1
N

N∑
i=1

ui, (14)

D(u) =
1
N

N∑
i=1

(ui − E(u))2, (15)

E(u) and D(u) are the mathematical expectation and
covariance [34].

A cryptosystem has more strength if its correlation esti-
mation is 0. The original image has a correlation close to
1 and the correlation of our test images is close to 0. This
suggests that the proposed scheme is capable to break the
relationship of adjacent pixels. The results of the correlation
analysis of the original and the ciphered images are provided
in Fig. 9(A) - 9(C), and Table 2. In Fig. 9(A) - 9(C), (a-c) and
(d-f) represent the horizontal, vertical, and diagonal correla-
tion of original and encrypted image, respectively.

E. DIFFERENTIAL ATTACKS
The association between the pixels of the plain image and
the ciphered image is evaluated by the NPCR and UACI
analyses [34].

A cryptosystem is secure if it is highly sensitive to minor
changes in input. Suppose C1 and C2 are two ciphers of
plain images. The following expressions are used to calculate
NPCR and UACI.

NPCR =
1

W × H

[∑
u,v

D(u, v)

]
× 100%, (16)
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FIGURE 9. (A). The correlation coefficient (red channel). (B). The correlation coefficient (green channel).
(C). The correlation coefficient (blue channel).
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FIGURE 10. Noise analysis.

TABLE 2. Correlation analysis.

TABLE 3. NPCR and UACI results.

UACI =
1

W × H

[∑
u,v

C1(u, v)− C2(u, v)
255

]
× 100%, (17)

C1(u, v) is the gray pixel value of the cipher image [34].

D(u, v) =

{
1 C1(m, n) 6= C2(m, n)
0 otherwise

(18)

These analyses are evaluated, and the findings are pre-
sented in Table 3. These findings indicate the suggested
scheme’s high resistance to differential attacks.

F. KEYSPACE ANALYSIS
It is important to test the brute force attack to test the
security strength of the cryptosystem [40]. A cryptosystem
can withstand the brute force attack if its key space is
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TABLE 4. Image quality measure for 256 × 256 multi-image.

TABLE 5. NIST test results.

greater than 1030 ≈ 2100. Assume that the precision of
the computer is 1015. The keys of the 3D chaotic map are
x1, y1, z1, ψ,µ, λ and σ . Thus, the key space has a total of
10105 ≈ 2348 possibilities. It shows that the key space of the
proposed scheme is enormous in its ability to withstand the
brute force attack.

G. TIME EXECUTION ANALYSIS
The time required for algorithm execution is also of critical
importance to test the value of a cryptosystem [41]. The
proposed algorithm is tested on a machine with the following

specs: Intel(R) Core (TM) i3-4010U processor @ 1.70GHz;
4.00 GB RAM; and Windows 10 Enterprise. For the execu-
tion of both the encryption and decryption process, the com-
puterized simulations are conducted in MATLAB R2013a
(8.1.0.604). The time taken to encrypt the RGB Test image
is 19.922 seconds.

H. NOISE ANALYSIS
When exposed to some noise in the transmission, the behav-
ior of the cipher scheme is of critical importance. Rarely,
there is some noise in the broadcast channel. As a result,
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TABLE 6. Comparison of experimental finding with some existing techniques.

the encrypted image gets affected severely, and cryptosystem
failed to recover the image [42]. Hence, a cryptosystem is
strong if it has image retrieval property even if there is noise.
Here, the effectiveness of the proposed scheme is analyzed.

Consider the analysis of fat-tail distribution, also known as
salt and pepper noise [42]. There are bright pixels in the dark
and dark pixels in the bright in this type of noise. In Fig. 10,
encrypted and decrypted images of Lena, Baboon, Fruits and
Airplane with increment in noise are given.

It is evident that the proposed scheme can recover the
original image in each case of noise.

I. STRUCTURAL SIMILARITY (SSIM)
To evaluated the resemblance among two images, SSIM is
performed [43]. This index is assessed on various windows
of an image. The following expression is used to mea-
sure SSIM index between windows X and Y of communal
size N × N :

SSIM (X ,Y ) =
(2µXµY + c1)(2σXσY + c2)

(µ2
X + µ

2
Y + c1)(σ

2
X + σ

2
Y + c2)

(19)

µX , µY , σ 2
X , σ

2
Y , σXY are the average, variance and covariance

of X and Y, respectively. Further, c1 = (k1L)2 and c1 =
(k2L)2 are the variables to stabilize the division with the weak
denominator, L is the dynamic range of the pixel values,
k1 = 0.01 and k2 = 0.03 by default. The results are shown in
Table 4.

J. RANDOMNESS TEST
The security level of a cryptosystem can be deter-
mined by finding its distribution, complexity, period,
and output data. A cryptosystem is safe if the data is
evenly distributed, so it exhibits high complexity and
durability [44]. In this paper, NIST SP 800–22 [33] test
is performed on a multi-image. There are also some
subcategories in this test. Test results show that the
encrypted test image using the proposed scheme passes all
the security threats. The NIST test results are presented
in Table 5.

K. COMPARISONS
The experimental findings of Entropy, Correlation coeffi-
cient, NPCR, and UACI of the suggested scheme are com-
pared with some existing schemes in Table 6. Note that the
entropy of the ciphered image is too close to the optimum
value. Consequently, the suggested scheme is considerably
more secure and has more strength. The results of NPCR
and UACI of the ciphered image are 99.61% and 33.40%,
respectively. These results indicate that the suggested scheme
has a high resistance to differential attacks. The correlation
coefficient values are very close to the optimal value.

This indicates that the suggested scheme is better than the
techniques shown in comparison. Hence it is a highly secure.

V. CONCLUSION
This work proposes an efficient color image encryption
scheme based on the construction of a 3D chaotic map. The
suggested scheme induces confusion and diffusion in the
image through four modules: combining plain images; row
and column permutation; S-box construction; and S-box sub-
stitution of permuted pixels. The proposed scheme’s encryp-
tion strength was determined through Entropy, Correlation
coefficient, NPCR, and UACI analyses, which were then
compared to the past techniques. Furthermore, the proposed
scheme is assessed in terms of its computation time.

Experimental findings and security analysis indicate that
the proposed scheme has a good encryption effect, high key
sensitivity, high pixel randomization, and weak correlation of
adjacent pixels. Furthermore, it opposes common statistical
and differential attacks. A comparison with current work
shows that the proposed algorithm is more secure and suitable
for real-time communication.
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