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ABSTRACT The use of smartphones has become an inherent part of daily human life. It allows users to keep
personal information, emails, pictures, social media accounts, and financial data in one place. Consequently,
smartphones are an attractive target for malware developers to spread malicious content, aiming at extracting
information without the user’s knowledge. Therefore, understanding malware propagation characteristics
could provide a means to evaluate how they behave in order to plan security solutions accordingly. Bluetooth
antennas are a channel for spreading malware through smartphones, where the probability of infection,
similar to biological viruses, depends mainly on the attacker’s physical proximity. This work presents a
model based on cellular automata and epidemiological compartmental models for studying the spatial and
temporal propagation of Bluetooth worms in smartphones. The proposed model incorporates the individual
characteristics of each device, such as security settings, latency time, operating system, different classes
of Bluetooth antennas (range and transfer rate), and different user mobility patterns. Several simulation
scenarios are analyzed in order to study the spreading dynamics of Bluetooth-based worms, considering
the location where the outbreak begins, and the different types of antennas integrated into the smart devices.
Simulation results indicated that the proposedmodel is appropriate for studying how the users’ demographics
affect the worm’s propagation dynamics in time and space. Moreover, the model permits an analysis of the
impact of users’ awareness about the risks inherent in using smart devices in Bluetooth networks, based on
the acceptance of incoming communication and the effects of recovery and immunity to threats. Finally,
the proposed model preserves simplicity and computational efficiency, with the possibility of extending
beyond Bluetooth in order to include other transmission media.

INDEX TERMS Bluetooth devices, cellular automata, discrete-time systems, epidemic model, malware
propagation, smartphones, systems modeling, spatiotemporal phenomena.

I. INTRODUCTION
Mobile telephony use is growing rapidly around the world.
According to Statista [1], the number of mobile phone users
was forecasted to reach 2.87 billion by 2020. Smart device
security heads the list of concerns of all companies, as almost
all their employees routinely access corporate data through
them. For this reason, keeping confidential information out
of reach of unauthorized people is top priority.

The associate editor coordinating the review of this manuscript and

approving it for publication was Amjad Gawanmeh .

IBM Security and the Ponemon Institute have estimated
that in 2018 the average global cost of a data breach was
$3.86 million, a 6.4% increase from the 2017 report, which
also showed that 47% of the attacks come from cyber-
crime [2]. Because of the Internet’s intensive use, a data
breach is no longer a problem that only affects large compa-
nies. Exposure to potential risks and threats now includes end
users using smartphones, tablets, laptops, and workstations.
These devices store sensitive information, such as social net-
work accounts, bank account data, credit card numbers, and
personal information, a highly attractive target for malware
developers.
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The term malware comes from the contraction of mali-
cious software. It usually defines a wide range of hostile and
intrusive operating system software applications designed
to access user information. Since many computer systems
lack a good security design or allow simple user access,
the term malware covers only those programs written with
the specific purpose of interrupting a system’s normal opera-
tion. For this reason, applications with security flaws are not
considered malware since their defects and poor design were
not deliberately implemented [3]. Currently, the development
and spreading of malware to steal personal information is a
business worth billions of dollars a year.

There is a wide range of malware types and multiple
spreading channels. This paper focuses on worm-type mal-
ware, which can propagate through Bluetooth antennas by
making copies of itself and sending them to other devices in
its proximity without any action or knowledge of the infected
smartphone owner.

Bluetooth is a brand name defined by the Bluetooth Spe-
cial Interest Group in 1994 [4], [5] and standardized as
IEEE 802.15.1 [6]. This standard of wireless short-range
transmission has been implemented through several devices
such as smartphones, headsets, laptops, hands-free for cars,
etc. It might have seemed that the old days of Cabir
in 2004 [7] and CommWarrior in 2005 [8] of malware that
spread through Bluetooth antennas were over. While Cabir’s
propagation method via Bluetooth was quite original and
harmless [9], [10], it was short-lived and depended heavily on
the proximity of the target device. Besides, in 2004, less than
2% of the market was occupied by Bluetooth devices, making
a mobile malware outbreak in the short or medium-term
unlikely [11]. Finally, Wi-Fi provided an even superior prop-
agation mechanism for mobile-to-mobile malware since it
did not require authentication, inasmuch as its traffic was
easier to trace and falsify compared to Bluetooth. Similarly,
Wi-Fi is always on, unlike Bluetooth, which must be turned
on, and in general, a discoverable mode to be exploited by
malware. Another important reason why Bluetooth antennas
were not considered as an attack vector was that the first
versions of the standard had many errors, communication
problems, and latency issues, which caused Bluetooth to fall
into disuse for many years. During all these years, attackers
ignored Bluetooth and wrote malware through other vectors,
such as MMS, SMS, and Wi-Fi, mainly.

Many of the limiting factors that persuaded attackers
not to consider Bluetooth have changed in recent years.
Bluetooth has solved many of the reliability and perfor-
mance issues it used to experience. At the same time, the
number of Bluetooth devices has skyrocketed, and the num-
ber of apps and devices now using Bluetooth is unprece-
dented (according to Bluetooth 2018market update, this year,
the number of devices enabled with this technology reached
4 billion [12]). While other attack vectors such as WiFi
and currently 4G-5G networks remain faster ways to attack
mobile devices, Bluetooth, by its sheer number of apps
and devices, is no longer a technology that could be

considered risk-free. Since Bluetooth lacks a centralized
security infrastructure and the risks are increasing as this
technology becomes more widespread around the world. As a
result, in the last years, serious security vulnerabilities have
occurred. One of them is BlueBorne, a recently published
attack vector that exploits security gaps in Bluetooth classic
connections and can be used to execute malicious codes on
affected devices [13], [14]. BlueBorne requires no user inter-
action and only needs the Bluetooth antenna to be on. More
recently, in 2020, BlueFrag security vulnerability allowed
code execution over Bluetooth in some Android devices [15].
In BlueFrag, a remote attacker could silently execute an arbi-
trary code with the Bluetooth daemon’s privileges without
requiring any user interaction. In order for BlueFrag to work,
it is necessary to know the target device’s Bluetooth MAC
address, which in most cases can be deduced from the Wi-Fi
MAC address. On the other hand, from 2016 onwards, when
Bluetooth version 5 was launched, Bluetooth was able to
increase transmission capacity eight times and the range up
to 200 m (outdoors) or 40 m (indoors). This version widely
encouraged the use of Bluetooth technology, especially for
the IoT. Recently, derived from COVID-19, many govern-
ments and companies are thinking of ways to contain the
pandemic using Bluetooth through so-called corona tracking
apps. These apps are already widely used in some countries,
such as India, Singapore, and Australia [16]–[23]. COVID-
19 apps require that Bluetooth always be on, which is attrac-
tive to malware developers. New malware may therefore
spread via Bluetooth in the upcoming years. Analyzing and
understanding the spread of malware is thus of great impor-
tance. Undoubtedly, efficient methods to detect malware
types are essential to fight Bluetoothmalware. Besides, math-
ematical and computational modeling are powerful tools for
understanding malware propagation and exploring the impact
of various parameters on different scenarios. However, these
models must reflect reality in the best way possible. Although
models cannot answer all questions, we believe that more
updated malware propagation models for Bluetooth will pro-
vide answers that can help to solve the puzzle about better
understanding and reevaluating the likelihood of malware
infection, even in crowded environments [24].

Since Bluetooth worms attack and infect devices in their
proximity, malware propagation shows a strong similarity
with the self-replicating behavior and propagation of bio-
logical viruses. Consequently, a common approach to mod-
eling this behavior is to use classical propagation theories
from epidemiology [25]. Most mathematical models for pre-
dicting mobile malware spreading by Bluetooth are based
on continuous modeling, such as systems of ordinary dif-
ferential equations [26]–[33]. Although these models are
very useful in describing global behavior and are able to
consider some factors known to affect virus propagation,
such as human behavior, device heterogeneity, and mea-
sures to prevent infections, they are not able to simulate the
local dynamic interactions between all devices in a given
space.
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As in the case of infectious biological diseases, modeling
the interactions between individuals reflects a more detailed
behavior that better resembles real-life scenarios. In this
regard, models based on cellular automata (CA) have become
a well-established alternative for simulating, analyzing, and
understanding worm behavior and propagation [34]–[40].
CA are discrete-time dynamic systems of interacting individ-
uals in a cell space [41], the state of which is also discrete.
The state of each one of the individuals is updated in parallel
at each discrete timestep, following a simple homogeneous
set of rules. When this set of rules induces stochastic pro-
cesses, CA can be considered a paradigm for a large dynamic
system in which many particles are allowed to interact under
certain local neighborhood rules. In this way, new individual
states are chosen according to some probability distributions.
Therefore, the behavior of the complete system depends
on the nature of the interaction between individuals. Thus,
CA can be seen as locally interacting Markov chains where it
is theoretically possible to join all the individuals in the cell
space and propose a very high dimension dynamic system,
the structure of which changes dramatically with time in a
nonlinear fashion in order to represent all feasible interactions
between individuals.

Peng et al. [34], [38] proposed a CA model to simulate the
dynamics of worm propagation in Bluetooth networks based
on the consideration of the spread degree of infected nodes
and resistance towards susceptible nodes. In 2015, Del Rey
et al. [40] introduced a CA model the dynamics of which is
based on logic transition functions. This model considered
smartphone mobility and the heterogeneity of operating sys-
tems. However, it did not consider some important scenarios
for worm propagation by Bluetooth, such as the interruption
of worm transmission due to mobility as devices come in and
out of range with each other. González and Lárraga et al. [42]
proposed a two-dimensional CA-based model to study the
propagation of a Bluetooth worm based on epidemiological
compartmental models. This research classified each smart-
phone epidemic state into one of seven types: susceptible,
exposed, infected, diagnosed, carrier, interrupted, and recov-
ered. It defined a set of local rules to simulate the dynamics
of the model when homogeneous smartphones were consid-
ered. More recently, this model was extended to consider
the probability of recovering and having an antivirus update
and its effects against the worm. However, the described
models do not take into account other factors that affect
worm propagation, including human behavior, user interac-
tion, malware transmission characteristics and their impact on
the propagation dynamics to determine how a Bluetooth mal-
ware might spread under different conditions. This research
also considers different transmission ranges due to various
types of Bluetooth antennas, i.e., with a transmission range
of 1, 10, or 100 m, as well as the transmission acceptance
and the discoverable mode as a function of the user’s direct
intervention.

In this paper, themodel proposed in [43] is further extended
by adding the necessary rules to include new features to better

represent real smartphone interactions and communications.
The following new features are considered in the definition of
the dynamics of the proposed model and its behavior: 1) Dif-
ferent Bluetooth antenna classes were considered that conse-
quently implied different ranges and transmission rates which
affect the time to transmit the worm payload; in other words,
a worm can propagate faster in some devices; 2) Renewal
factors to simulate existing devices moving out of the area
under study and new devices moving in; 3) The influence
of different types of device mobility. In addition, tuning of
input parameters, e.g., transmission rates, worm file size, etc.,
are adjusted using real data provided by some public reports
about antivirus software. The proposed model is useful to
represent malware propagation based on operating system
vulnerabilities, the appearance of which is difficult to predict.
The sheer number of Bluetooth devices in circulation makes
studyingmalware propagation a relevant phenomenon to ana-
lyze. Different simulation scenarios were designed to ana-
lyze how a Bluetooth worm might spread. The experiments
considered the location where the outbreak begins, the user’s
awareness about the risks inherent while using smart devices
in Bluetooth networks, and the different types of antennas
integrated into the smart devices. Simulation results indicate
that the proposed model is appropriate to study how the
user’s demographics affect worm propagation in time and
space.

The rest of this paper is organized as follows. Section II
introduces the proposed model, while Section III presents
simulation results obtained from this model under different
scenarios. Finally, Section IV introduces the conclusions and
some suggestions for future work.

II. WORM PROPAGATION MODEL
A. CELLULAR AUTOMATA
Cellular automata (CA) are recognized as an intuitive mod-
eling paradigm for Complex Systems. CA are mathematical
dynamic system models, that, are spatially and temporally
discrete. They are composed by a finite set of cells, each one
possibly occupied by agents that evolve in parallel at discrete
timesteps. The state of each agent is updated in accordance
with a set of dynamic transition rules that takes into account
the state of agents in the cells in its neighborhood.

Formally, CA can be defined as a five-tuple,
{N , C, �,V , f }, where N is the set of individual agents, C
denotes the cellular space, � denotes a finite state set the
elements of which are all the possible states of the agents, V
denotes the cell neighborhood of each agent, and f denotes a
set of local transition rules. In particular, for two-dimensional
CA, cellular space C is represented as a regular spatial lattice
or grid C of L × M cells, C = {(i, j) | i, j ∈ Z, 1 ≤ i ≤
L, 1 ≤ j ≤ M}. At time t , each agent stays in one of the
finite numbers of possible discrete states in�. By interacting
with the agents in its neighborhood V , each agent updates its
current state following the set of specific transition rules in f .
This CA paradigm forms the basis of the worm propagation

model introduced in the following subsection.
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FIGURE 1. Cellular space C.

B. THE MODEL
The proposed model is a probabilistic cellular automa-
ton. Agents are N individuals with smartphones randomly
deployed on the two-dimensional latticeC , that represents the
geographic area under study. Then, each cell has an associated
position (i, j), which in this paper represents an area of 1 m2.
Besides, cells can be either empty or occupied by just one
individual with a smartphone, as shown in Fig. 1a. Transitions
in time are from t → t+1, which implies the timestep is equal
to 1 s.

On the other hand, each smartphone u ∈ N at location (i, j)
can establish contact only with those smartphones within a
neighborhood V (u)(i,j) that represents the radial transmission
range of a Bluetooth antenna using a 2DMoore neighborhood
with radius r , the value of which depends on the class of
Bluetooth antenna considered and defined by:

V (u)(i,j) = {(x, y) : |x − i| <= r, |y− j| <= r}

as shown in Fig. 1b.
In our model, only two classes of Bluetooth antenna are

considered, which are described in [44]: class 2 (10 m of
transmission range) and class 3 (1 m of transmission range).

C. SMARTPHONE STATES
The epidemic state of a smartphone is divided according to
the propagation dynamics of Bluetooth worms as follows:
a. Susceptible state (S). Denotes devices that have not been

infected by another infectious smartphone but are prone to
infection.

b. Exposed state (E). Devices that have been in contact with
the worm, but are not yet able to spread it to a susceptible
smartphone because a complete copy of the worm has not
yet been transmitted to them.

c. Infected state (I). Devices that have received a full copy
of a worm compatible with its operating system. There-
fore, theymay infect other susceptible smartphones within
their transmission range.

d. Carrier (C). Devices that have received a full copy of the
worm payload that it is not compatible with their oper-
ating system. Consequently, it is assumed that the worm
cannot operate properly and is not capable of continuing
to spread. This is a terminal state.

e. Recovered state (R). Devices in which the worm has been
removed by applying a factory reset or restoring a backup,
giving them temporal immunity. Devices in a Recovered
state may also go back to a Susceptible state, representing
some devices getting out of the cellular space and new
ones coming in, thus keeping the total number N constant.

f. Interrupted state (INT). Denotes exposed devices
receiving a copy of the worm that, due to its mobility, went
out of the infecting device’s transmission range before
the transmission of the worm payload finished. This state
also encompasses those devices receiving a copy of the
worm and the recovery of the corresponding infected
smartphone. A device that has reached this state will go
back to a Susceptible state at the next timestep.

The infection state for the smartphone u located at position
(i, j), at timestep t is denoted by ωuij(t), in which ωuij(t) ∈
{S,E,C,I,R,INT}. Let the number of susceptible, exposed, car-
riers, infectious, and recovered devices at time t be denoted
by S(t), E(t), C(t), I (t), R(t), and INT (t), respectively. Then,
N = S(t)+E(t)+C(t)+ I (t)+R(t)+ INT (t), implying that
N , the number of smartphones in the cellular space C remains
constant throughout the simulation time.

D. SMARTPHONE ATTRIBUTES
Each agent in the cellular space C is a smartphone provided
with attributes of real devices, the value of which is stored
in the individual variables described in Table 1. Initially,
smartphones are randomly deployed on the cellular space
with a probability PMOV to start moving randomly. At each
timestep, a smartphone could move from its current position
(i, j) to any available adjacent cell in its neighborhood.

The state of each smartphone in C will change at each
timestep, according to a set of local rules represented by the
transition diagram depicted in Fig. 2. Here, fTSE (u), fTEINT (u),
fTEI (u), fTEC (u), and fTEE (u) are logical functions that a smart-
phone uses to change its state from state S to E, E to INT,
E to I, E to C, and E to E, respectively. Besides, a smartphone
in the state I will transition to state R if the probability PIR
is met. Otherwise, it will remain in state I. Finally, if PRS is
met, then the smartphone in state R will transition back to
state S. The following subsection details the rules that define
the transitions between states.
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TABLE 1. Attributes of a smartphone agent u at time t .

FIGURE 2. State transition diagram of an arbitrary smartphone.

E. TRANSITION BETWEEN STATES
In order to describe the phases of the worm spreading through
Bluetooth antennas, the model considers the following rules
to control its evolution:

a. From a Susceptible to an Exposed State. This transition
represents the situation in which the owner of a healthy
smartphone accepts the transmission of an infected smart-
phone in its neighborhood, signaling that the infection can
start. For this to happen, four conditions must be met:
1) The probability to be infected by a nearby infectious
smartphone; 2) The Bluetooth antenna must be turned
on; 3) The antenna must be on discoverable mode; and
4) The user must accept the incoming transmission. Con-
sequently, the logical function used to determine the tran-
sition from a Susceptible to an Exposed state is described
as follows:

fTSE (u) = Xt
pi ∧ Ut

uBT ∧ Dt
u ∧ At

uacc_v (1)

with

Xt
pi =

{
1 with probability PContagion = β

Iu(t)
Nu(t)

0 with probability 1− PContagion
(2)

Ut
uBT =

{
1 with probability PBT
0 with probability 1− PBT

(3)

Dt
u =

{
1 with probability PD
0 with probability 1− PD

(4)

At
uacc_v =

{
1 with probability Pacc
0 with probability 1− Pacc

(5)

where u ∈ N is the smartphone in cell location (i, j), Nu(t)
is the total number of neighboring smartphones of u at
time t , β ∈ [0, 1] is the infection rate, according to [25],
and Iu(t) is the total number of infected smartphones in u
neighborhood at time t . Thus, Xt

pi is the logical variable
that indicates whether a smartphone could be infected
from a worm transmitted by a nearby infectious smart-
phone. Ut

uBT is a logical variable that indicates whether the
antenna of smartphone u is on at time t with probability
PBT . Dt

u indicates whether the antenna of smartphone u
is on discoverable mode at time t with a probability PD.
Finally, At

uacc_v also takes a logical value that indicates
whether the owner of the smartphone u accepts the incom-
ing transmission from a neighboring smartphone v at time
t with a probabilityPacc. Consequently, the transition from
a Susceptible to an Exposed state is given as follows;

ωuij(t + 1) =

{
E, ωuij(t) = S, fTSE (u) = 1

S, ωuij(t) = S, fTSE (u) = 0
(6)

b. From an Exposed to an Infected, or from an Exposed
to an Interrupted, or from an Exposed to a Carrier
State. This state transition represents what happens to an
exposed smartphone that is already in contact with an
infected one. Three possible events may occur: 1) The
exposed and infected smartphones remain in transmission
range r for a latency time LT until the worm is sent
and both devices have the same operating system; 2) The
exposed and infected smartphones interrupt transmission
by going out of range r before the latency time LT is
completed; and 3) The infected smartphone completes
worm transmission in time LT, however, the receiving
smartphone has a different operating system than the one
targeted by the worm. In order to clarify this transition,
suppose that at time t cell (i, j) is occupied by the smart-
phone of interest uwith current state E denoted as ωuij(t) =
E that will evolve at time t+1 to state C, I or INT according
to the following conditions:

ωuij(t + 1) =


E, ωuij(t) = E, fTEE (u) = 1

INT, ωuij(t) = E, fTEINT (u) = 1

I, ωuij(t) = E, fTEI (u) = 1

C, ωuij(t) = E, fTEC (u) = 1

(7)
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TABLE 2. Example of exposed smartphones attributes.

FIGURE 3. Timeline in the transition from exposed to infected state
assuming a latency time LT = 7 s.

where fTEE (u), fTEINT (u), fTEI (u) and fTEC (u) are logical
functions that a smartphone uses to change its state from
state E defined as follows:

fTEE (u) =

{
1 t < 1t ∧ vI ∈ Vu
0 otherwise

(8)

fTEINT (u) =

{
1 t < 1t ∧ (vI /∈ Vu ∨ U t

BTu = 0)

0 otherwise
(9)

fTEI (u) =

{
1 t ≥ 1t ∧ vI ∈ Vu ∧ uos = vIos
0 otherwise

(10)

fTEC (u) =

{
1 t ≥ 1t ∧ vI ∈ Vu ∧ uos 6= vIos
0 otherwise

(11)

Here, Vu represents the neighborhood of smartphone u.
vI ∈ Vu denotes the infected device that is transmitting
the worm to the smartphone u at timestep t . uos and vIos
are used to denote the type of smartphone’s operative
system of devices u and vI , respectively.1t represents the
time required for the infection to be completed, defined
as 1t = IST + LT; in which IST represents the infection
starting time and LT the latency time.
To illustrate this case, consider two different smartphones
denoted as u and u′, respectively, the attributes of which
are shown in Table 2. Let’s assume that both smartphones
accept the worm transmission of an infected smartphone
in its neighborhood and change from a Susceptible to an
Exposed state at time t = 10 and t = 14, respectively.
Fig. 3 depicts their evolution over time, in which can be
observed that smartphones u and u′ become infected at
time t = 17 s and t = 21 s, respectively.

c. From an Interrupted to a Susceptible State. This
state transition represents the situation in which a smart-
phone was connected to an infected device and one of
the two devices left the range of the Bluetooth antenna
before worm transmission ended. Therefore, the connec-
tion is assumed to have been interrupted. Consequently,
the exposed smartphone does not have a full copy of the
worm, so it is not affected by it and thus returns to a

Susceptible state. Assuming that smartphone u is located
at cell (i, j) and its current state is INT denoted as ωuij(t) =
INT, then the state will unconditionally evolve to state S
at the next timestep, as shown in (12).

ωuij(t + 1) = S (12)

d. From an Infected to a Recovered State. This state tran-
sition represents an infected smartphone owner’s attempt
to recover the device by restoring a backup or by a factory
reset. Let us suppose that smartphone u is located at cell
(i, j) and its current state is I, denoted as ωuij(t) = I; this
will evolve to the state R if probability PIR is met, which
indicates that the attempt to remove the worm from the
operating system was successful; otherwise, the device
will remain in the state I. The transition occurs as follows:

ωuij(t + 1) =

{
R, ωuij(t) = I with probability PIR
I, ωuij(t) = I with probability 1− PIR

(13)

e. From a Recovered to a Susceptible State. This state
transition simulates new smartphones entering the cellular
space, whereas existing smartphones are moving out of
it, with a probability PRS , always keeping N unchanged.
Suppose that a smartphone u is located at cell (i, j) and its
current state is R, denoted as ωuij(t) = R; then, this will
evolve to state S if probability PRS is met. This transition
is represented as follows:

ωuij(t + 1) =

{
S, ωuij(t) = R with probability PRS
R, ωuij(t) = R with probability 1− PRS

(14)

F. MOBILITY DYNAMICS
The proposed model introduces smartphone mobility
throughout cellular space C, an important factor in the infec-
tion process by Bluetooth. Every smartphone can thus move
to one of the nearest available cells into a Moore neighbor-
hood at each timestep, provided that movement probability
PMOV is met, as shown in Fig. 4. Three different types of
movements are considered:
a. Straight Line (SL). A smartphone will continue to move

in the same direction with probability PMOV if and only
if another smartphone does not already occupy the target
cell or the target cell is located on the border of the cellular
space. Otherwise, the smartphone will remain in its origin
cell, and a new direction will be assigned at the next
timestep (see Fig. 5a).

b. Random Walk (RW). A smartphone will move to a ran-
domly selected direction at each timestep with a proba-
bility PMOV if and only if another smartphone does not
already occupy the target cell or the target cell is not on the
border. Otherwise, the smartphone will remain still (see
Fig. 5b).

c. Mixed Movement with Pauses (MMwP). A smartphone
will move with a probability PMOV , according to the fol-
lowing steps
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FIGURE 4. Moore neighborhood used to assign the motion direction of
smartphones.

TABLE 3. General input parameters and variables.

a) A time frame is assigned with a duration between
[1,5] seconds.

b) A movement pattern is assigned (SL, RW or a pause).
c) The movement is executed, using the assigned time

frame and pattern.
d) The first three steps are repeated until simulation ends.
This movement is depicted in Fig. 5c.

Table 3 contains a summary of the parameters of the pro-
posed model.

G. GENERAL CONSIDERATIONS REGARDING THE
PROPOSED MODEL
This subsection summarizes considerations for the proposed
model, as they are important for an understanding of its
dynamics and behavior.

• This model considers Bluetooth connections as an infec-
tion vector only. Bluetooth stack and other Bluetooth
low-level features are out of the scope of this research.

• Smartphones may have different characteristics or con-
figurations, which influence how the worm spreads
(operating systems and security settings).

• The operating systems considered in this model are
Android and others.

• The infection dynamics considers that an infected smart-
phone can attack susceptible oneswithin its transmission
range.

• To complete the infection, the susceptible and infected
smartphones must stay within the transmission range
throughout all the latency time.

FIGURE 5. First 200 timesteps of two smartphones using the three
different motion models. The point of the arrow corresponds to the
direction of movement.

• An infected device can be connected to at most one
exposed smartphone at a time and vice versa.

• In case an infected smartphone connected to another one
is recovered as a result of the recovery process, then it
will be disconnected from the exposed device, putting
an end to the whole infection processes.

• Exposed smartphones that became connected to an
infected smartphone that was eventually recovered will
transition to an INT state due to the cancellation of the
infection process.
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• Themotionmodel considers that a smartphone canmove
one cell at each timestep to represent that the device
holder is walking.

• Smartphones in an INT state will unconditionally go
back to a susceptible S state at the next timestep.

• The model evolves in timesteps t equal to 1 second.
• It is assumed that the worm modeled in this research
attacks Android devices only.

III. SIMULATION RESULTS AND DISCUSSION
This section presents simulation results from the proposed
model in order to evaluate the propagation dynamics of Blue-
tooth worms in smartphones. For this purpose, it includes
three sets of results. The first two analyze the effect of key
factors in a worm infection, such as: latency time, initial
position of infected devices, range of Bluetooth antennas, and
rates of recovery and renewal. Each one of these factors is
analyzed for a range of smartphone densities in cell space
(see Subsections III-B and III-C). The third set of results
illustrates how dynamics are affected by user choices, such
as turning the antenna on, putting the device in discoverable
mode, or accepting an incoming transmission. All of these
choices are made versus different values of smartphone den-
sity (see Subsection III-D). Figure 6 shows a flowchart that
summarizes the simulation steps of the model introduced in
this work.

A. GENERAL SCENARIO
For all cases, simulations are carried out on a 2D lattice
C of 101 × 101 cells, which represents a typical limited
geographic space in an urban area. Each cell represents an
area of 1 m2 and can be occupied or not by a smartphone at
time instant t. Besides, as already mentioned in the previous
section, a Moore neighborhood is considered for each cell in
position (i, j)

All simulation results presented in the first set of results
were generated by simulations of 21,600 s (6 hours). For
each smartphone density value considered, 10 simulation
runs were made and the obtained results averaged. All tests
considered a heterogeneous population of smartphones in
which 84% are Android devices. It is also assumed that the
worm modeled in this research attacks Android devices only.
Moreover, for all simulation results, density of smartphones
σ , which is defined as σ = N/(101× 101) varies from 0.1 to
0.9, with steps of 0.1, unless otherwise stated.

Besides, an infection rate β with a value of 0.9 was con-
sidered in order to simulate a very aggressive worm that
allows for an analysis of the role model parameters play
in propagating the infection. Moreover, the corresponding
value for the movement probability PMOV is maintained at
0.1 for all of the experiments, trying to reproduce a slow
motion speed within the cell space. The rest of the parameters
will be described in each case study. Simulations results are
carried out by using Netlogo 5.1.0, a programmable modeling
environment developed on the programming languages Scala

FIGURE 6. Flowchart of the proposed model simulation steps.

and Java for simulating complex systems developing over
time as the model introduced in our manuscript.

B. THE IMPACT OF PHYSICAL PARAMETERS ON
MALWARE PROPAGATION
This subsection collects controlled experiment results, based
on varying key factors in order to determine their impact on
malware propagation. In particular, simulation results were
obtained through varying latency time, the infected devices’
initial position, and Bluetooth range.

For all simulation results in this subsection, in order to
explore the impact of physical parameter variation on mal-
ware propagation, it was assumed that devices had their
antennas on, were in discoverable mode, and were accepting
all transmission requests, i.e., PBT = PD = Pacc = 1.

1) LATENCY TIME
The amount of time a worm needs to self-propagate to other
susceptible smartphones nearby using Bluetooth is related to
latency time, which depends on the worm’s file size and Blue-
tooth’s transmission data rate. Thus, as the initial point of the
research, the dynamics of malware spreading were analyzed
through varying the Bluetooth data rate, which directly affects
the latency time required to complete the worm payload
transmission to other devices, using different smartphone
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density values. In particular, data rates of 1 Mbps, 2 Mbps,
and 3 Mbps were considered [44]. Besides, according
to [45]–[49], there is no standard size for malicious software.
However, the trend is that small sizes are preferred due to the
shorter time required to transmit them over the network. Thus,
in this research a hypothetical malware file size of 1 MB
(1024 KB) was assumed. By taking into account this malware
size and considering the three transmission rates, latency time
LT = 8, 4, and 2.67 s, for data transfer rates of 1 Mbps,
2 Mbps, and 3 Mbps, respectively, were obtained as follows:

LT =
file size

transfer rate
(15)

Thus, five different scenarios were analyzed. Three of them
resulted from LT = 2.67, 4, and 8 s; the fourth one used
a variable transmission rate, denoted as LTx such that,
on the basis of a discrete uniform distribution, at each
timestep one of the three latency times is chosen. Finally,
the fifth scenario considered latency time to be the aver-
age of the three transmission rates, i.e., LT = 4.89 s. For
all the simulations, and given a density σ , the initial posi-
tion of smartphones in cell space C was randomly assigned.
Besides, initially 10% of devices were considered to be
in an infectious state I. This random placement allows no
other factors to interfere in the dynamics of the infectious
process, such as the starting position of the smartphones
(presented later on). Moreover, no renovation and renewal
effects were considered, that is, PIR = 0 and PRS = 0,
respectively.

Fig. 7a shows the variation of the time required by the
worm to infect all the smartphones with an Android operating
system (84% of the total population) for the first four sce-
narios of LT = 2.67, 4, 8, and LTx s, when different density
values of σ are considered. As can be observed from this
figure, the larger the latency time value, the more time is
required to infect the entire population, as occurs in reality.
On the other hand, note that this required time becomes
shorter as density increases because the probability that a
user moves is smaller, therefore increasing the probability
of infection as the device remains within the antenna range
of an infected device for a longer time. Therefore, higher
density has a larger influence than latency time in worm
propagation.

Besides, Fig. 7b compares the fourth and fifth scenarios,
demonstrating that the obtained behavior for LT = LTX s is
very similar to that corresponding to LT= 4.89 s, the average
of the three latency values considered. Based on these last
results, in the rest of the simulation experiments, a LT= 4.89 s
will be used.

2) INITIAL POSITION OF INFECTED DEVICES
In models of propagation of biological viruses, infectious
outbreaks are simulated through the appearance of a sin-
gle infected individual at time t = 0, from which subse-
quent contagions will occur. Thus, the following experiments
are meant to study how the initial position of the infected

FIGURE 7. Time required to complete worm propagation versus
smartphone population density, using PMOV = 0.1, PIR = 0 and PRS = 0,
PBT1

= 1, β = 0.9 and different latency times LT.

smartphone influences the time evolution of the worm’s prop-
agation to other devices within its transmission range in order
to determine the spatial conditions that favor or impair the
infection dynamics. For this, two different initial positions
of the infected smartphone were considered because of the
symmetry of the geometrical area: in a corner and at the
center of the space. For both initial positions, results were
obtained through considering two different types of motion
patterns (see subsection II-F): Straight Line (SL) andRandom
Walk (RW).

Figures 8a and 8b show the time evolution of the pro-
portion of infected smartphones when the initial position
of the infected smartphone is at the center of the geo-
graphic space, for SL and RW movement patterns, respec-
tively. It can be observed that a faster worm propagation
occurs for the SL pattern if density is low, σ ≤ 0.5.
However, when density is high, σ > 0.5, the worm prop-
agation evolves slightly faster for the RW movement pat-
tern (see the insert in figure). This occurs because the SL
pattern tends to move across larger routes than RW, which
moves locally. Similar qualitative behavior occurs when the
initial position of the infected smartphone is placed in a
corner of cell space C and is not shown for economy of
space.
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FIGURE 8. Proportion of infected vehicles with respect to time, for
different density values, when the initial position is set at the center of
the geographic space. a) Straight line (SL) movement; b) Random
walk (RW) movement. All devices had their antennas on, were in
discoverable mode, and were accepting all transmission requests, i.e.
PBT = PD = Pacc = 1.

Results are summarized in Figs. 9a and 9b, that correspond
to the time required for the worm to infect all the smartphone
population against density σ , for both SL and RWmovement
patterns, when the infection starts at the center or corner of
cell space C, respectively. Note that the observed behavior
is qualitatively similar, regardless of the initial position of
the first infected device. However, the combination of the
infected smartphone’s initial position and the type of move-
ment quantitatively affects the outbreak in terms of time.
In particular, the time required when the infection starts from
a corner is about 40% longer than when it starts from the
center. This can be observed more clearly in Fig. 10 that
shows the spatial-time state of the system after 500 s for both
initial positions. Fig. 10a shows the state of the system when
the infection starts at the center, whereas Fig. 10b shows the
state of the system when the infection starts at a corner. Note
that the position in the center of the cellular space greatly
favors the worm’s propagation speed and constitutes the
worst scenario to estimate the impact of worm propagation
in a limited space.

FIGURE 9. Comparison of the time for complete worm propagation versus
smartphone population density considering multiple movement patterns.

3) RANGE OF BLUETOOTH ANTENNAS
As mentioned earlier, derived from its lack of centralized
security infrastructure, Bluetooth has serious security vulner-
abilities that can expose important information on a device
to others on Bluetooth networks. Thus, this sub-subsection
analyzes worm propagation for Bluetooth antenna ranging
1 and 10 m (see [42] for a description of the standard) in order
to evaluate impact. Simulation scenarios started by using only
the 1 m range antennas and gradually increased the number of
devices with 10 m range. The proportion of the smartphone
population with each type of antenna range was indicated
with variables Pr1 and Pr10, such that Pr1 + Pr10 = 1. The
latency time used for these experiments was the average value
of 4.89 s calculated in subsection III-B1.

Based on the results of previous sections, simulations were
made only when the infection started at the center of cell
space C and with straight-line motion patterns.
Figures 11a and 11b show the time evolution of the propor-

tion of infected devices, for different values of device density
in cell space C, when two scenarios of antenna distribution are
considered: a) Pr1 = 0.5 and Pr10 = 0.5 and b) Pr1 = 0 and
Pr10 = 1. Several aspects should be noted in these figures.
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FIGURE 10. Spatial-temporal diagrams of the evolution of infection at
timestep 500 s.

First, the speed of worm propagation is faster as Pr10 → 1,
since the time to reach full propagation is about 30 % faster
when Pr10 = 1; second, note that when density σ is larger
than 0.3, time for full worm propagation is very similar for
the two scenarios. This clearly indicates a critical value of
density, σ > 0.3, beyond which full spreading cannot be
avoided.

In Fig. 12, the time for full worm propagation is plotted
against device density for six different combinations of Pr1
and Pr10. Note that when Pr10 > 0.4 and σ > 0.3, full
worm spread takes less than 400 s, or 7 minutes. Only when
all antennas have r = 1, is the time for full propagation
significantly longer. Since range in newer Bluetooth devices
tends to be greater, i.e., r ≥ 10, simulations demonstrate
the risk of full worm propagation even for modest values of
smartphone density σ ≥ 0.3, if the proportion of devices with
greater range exceeds 40%.

C. RECOVERY AND RENEWAL OF INFECTED DEVICES
1) RECOVERY FACTOR
So far, all experiments showworm propagation in a Bluetooth
network in which no smartphone has a recovery mechanism.
Evidently, this situation does not necessarily reflect reality,
since some users may have a backup of their smartphone’s
personal settings or are simply comfortable resetting their
smartphone to factory settings. In order to describe the like-
lihood of having the malware removed if a smartphone gets

FIGURE 11. Time evolution of the infection versus smartphone
population density considering different ranges for Bluetooth antennas,
first infected device is placed at the center of the cell space C and SL
movement is considered.

FIGURE 12. Time evolution of the infection versus smartphone
population density considering different ranges for Bluetooth antennas,
the infected device is first placed at the center of cell space C and SL
movement is considered.

infected, experiments in which the recovery probability, PIR,
assumed values larger than zero were carried out and ana-
lyzed. In particular, values of PIR ∈ [0.01, 0.1] were consid-
ered.

For all simulation results presented, it was assumed that
all devices used a Bluetooth antenna with a range of 10 m,
because this is the most common setting for commercial
devices (smartphones, tablets, etc.), as described in [44].
Besides, an initial density of infected devices corresponding
to 10% of the total devices was considered.

Figure 13 shows the time evolution of the proportion of
infected devices depending on smartphone density σ , for four
different values of the probability to recover PIR, when SL
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FIGURE 13. Proportion of infected devices as a function of time, for
different values of device density σ and variations in the probability of
recovery PIR .

motion is used. Plots indicate that in the four cases, all devices
eventually recovered, independent from density σ . However,

FIGURE 14. Time to remove the worm from the initial 10% of infected
devices versus probability of recovery PIR , movement patterns SL, RW and
different density values σ .

there are interesting differences between the scenarios. While
for lower values, PIR = 0.01, 0.05, there is an initial peak
in which the propagation exceeds the initial 10% of the
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infected population that later in time evolves to eliminate the
worms in all devices. On the other hand, for larger values,
PIR = 0.08, 0.09, there is not an initial peak and the worm
is gradually removed. This behavior signals that even modest
values, PIR = 0.01, can prevent worm propagation.

Simulations are reorganized in Fig. 14, that shows the
time it takes to remove the worm compared with different
values of PIR, for four values of smartphone density σ and
two movement patterns, SL and RW. This figure indicates
that there is not a significant difference in the recovery of
infected devices due to themovement pattern. Similarly, there
is a minimum time to remove the worm from the initially
infected devices for each value of σ , time that increases with
density σ as there are more devices from which to remove the
worm.

2) RENEWAL FACTOR
The aim of this group of simulations is to study the effect of
an infection when it becomes endemic, a situation that occurs
when the worm cannot be erased entirely from cell space C.
Since smartphones can move around this space, probability
PRS is introduced to represent that some smartphones can
come out of cell space C and other devices can also come
in. Smartphones that leave the cell space are assumed to be in
are covered state R, while those entering are in a susceptible
state S. The parameters used for these simulations are equal
to those used in the previous section.

Figure 15 shows the time evolution of the proportion of
infected devices for four different scenarios. In the first three,
PIR = 0.01 and PRS = 0.01, 0.05, and 0.09, respectively,
while in the fourth one, PIR = 0.09 and PRS = 0.01. Fig-
ures 15a-15c indicate that for all values of σ the worm cannot
be removed from cell space C. The final value of infected
devices increases with PRS , as new devices in a susceptible
state S can always be infected. Note that for PRS ≥ 0.05 and
σ > 0.1 infection propagates to all infectable devices. The
last plot, in Fig. 15d shows that, with high values of recovery,
PIR = 0.09 (implying that a high percent of infected smart-
phone population recovers) and modest values of renewal,
PRS = 0.01, can still produce an endemic situation, even
though the proportion of infected devices is much lower.
These simulations indicate the persistence of the infection,
even in the face of recovery and renewal mechanisms.

Figure 16 shows the time evolution of the five compart-
ments of interest in the infection-renewal dynamics: S, E,
I, R, C. For the sake of simplicity, only σ values 0.1, 0.5,
0.8, and 0.9 are shown, using probabilities PIR = 0.01
and PRS = 0.01. For a low density, σ = 0.1, as shown
in Fig. Fig. 16a, there are still susceptible devices, although
in a smaller proportion. In all the other densities, shown
in Figs. 16b-16d, the worm infected all possible devices, and
all five states reached similar final values. It is clear that
this happens because PIR = PRS , which induces a balance

FIGURE 15. Evolution of proportion of infected devices on time as a
function of the recovery probability PIR and the renewal
probability PRS .
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FIGURE 16. Evolution in time of the proportion of susceptible S, exposed
E, infected I, carrier C, and recovered R devices for PIR = 0.01,PRS = 0.01
versus multiple values of density σ .

between new susceptible devices and their transitions to the
other terminal states.

D. USER INTERVENTION
Simulation results presented in previous subsections allowed
to explore the general worm propagation dynamics in the
proposed model and to analyze its behavior. It was shown
that propagation is favored by the initial position of the
first infected device and the use of long-range antennas.
In addition, the combination of the recovery and renewal
processes in the smartphone population shows that infection
can become endemic, if device density is medium or large.

This section analyzes user interaction. For this purpose,
three different actions were reviewed: i) Activating the Blue-
tooth antenna; ii) Setting the device in discoverable mode;
and iii) Accepting an incoming Bluetooth transmission.
These three actions are modeled with changes in PBT , PD and
Pacc, respectively.

Thus, different specific scenarios for worm propagation
can be designed which consider a smartphone user’s level of
cybersecurity awareness regarding the risks inherent in using
these devices in Bluetooth networks. Examples could be, for
instance, a scenario in which it is possible that a user decides
to maintain the antenna on at all times, PBT = 1, but in a
dormant discoverable mode in order to be able to connect
only with other previously paired devices, PD = 0; or when
a user maintains the antenna on, PBT = 1, and activates the
discoverable mode, PD = 1, but the user accepts only some
transfers, 0 < Pacc < 1. Moreover, in addition to SL and
RW movement patterns considered in previous simulations,
this subsection also presents simulation results for the mixed
movement with pauses (MMwP), defined in subsection II-F.
The aim is to analyze malware propagation behavior when
a more realistic human movement is taken into account.
This movement pattern considers random pause times after
an agent reaches one destination point before moving to
a new one (see subsection II-F). This modification makes
the MMwP more realistic than the SL and RW movements,
because the model considers casual human behavior, since
users typically pause for some time after reaching an intended
destination.

For all simulations, one infected smartphone was placed at
the center of the geographic space and Pr10 = 1. Two density
values of smartphones in the cellular space, high (0.9) and
low (0.3), were considered.

Figs. 17 and 18 show simulation results for several value
combinations of PIR, PRS , PD, and Pacc. The last two proba-
bility values represent the user’s level of cybersecurity aware-
ness. Figs. 17a-17c correspond to low density, σ = 0.3, and
Figs. 18a-18c correspond to high density, σ = 0.9. Both
figures analyze the three different movement patterns, SL,
RW, and MMwP. As can be observed in Figs. 17 and 18, sim-
ulation results indicate that even when recovery and renewal
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FIGURE 17. Effect of recover (PIR ) and renewal PRS ) probabilities on the
time evolution of the infection for different values of PBT and PD, as well
as different movement patterns with the outbreak starting at the center
of the cell space and a population density σ = 0.3.

probabilities are not included, a better user cybersecurity
awareness results in slower malware propagation, regardless
of smartphone density. Besides, results also indicate that
cybersecurity awareness, represented by the antenna’s having
the discoverable mode activated and the acceptance of incom-
ing connections, plays a decisive role in worm expansion.
This occurred even though the Bluetooth antenna was perma-
nently on (PBT = 1) during all simulations and even without
a recovery mechanism. Moreover, results in Figs. 17 and 18
also indicate that when the recovery and renewal processes
are taken into consideration, the worm is no longer able to
affect the entire device population and its propagation capa-
bility is reduced, although without removing it completely
from cell space C.

FIGURE 18. Effects of recover (PIR ) and renewal (PRS ) probabilities on
the time evolution of the infection for different values of PD, Pacc , and
different movement patterns with outbreak beginning in the center of the
cell space C and population density σ = 0.9.

To analyze the effects of the different movement patterns
on malware propagation, Fig. 19a shows the proportion of
infected devices over time for SL, RW andMMwPmovement
patterns, for PD = Pacc = 0.5, PIR = PRS = 0.01 and σ =
0.3 (low density), while Fig. 19b uses the same parameter val-
ues for σ = 0.9 (high density). In both cases, it was observed
that the largest proportion of infected devices occurred with
MMwPmovement. This is a consequence of the pauses in the
movement pattern that reduce transmission interruptions and
favor malware infection and the possibility of moving in all
directions, even in low-density environments. For SL andRW,
malware propagation changes as a function of density. For
low-density environments, a larger proportion of infection is
achieved with RW movement; this is because users tend to
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FIGURE 19. Time evolution of infected devices with different movement
patterns for PD = Pacc = 0.5,PIR = PRS = 0.01. Beginning of the
outbreak in the center and population density σ = 0.3 and σ = 0.9.

move around in the same location and, considering that there
are many available spaces to move to, malware propagation is
favored. For high-density environments, a larger population
of infected devices is achieved with SL movement, because
smartphone users tend to move across larger routes than
with the RW pattern, which is not favored by the reduced
spaces existing between devices. These results confirm the
importance of using realistic movement patterns for a more
faithfully reproduction of the malware propagation behavior
in cell space C.

IV. CONCLUSION AND FUTURE WORK
Inspired by compartmental epidemiological models, this
paper presented a new explicit spatio-temporal model to char-
acterize worm propagation dynamics in smartphones using a
two-dimensional cellular automaton. This model takes into
account the individual characteristics of each device, such
as security settings, latency time, and operating system type,
among others. The simulations carried out implemented dif-
ferent motion patterns that allowed studying how the user’s
demographics affected the worm’s propagation mechanics.

The paper analyzed different simulation scenarios that
also considered user awareness about the risks inherent in
using smart devices in Bluetooth networks. For this purpose,
various probability values were obtained that describe the
acceptance of incoming communication and the effects of
recovery and immunity to threats by having some restoration

mechanism or by applying a backup. Besides, as smart device
heterogeneity goes beyond the type of operating system,
different types of antennas integrated into smart devices were
also considered according to Bluetooth standard specifica-
tions, the transmission rate and range of which directly affect
propagation speed. Based on all of these aspects, an analysis
of propagation dynamicswas carried out in order to determine
how a Bluetooth wormmight spread under specific scenarios.

Simulation results indicate that Bluetooth antenna range
and rate are crucial factors to consider since they give an
attacker more chances to reach a larger number of devices.
Besides, the combination of the initial position of the infected
smartphone and the type of motion also affected the outbreak
over time. In particular, it was observed that the position
at the center of the geographic space greatly favors worm
propagation when limited spaces are considered. This could
be important when an attacker propagates viruses or commits
other cybercrimes in limited crowded areas. Furthermore,
simulation results indicated that device density also has an
impact on worm propagation. When density is low, spread
speed is slow; as density increases, the worm spreads much
faster since devices are close enough to each other to facilitate
the spread of the worm. On the other hand, simulation results
of two different motion patterns, random walk and straight
line, indicate that a straight line pattern favors the worm’s
spreading in geographic spaces with low smartphone density.

Finally, when a more realistic movement pattern was sim-
ulated, mixed movement with pauses, the number of infected
devices increased. However, user cybersecurity awareness
can limit this increase.

In addition, when protection mechanisms are not consid-
ered, results indicated that the maximum number of infected
smartphones was reached in a reduced time, a result that was
expected. All these results together indicate, on the one hand,
that crowded areas, implying a high density of devices, may
be ideal for propagating worms to Bluetooth devices and,
on the other hand, that positive user intervention is of key
importance in limiting the effect of worm propagation.

In future research, the model could analyze the effects
of more realistic human motion patterns, such as origin-
destination, and more detailed geographic areas, community
models, or a combination of the two. The model could be
extended beyond Bluetooth to include other transmission
media.
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