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ABSTRACT Aiming at to avoid the drawbacks of the identity privacy protection scheme in Long Term
Evolution-Wireless Local Area Network (LTE-WLAN) heterogeneous converged network proposed by the
3rd Generation Partnership Project (3GPP), an improved scheme based on identity index is proposed to
achieve anonymity, untraceability and dynamic identity. Security analysis shows that our proposed scheme
can prevent replay attack and man-in-the-middle attack for network layer authentication. The results of
comparison with the related schemes show that security and efficiency of our proposed scheme is prior
to some other existing ones with low computation cost and short time delay.

INDEX TERMS Identity privacy protection, LTE-WLAN, identity index.

I. INTRODUCTION

Wireless communication networks can be divided roughly
into five types according to the distance of data transmission
and network coverage, (i)satellite network [1], (ii))Wireless
Wide Area Network (WWAN), such as Long Term Evo-
lution (LTE) wireless cellular network [2], (iii)Wireless
Metropolitan Area Network (WMAN) [3], (iv) Wireless
Local Area Network (WLAN) [4], (v) Wireless Personal Area
Network (WPAN) [5].

Nowadays, the urgent demand for diversified services such
as multimedia applications in wireless communication net-
works have stimulated the appearance of heterogeneous con-
verged networks [6], which will realize the global mobile
broadband services with different requirements and seamless
mobility by integrating diverse but complementary wireless
networks. As such, LTE-WLAN heterogeneous converged
network [7], as the most widespread implementation, sup-
ports mobile users to enjoy high data rate in WLAN network
and switch to LTE network for global roaming in the absence
of WLAN. Accordingly, it is desirable and inevitable to meet
the strong challenges to ensure security while integrating var-
ious wireless networks especially protecting sensitive infor-
mation of the user in the process of authentication, such as
identity, location and movement, with the goal of achieving
anonymity and untraceability.

The associate editor coordinating the review of this manuscript and
approving it for publication was Tai-Hoon Kim.

78356

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/

To achieve anonymity during the procedure of mobile com-
munication, three methods can be used: (i)assign alias to each
user for identification, such as temporary identity or iden-
tity index [8], [9], (ii) encrypt the true identity when send-
ing messages containing the identity of the user [10] and.
(iii) encrypted identity and identity index are both used to
keep anonymity [11]. To achieve untraceability during the
procedure of mobile communication, different temporary
identities must be used in each authentication process for the
same user and cannot be identified as belonging to the same
user by attackers.

In the cellular mobile communication development from
the traditional 2nd Generation and the 3rd Generation
(2G&3G) telecommunication networks to LTE network, user
privacy protection has always been concerned. In the LTE net-
work, Temporary Mobile Subscriber Identity (TMSI) is used
to replace the permanent International Mobile Subscriber
Identity (IMSI), which can hide the true identity of the user
and avoid the frequent transmission of IMSI.IMSI consists of
three parts: Mobile Country Code (MCC), Mobile Network
Code (MNC) and Mobile Subscriber Identification Number
(MSIN), for a total of 15 digits in decimal. (i)MCC: 3 digits
in decimal, used to identify the home country of the user,
managed and assigned by International Telecommunication
Union (ITU). (ii) MNC: 2 digits in decimal, used to identify
the mobile network operator that the user belongs to. (iii)
MSIN: 10 digits in decimal, used to identify the particular
user in the mobile network.
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In the LTE-WLAN heterogeneous converged network pro-
posed by the 3rd Generation Partnership Project (3GPP),
Improved Extensible Authentication Protocol Method for 3rd
Generation Authentication and Key Agreement (EAP-AKA”)
protocol [12], which also includes user identity privacy pro-
tection, is proposed to realize mutual authentication between
communication entities such as the User Equipment (UE) and
the Home Subscriber Server (HSS). TMSI is also used to
replace the IMSI in EAP-AKA’ protocol, which avoids IMSI
being intercepted and protects the identity privacy of the user.
However, identity privacy protection scheme in LTE R12 still
has defects[13]. Attackers can violate the privacy and trace
the movement of the users by obtaining the identity, location
and messages. Meanwhile, attackers may damage the whole
communication network by disguising as legitimate user to
launch DoS attacks. Aiming at to avoid the drawbacks of the
identity privacy protection scheme in LTE-WLAN network
proposed by 3GPP, researchers have put forward various
improved schemes based on symmetrical cryptosystem and
public key cryptosystem [8]-[11], [14]-[21]

In the public key-based schemes [15]-[21], the user uses
the public key of HSS to encrypt and send corresponding
IMSI, then, only HSS can obtain IMSI by decrypting the
encrypted message. Obviously, it is easy to realize anonymity
in public key cryptography scheme, but the computation
cost, communication cost and computational complexity
increase accordingly. Communication entities including HSS
and Authentication, Authorization, Accounting (AAA) have
resources to cope with such issue. However, the battery
bottleneck still exists in portable user equipment, which
makes it impossible to deal with public-key cryptography in
user-side. Moreover, user equipment’s battery may run out
when malicious WLAN Access Network (WLAN AN) and
AAA constantly send to the user the identity requests for
IMSI.

Therefore, schemes based on symmetrical cryptosystem
are more applicable for user equipment with restrained
resource and battery [8]-[11], [14].

In this paper, recent identity privacy protection schemes
in the process of user authentication have been studied
and limitations of these schemes have been analyzed, and
an improved scheme based on identity index is proposed
to achieve anonymity, untraceability and dynamic identity.
Notations used in this paper are listed in Table 11 in
appendix.

II. INTRODUCTION OF EAP-AKA
In the LTE-WLAN heterogeneous converged network,
the EAP-AKA’ protocol including user identity pri-
vacy protection is introduced briefly below (shown in
FIGURE 1) and detail description can be referred to
RFC5448 [12].

(1) On receiving the advertisements from WLAN AN,
WLAN-UE starts establishing a connection with the WLAN
AN and executing mutual authentication.
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FIGURE 1. EAP-AKA, authentication protocol.

(ii)) WLAN AN requests user identity in Extensible
Authentication Protocol over LAN (EAPOL) format.

(iii) Responding to the EAP request/identity, WLAN-UE
sends Network Access Identifier (NAD(3GPP TS 23.003)
[22] as a reply message, including IMSI (or TMSI) and realm,
where IMSI (or TMSI) is used to identify users and realm is
used for message routing. IMSI should be sent when the user
executes the authentication for the first time or when TMSI is
sent but cannot be identified by AAA. In other cases, TMSI
is sent in EAP response/identity message and updated after
every round of authentication.

(iv) WLAN-AN will be rerouted to appropriate AAA based
on NAI message, perhaps passing through one or more AAA
proxy.

(v) The WLAN-UE forwards the EAP response/identity
message to AAA, which stores user profile information and
collects accounting information.

(vi) Based on IMSI (or TMSI), AAA searches in its
database and checks whether there is an unused authentica-
tion vectors available for the user. If an unused authentication
vector is not available, AAA computes IMSI based on TMSI
and requests an authentication vector from HSS. The message
includes IMSI and the identity of WLAN-AN SNjp.
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(vii) HSS uses the secret key K shared by WLAN-UE
and HSS and a random number (RAND) to generate Cipher
Key (CK), Integrity Key (IK), Anonymity Key (AK), and
Expected Response (XRES). In addition, other parameters
used in this process are shown as follows, in which SON is
a sequence number produced by the serial number counter
owned by HSS, AMF is the authentication management filed
of the HSS, which is the domain name of the network to
which the user belongs, MAC is the message authentication
code, AUTN is the authentication token, Master Key (MK) is
used to derive the shared keys between the UE and AAA and
between the UE and WLAN AN in the following processes.
fo is a random number generating function, f; and f> are
authentication functions, f3, fa, fs and KDF are key derivation
functions. Ultimately, HSS generates Evolved Packet System
Authentication Vectors (EPS—AV) and sends it to AAA. Each
vector includes four parameters: RAND, XRES, AUTNpyss and
MK (the same as Kasyr) which are the same parameters as
those in the LTE-AKA protocol.

RAND = f, (seed) N
XRES = fox (RAND) 2)

CK = fsx (RAND) 3)

IK = fix (RAND) )

AK = fsk (RAND) )

MK = Kasur = KDF(CK, IK, SNp, SON) (6)

MAC = fik (SON||RAND| |AMF) @)
AUTN ss = (SON @ AK| |AMF| [MAC) ®)
EPS — AV = (RAND, AUTN yss, XRES, MK) )

(viil) AAA sends EAP-request/identity message to
WLAN-AN one more time to avoid that the message being
manipulated once.

(ix) WLAN-AN forwards EAP request/identity message to
WLAN-UE one more time.

(x) WLAN-UE sends EAP response/identity message to
WLAN-AN.

(xi) WLAN-AN forwards EAP response/identity message
to AAA. AAA compares the IMSI (or TMSI) in successive
EAP response/identity message. If they are not the same,
AAA deletes the authentication vectors and asks for authen-
tication vectors from HSS one more time.

(xii) AAA checks whether there is configuration informa-
tion to access WLAN for WLAN-UE stored in its database.
If no configuration information is available, AAA asks for
verification of access permission from HSS.

(xiii) AAA chooses an authentication vector EPS — AV,
uses the MK to derive the shared secret keys between
WLAN-UE and AAA, which includes session key Keper
and integrity key K. AAA uses the MK to derive the
shared secure communication key MSK between WLAN-
UE and WLAN AN. Then, AAA updates TMSI and gener-
ates IDye—qu, for re-authentication. Finally, AAA sends to
WLAN AN the challenging request message M2 shown as
follows, where MAC (M 1) k.11, 1s the message authentication
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code based on the message M1 and the secret key
Kauns (TMSI pews, IDro—auin) kener denotes that TMSI ., and
IDo—qush are encrypted by Keper -

M1 = {RAND, AUTNHSS: (TMSIneWs IDre—auth)Kencr} (10)
M2 = {M1, MAC(M D)qun (1)

(xiv) WLAN AN forwards EAP challenging request mes-
sage to WLAN-UE.

(xv) On receiving the message M1, WLAN-UE firstly
computes AK based on shared secret key K and received
RAND according to formula (5). Secondly, WLAN-UE
extracts SON, AMF and MAC from received AUTN gss based
on AK. Thirdly, WLAN-UE computes XMAC according
to formula (7) and compares it with MAC extracted from
AUTN gss. Then WLAN-UE accepts HSS when XMAC =
MAC. Next, WLAN-UE gets MK according to formula (3),
(4), (6) to derive K¢ and Kgyg,. At this point, WLAN-UE
can verify the integrity of message M2, obtain new TMSI by
decryption and use MK to derive MSK. At last, WLAN-UE
sends challenging reply message M3 to WLAN AN.

RES = fox (RAND) (12)
M3 = {RES, MAC(RES) i (13)

(xvi) WLAN AN forwards challenging reply message to
AAA.

(xvii) After the validation of the integrity of message M3,
AAA compares RES and XRES. If they are equal, AAA sends
notification request message to WLAN AN.

(xviii)) WLAN AN forwards notification request message
to WLAN-UE.

(xix) WLAN-UE sends notification response message to
WLAN AN.

(xx) WLAN AN forwards notification response message
to AAA.

(xxi) AAA sends EAP authentication successful message
and MSK to WLAN AN.

(xxii) WLAN AN stores MSK and forwards authentication
successful message to WLAN-UE.

(xxiii) AAA applies for WLAN registration for WLAN-UE
from HSS.

IIl. INTRODUCTION OF ANALYSIS OF RECENT SCHEMES
A. INTRODUCTION AND ANALYSIS OF JANG et al.’s
SCHEME[10]
In Jang et al’s scheme, authentication information includ-
ing IMSI is encrypted to achieve privacy protection in LTE
network. Access authentication for the first time is divided
into two types according to the identity the user uses: (i) uses
IMSI. (ii) uses Global Unique Temporary Identifier (GUTI).
The basic idea of Jang et al.’s scheme is described below.
During the procedure of registration of the UE, a secret
function f(), which will be shared by the UE and Mobility
Management Entity (MME), is produced according to the
MNC of the user, and then stored in the UE. During the pro-
cedure of authentication, MME chooses Public Land Mobile
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TABLE 1. Database of HSS.

Internation
al Mobile Initial shared
User Subscriber secret key SQNysk
Identity
SQNysk(i-1)
SQNysk(i-2)
K; SQNysk(i-3)
UE; MSt SQNysk(i-4)
SQNysk (i)
SQNysk (i-n)

Network Identity (PLMN ID )(PLMN/D = MCC + MNC),
the random number sent from the UE to MME and the random
number sent from MME to the UE as the input to function
f 0, and produces function output as the challenge string for
the UE. Then, the UE produces response string based on
function f (), the random number sent from the UE to MME
and the random number sent from MME to the UE. If the UE
successfully responds to the challenge from MME, the UE
and MME will produce the encryption key for IMSI based
on part of the function f() outputs. Therefore, Jang et al.’s
scheme uses the symmetric encryption key to encrypt and
send IMSI to achieve privacy protection.

The limitation of Jang et al.’s scheme is described below.
(1) the secret function f() is produced according to the MNC
of the user. However, some other legal users such as UE/,
who owns the same MNC and PLMN ID as the UE, stores
the same secret function f() as the UE. By intercepting the
random numbers transmitted between the UE and MME, UE’
can successfully calculate the encryption key shared by the
UE and MME, and obtain the IMSI for the UE by decrypting
the message. (ii) owing to the knowledge of encryption key,
MME can obtain the IMSI. Therefore, Jang et al.’s scheme
does not have the security character that no third party knows
the IMSI except the UE and HSS.

B. INTRODUCTION AND ANALYSIS OF HAMANDI et al.’s
SCHEME[8]

Hamandi et al. put forward a HSK-AKA scheme for LTE
network based on hybrid cryptosystem including symmetrical
cryptosystem and asymmetrical cryptosystem. Hamandi et al.
indicated that the research[23] existed limitations such as
cannot avoid attacks from vicious MME, and presented an
improved scheme based on identity index.

The basic idea of Hamandi et al.’s scheme is described
below. The secret key K, IMSI and corresponding parameter
SON gk 1s shared by the UE and HSS. The parameter K,
IMSI and SON ygx are stored in the database of HSS for
every user, listed as follows in Table 1. SON y¢ distributed
for different user has special data scope. An IMSI belongs
to a range i with nSON ygx values, then this IMSI can be
associated only with one of these n values each time.

The user sends SON ggx , insteading of IMSI in the EAP
response/identity message. Then, HSS identifies the user
according to the scope of SON ¢k and obtains corresponding
IMSI and K. After each authentication for the user, SON yox
will be updated within the scope according to the database
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of HSS. Therefore, Hamandi et al.’s scheme uses an identity
index for corresponding IMSI to each user to achieve privacy
protection.

When the UE makes a request for network access, MME
sends a random number to UE, and the UE also sends a
random to MME. Then, the UE produces RMSI as the random
factor of TMSI based on the above random numbers and
initial shared secret key K to achieve the update of TMSI
in each authentication. Therefore, Hamandi ef al.’s scheme
uses the updated TMSI in each authentication to achieve
untraceability.

Although Hamandi et al. have made important contri-
butions to achieve anonymity and untraceability, However,
Hamandi et al.’s scheme still has its flaws.

(i) Hamandi et al. indicated that random factor RMSI was
shared by the UE and MME. But attackers can easily obtain
RMSI via SON & AK and RMSI & SON & AK by segmenting
the authentication vector AUTN in bits.

AUTN = SQN @ AK| |SON ysx @ AK | |RMSI
®SON & AK| |AMF||MAC  (14)

(i) New security parameters such as SQNpygx in
Hamandi et al.’s scheme increases the cost of storage and
management.

(iii) The authentication vector AV has been increased in
length by adding the parameter RMSI, which leads to an
increase in communication information capacity.

(iv) Researchers[9] have indicated that introducing
changes in HSS and the UE minishes the burden of mid-
dle networking components, which is beneficial for the
application and implementation of the schemes. However,
Hamandi et al. have introduced changes in the middle com-
munication entities such as MME, which is unwieldy in
practice.

(v) In Hamandi et al.’s scheme, IMSI, K and SON g are
stored in the database of HSS without any other protection.
Insteading of IMSI, SON ggk is sent in EAP response/identity
message. Such scheme does not achieve forward secrecy in
case of the threat to the database.

C. INTRODUCTIONAND ANALYSIS OF CHOUDHURY et al.’s

SCHEME[9]

In order to solve problems in EAP-AKA scheme, an improved
identity privacy protection scheme based on identity index
is proposed by Choudhury er al. The basic idea of
Choudhury et al. ’s scheme is described below. As the identi-
fier of the shared secret key, a random number RIC is shared
by HSS and WLAN-UE. The HSS stores the mapping rela-
tionship between IMSI and RIC. Rather than storing RIC in
clear format, the user encrypts the RIC and a random number
RAND with initial shared secret key K by function f, and
stores the ciphertext ERAND in Universal Integrated Circuit
Card (UICC)(Formula 15). When sending messages con-
taining the identity, the user decrypts the ciphertext ERAND
by secret key K and gets the Dynamic Mobile Subscriber
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Identity (DMSI) by formula 16 and sends DMSI insteading
of IMSI.

ERAND = f,x (RIC, RAND) (15)
DMSI = MCC| [MNC| |RIC||ERIC (16)

where ERIC is generated by encrypting a padded RIC
(RIC paddeq) With encryption function f,, such as AES using
initial shared secret key K. Thus,

ERIC = fuk (RICpadded) (17
And,
RICpadgea = RIC||CNT yg| |IRN (18)

CNT yE is a 32 bits counter which gets incremented when
a fresh DMSI is generated by the WLAN-UE, RN is a
128 — (32 + n) bits value, where n is the number of bits in
RIC. The inclusion of RN completes the block size of 128 bits
necessary to feed into the AES cipher and ensures the ran-
domness of RIC pdded -

On receiving the DMSI, HSS searches this RIC in the
database to identify the IMSI, and gets RICpuddeq With
decryption function f; using the initial shared secret key K
of corresponding user. RIC yqd4ed = fax (ERIC).

Then, HSS extracts CNT yg from RICpudgeq, updates
ERAND with new randomly chosen RAND and RIC and sends
to the UE ERAND insteading of RAND in authentication
vector AV. To ensure the updating of DMSI, HSS stores
RIC ery, RIC pre, RIC 514 for every user in case the same RIC
is assigned to the same user in two successive authentication.

On receiving updated ERAND from HSS, the UE
updates DMSI according to formulas (15) ~ (17) for EAP
response/identity message in a new round of authentication.

Choudhury et al. ’s scheme provides identity protection.
Only WLAN-UE and HSS can obtain IMSI. HSS uses
CNT yE to prevent replay attack. However, Choudhury et al.
’s scheme still has its flaws.

(i) Management of RIC increases the cost of storage and
computation.

(i1) RIC is assigned to every UE, which increases network
bandwidth capacity.

(iii))DMSI is updated in every round of authentication,
which increases the cost of computation in mobile devices.

(iv) MCC and MNC in DMSI is sent in plaintext, which
although fails to point to a particular user, yet useful informa-
tion is provided for attackers, which means that the scheme
does not provide identity privacy protection completely and
does not achieve complete untraceability.

D. INTRODUCTION AND ANALYSIS OF DEGEFA et al.’s
SCHEME[11]
Degefa et al. proposed a scheme based on identity encryption
and identity index to achieve anonymity. The basic idea of
Degefa et al. ’s scheme is described below.

The UE and HSS pre-share parameters, including (i) secret
function f” is used to generate shared secret key S for authen-
tication. (ii) encryption function E is chosen and can be
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public. (iii) initial secret key K is shared like traditional LTE
network. (iv) key identifier KI, which is chosen pointed to
special secret key K, should be updated after every round of
AKA authentication.

When responding to the request of identity, the UE chooses
K and KT as input to function f”, and produces function output
S as the shared secret key for authentication for the UE and
HSS. Then, the UE encrypts IMSI with encryption function
E using shared secret key S and sends encrypted IMSI and
KI to HSS.

On receiving above identity response message, HSS
searches KI in the database to get corresponding K and
produces S with function f’. Then, HSS decrypts the message
to get the IMSI and updates KI. Next, HSS sends S||K1 e, to
MME via secure channel. Thus, MME can obtain IMSI with
secret key S and generates authentication vectors AV. Then,
MME sends to the UE the encrypted K1 ., and AV with secret
key S.

Degefa et al.’s scheme realizes privacy protection by iden-
tity encryption and identity index. However, it still has its
flaws.

(i) New security parameters such as key identifier KI
increases the cost of storage and management.

(ii) Authentication vectors are generated by MME, which
decrease the cost of communication between MME and HSS.
However, MME can obtain IMSI, which results in that the
scheme does not have the security character that no third party
knows the IMSI except the UE and HSS.

(iii)) The scheme exists on a premise: trust relationship
between HSS and MME should be established.

E. INTRODUCTION AND ANALYSIS OF GHAFGHAZI et al.’s
SCHEME[14]
Ghafghazi et al. hides IMSI in a bit string and introduces
index for secret key to protect privacy. The basic idea of
Ghafghazi et al. ’s scheme is described below.

The UE chooses the shared secret key K, random number
n, timestamp T¢ and operation pattern Pg as input to message
authentication code function HMAC, and generates function
output bit string Hg, ps.

Hgg pg = HMAC(Ps||nl||Tc )k 19)

Then, the UE generates bit string SHMAC. Consider the
following example shown in Figure 2: checks the first bit
of IMSI (the bit is 1), sequentially searches Hg, py until the
first opposite bit from the bit of IMSI is found (the second
bit of Hg, pg is 0), and reverses the bit of Hg, pg. Then,
checks IMSI one bit by one bit and repeats the operation
above. Thus, SHMAC will be generated. Obviously, SHMAC
contains IMSI indirectly.
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Hgg ps = 10101010;
SHMAC = 1111011
IMSI = 1

FIGURE 3. Computation of IMSI.
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FIGURE 4. Registration phase.

Finally, the UE generates M;, that has implication for IMSI
to respond to the request of identity.

M, = SHMAC||n||Tc||Kc||Pc (20)

where K¢ is the index of secret key Kg, Pc is the index of
operation pattern Pg. HSS stores K¢,Ks, Pc, Ps and those
mapping relationships.

On receiving M;. from the UE, HSS searches database
for Ks and Ps according to K¢ and Pc, computes Hg; pg
and obtains IMSI. Consider the following example shown
in Figure 3: compares Hkg p, and SHMAC one bit by one
bit, takes the bit of SHMAC as one bit of IMSI when the bit
of SHMAC is different from that of Hgg py. In the example,
IMSI = 11011000.

Ghafghazi er al.’s scheme still has its flaws.

(i) Although the researchers indicated that Pg and Kg
should be updated for one-time key to achieve anonymity,
no updating mechanism was introduced in the scheme. Thus,
as the temporary identity, SHMAC could not be updated.

(i) New security parameters such as Kg, Ps, K¢ and Pc
in Ghafghazi et al.’s scheme increase the cost of storage and
management.

(iii) Timestamp is used, which has synchronization issue
between the UE and HSS.

IV. IMPROVED SCHEME FOR IDENTITY PRIVACY
PROTECTION

In this section, an improved scheme based on identity index
is proposed to achieve anonymity, untraceability and dynamic
identity.

In the registration phase as shown in Figure 4, WLAN-UE
chooses a random number SRAND recorded as SRAND,
inputs a password PW 4. Then, HSS generates initial secret
key K recorded as K shared with WLAN-UE based on PW 4
and the fingerprint information B collected by an equipment
which is shown as follows, where H is a hash function.

K =Ko =HyPWp; & B) 2D

WLAN-UE computes Kjyy and initial temporary iden-
tity RMSI as follows and stores RMSI and SRANDy in the
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TABLE 2. Length setting of security parameters for EPS-AKA protocol.

Security parameters Length(bit)

K. CK. IK. IMSI. RAND 128
AK. AMF. SQN 48
AUTN 160

SNjp+ MAC. XMAC. RES. XRES 64
Kysme 256

TABLE 3. Length setting of security parameters for protocol in this paper.

Security parameters Length(bit)
Kyyy~ HMSI. SRAND 128
IDX 64
TABLE 4. HSS database in improved scheme.
Security parameters
User equipment UE
International mobile user identification code IMSI
identity index IDX,
Initial/current shared secret key K,
Random number SRAND,
Updated shared secret key K,
universal integrated circuit card.
Kiyn = Ho (K) = Ho (Ko) (22)
RMSI = IMSI®K yn (23)

Then, When receiving the EAP request/identity message
for the first time in the authentication phase, WLAN-UE
inputs PW 4 andB and computes Ko, K;jyy and IMSI accord-
ing to formula (21-24), generates identity index /DX, tem-
porary identity HMSI and shared secret key K recorded as
IDX 1, HMSI; and K; according to formula (25-27) for the
next round of authentication.

IMSI = RMSI & Kiyy 24)
IDX; = H128_64 (SRANDy @ Ko) 25)
HMSI, = IDX;||L128_64(SRANDy ® Ko @ IMSI)  (26)
K1 = Hy (SRANDy||Kop) 27

where, function H 128_64 () is used to take out the first 64 bits
of the function variable and function L128_ 64 is used to take
out the last 64 bits of the function variable.

According to the length of security parameters in
EPS-AKA scheme, length of parameters in our proposed
scheme are listed in Table 2 and Table 3. In IMSI, MSIN
consists of 10 digits in decimal. Therefore, the identity index
IDX, which consists of 64 bits, can cover all mobile users.

Besides, in the registration phase, parameters listed
in Table 4 have been stored in the database of HSS
for every user. And the initial datas are recorded as
IDX 1, Ky,SRANDy, K; .
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TABLE 5. Updation of HSS database in our improved scheme (i > 1).

Security parameters

User equipment UE
International mobile user identification code IMSI
IDX 1411
IDX 4132
identity index IDX 41y
IDX 1w
current shared secret key K;
SRAND;,
SRAND;,
Random number SRAND;;
SRAND;y
Updated shared secret key Kiq
WLAN UE WLAN AN 3GPP AAA HSS/HLR
)
bW &
1.establish connection
2.EAP request/indentit;
inputs PW,¢ and B and 4.rerouted to appropriafe AAA
computes Ko, Ky and
IMsI 6. i vector request
generates identity index n
IDX,, HMSI; and K, €[§IXP115[1\ SNip}
3.EAP response/indentity e database to obtain Ko, SRANDyand IMSI
NAI{ HMSI,, realm}
ey Ki(i=1)
das SRAND,
(i=1;j=12..N)
eylwith K,(i = 1)
SRAND;; (i=1;j=12,..N)

FIGURE 5. Authentication phase when UE sends HMSI for the first time
(steps 7 to 23 are similar to that shown in Figure 1).

In our proposed protocol, when IMSI is needed, HMSI
will be sent and updated in a new round of authentication.
HMSI; represents for the i-th time the user sends HMSI in
identity response message. For example, when accessing to
the network for the first time, the UE sends HMSI;.

As shown in Figure 5, when i = 1, on receiving HMSI
from AAA, HSS extracts IDX| according to formula 26,
searches the database in Table 4, obtains Ky, SRANDg,and
IMSI according to the mapping relation and verifies HMSI |
by checking whether L128_64(HMSI |) = (SRANDy & Ko &
IMSI) or not. Let N be the number of authentication vectors
that HSS generates in one time. HSS obtains updated shared
secret key K;(i = 1), chooses N random numbers recorded
as SRAND;(i = 1;j = 1,2,...N), generates authentica-
tion vectors for authentication in this round. Then, as listed
in Table 5, HSS updates identity index IDX ;i 1)(i = 1;j =
1,2, ...N) according to formula (28), updates current shared
secret key with K;(i = 1), updates random number with
SRAND;;(i = 1;j = 1,2,...N) to build the mapping rela-
tionship for a new round of entire EAP-AKA authentication.

IDX (i1, = H128_64 (SRAND;; & K;) (28)

78362

Instead of RAND in authentication vectors in EAP-AKA,
SRAND is used in our proposed scheme. HSS uses K;(i = 1)
and SRAND;; (i = 1;j = 1,2,...N)j to generate N vec-
tors and sends them to AAA. AAA forwards authentication
challenging message to the UE. The UE uses K;(i = 1) to
compute corresponding parameters to reply to authentication
challenging.

As shown in Figure 6,when the UE needs to send HMSI
for the (i+1)th (i > 1)j time, the UE computes the following
parameters using any SRAND;; received in the last authenti-
cation. Then, the UE sends HMSI ;1 to HSS.

IDX i1 = H128_64 (SRAND;; & K;) (29)
HMSI iy =IDX 4 ||L128_64(SRAND,']' @ K; @ IMSI) (30)

Then, HSS extracts IDX;y1 from HMSI;;, searches
database and finds that IDX;;1 is equal to one of the val-
ues IDXy1y1 ~ IDX(y1n. Supposing that IDX;(; =
IDX (i1 1), HSS obtains SRAND;; and K; according to the
mapping relationship from the database and computes K|
according to the formula 31 and updates updated shared
secret key with K; ;1 in Table 5. Then, HSS obtains updated
shared secret key Kjy1, chooses new N random numbers
SRAND+1)j(j = 1,2,...N), generates authentication vec-
tors for this round of authentication. Finally, updates identity
index IDX (;12); according to formula (28), updates current
shared secret key with K;;, updates random number with
SRAND 11);j = 1,2,...N) to build mapping relationship
for new round (the (i+2)th time) of entire EAP-AKA authen-
tication listed in Table 5.

Kiy1 = Hy (SRANDy||K;) €1y

HSS generates authentication vectors and sends them to
AAA. AAA forwards authentication challenging message to
the UE. Then, the UE uses K; and SRAND; to compute K;
as shown in formula 31 and corresponding parameters to
reply to authentication challenging.

V. ANALYSIS ON SCHEMES FOR IDENTITY PRIVACY
PROTECTION

A. SECURITY ANALYSIS

1) CORRECTNESS

In our proposed protocol, IMSI is hidden in HMSI based
on formula 26, which provides the identity privacy pro-
tection without transmitting IMSI in plaintext. Then, HSS
stores the corresponding relationship in database as shown
in Table 4 and Table 5. On receiving HMSI; from AAA, HSS
extracts IDX; according to formula 26, searches the database
in Table 4, obtains K;, SRAND;,and IMSI according to the
mapping relation and verifies HMSI; by checking whether
L128_64(HMSI;) = (SRAND(;_1); ® K;—1 @ IMSI) or not.
Such checking makes that HMSI is used to identify the UE
with specified IMSI.

2) ANONYMITY
The proposed scheme achieves anonymity based on identity
index. Instead of transmitting IMSI in plaintext when sending
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TABLE 6. Comparation between different schemes (including security).

With no change in the structure

With no change in the IMSI cannot be o
L . . . . . of authentication vectors and
Solution ideas implementation of intermediate obtained by any . o
. communication information in
network components third party
EAP-AKA scheme
Jang's scheme Encrypt IMSI X X X
Hamandi's scheme IMSI index X v X
Choudhury's scheme IMSI index v v v
Degefa's scheme IMSI index and Encrypt IMSI v X v
. Hide IMSI in bit strings.
Ghafghazi's scheme . X v v X
encryption key index for /MSI
Our scheme IMSI index \/ S V
WLAN UE WLAN AN 3GPP AAA HSS/HLR

b

4.rerouted to appropriate AAA

1.establish connection

2.EAP request/indentity

computes IDX,,, HMSI,
using any SRAND;;
received in the last HMSI 4}

5.EAP response/indentity

6.Authentication vector request

{ HMSI,; ~ SNip}
extracts IDX;y1
searches database to find that | IDX,,; is equal to one of the
values 1DXis11~IDX 41y
obtains SRAND;; and currentishared seeret key K;
computes K,
updates updated shared secret key with K;.,
obtains updated shared secret key K
chooses new N random numbdrs SRAND (41, (j = 1,2,..N)
updates identity index IDX ib);
updates current shared secret key with K,
updates random number with [SRAND (i1, (j = 1,2, .. N)

3.EAP response/indentity
NAI{HMS];  ; realm}

Generate authentication vector
SRAND(i+1)j Ki+1 SQN SNy

EPS-AKA algorithm

AUTNyssXRES MK

FIGURE 6. Authentication phase when UE sends HMSI for the (i+1)th
(i = 1) time (steps 7 to 23 are similar to that shown in Figure 1).

EAP response/identity message in step 3 in Figure 1, HMSI
is used to identify the particular user. According to Formula
26 and 31, attackers cannot obtain the IMSI without the
knowledge of the shared secret key K;, while identity index
IDX is used to provide corresponding relationship between
IMSI and HMSI for the user. Besides, HMSI and IDX are
both updated in every round of authentication. Therefore, the
proposed scheme gives the user the privilege of anonymity,
which eliminates any chance for attacker to identify the past
identity requests and responses of the same subscriber.

3) IDENTITY DYNAMICS AND UNTRACEABILITY

The calculation of HMSI involves a random number SRAND,
which ensures that the correlation of HMSI in every round
of authentication is zero. So, different temporary identities
HMSI will be used in each authentication process for the
same user and cannot be identified as belonging to the same
user by attackers. Therefore, our scheme achieves identity
dynamics and untraceability during the procedure of mobile
communication.

4) IMPERSONATION ATTACK
According to section III, information stored in the universal
integrated circuit card which will be used for authentication
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can completely protect the privacy of user identity. In our
identity privacy protection scheme, although attackers can
get RMSI by cracking the information in UICC, they cannot
obtain HMSI without the knowledge of all the three authen-
tication attributes, including UICC, PWp; and B according
to formulas 21~26. Therefore, attackers fail to be authen-
ticated by HSS without correct EAP response/identity mes-
sage. That is, only the legal individual user can compute the
HMSI with UICC, PWp; and B and accomplish successful
authentication.
Hence, our protocol can resist impersonation attack.

5) REPLAY ATTACK

The attacker captures the previous transmitted message to
launch the replay attack to make the received entity believe
that the transmitted message is from legal entity and fresh.
For WLAN-UE, HMSI and shared secret key K; are both
updated in every round of authentication, which means that
the attacker who replays the previous login message in step
(iii) and the response challenging message in step (xv) in Fig-
ure 1 cannot achieve connection to HSS and be authenticated
by HSS. As the previous messages contains invalid HMSI and
RES for a new round of authentication.

Hence, our protocol can resist replay attack.(vi) man-in-
the-middle attack.

The update mechanism of HMSI makes our scheme resist
replay attacks. Therefore, if the attacker sends HMSI to
HSS to request connection through replay attacks, HSS will
judge the attacker as an illegal user. Then, the attacker can-
not obtain authentication vectors to accomplish man-in-the-
middle attacks.

Comparation with the identity privacy protection schemes
proposed by recent researchers and our scheme is made as
follows.

Table 6 lists the security performance of each scheme.
Where, the symbol “X’’ in the table indicates that the scheme
does not support the corresponding security performance,
and the symbol ““,/” indicates that the scheme supports the
corresponding security performance. As the existing mobile
operators use EAP-AKA/EAP-AKA’ protocol in 3GPP stan-
dard in practical application for many years, which has
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certain efficiency and security characteristics. Therefore, the
improvement of IMSI identity privacy protection should not
change the original protocol structure, nor change the imple-
mentation of intermediate network components, but simply
make configuration at the the communication end such as
mobile operators and clients.

As can be seen from the datas in Table 6, the scheme in this
paper and the Choudhury’s scheme have the most complete
security features.

B. SECURITY PROOF ON ANONYMITY

In previous researches, many researchers devoted on
evaluating and quantifying the anonymity of anonymous
communication protocols and systems [24]. The efforts on
the formalization of anonymity can be divided into methods
based on process calculi [25], epistemic logic [26], UC frame-
work [27], differential privacy [28], probabilistic automata
[29], [30] and I/O automata [31]. Many Backes et al. [28] pro-
posed a framework AnoA for analyzing anonymity properties
relying on the notion of computational differential privacy.
A thorough analysis of the sender anonymity property of our
proposed protocol will be conducted in this subsection. The
main notion in AnoA is summarized as below.

(1) Denote that a protocol with a user space U, a recipi-
ent space R and an auxiliary information space Aux. Users’
actions are modeled as an input to the protocol and repre-
sented in the form of an ordered input table D of tuples
dj = (uj, (rji, auxj,-)sll.zé) where u; € U, rj; € R, aux;j; € Aux.

(2) Definiton(ASACH (P.u)y - ASACH(P.u) denotes the inter-
action of A and SACH (P, u) in which SACH (P, u) is a
challenger. Place user u in the input table for a challenge,
run protocol P on the input table and forward all messages
that are sent from P to A and all messages that are sent
from A to P.

(3) Definition(s-sender anonymity). A protocol P with user
space U of size N has §-sender anonymity if for all PPT-
adversaries A

1
Pr[u* = u:u* «— ASACHEPW P U] < N +38,

where o < B denotes that a value is drawn from the distribu-

tion B and « is assigned the outcome. « L B denotes that
o is drawn uniformly at random from the set 8.5 depends on
the probability of corruption of the network.

Proof: According to the EAP-AKA’ authentication pro-
tocol showed in FIGURE 1, the ordered input table D =
(dy,d>, d3, . ..d>3). In our improved protocol, HMSI is used
to identify the UE with specified IMSI. Then, the security
analysis can be defined as an attack game between an adver-
sary A and the challenger SACH (P, u) against the d| =
{u, WLANAN , HMSI} where u = WLANUE.

Step 1: The adversary A launches a challenge to the chal-
lenger SACH (P, u).

Step 2: The challenger SACH (P, u) chooses the user u*
with International Mobile Subscriber Identity IMSI* for the
challenge, runs protocol P on d; = {u*, WLANAN, HMSI }
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and forwards all messages that are sent from P to A and all
messages that are sent from A to P.

Step 3: The adversary A guesses the value of u* with
International Mobile Subscriber Identity IMSI*.

According to formula 26, the adversary A cannot get
the explicit mapping relation between HMSI and IMSI.
By running protocol P on di = {u*, WLANAN, HMSI},
the adversary A guesses the value of u* with IMSI* based
on HMSI. However, according to Table 3, HMSI consists
of 128 bits, which means that the number of users to
send EAP request/identity at the same time with different
HMSI can be 228 and also means that one value of HMSI
maps to one of 2?8 users who is the user u* with IMSI*,
then

1
Pr [u*(IMSI*) —uut < ASACH®Pw R U] = >t
As the world population is less than 23¢, denote that the
user space U of size N = 236,

Obviously, in our improved protocol,
1
Pr [u*(]MSI*):u Lyt ASACH(Pa) yy R U] <+

Therefore, our improved protocol provide §-sender
anonymity.

C. PERFORMANCE ANALYSIS

1) STORAGE COST

In Hamandi’s scheme, new security parameter SQNpygk
increases the cost of storage in HSS. It is indicated the
range count of SQNygk should be bigger than the number
of users in order to allow SQNysk change without having
repetition or frequent collision when choosing a random
value from the range. But the length of SQNygk is not set
specifically. According to our definition and analysis above,
as MSIN consists of 10 digits in decimal, we assume that
SQNysk Which consists of 64 bits, can cover all mobile users.
According to Table 1, n is the number of SON ¢ values,
and n > 2 apparently, while each user has N authentication
vectors in each authentication process. Therefore, the storage
increasement for each user with N authentication vectors in
Hamandi’s scheme will be 64%nxN bits, and at least 64 x 2xN
bits.

In Choudhury’s scheme, new security parameter RIC
increases the cost of storage in HSS. However, the length of
RIC is not set specifically. According to the analysis above,
we also assume that RIC which consists of 64 bits, can cover
all mobile users. Then, the storage increasement for each user
with N authentication vectors to store RIC will be 64 x N
bits. Besides, as HSS stores RIC ¢y, RIC pre, RIC 54 for every
user in case the same RIC is assigned to the same user in two
successive authentication, the storage increasement for each
user with N authentication vectors in Choudhury’s scheme
will be 64%N = 3 bits.

In Degefa’s scheme, new security parameter KI increases
the cost of storage in HSS. However, the length of K7 is not set
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TABLE 7. Comparation between different schemes( including storage
capacity).

Storage capacity of  Increasement for

HSS each user
Jang's scheme Has no change 0
Hamandi's scheme increase 128« N
Choudhury's scheme increase 192« N
Degefa's scheme increase 64« N
Ghafghazi's scheme increase 256 * N
Our scheme increase 64« N + 128

specifically. We also assume that K7 which consists of 64 bits,
can cover all mobile users. Then, the storage increasement for
each user with N authentication vectors in Degefa’s scheme
will be 64 x N bits.

In Ghafghazi’s scheme, new security parameters such as
Ks, Ps, Kc and Pc increase the cost of storage in HSS,
length of which are also not set specifically. As mentioned
above, we also assume that they all consist of 64 bits. Then,
the storage increasement for each user with N authentication
vectors in Ghafghazi’s scheme will be 64 * N * 4 bits.

According to Table 4 and 5, new security parameters
including identity index IDX (64bits) and updated shared
secret key Kjiq (128bits) in our proposed scheme increase
the cost of storage in HSS. And the storage increasement for
each user with N authentication vectors will be 64 « N + 128
bit.

Table 7 briefly introduces the storage capacity of HSS in
different identity privacy schemes in the 3GPP system. As can
be seen from the datas in Table 7, Jang’s scheme has no
change in storage increasement of HSS compared with EAP-
AKA scheme. Degefa’s scheme and our scheme increase less
than others, while Ghafghazi’s scheme increase the most.

2) EFFICIENCY

Table 8 shows the calculation time of relevant cryptography
operations used in the identity privacy protection schemes
mentioned above [8], [32]. In EPS-AKA protocol, function
HMAC-SHA-256 is used in function fi~ f5 and KDF. [8],
[23]. In this paper, we assume that the symmetric encryp-
tion/decryption functions not explicitly specified in each
scheme adopt AES function, and the Hash function adopts
SHAT1 function.

In Table 9, since TMSI are not introduced in the schemes
using encrypted IMSI, the TMSI in “calculation time of
TMSI  and “‘required communication to calculate TMSI” is
equivalent to the ciphertext for encrypted IMSI. In addition,
in Jang’s scheme, IMSI is calculated by MME rather than
HSS.

It can be seen from the performance comparison in Table 9
that the encryption method to achieve the protection of user
identity privacy requires the use of encryption and decryption
function, which requires a large amount of calculation and
a long time delay. The identity index method to achieve the
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TABLE 8. Calculation time of relevant cryptography operations.

description calculation time Cus)

T calculation time of 0.55
Hmac function HMAC-SHA-256 :
calculation time of

Symmetric

Te/Tp . . 130.3
encryption/decryption
function AES
calculation time of
Ty . 0.4
function SHA1
. Based on
Search time for IMSI i .
Tsch search algorithm, calculation

based on identity index L
time is unknown

Without

deterministic algorithm,

calculation time of
T encryption/decryption
re calculation time is unknown

and set as traditional AES

function f, in Choudhury's
scheme

protection of user identity privacy has a small amount of cal-
culation and a short time delay, which is more suitable for the
mobile communication network. As the limited resources and
bottleneck of power supply in the UE, calculation time in each
communication entity should be reduced especially for the
UE, while ensuring the basic security performances. Then,
Figure 7 only shows the calculation time of TMSI(DMSI) for
the UE in different protocols. According to datas in Table 9
and Figure 7, Ghafghazi’s scheme and ours are superior
to other schemes in terms of efficiency in calculation and
communication.

In this section, analysis in security, storage cost and effi-
ciency among different identity privacy protection schemes
have been made. TABLE 10 shows the comparison result
that which protocols provides the more outstanding perfor-
mance in corresponding factor. According to all the data
in TABLE 6, 7, 9 and 10, although Jang’s scheme has
no change in storage increasement of HSS compared with
EAP-AKA scheme, it provides worst security. Although
Ghafghazi’s scheme provides outstanding performance in
efficiency, it increases the most storage cost in HSS and
brings changes in communication information in EAP-AKA
scheme. Although Choudhury’s scheme provides the most
complete security features, it provides the highest calculation
time for the UE, which is not appropriate for the portable UE.

Although the performance evaluation of protocols above is
difficult to calculate accurately, analysis in this section shows
that comprehensively considering all the factors above, our
proposed protocol provides optimized security and outstand-
ing performance in storage cost and efficiency compared
to other schemes. Besides, our improved protocol provides
more security properties without structure modification from
EAP-AKA protocol, the storage capacity of HSS should be
improved to accomplish the identity privacy protection in
our protocol. However, according to the analysis results in
TABLE 7, let N = 10, the storage increasement for each
user with N authentication vectors in our scheme will be
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TABLE 9. Comparation between different schemes( including efficiency).

calculation time of
TMSI (DMSI) for

communication required to
calculate initial 7MSI for the

calculation time of IMSI for HSS communication required to

Cus) obtain /MSI for HSS
the UE (us) UE
Jang's scheme 1Th + 1T 4 1T, + 1T, (130.7) 5
(130.7)
Hamandi's scheme 3T ymac (1.65) 8 1T yyac (0.55) 3
Choudhury's scheme 1Tye + 1T, 0 1Tsen 2
(260.6)
Degefa's scheme 1:3’;;; 1Ty 0 1T ypac + 1T, (130.85) 2
Ghafghazi's scheme 1T ypac €0.55) 0 1T yaac T1Tsen(0.55+1T5p) 2
Our scheme 2T, (0.8) 0 1Ten 2
TABLE 10. Outstanding schemes in terms of security, storage cost and APPENDIX

efficiency.

Security Storage cost Efficiency
Our scheme Jang's scheme Our scheme
Choudhury's scheme Degefa's scheme Ghafghazi's scheme
Our scheme
300 260.6

200

calculation time
u

protocols

FIGURE 7. Calculation time of TMSI(DMSI) for the UE in different
protocols.

nearly 100B. Assume that the number of the UE is nearly 10
billion, which is less than 239, the total storage increasement
of HSS is only 236 % 100B = 6400GB< 7TB. Therefore, such
increase is very limited for HSS with abundant resources as
computer performance continues to increase.

VI. CONCLUSION

Aiming at to avoid the drawbacks of the identity privacy
protection scheme in LTE-WLAN heterogeneous converged
network proposed by 3GPP, some typical improved identity
privacy protection schemes have been analyzed. And on the
basis of the study, an improved scheme based on identity
index is proposed to achieve anonymity, untraceability and
dynamic identity. In addition, the user identity information
updation mechanism is provided, which provides the foun-
dation for the design of the authentication schemes to resist
replay attacks, man-in-the-middle attack and so on. The
results of comparison with the related schemes show that
security and efficiency of our proposed scheme is prior to
some other existing ones with low computation cost and short
time delay.
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TABLE 11. Notations in this paper.

Notation Description
3GPP The 3rd Generation Partnership Project
AAA Authentication. Authorization. Accounting
AKA Authentication Key Agreement
AUTN Authentication Token
AV Authentication Vector
DMSI Dynamic Mobile Subscriber Identity
EAP Extended Authentication Protocol
GUTI Global Unique Temporary Identifier
HSS Home Subscriber Server
IMSI International Mobile Subscriber Identity
LTE Long Term Evolution
MCC Mobile Country Code
MME Mobility Management Entity
MNC Mobile Network Code
MSIN Mobile Subscriber Identification Number
TMSI Temporary Mobile Subscriber Identity
UE User Equipment
vICC Universal Integrated Circuit Card
USIM Universal Subscriber Identity Module
WLAN Wireless Local Area Network
XRES Expected Response
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