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ABSTRACT The proposed approach uses blockchain-based technology to strengthen the data security of
wireless sensor networks (WSNs). This paper integrates blockchain-based technology with data transfer to
establish an extremely secure WSNs structure. The present wireless network is built on the architecture
of the Internet of Things (IoT) and employs a blockchain-based method to make the reliability of data
transmission strong. In this proposed research, many small-area wireless sensor networks establish the entire
WSNSs structure, and every small-area wireless sensor network has a primary data collection node called a
“mobile database.” The “mobile database” node of this study uses embedded microcontrollers with an
operating system, such as Raspberry Pi and Arduino Yun. This block contains the sensor data collected
by itself and the hash value of the previous block. Then the hash value of its own block, which is also
part of the hash calculation of the next block, was calculated through the mining calculation program.
Any block in the proposed method includes the encrypted hash-value of the previous block, the current
timestamp, and the transaction data. In our research content, the transaction data is represented as wireless
network sensing data. Basically, the system employs the hash function for calculation using the Merkel-
tree algorithm. Such programming makes the block with blockchain-based technology difficult to tamper
with content. This study approach revises the blockchain-based transaction ledger to become a sensor data
record. Therefore, the proposed system gathers and analyzes sensor data for more reliability in the wireless
sensing network structure. Furthermore, the innovative system with blockchain-based technology can treat a
private cloud-end. This paper also carries on to visualize the uploaded sensing data by the sensors and draws
corresponding charts based on big data analysis. The wireless network architecture proposed in this paper is
built on embedded devices, making it easy for the system to build a web server. Using Python or JavaScript
programming language in the web environment is relatively more convenient for data visualization and data
analysis. Finally, this study uses traditional methods and innovative methods to compare data transmission.
When the system uses innovative methods with blockchain-based technology, it is almost impossible for any
operator to tamper with the data transmitted by the sensor.

INDEX TERMS Blockchain, mobile database, embedded system, mobile web server, big data analysis,
Sensor.

I. INTRODUCTION

The application of blockchain technology in traditional wire-
less sensor networks is an innovative research method. This
research is based on the improvement in [1] with additional
detailed extensions, and more experimental outcomes are
discussed [2]. When a blockchain-based method is inte-
grated with a web service, it is a support blockchain-based
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web page system [3], [4]. The advantage of blockchain is
decentralization, which means that data do not rely on a
single server. Dependency on a single server needs the sensor
data to be assembled and processed in one place. Utiliz-
ing a blockchain-based method for filing distribution mini-
mizes hazards associated with the data repository [5]. This
research proposes a blockchain-based method integrated into
the WSNs structure. The blockchain-based approach has been
shown to be reliable and has the potential to become the IoT
innovative technique [6], [7].
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FIGURE 1. Proposed wireless sensor network (WSN) with the blockchain approach.

TABLE 1. The list of symbols and notations used in this paper.

Symbol Description

X(k) Air detection point vector

w(k) Sequence of independent white
noise

A =diag Coefficient matrix

(a;az - aq)

Y (k) Measurement data vector

C = diag Observation matrix

(c162 - Cr)

K(k) The filter gain value

x(k) The filter estimation value

P(k) The filter covariance value

9(2) Take the activation function of the
hidden unit as the sigmoid function

Xni The implicit output
The variable W represents the

w .
weight

0; Threshold value

n The learning rate

a The inertia term constant

p(e) The Hampel function

Y(e) Derivative of the Hampel function

The complete system structure of this study is presented
in Fig. 1. The hardware devices on the left are sensors for
specifications such as temperature, humidity, and air quality.
The research uses various microcontroller-device models for
environment-data measurement and related artificial intelli-
gence (Al) algorithms for fundamental data sorting [8].

After fundamental sorting, the data are stored in the
database system with cloud-end connection according to their
types. The method also executes data to study and thereafter
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maps the data into real-time webpage pictures utilizing the
Python and JavaScript programming language. Next, the pro-
posed system can supply the graphical analysis by the sen-
sor’s data. The proposed system can simultaneously allow a
remote operator to login into the system to view these results.
The data of these sensors are accessed by internet applications
of browser; therefore, this method will not be restricted to
any mobile hardware operating system. So long as the mobile
device is provided with a browser application, the remote
operator can handily login to the system and watch the sensor
data and graphical analysis [9], [10].

This study employs many of the advantages of blockchain.
The most significant point is that decentralized and sent
messages are not easy to be tampered with. As a result of
the use of distributed accounting and storage, there is no
issue of centralized device or administration organization,
the rights and responsibilities of any node are matched, and
the blocks data in the research are together maintained by the
nodes with encrypting functions [11], [12]. When the sensor
data is confirmed and added to the block of the proposed
blockchain-based method, it is stored continually [13]-[15].
When the hackers can control more than 51% of the nodes
at the same time, it affects the operation of the blockchain-
based system. Otherwise, modifying the database on a single
node has no effect, so the blockchain data is very stable and
reliable. Therefore, the data of the sensor of the proposed
approach based on blockchain technology is complete at
anytime, anywhere [16]-[19].

Il. BLOCKCHAIN STRUCTURE AND RELATED RESEARCH
WORK

The idiographic characteristic of blockchain-based tech-
nology is the employment of peer-to-peer (P2P) network
structure to carry out decentralization. The initial blockchain
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FIGURE 2. Three types of software network protocols.

technology based on P2P networking has improved the
decentralized network structure [20], [21]. A lot of present
studies use the discourse ‘“‘application” for its relation with
software programming. A programming application is a
software used to delimit a goal. At present, millions of soft-
ware applications are in employment, most of these follow
the centralized server-client model. While some network
types are distributed, a few innovative network structures
are decentralized. Figure 2 illustrates three software network
types [22], [23].

The centralized system, currently the most popular net-
work software application model, directly controls the oper-
ation of each unit and processes the signal transmission
from each center. All individual nodes depend directly on
the rights management of the central point, and the entire
network system sends and receives information according to
the rights. The P2P network is a distributed network sys-
tem architecture. Many file sharing and live video services
on the internet implement P2P network protocols, such as
the BitTorrent file downloading the application. Blockchain,
which became functional after BitTorrent, also implements
the P2P network protocol. In this network protocol, each node
has the same status and does not belong to a central control
position or plays the role of a transaction intermediary. Each
node in the network serves as both the server and client and
the nodes can choose to join or exit the network any time and
to run either some functions or all functions simultaneously.
The greater the number of nodes, the stronger the computing
power of the whole system, the higher the data security,
and the stronger the damage resistance. Bitcoin, a familiar
technology, also uses the P2P network protocol. Accustomed
transactions on both the client and server sides depend on
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credible central financial institutions serving as a medium,
and any transaction by this centralized organization is writ-
ten down and supervised. By contrast, Bitcoin uses the P2P
network protocol, and thus, businesses can occur directly
between users without any medium. References [24], [25].

The decentralized network is characterized by the fol-
lowing features: no node is indicated by other nodes and
belongs to the key center in the whole network, the rights and,
obligations between all nodes are equal, and if a node in any
network stops working or exits, the overall operation of the
system is not affected, thus making the network very robust.
Decentralization reduces the dependence on centers or key
nodes. Currently, most of the systems and services on the
internet, such as Facebook, Twitter, and Google, adopt the
centralized protocol; however, the internal system architec-
ture and network of these services use a distributed network
as the bottom layer, which improves the computing power and
data reliability and shortens the service response time. This
implies that a system can have a combination of centralized
and distributed networks. However, for the user, the data,
resources, management rights, and other aspects of the sys-
tem are concentrated in the service company. The disadvan-
tage of this type of networking is that as the number of users
increases, the company’s centrally managed infrastructure,
servers, and networks all increase. Importantly, in the event
of a failure, the rights of all users are affected. In addition,
if the servers of these companies are inadvertently com-
promised, the data stored in the database can be tampered
with or stolen; importantly, the companies have absolute
“manipulation rights” for all user data [26]. The decentral-
ized network has no central server feature. When a decen-
tralized application (DApp) is released on the decentralized
network, it cannot be withdrawn or stopped. The data in the
DApp exists in all nodes, and each node is independent and
unaffected. When any node stops working or exits the net-
work, the overall network still operates. A number of DApps
are built on decentralized noncritical centralized networking
systems. Decentralized autonomous organizations (DAOs)
are approximately the same in structure and nature as decen-
tralized organizations (DOs). DAOs use Al for decision-
making and maintenance, with no human intervention, and
are therefore similar to fully automatic robots. When all
the programs of a DAO are set, it starts working according
to the established rules. Furthermore, during its operation,
it can also be self-maintained and upgraded depending on the
actual situation, thus perfecting and adapting to the operating
environment through continuous self-renewal. Therefore, this
study proposes a new blockchain architecture system using a
hybrid of P2P and decentralized networks.

A complete blockchain system contains a number of tech-
nologies, including data blocks for storing data and digital
signatures, timestamps, P2P network architecture, mainte-
nance system algorithms, data mining workloads, proof rules,
anonymous transmission data mechanisms, unspent transac-
tion output (UTXO), Merkle tree, and other related technical
concepts. Through these technologies, the blockchain creates
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FIGURE 3. Structure of blockchain.

an inexhaustible engine on a noncentralized network and
provides a continuous stream of blockchain networks for
functions such as transmission, verification, and linking [27].

The method proposed that the blockchain transaction
record becomes a sensor data record. The system generates
a block every 10 minutes in the blockchain system, with each
data block generally containing two parts, a header, and a
body. The block header packages the present block num-
ber, the previous block hash-value, the current timestamp,
the random-value (nonce), the hash value of the current block,
and the Merkle tree.

The block content mainly contains the sensor data. In the
research system, each part of sensor data is permanently
recorded in the data block and can be queried by the oper-
ator. The Merkle tree in the block is digitally signed for
each part of the sensor data, thus ensuring that every part
of the sensor data obtained is no duplicate. The system get-
ting all sensor data are processed by the Merkle-tree hash
algorithm to generate Merkle-root values in the header-part
of the block [28]. Figure 3 presents the blockchain-based
architecture.

The most delegate characteristic of the blockchain struc-
ture is that the timestamp and the sensor data cannot be
tampered with. The timestamp is a digitized postmark and
an indispensable security mechanism in this information age.
The timestamp is used for any electronic file or transaction
to provide accurate proof of time and verification of any
document modification or transaction content since the time
of stamping. The electronic timestamp associates a mes-
sage or document with a specific time that serves as evidence
for the time the document was created. Once a timestamp is
created, even if the certificate is expired or canceled, it still
has the characteristic of nonrepudiation.
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The distributed network architecture still has a central node
concept and may have several concepts of central nodes. Each
central node has other child node links. The decentralized
network architecture is a concept without any single central
node. Every node is equal, and the content is the same. Our
system integrates these two network architectures. For data
consistency, in addition to the decentralized network architec-
ture, there also exists a distributed network architecture that
increases the efficiency of the sensor’s data transmission.

Xie et. al mentioned data security measures in a wireless
sensor network environment [29]. Research about security
attacks and countermeasures in surveillance wireless sensor
networks was proposed by Sert et.al. [30]. Sharma et. al
proposed sensor fusion for distributed detection of mobile
intruders in surveillance wireless sensor networks environ-
ment [31]. Likewise, Yazici et.al also proposed a fusion-
based framework for wireless multimedia sensor networks in
surveillance applications [32].

Ill. CRYPTOGRAPHY TECHNOLOGY APPLICATION
The blocks in the blockchain system, such as bookkeeping,
record the transaction information of all blockchains, and
the blockchain revenue and expenditure of each blockchain
user is permanently embedded in the data block for other
queries. The transaction data in these data blocks are stored in
the user nodes of each blockchain user; these nodes together
form a blockchain and the distributed database system. The
destruction of the data in any one node does not affect the
normal operation of the entire database because the entire
database is maintained by other healthy nodes [33], [34].
Hash functions also have important applications in
blockchain systems. The data in the blockchain are not just
the original data or transaction records but also their hash
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function values; that is, the original data are encoded into a
specific length in the form of numbers, and a string consisting
of letters and numbers is recorded in the blockchain. The hash
function has the following advantages for storing blockchain
data.

1) The hash algorithm processing data is basically one-
way, and the system cannot reversely compute the primeval
data input value from the output result value.

2) A hash function, such as the secure hash algorithm 256
(SHA256), with each block containing 512 bytes, the Merkle-
Damgard construction inputs the primeval data (256 bytes),
and the first block to generate 256 bytes. In addition,
the Merkle-Damgard transformation is performed for the
primeval data and the next block; this is reiterated until the
last block. The ultimate result is a 256-byte hash-value.

3) The system uses two different input values as an example
(the difference between the two values is only one byte).
When the output value of the two input values is calculated
through the hash function, the result of the output value is very
different. Generally, when two SHA256 hash functions are
used to calculate original data of different lengths, the output
lengths are the same. The above content is a function that
compresses messages of any length into a message digest of
a fixed length.

In summary, the hash function is a key technology in
the blockchain system that provides a number of convenient
encryption conditions for the blockchain system. In addition
to the hash algorithm, an asymmetric encryption algorithm
(e.g., the elliptic curve encryption algorithm) is used for
encrypting transactions in the blockchain. This algorithm
is based on mathematically related keys; that is, the data
information encrypted using a key can be decrypted by using
only a specific related key. A pair of keys comprises a public
key and an undisclosed or private key. For example, a public
key is like a bank account, while a private key is like the
password for that account or the signature of the account
owner. A transaction on the blockchain can be considered
efficient when the transaction’s private key signature is a valid
digital signature, which can be verified using the transaction
initiator’s public key. The public key can be determined from
the private key through the algorithm, but the private key
cannot be derived from the public key. Figure 4 presents
the blockchain asymmetric encryption technology. The ellip-
tic curve cryptography (ECC) algorithm with representative
asymmetric encryption technology uses in the blockchain-
based system. The blockchain-based system receives a 256-
bit random value as a private key from an operating system.
The total number of private keys is 22°°, which makes it
difficult to crack the key [35], [36].

The three commonly used cryptographic techniques are
symmetric key encryption, asymmetric key encryption, and
hash algorithms. Usually, the blockchain method is based on
the hash algorithm as its core technology. There are several
methods for protecting the integrity of files, one of which is
to use fingerprints. If the user needs to ensure that the content
of his document cannot be changed, the user can stamp his
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fingerprints at the bottom of the document, and others will
not be able to modify the content of the document or create
a fake document because people’s fingerprints cannot be
forged. To ensure that the document has not been changed,
the user can compare the fingerprint on the document with the
fingerprint on the file. If the comparison results are different,
it means that this document is different [37], [38].

The system usually treats the input information as a doc-
ument file. When the message is calculated using the hash
function, it becomes a unique message digest, which can be
regarded as another kind of fingerprint, because fingerprints
are also unique. Figure 5 shows the message, password hash
function, and message digest.

Even though these messages are regarded as documents,
and message digests are regarded as fingerprints, there are
some divergences. The most important thing is that the mes-
sage digests must be protected from modifiers. When the
system is to verify whether the message digest has been
changed, the system can once again input the original mes-
sage content through the calculation of the hash function.
The final message digest can be compared with the previous
message digest. Figure 6 shows the schematic of file check
integrity.

A cryptographic hash function must meet three criteria:
preimage resistance, second preimage resistance, and colli-
sion resistance, as shown in Figure 7.
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A. PREIMAGE RESISTANCE

The cryptographic hash function must be capable of preimage
resistance. Given a hash function h and y = h(M), it is difficult
for the system to find information, in this case, M/, such that
y=hM.

B. SECOND PREIMAGE RESISTANCE

The system ensures that the information cannot be easily
forged. That is, given a specific message and its digest, it is
impossible (or at least very difficult) to create another mes-
sage with the same digest. From the perspective of calcula-
tion, it is impossible to find any secondary input value that has
the same output as the specific input value. For example, at a
given X, it makes it difficult to satisfy h(x) = h(x) Secondary
image x’ # x.

C. COLLISION RESISTANCE

Ensure that no other system can find two messages that can
hash together the same digest. This attack means that other
systems can create two messages (without limits) and hash
the same digest. Of course, this is a situation that does not
want to be attacked.

The random oracle model, proposed by Bellare and Rog-
away in 1993, is an ideal mathematical model for hash func-
tions. A function based on this model behaves as follows:

a. When a new message of any length is sent, the oracle
creates and responds with a fixed-length message digest com-
posed of random Os and Is, and the oracle records this message
and the message digest.

b. When a message is sent and its message digest exists,
the oracle only responds to the record digest.

c. The digest of a new message must have nothing to do
with all previous digests, which means that Oracle cannot use
a formula or algorithm to calculate the digest.

Assume an oracle has a table and a fair coin. The table
has two fields. The first field shows the messages that the
oracle has sent a digest, and the second field lists the digest
created for these messages. The digest is assumed to be
16 bits regardless of the size of the message. Table 2 shows
an example of this kind of table, where the message and the
message digest are expressed in hexadecimal form. In the
table, Oracle has created three digests.

This oracle can be thought of as a similar automatic dia-
logue device. When an oracle receives a query message,
it truthfully responds to related things. For example, when
a random oracle receives an inquiry message, it truthfully
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TABLE 2. Oracle response to the table after the first three digests.

Message Message digest
4523AB1352CDEF45126 13AB
723BAE38F2AB3457AC 02CA
AB45CD1048765412AAAB6662BE A38B

TABLE 3. The table after the fourth digest issued by oracle.

Message Message digest
4523AB13 52CDEF4 5126 13AB
723BAE38F2AB3457AC 02CA
ABI1234CD8765BDAD DCBI
AB45CD1048765412AAAB6662BE A38B

responds with a random number. It is assumed that the
digest is 16 bits regardless of the size of the message.
Table 1 shows an example of such a table, in which the
message and the message digest are expressed in hexadec-
imal. In Table 2, Oracle created three digests. These mes-
sage digests are randomly generated. According to another
example of the content of the paper, we can also regard the
message digest as the positive and negative situation of toss-
ing coins (positive=1=H, negative=0=L). Assuming 13AB
(16) = 0001001110101011(2), we can regard it as the result
of tossing coins 16 times as LLLHLLHHHLHLHLHH.

We now assume two situations to occur:

a. Given the message ABI1234CD8765BDAD to request the
oracle to calculate the digest, oracle checks its table and finds
that there is no such message in the table, so Oracle flips a
coin 16 times.

If the result is HHTHHHTTHTHHTTTH, the letter H rep-
resents the front side, and the letter T represents the backside.
Oracle interprets H as bit 1 and T as bit 0 and responds
with binary 1101110010110001 or hexadecimal DCBI as
the message digest of the message. Then, this message and
message digest are added to Table 3.

b. Given the message 4523AB1352CDEF45126, to request
oracle to calculate the digest, oracle checked its table and
found a digest of the message in the table (the first column).
Oracle responded only to the corresponding digest (13AB).

IV. DECENTRALIZED SHARED TRANSMISSION DATA
STRUCTURE

Fabric is an implementation of blockchain technology and
a distributed shared ledger technology based on transaction
calls and digital events. Compared with other blockchain
technologies, Fabric uses a modular architecture to support
the development of pluggable components. In this research,
we studied the book as a record of data transmitted by the
sensor [39], [40].

The aggregation of ordering service nodes in the network
forms a consensus service, which can be considered an orga-
nization of delivery assurance communication. The consen-
sus service provides a shared communication channel for the
client and peer nodes and a broadcast service for messages

72331



IEEE Access

S.-). Hsiao, W.-T. Sung: Employing Blockchain Technology to Strengthen Security of WSNs

e

"/\Main Databasy
Kc;.'_i;ﬂlﬁ —
Value:

{

Transmission ID "assert
Read operation name™:"#016",
Write operation owner": "Jerry""

3 s
"date":"2018/12/08"

Transmission D
Read operation
Write operation

Tracking Key-Value
Historical Blockchain
Index 5|

History Index

Level DB

Transmission 1D

Write the Key-Value of

Read operation
‘Write operation

the latest transmission

FIGURE 8. The market decentralized shared transmission data structure.

Sensor #1

Sy A

] \ Blockchain-based technology A (::nd-.::d .\r
Wireless

Sensor #2 e
(A

Sensor #3,

—

Mobile

. Device

Data collector + Al algorithm 3 ((( vi

+Big data chart analysis
+ Web page +Database

(]
Embedded hardware model /

Computer

Laptop

FIGURE 9. Raspberry Pi was used to integrate the data collector, database
storage, and web server services.

containing transmitted data. After the client connects to the
channel, the message can be transmitted to all peer nodes
through the consensus service broadcast message. The con-
sensus service in Fabric ensures that message communication
is serialized and reliable. In other words, the consensus ser-
vice outputs the same message to all peer nodes connected
to the channel, keeping the logical order of the outputs the
same [41], [42].

Based on the underlying structure of blockchain technol-
ogy, the method of blockchain can be defined as a shared
ledger technology. A ledger is a core component of the
blockchain, in which all historical transactions and status
change records are stored. In Fabric, each channel corre-
sponds to a shared ledger, and each peer node connected to
the shared ledger can participate in the network and view the
ledger information. The information in the ledger is publicly
shared, and a copy of the ledger is maintained on each peer
node. Figure 8 shows the decentralized shared transmission
data structure. Figure 9 uses a Raspberry Pi to integrate the
data collector, database storage, and web server services.

V. USING SYSTEM FUSION ALGORITHM

The sensing data measured by multi-point sensors need to
be integrated, which is usually called the “fusion method™.
When the system measures some data from different sensors,
the system must perform data fusion processing. Usually,
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the system performs automatic analysis and comprehensive
information processing according to customized standards.
Such results make remote sensing data easy to observe.
Information fusion technology is used in the air environment
monitoring system. The calculation of the system can process
the sensing data provided by multiple sensors at multiple
levels. Such results will have many benefits. For example,
multi-sensor data fusion has better accuracy in sensing data
than single-sensor data fusion, and the data level of multi-
sensor data fusion is also wider. The information collected
by a group of similar sensors is redundant, while the appro-
priate fusion of such redundant information can reduce the
uncertainty of the information. The information collected by
various types of environment-sensors has obvious comple-
mentarity. After proper processing, this complementarity can
compensate for the uncertainty of a single sensor and the
limitations of the measurement range. Multiple sensors can
increase the reliability of the system. For example, when
one or several sensors fail, the system can still work normally.

For example, when the system contains many air
environment detection sensors, and these sensors are widely
distributed. In the process of system transmission and cal-
culation, to reduce the burden of communication lines and
reduce the calculation amount of the fusion center, the system
is divided into many subsystems to perform analysis and cal-
culation. Then the analysis results are combined to obtain the
fusion output of the entire system. In simple terms, the sys-
tem is to perform fusion calculations on the two scattered
parts, and finally integrate them into a complete output result,
as shown in Figure 10.

This data fusion method allocates sensors to air detection
points according to design requirements and uploads data
after each air detection point has completed feature extrac-
tion. The relay station of the system performs partial fusion;
the total detection station performs global fusion and gener-
ates auxiliary decision-making.

A. LOCAL FUSION ALGORITHM

In the example of this paper, the number of system air
detection points is not too much, that is, the dimensionality
of the subsystem is not high, so the local fusion method
can be performed by the classic vector Kalman filter algo-
rithm. Assuming that there is a total of q air detection
points, the signals from each air detection point form a g-
dimensional vector X (k) = [x1 (k) x2 (k) --- x4 (k)17 Pro-
cess noise is a sequence of independent white noise w (k) =
[w1(K)wa(k) - - - wy (k)]T; then, the mathematical model of the
multidimensional random signal can be expressed as

Xhk)y=AXk—1)+wk-1) (1)

where A= diag (ajaz - - - a4) is the coefficient matrix.
Running optimal filter, the gq-dimensional random signal

X(k), the first r components of X(k) (r < q) are measured

simultaneously at time k, and an r-dimensional measurement
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data vector Y(k), its mathematical model can be expressed as
Y(k) = CX(k) + V(k) 2)

where C = diag (cyc2 - - - ¢,) is the observation matrix,

V() = [vi(k)ua(k)---vp(k)] is an additional measure-
ment noise sequence.

So there is the vector Kalman filter algorithm

x(k) =Ax(k — 1)+ KK&)[Y (k) — CAx(k —1)] (3)
K(k) = P1(k)CT[CP1(k)CT + R(k)]™! )
P(k) = Py (k) — K(k)CP; (k) )

where (3) is the filter estimation equation, (4) is the filter gain
equation, where P; (k) = AP (k — )AT + Q (k — 1), and
(5) is the filter covariance equation.

Generally, the vector Kalman filter with prediction plus
rectification uses a recursive method as a typical filter algo-
rithm. When the system employs this feature, it is easy to
apply a micro-controller to filter the real-time signal trans-
form. Figure 11 and Figure 12 show the algorithm block
diagrams of the main program and the subprogram of the
vector Kalman filter, respectively.

B. GLOBAL FUSION ALGORITHM

The fusion station filters and processes these air data by
multi-sensors measurement will make known the air environ-
ment more precisely. Each relay fusion station uploads these
sensing data to the total inspection center station that can be
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FIGURE 12. The subroutine of the vector Kalman filtering.

regarded as a system sensor data transfer. Then, the global
fusion algorithm uses a forward neural network model, such
as the single hidden layer neural network shown in Figure 13.

The output situation of each relay fusion station forms
a vector X(kK) = [x;(k)xa(k) - - - x,(k)]T, as the input group
of the neural network, the output group is Y(k) =
[y1(k)y2(k) - - - y(k)]", which depends on actual engineering
needs.

The activation function of the hidden unit is taken as the
sigmoid function

= 6
D= ©6)
The implicit output is
N
i =Y @iz +0) )

Taking the excitation function of the output node as a linear
function, the output of the entire network is

v=3,

For training the forward neural network weight matrix, the

backpropagation (BP) algorithm is generally used. However,

the traditional BP algorithm is essentially a least-squares

estimation, robustness is poor and very sensitive to outliers,
so this article uses the robust BP (RBP) algorithm.

w[jxnl —f(x19x25 ’xn) (8)

Wy (k + 1) = Wyk)+n8;01 +alWyi(k)—Wyk—D]  (9)
0 (k +1) = 6; + nd; + a[f;k) — 6;(k—1)] (10
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FIGURE 13. The single hidden layer neural network structure.

where 7 is the learning rate; « is the inertia term constant,
W(e) = p'(e), p(e) is the Hampel function.

O; = finet;) = 1 + exq(— Zj w0, — o)t (1)
8; = Oj(1 — 0))p(e)(output layer) (12)
8 = 0{(1—=0) ) 8 Wy(hidden layer) (13)

where f(x) is the Sigmoid function.

VI. PLANNING OF BLOCKCHAIN-BASED TECHNOLOGY
FOR WSNs

Each block sends data that is not rewritable, and thus, its
level of security is extremely high. This security is especially
beneficial when applied to the secret WSNs. A new WSN is
built utilizing the latest blockchain [13], [14].

Building a WSN is often impeded by the budget or dif-
ficulties encountered during operation. The issues usually
start from small regions and gradually expand to larger
regions. To report these problems, the present important
blockchain technique for Bitcoin is the most suitable for this
research [15].

Each primary node links to several sensor devices. Fur-
thermore, each of those nodes has a serial number to present
the order of blockchain connection. Except gathering its own
sensor data, each blockchain gathers measurement data from
the nodes of other blocks besides. That is, when a new block
is created for each node block, the primary node also obtains
identical sensor data.

Consequently, each node maintains sensor data for its own
and for other nodes, and no single node is the central node,
thus demonstrating the application of decentralization. All the
blockchain nodes are linked by the P2P network and with the
safest encryption determined based on network cryptography
computations conducted by the team.

In addition, renewing functions are increased to the ensem-
ble to permit the blockchain to renew links. The order of
making links may not be the same, but the correctness of
the measurement data is guaranteed. The initial condition
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in the system initiates a blockchain reset every 30 minutes.
Nevertheless, the team still requires to produce a suitable
restart series according to practical analysis. In the condition
of fault in any of the block nodes during the testing phase, or if
new block nodes are established, the automatic mechanism of
the system polishes the impeding node or adds the new nodes.
This is controlled by the approach program using AI machine
learning to manage the blockchain link and improve the
defects of the mining approaches at first utilized by bitcoin.
The linking approach of blockchain nodes on the WSNss is
presented in Figure 8.

The node orders labeled in Figure 14 are linked by the
asymmetric cryptographic algorithm, which prevents mining
time and increases performance efficiency. Each blockchain
is linked to a preceding and subsequent opposite side as the
system lets each newly established block experience encryp-
tion and cryptography with keys. Each new block efficiently
connects to the former block according to the mechanism
established in this system. This characteristic is different from
the Bitcoin blockchain approach.

The method proposed in this research improves the security
of the block connecting approach by deciding which block
to connect first in chronological sequence. The key is still to
go by the hash function and password key-related authenti-
cation technique before successful connecting. In addition,
no efficiency problem involving Bitcoin mining has been met.
Figure 15 shows the present blockchain node connection.
Each node includes the hash function that is the last block
and itself. In effect, hash functions are long strings of words,
but they are shown as four single-digit numbers in this figure.
Figure 16 presents an order of blocks with incorrect hash
functions; that is to say, the values of the nodes in order are
different, which signifies erroneous connecting. When such
erroneous connecting is detected, the system directly termi-
nates the connection and transfer of data in that blockchain.

Furthermore, it is ensured that the measurement data for
each blockchain node are unanimous. The content in any sub-
block of the subjected blockchain presents the accurate unan-
imous measurement content for the entire WSNs. This is the
distributed file system (DFS) architecture, which effectively
lowers the hazard of data storage. Blockchain applications
are new research in WSNs and must be written to the micro-
controller utilizing software code, which is different from the
structure of traditional WSNs. Besides the advantages of the
blockchain, our study also utilizes the Web platform to carry
out the system, which reduces the standards of various com-
munication protocols and thus greatly ameliorates efficiency.
Every block node has complete sensing data, therefore, data
privation caused by node failure is not an issue.

VII. PRIVATE BLOCKCHAIN IMPLEMENTATION

For messages of any length, SHA256 generates a 256-bit
hash value, which is called a message digest. This digest
is equivalent to an array of 32 bytes length, usually rep-
resented by a hexadecimal string of 64 bytes length. The
SHA256 algorithm uses 8 initial hash values and 64 hash
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FIGURE 14. Integration of blockchain approach in a WSNs structure.
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FIGURE 15. Blockchain planning sample for the partial nodes in a normal WSNs.
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FIGURE 16. Blockchain planning sample for the partial nodes in an abnormal WSNs.
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constants. Among them, the initial values of the 8 hashes of

Blockchain %

the SHA256 algorithm are as follows: LRER e S TRRELE
h0:= 0 x 6.09¢667 i
hl:= Ox bb67ae85 -
h2:= 0 x 3.6ef372
h3:= 0x a54{f53a
hd:= 0 x 510.527f
h5:= 0 x 9.05688c¢ e

h6:= 0 x 1.83d9ab

h7: =0 x 5beOcd19

These initial values are derived from the decimal part of the
square root of the first 8 prime numbers (2,3,5,7,11,13,17,19)
in natural numbers. For example, the fractional part
of +/2 is approximately 0.414213562373095048 and
0.414213562373095048~ 616~ +a*1672+0x167+. . ..
Therefore, the decimal part of the square root of prime
number 2 takes the first 32 bits to correspond to 0 x 6.09¢667.
In the SHA256 algorithm, the 64 constants used are shown
in Table 4.

Like the initial value of 8 hash-functions, these con-
stants are the first 64 prime numbers of natural numbers
(2,3,5,7,11,13,17,19,23,29,31,37,41,43,47, and the decimal
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2020-09-15 03:52

PreviousHashValue:

Mining

FIGURE 17. Block content unit of the proposed method.

part of the cube root of 53,59,61,67,71,73,79,83,89,97...)
is taken from the first 32 bits. Steps to implement
wireless sensing network blockchain. Each block in
this study contains the block number, sensing the
data, timestamp, and hash value of the previous block
(Figure 17).
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TABLE 4. The 64 constants in the SHA256 algorithm.

4282298 71374491 b5c0fbef e9b5dbas
3956¢25b 59f111f1 923182a4 ablcSed5
d807aa%98 12835b01 243185be 550c¢7dc3
72be5d74 80deblfe 9bdc06a7 c19bf174
e49b69cl etbe4786 0fc19dc6 240calcc
2de92c6f 4a7484aa 5cb0a9dc 761988da
983e5152 a831c66d b00327c8 bf597fc7

c6e00bf3 d5a79147 06ca6351 14292967
27b70a85 2e1b2138 4d2c6dfe 53380d13
650a7354 766a0abb 81c2c92e 92722c85
a2bfe8al a81a664b c24b8b70 c76¢51a3
d192e819 d6990624 f40e3585 1062a070
19a4cl116 1e376c08 2748774c 34b0bcb5
391c0cb3 4ed8aada 5b9ccadf 6826113

748{82ee 78a5636f 84c87814 8cc70208
90befffa a4506ceb bef9a3f7 c67178f2

[ Blockchain X

< C @& | © & 1721818191blocke CO® dmoDe =
No.| 1 |
Data:

Timestampt:

| 2020-09-15 03:53

PreviousHashValue:

| Mining |

FIGURE 18. The use of each unit's data to calculate the hash value of
each block.

Each block is the basic unit of the blockchain. The message
content of each block includes the number of the block,
a timestamp, measurement data of each sensor, the hash value
of the previous block, and the random Nonce value. When
the first block of Genesis is generated, the hash value of the
previous block is “0”.

The first block implementation is created. The proposed
method calculates the block number, sensor data, timestamp
and the hash value of the previous block, as listed below. The
hash value is:

“No.” + “Data” + “Timestamp” + “PreviousHashValue”

where the PreviousHashValue value of the first block is 64
“0”’s, as shown in Figure 18. In a general situation, a user
presses the data mining button, and the system begins to mine
the sensor data. The hash-function value of this block is the
hash value format designed by our system, and the first four
values are “0000”. The random nonce value generated by the
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[E] Blockchain X

€ C @ |© & 1721818191bloc COw s m@ & =

Noj 1 |

Nonce:| 138503

Data

5.58 75% 26.1C 48.2% 0.26 <
5.23 88% 25.3C 45.2% 0.32

5.58 75% 26.1C 48.2% 0.26
5.23 88% 25.3C 45.2% 0.32
5.58 75% 26.1C 48.2% 0.26
5.23 88% 25.3C 45.2% 0.32

PreviousHashValue

The hash value of this block

| 00008h98312b37870d2df19dc15e82d737¢87d6a206917chccI76671a1910491 |

Timestampt.

| 2020-09-15 0353

FIGURE 19. The random nonce safety value is calculated through mining
technology.
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No.i 2
Data

1.26.3C 36.2% 0.42 35.58 85% 26.1C 47.2% 0.26 A

2.25.1C 30.2% 0.26 75.23 78% 25.3C 45.2% 0.30

3.24.3C 43.2% 0.32 35.58 75% 26.1C 46.2% 0.28

4.26.1C 38.2% 0.26 75.23 68% 25.3C 43.2% 0.23

5.23.3C 45.2% 0.32 45.58 75% 26.1C 45.2% 0.20 +

6.25.1C 48.2% 0.23 75.23 68% 25.3C 44.2% 0.31

Timestamp
2020-09-15 03:53

PreviousHashValue:

00008b983f2b37870d2df19dc15e82d737cBfd6a2c6917cbeco76671a1910491

Mining |

FIGURE 20. The data is filled in to calculate the second block hash value
and the nonce value.

[E] Blockchain X

3 C @ @ g 1721818191/blockcha ~O% ¢m@e =

No. 2 |
Nonce:| 30864 |

Data:

PreviousHashValue:

| 00008b983f2b37870d2df19dc15e82d737c8fd6a2c6917cbecd76671a1910491 |

The hash value of this block:

| 0000be49f5c4cf01959d970c66eb93e368268ffc772291cebc7bead26b2f3431 |

Timestampt:

| 2020-00-15 03:57

FIGURE 21. Calculation of the hash value and nonce value of block
number 2.

hash value of the block we signed is the safe value we mined.
If data are tampered with, the system generates different
nonce values, as shown in Figure 19. The user continues

VOLUME 9, 2021



S.-). Hsiao, W.-T. Sung: Employing Blockchain Technology to Strengthen Security of WSNs

IEEE Access

Peer A network

No.

Nonce

Hash 00002t5ef2......

Peer B network

C'-S @- -

Peer C network

g’-@ ; -%-@

FIGURE 22. Blockchain connection in the normal condition.

Peer A network

Peer C network

to compute the hash value and nonce value of the second
block. The No. text-box is filled with 2. The text-box of the
sensor field is filled with new data, such as the data grid. The
timestamp is automatically generated by the system. Next,
the hash value of the first block is filled, and then, the mining
button of the data is shown to calculate the hash value and
the nonce value of the second block. The screen is shown
in Figure 20.

The hash value of block number 2 is displayed in the box
of the hash value of this block. Currently, the nonce value is
“30864”, as shown in Figure 21.

This implementation example uses a distributed network
structure to employ the wireless sensor network of the
blockchain. The blockchain-based structure in this study uses
a decentralized network structure. Suppose when each block
is generated every 30 minutes, then the proposed system will
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FIGURE 23. The 87th block data after being tampered with.

No.

Nonce

have three peer-to-peer networks at the same time when it
is generated from the first blockchain. In the peer network
blockchain structure, a block is generated every 30 minutes.

Figure 22 shows the normal connection of the blockchain
network. When a block of data is tampered with, the system
immediately finds the tampered place. As shown in Figure 23,
in the peer B Network, the nonce and hash values of the
87th block are tampered with. When the system compares the
peer A and peer C networks, the system finds that the data in
the 87th block of the peer B network are different from those
of other blocks.

VIIl. USING JAVASCRIPT AND NODE.js
At present, the popular blockchain technology is a kind of
cryptocurrency application, which is very popular among
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main,js

const SHA256 = require("crypgo-js/sha256");

class Block {
designer(index, timestamp, data, previousHash HEN L
F ndex = index;
reviousHash
imestamp
ata = data;
.hash = this.computeHash();

previousHash;
timestamp;

I

computeHash() {
SHA256(this.index + this.previousHash
this.timestamp + JSON.stringify(this.data)).toString();

FIGURE 24. Definition of a block class and writing of a fundamental
component element for every block node.

Number of data records that can be processed every half hour
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DATE TIME

FIGURE 25. A comparison of traditional methods and blockchain
methods.

researchers and is specifically used in various information
fields, such as VR, Al, and big data.

For a better understanding and perception of this technol-
ogy, let us consider Google Earth as an analogous example.
When Ajax, which is not a new technology, is connected with
other technologies, something exceptional, such as Google
Earth, can be established. When the blockchain approach is
combined with other devices, such as encryption and deci-
phering technologies and P2P networking, bitcoin emerges.

The coding presented in Figure 24 shows a definition of
a block class and the writing of the fundamental component
element for every block node. Designer symbols such as the
“index”” component represent the index sequence for linking,
“previousHash” represents the hash functional value for the
previous node, “timestamp” represents the record for the
timestamp, ‘““‘data’ represents the location of data storage, and
“hash” stands for the subroutine that calls for the calculation
of the hash function.

After defining the block data part style, the connections for
blockchains are carried out. Starting from nothing, the initial
genesis block is established, and corresponding programs are
performed for each step taken.

When the latest block is established, the system must
compute the length of the blockchain as programmed.
This research proposes a contrast between the blockchain
approach and the traditional approach in the WSNs structure
access sensor data records. Figure 25 presents the comparison

72338

Comparison of the probability of data tampering
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FIGURE 26. Comparison of the probability of data tampering.

of the number of data records that can be performed every
half hour between the traditional approach and the blockchain
approach. The figure clearly indicates that the approach of
utilizing the blockchain has a worse number of records than
the traditional approach. Although, it is only a small gap, and
its show execution is nearly as good as that of other systems.
This gap can still be accepted by operators. Improving the
security of wireless sensor networks was the primary focus
of our research.

The genesis blockchain, i.e., the first block, has an index
key value of “0”, and the next block has a value of “1”.
To add a new block, it is important to compute whether the
previous hash function has been duplicated successfully.

Figure 24 presents the system proposed by us, which con-
sists of a number of program files, each of which is our
subsystem. Figure 25 is a comparison of sensing data transfer
analysis. When the data are more than the number, the system
simplifies the data format of different agreements because
of the use of the Web platform, so the overall efficiency
of the system is better. However, microcontrollers choose
built-in memory because we use software to overcome many
problems of transferring data, such as data format conver-
sion, or different protocol platforms.

Figure 26 presents the comparison of the probability of
data tampering when the system uses general technology and
has blockchain technology. Obviously, when the amount of
sensed data is larger, the proposed system uses the traditional
wireless sensor network method, and the data transmitted
by it is more likely to be tampered with. Under the same
data transmission conditions, when the proposed system with
blockchain method processes a large amount of data, the data
transmitted by the wireless sensor network is difficult to
be secretly modified, which will be the application of the
blockchain method benefit.

IX. RESULTS ANALYSIS

This section presents the mobile device operation display.
First, on the system login frame, and the system app presents
button options such as those presented in Figure 27(a). Upon
pressing the first button, labeled ““view all sensors data table,”
the mobile device presents the whole and present data the
sensors gather in a table mode. The next selection allows
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FIGURE 27. Actual mobile device display showing how the proposed
blockchain-based system operates in WSNs.

FIGURE 28. Actual microcontroller and sensor device.

the setting of the scope of the show to focus on the chang-
ing figure. The second button, named “view all charts and
analysis,” shows a visual analysis utilizing multiple modes
of data figures and charts. Figure 27(b) presents the figure
analysis of the temperature measurements in the whole WSNs
structure. This figure presents that the values for temperature
measurements tend to be higher at about noon and lower in the
morning and evening. Figure 27(c) shows the analysis of the
humidity measurements; the humidity is lower in the morning
and higher in the evening. A tarry in the data delivered
from the sensors is detected because the data must go by
blockchain sharing. This subject requires to be resolved. The
WSNs in this research has evolved from the earlier ZigBee
chip link to the present long-distance low-consumption LoRa
chip link. Our laboratory utilizes the most up-to-date NB-IoT
technique to enhance transfer efficiency and widen the scope
for WSNs. Moreover, our study hopes to integrate the future
network with 4G or 5G to carry out easy connections for all
things on earth.

Our team uses a wireless sensing network and blockchain
integration technology to conduct various farmland environ-
mental sensing analyses of rice growth. The items observed
include temperature and humidity in the air, illuminance,
ultraviolet light, average speed of the wind, maximum speed
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FIGURE 30. The system receives sensing data from remote sensors.
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FIGURE 31. The actual mobile device instantly displays the sensing curve.

of the wind, accumulated rainfall per hour, temperature and
humidity of the soil, and power curves of the sensor battery.
Figure 28 shows the microcontroller and sensor hardware.
Figure 29 shows the placement of the sensor and the base sta-
tion. Our team placed 20 sensor nodes around the rice fields.
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Figure 30 shows the system receiving data from remote sen-
sors. Our system uses the MySQL database system. Figure 31
shows that the farmland sensor device transmits data to each
node in real-time, and the farmland observation data can be
immediately displayed by logging into the system using the
mobile device.

The daily temperature and humidity changes are relatively
small, but the temperature and humidity in the soil change due
to water irrigation. Ultraviolet light will also change due to
sunrise time. This experiment focuses on the correct delivery
of remote sensing data.

X. CONCLUSION
For the integration of blockchain technology into WSNi,
the following aspects need to be discussed further.

A. BLOCKCHAIN CAUSES DATA TRANSMISSION DELAY
Every blockchain requires cryptography processing and pub-
lic key deciphering to achieve linking. Moreover, creating a
new blockchain requires confirmation of the link’s previous
and latter sequences beforehand to transmit data. Therefore,
to achieve instantaneous data update and storage, some issues
need to be fixed.

B. ISSUES RELATED TO AN INCREASE IN THE
MEASUREMENT DATA AMOUNT

With the proposed approach using blockchain technology,
the hash function and encryption key compute cannot be
avoided. However, as the quantity of data increases, the time
needed for the calculation process increases, thus reducing
the data transfer efficiency. Therefore, large-scale computa-
tions will increase the data deal with time.

Our team continues to improve the abovementioned short-
comings using approaches such as the resetting mechanism
of blockchains, which will constantly update data transfer to
the most current status. Another method that may contribute
is the use of a system control mechanism and a simplified
process of hash function calculation. Additionally, to simplify
blockchain security, encryption will be switched from asym-
metric to symmetric.

Adding blockchain technology to many information appli-
cations will produce many benefits. Blockchain technology
uses a decentralized and general consensus mechanism to
maintain the integrity of the data, and can effectively prevent
the risk of data tampering when the data is transmitted. The
ledger that originally used blockchain technology in finance
can be regarded as the sensory database of WSN. Based on
blockchain technology, a block has a more reserved record
database, and each block contains a time-stamp that cannot
be forged.
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