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ABSTRACT In recent years, the Internet of things (IoT) has become an encouraging communication
paradigm that has numerous applications including smart city, smart home and intelligent transportation
system. The information sensed by several IoT smart devices can be security stored at the (cloud) servers.
An external user, being a client, can access the services from a server for the sensing information, provided
that a mutual authentication happens among them. Using the established session key among the user and
the server, encrypted information with the help of session key can be delivered to the user by the server
securely. Recently, Rana et al. proposed a smart-card based remote user authentication scheme using user
password. In this comment paper, we carefully analyzed the scheme of Rana et al. and tracked down that their
scheme is insecure against serious attacks, including stolen smart card attack, privileged-insider attack, user
impersonation attack, password change attack and Ephemeral Secret Leakage (ESL) attack. Furthermore,
their scheme does not preserve untraceability feature. To remedy these security pitfalls, we also provide
some remedies that can help in building more secure and effective user authentication scheme to apply in

securing next generation IoT infrastructure.

INDEX TERMS Internet of Things (IoT), cryptanalysis, authentication, key agreement, security.

I. INTRODUCTION

In recent years, the Internet of things (IoT) has become
an encouraging communication paradigm. [oT contains var-
ious types of devices, like sensors, microcontrollers, and
transceivers that can be applied for an effective system.
If we make comparison of the IoT services offered under
the 5G (5th generation mobile network) deployment, 6G (6th
generation mobile network) IoT has the capability to offer
high-density heterogeneous types of smart devices which
are involved for high capacity, more robust system archi-
tecture support and smart algorithms using the Artificial
Intelligence (AI) [1]. Due to huge deployment of IoT smart

The associate editor coordinating the review of this manuscript and

approving it for publication was Chunsheng Zhu

71856

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/

devices, while the Big data analytics become more essential,
at the same time maintaining the security among the IoT
devices and the deployed gateway nodes is also becoming
challenging task. Access control and authentication are two
important security services to secure different networking
environments [2]-[11].

In a smart card based remote user authentication, an autho-
rized registered user and a remote server need to authen-
ticate each other in order to make secure communication.
After mutual authentication, both the communicating parties
establish a session key which can be further used to secure
communication among them for accessing the services from
a remote server by a legal user. Starting from the seminal
work designed by Lamport [12] in 1981, several remote
user authentication mechanisms have been proposed in the
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literature [13]-[19]. However, the major of these schemes are
inefficient for practical implementations or they are vulner-
able to various potential attacks, such as privileged-insider
attack, stolen smart card attack, replay and man-in-the-
middle attacks, impersonation attacks, and so on. Later,
in order to strengthen the security of a smart-card based
remote user authentication, user biometric plays an important
role in designing biometric-based authentication schemes
[20], [21].

In 2016, Kaul and Awasthi designed a smart-card based
remote user authentication scheme [22] in which a user being
a client can authenticate with a remote server with the help
of the credentials stored in his/her smart card. However,
recently, in 2021, Rana et al. [23] reviewed the scheme
of Kaul and Awasthi, and pointed out the vulnerability to
user impersonation attack in Kaul and Awasthi’s scheme.
In order to remedy such security weakness, they suggested
an improved solution and claimed that their scheme is suc-
cessfully defended the security problem found in Kaul and
Awasthi’s scheme. In this work, we carefully analyze the
scheme of Rana ef al. and show that their design led to reveal
not only user impersonation attack, but also other attacks that
are mentioned in Section I-A.

A. RESEARCH CONTRIBUTIONS
The following are the primary contributions:

o We define a threat model which provides various capa-
bilities of a passive or an active adversary.

e We then critically analyze a recently proposed
Rana et al.’s scheme [23] and show that this scheme
is unfortunately designed with several serious security
weaknesses. In particular, we show that their scheme
cannot resist stolen smart card attack, privileged-insider
attack, user impersonation attack, password change
attack and “Ephemeral Secret Leakage (ESL)” attack.
Moreover, we show that their scheme fails to provide
untraceability feature, which is a very important feature
in a user authentication protocol.

« Next, we suggest some remedies that can be applied
to overcome the security pitfalls found in Rana et al.’s
scheme.

B. PAPER OUTLINE

The sketching of this paper is organized as follows. In the next
section, an attack model has been discussed. In Section III,
we review a recently proposed Rana et al.’s scheme [23], and
then provide its detailed cryptanalysis in Section IV. Some
remedies are discussed in Section V to overcome the security
pitfalls and design flaws found in Rana et al.’s scheme. The
paper is then wound up in Section VL.

Il. ATTACK MODEL
In the considered attack model, we consider the following
capabilities of an adversary:
« We contemplate the widely-recognized ‘“Dolev and
Yao threat model (also, known as DY model)” [24].

VOLUME 9, 2021

This model permits two communicating participants to
communicate over an insecure (public) channel. Thus,
an adversary A€ has full control of the communication
channel, where it can not only eavesdrop(read) the mes-
sages, but also can modify, erase or insert fake mes-
sages contents, during the communication. In addition,
the end-point entities (such as users) are not trusted in
common.

« We contemplate another de factor adversary model,
known as the “Canetti and Krawczyk adversary model
(known as CK-adversary model)” [25]. A CK-adversary
ACE retains the same capability of an adversary under the
DY model. In addition, A€ can compromise the session
states and private keys through the session-hijacking
attacks.

o Using the revolutionary power analysis attacks [26],
an adversary A€ can obtain all the sensitive credentials
stored in a lost stolen) smart card of a valid registered
user in the network. The extracted credentials can be fur-
ther used to launch other attacks, like privileged-insider,
user impersonation, password change and ‘“Ephemeral
Secret Leakage (ESL)” attacks.

IIl. REVIEW OF RANA et al."s SCHEME

In this section, we review the recently proposed Rana et al.’s
scheme [23] in order to show its various security pitfalls in
Section V. To discuss the Rana et al.’s scheme, a list of
notations and their significance is provided in Table 1.

TABLE 1. Symbols used in the paper.

Symbol Its significance

Usr; i-th user

IDysr;, Pwdysr, Identity and password of Usr;,
respectively

My sr; Random secret of Usr;

RPWysr, Pseudo-password of Usr;

SCuysr, Smart card of Usr;

D, | Bitwise XOR and string concatenation
operations, respectively

S Server

TSysr;» T'Ss Timestamps generated by Usr;
and S, respectively

6TSs Maximum allowable transmission delay

Kg Secret key of S

Enck (-)/Deck(-)  Symmetric encryption/decryption using key K

CHash(-) Collision-resistant one-way cryptographic
hash function

— A public (insecure) channel

= A protected (secure) channel

SK Session key between Usr; and S

AE Passive/active adversary

A. REGISTRATION PHASE
In order to register a user Usr; to the remote server S, the fol-
lowing steps need to be executed via secure channel. Note
that the registration process is one-time process and it can be
also done in offline (secure) mode.
o Step Regi: The user Usr; has the freedom of select-
ing his/her own identity and password. Let Usr; pick
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User (Usr;)

Server (S)

Input I Dyygp, and Pwdy sy,
Generate random secret Mgy,
Compute RPWys,, = CHash(mys,, ||Pwdysr,),

RReq = {IDysr,, RPWysy, }
=

Compute

Nusr; = MUsr; EBCH(LSh(IDUsri ||Pdes7‘i)
Now, SCysr, = {6Usria YUsri»

DIDysr,s Yusr;, MUsrs CHaSh(')}

Pick random secret Y4, OWD secrets a and b
Calculate DIDy,, = Encgg[IDuysr,
aysr; = CHash((IDys, ® a)|[b),
ﬁUsri = QUsr; S CHaSh(IDUsri 2 RPWUsm)’
YUsr; = YUsr; > CHaSh(aUsn S RPWUS’I'j)?
wUsri - CHaSh(IDUsri ||RPWU97’7
Insert {BUsri y YUsr;s DIDUsri ) wUsri )
CHash(-)} into a smart card SCy s,

RRes = SCygy,
<

yUsri],

YU sr; | |aUsri )

FIGURE 1. Summary of registration phase in Rana et al.'s scheme.

IDys, and Pwdy,, as the identity and password,
respectively. Next, Usr; starts calculating pseudo-
password as RPWyy,, = CHash(mys,, ||Pwdys,) after
generating a random secret myq,,. After that, Usr; trans-
mits the registration request RReq = {IDys,,;, RPWy,}
to the server S via a secure channel.

o Step Regy: After reception of RReq from the user Usr;,
S picks another random secret yyq,, for Usr; and its
own two secrets a and b for computing the following
components:

DIDUsr,- = E”CKS [IDUsri | |)’Usri],
aysr, = CHash((IDys,, ® a)||b),
/3Usr,- = aysr; CHaSh(IDUsri (&) RPWUWI.),
YUsr; = YUsr; ® CHash(ays; ® RPWys,),
Vusy; = CHash(IDys, |IRPWysr | [yUsr,

| |05Usr,~)s

where Kg is the secret key of S which is used for
symmetric encryption and decryption. S then inserts
the information {Bysr,, Yusr;» DIDusr;, Yusr,, CHash(-)}
into a smart card SCyy, and sends the registra-
tion response RRes = SCys,; to Usr; via secure
channel.

« Step Regs: After receiving RRes, Usr; calculates nysr, =
mysr, ®CHash(IDys,, ||Pwdysy;) and inserts it into
SCUsr,-~

At the end of this phase, SCuys, = {(Busr, YUsr,
DIDyyqy,;, \rusr;, Nusr;» CHash(-)}. This phase is also briefed
in Figure 1.
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B. LOGIN PHASE
Once a user Usr; registers with the server S, he/she is ready
to login in the system with the help of his/her own smart
card SCUsr,- = {ﬂUsr,-a YUsr;s DIDUsr,-s 1//Usr,-a NUsr;» CHash(-)}.
The following steps are then essential:

https:orcid.orgl:

Step Logi: After inserting the smart card SCy,,, the user
Usr; inputs his/her credentials, like the identity ID*[‘]WI,
and password Pwd(*/sr’,. Then, SCyy, calculates the
following:

Mmysy; = Nusr; D CHaSh(ID*ijer|PWd2kjsri)s
RPWstrl_ = CHash(mysr,| |Pwd2}m),
A5, = Busr © CHash(IDyy,, @ RPWYj,.),
yﬂlijsr,- = Yusr; ® CHaSh(a?}sr,- S2) RPlesr,')’
wz(]sr,- = CHaSh(ID?]sri“RPW;}Sr;'|y>{]sri
| |a>lk/5r,')'
Next, SCysr; checks the validity of w;’}m = Yusr-
If it holds, the login request of Usr; is accepted by the
server S. Otherwise, the phase is terminated here.
Step Logz: SCuysr, also calculates the following com-
ponents in order to form an authentication request
AuthReq = {DIDysqy,;, ®ysr,;, Ousr;, TSusr;} by generating
fresh timestamp TSy,
WUsr; = y}k]sr,' & CHaSh(ID}k]sri & O[*Usr,-)
®©CHash(IDyy,,. ® ap,. © TSusr,),
GUSV,' = CHaSh(ID?]sri | |az<]sri | |y>{]sr[- | |

(agsri ® y?}sr,')l | TSUSr,-)-

VOLUME 9, 2021
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User (Usr;)/Smart Card (SCys,,)

Server (S)

Input identity /Dy, and password Pwdy;,,.
Compute

Mysr; = Nusr, © CHash(IDg,,. ||Pwdy,, ),
RPW,,. = CHash(mys,||Pwdy,,. ),

a(*Jsri = ﬂUSTL D CHaSh’(ID(*an & RPWi}sri)’
y[*]sn = WUSU D CHaSh(a*Usm D RPW;}sm )’
iy, = CHash(ID,, |[RPW; .,
[

Check if Y7, = Yusr,?

If valid, generate fresh timestamp 7Sy sy,
Compute

Wusr; = y[*],sn D CHaSh(IDIf/sn D a*Usn)
©CHash(IDg,, @ ap,, ©TSus,),
Ovsr, = CHash(IDy, [log . ||y |l
(a;]sri D y;}srl‘ ) | |TSUsn)

*
yU.sm

AUthReq = {DIDUSTi ; WUsr; s eUsm ) TSUsri 1’

Check validity of timestamp (7'SE — T'Sg) < 0TS
If valid, calculate pg;,,. = C’Hash(IDUSTiHy;}S”H
(0147, © vy, ITS5)

Verify if ug,,. = pusr,?

If so, compute session key shared with S as

SK = CHash(IDf,,. © af,,.. @Y,

@TSUSW',, D TSS)

Check if (T'Sy;,,, — T'Svsr;) < 0T'S?

If so, extract (IDysr, ||yusr,) = Deck, [DIDys,,]
Calculate

afrg, = CHash((IDysr, © a)|[b),

Yirer, = WUsr; ® CHash(IDys,, © af,,.)
©CHash(IDysr, © afr,,, ® T'Svsr,),

Qgsm = CHash(I Dy,
(a*Usri D y[*Jsri ) ‘ |TSUST1)

Check if 0, = Ousr,?

If so, generate fresh timestamp 7'Ss
Compute MUSH = CHa’Sh(IDUS”‘z Hy*Usrl ‘ ‘

(a?]sri & y?]sri ) ‘ |TSS)

ror Yrsr |

AuthRes = {pusr;, TSs}

Compute session key shared with Usr; as
SK = CHash(IDysy, © afrg,. © Yirer,
@TSUS” b TSS)

FIGURE 2. Summary of login and authentication phases in Rana et al.’s scheme.

Finally, SCys,, sends the message AuthReq = {DIDy;,,
®ysr;» Ousr;, TSusr,; ) to the server S via open channel.

« Step Authy: S proceeds to extract the identity /Dy, by

IEEE Access

computing (IDygr, ||yusr;) = Deck, [DIDysyy,]. After that
the following calculations are performed by the server S:

C. AUTHENTICATION PHASE

The server S first receives the message AuthReq = {DIDyj,,

OUsr;s OUsr;s

following steps in order to establish a session key with Usr;:
o Step Authy: The server S first validates the timestamp

C(*Usr,-
TSysr;} from the user Usr; and proceeds with the

3
y Usr;

= CHash((IDy,; ® a)||b),
ouUsr; B CHClSh(IDUsri @ a?}sr,-)
®CHash(IDys;, & oy, ® TSusr,),

TSysr, in the received message AuthReq from Usr; by the
condition: (7S, _— TSysr;) < 6TS, where the maximum
allowable transmission delay for a message is denoted
by TS and TSl*]m is the received timestamp of the mes-
sage AuthReq. Now, if the timestamp is valid, the login
request is accepted by §; otherwise, it is rejected by S.

VOLUME 9, 2021

9;}5” = CHaSh(IDUsr,- | |O{l*]m | Iy?]m Il
(azk]sri ® y?fﬂz‘” TS usr,)-

After that, S checks the legitimacy of the validating
condition: Gl*jm = Oysr,. If it is valid, S proceeds to the
next step; otherwise, the request is rejected.
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| User (Usr;)

Smart Card (SCysy,)

.
and new password Pwd;,,..

Input I Dy, current password Pwdg;,,.

Compute

Myusr; = Nusr, ®CHash(IDysgy, ||Pde6m)
RPWg,, = CHash(mys,, ||[Pwdy,, ),

= Busr, ®CHash(IDy,,, ®GRPW,, ),

aOUsn- i
= VUsr; @CHGSh(a(I)]sri @RPW(?/'SW)’

o
yUs’ri

Visr, = CHash(IDy g, ||RPW{}S”
l |y0Usri | |a(T)]sri)

Check if ¥f;,,.. = Yusr,?

If so, accept password change request
Calculate the following:

RPWﬁsn
By, = 8, ® CHash(IDys,, & RPWE,, ),
’yUsrl
wUsr - CHaSh(IDUé?" ||RPWU57‘ ||yUST ||aUsr )
nUsri
Update {/BUST‘7',7 YUsr;s wUsr,ya nUsri} by
{6{}87"1" Py(’r}srﬂ wlr}srﬂ ngsm} in itS memory

= CHG,Sh(mUsri ||PWdTlLJ€n)’
Yosr, © CH@Sh(aUsT S RPWUST )

mysr, ® CHash(IDy gy,

Pwd}}sn)

FIGURE 3. Summary of password change phase in Rana et al.’s scheme.

o Step Auths: S then generates a fresh timestamp 7'Sg and
calculates the following parameter:

/’LUSF,' = CHaSh(IDUSI’i||y>£]sri||(az<]5ri $y>;]sr[)||TSS)

Now, S sends the authentication response message
AuthRes = {jiys,, TSs} to the user Usr; via open
channel.

o Step Authy: The validity of the timestamp 7'Ss is checked
by the condition: (TS;k — TSs) < TS, once the message
AuthRes = {wysr;, TSs} is received by Usr; at time
TSg. If the timestamp is valid, Usr; calculates uf;,, =
CHash(IDUS,, ||yUSr [l (“Usr, @yUsr) [|ITSs) and verifies
if /LUer = ysy Or not. If the validation is passed,
Usr; computes the session key shared with the server S
as SK = CHash(IDUsr @aUW eayUsr @STSysr;, BTSs).
Similarly, the server S also calculates the same session
key shared with Usr; as SK = CHash(IDysq, @O‘*Usr,-
@y){/sr,- ®TSysr; BTSs).

The login and authentication phases are briefed in Figure 2.

D. PASSWORD CHANGE PHASE

Suppose a legal registered user, say Usr; wants to update
his/her credential (password) due to security reasons. For
this goal, a user authentication protocol should allow Usr;
to update his/her credentials at any time and locally without
contacting the server S. The following involved steps are
given below:

o Step PwdC;: Usr; inputs his/her identity IDysy,,, cur-
rent password Pwd(), and new password Pwdy,, . The
smart card SCyyq,, of Usr; then calculates mys, = nusr,;
EBCHash(IDUm ||Pdesr) RPW[”]WI, = CHash(mysr,
||PWdUm) OlUm Busr; ®CHash(IDysy, @RPW((}W’,),
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yUsr = YUsr; 69CI_Ia‘S‘h(O[Usr GBRPVVUW) and I/str =
CHash(IDysy; |IRPWg,, 1150, llegy,). 1wl =
Yusr;» SCusr; accepts the password change request of the
user Usr;; else, the request is rejected.

o Step PwdCy: Now, SCyy,, calculates the following with
respect to new password PdeW :

RPWU” = CHash(mys, ||Pdesrl)
,3("]”’ = aU” @ CHash(IDysr, ® RPWU”)
YUsr: = YUsr; ® CHash(a{y;,. & RPWyg,.),
Ui = CHash(IDysy [IRPW, 113,

).
77’(1]sri = mysr; @ CHaSh(IDUsr,-”PWd(rjsri)-

o Step PwdCs: Finally, {ﬁUsria YUsr;» WUsr,w 77Usr,-} are
updated with {ﬂgm, y{]’m, wl’}m, n;’]m} in the smart card
SCUsr,-~

This phase is also summarized in Figure 3.

IV. CRYPTANALYSIS OF RANA et al.'s SCHEME

This section shows the following serious security pitfalls that
are found in Rana et al.’s scheme [23]. We utilize the attack
model that is described in Section II for cryptanalysis of
Rana et al.’s scheme.

A. STOLEN SMART CARD AND PRIVILEGED-INSIDER
ATTACKS

The stolen smart card and privileged-insider attacks are not
new attacks, rather they are very well-known attacks [6],
[27], [28]. In practice, the registration is done through secure
channel usually by submitting the documents to a registration
authority. Hence, in most cases, the registration takes place
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via offline mode. Due to this reason, there is a high possibil-
ity to know the registration details (documents/information)
submitted by the registered users to the trusted registration
authority. However, an insider user of the registration author-
ity, being a privileged-insider attacker, has an opportunity to
capture the registration details submitted by the users during
the registration time.

Note that both the DY and CK-adversary models will only
allow an adversary to compromise the communication chan-
nels along with the session states and private keys through
the session-hijacking attacks, during the communication only.
However, the stolen smart attack and privileged-insider attack
require physical capture of smart card of a valid registered
user. Hence, there is no connection of the DY and CK adver-
sarial models during registration phase.

Though the server S is treated as a trusted entity in
the network, but a privileged-insider user of that server S,
may act as an insider attacker, say AE, [6], [27], [28].
AE performs stolen smart card and privileged-insider attacks
as follows.

o Step 1. Suppose during a legal user Usr;’s registration
phase, AE knows the registration information {/Dy,,
RPWysy,,}, where RPWyy,, = CHash(mys, ||Pwdysr,).
Furthermore, assume that after registration process, AE
attains Usr;’s smart card SCusr, = {Busr;» Yusr;» DIDysr,
Yusr;» Nusr» CHash(-)}, and extracts all the credentials
stored in SCy,, using the power analysis attacks [26].

o Step 2. With the help of the credentials {IDysq,,,
RPWUsr,-} and {,BUsr,'v YUsr;» D]DUsr,'v WUsr,'v 77Usr,-}’ AE
computes the following:

AUsr; = ﬁUsr,- @ CHGSh(IDUsr,- @ RPWUsr,—)y
YUsr; = YUsr; © CHaSh(aUsri S? RPWUSr,-)v
wf/sr,- = CHaSh(IDUsr,'||RPWUsr,‘||yUsr,-

||aUsr,-)a

and checks if w;’}m = Yy, If it is valid, the next step
is executed.

o Step 3. AE guesses a password, say Pwd* for the user
Usr;, and calculates

mt/sr,— = Nusr; © CHaSh(IDU”iHPWd*),
RPW;}sri = CHaSh(m?jsriHPWd*).

Now, AE checks the legitimacy of the condition:
RPW,’;S”_ = RPWyq,. If it holds, AE is successful
in guessing the user Usr;’s correct password, that is
Pwdys;, = Pwd*. Otherwise, A continues to guess
another password and continues from Step 3.
It is then clear that AE can guess the correct pass-
word Pwdyg, and obtain sensitive secret credentials
{ausr, Yusr} for the user Usr;, using stolen smart card and
privileged-insider attacks.

B. USER IMPERSONATION ATTACK
In this attack scenario, we again assume that a privileged-
insider user of the server S will act as an insider attacker,
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say AE, who knows the registration information {IDy,,
RPWyq,,} of a valid registered user Usr;. Moreover, assume
that A€ has temporary access to the smart card SCy,,; of the
user Usr;, obtains all the credentials {Bysy;, Yusr,, DIDuysr;,
YUsr;» NUsr;} stored in SCyg,, using the power analysis attacks
[26] and computes the sensitive secret credentials {ayqy,,
Yusr;} as discussed in Section IV-A. In addition, A€ can also
intercept the messages AuthReq = {DIDys,, ®usr;, Qusr,,
TSysr;} and AuthRes = {jys,, TSs} during the login and
authentication phases exchanges between Usr; and S in the
earlier session.

The user impersonation attack executed by AE is as
follows:

o Step 1. On behalf of the user Usr;, the attacker AE
generates a fresh timestamp TS‘ZS”_ for calculating

sy, = YUsn ® CHash(IDyyr, @ apyr,)
®CHash(IDysy, ® aysr, ® TSy, ),

o

S,

- = CHaSI’l(IDUsri | |aUsr,- | |yUS}’l‘ | |
(vsr; @ yusr)| TS{]SVi),

AE then sends the message AuthReqf = {DIDys,,
‘”{/sr,-’ 9{,”[, TS{/M} to the server S via open channel,
using the intercepted DIDyyq,.

o Step 2. The server S the validates the timestamp TS{}WI_
in the received message AuthReq'. Since the times-
tamp is valid, the login request is accepted by S and §
extracts the identity /Dy, by computing (IDysr; |[yusr;)
= Deck [DIDy;,]. S also computes

afys,, = CHash((IDysy, @ a)||b),
y?fsri = w};]sri ©® CHaSh(IDUsri @ Ol*Usri)

®CHash(IDys;, ® oy, ® TS}, ),
92}”1‘ = CHaSh(IDUSi”i | |a;_</xrl- | |y>£/sr’- | |

(a;/sr,- @ y?/sri)| |TSjl;sri)‘

After that, S checks if szml_ = ng. Since this condition
will also pass, S will generate a fresh timestamp 7'Ss and

calculate the following parameter:

sy = CHash(IDugr, ¥y, 1@, ® Vi I TSs).

Next, S sends the authentication response message
AuthRes = {jysr;, TSs} towards the user Usr; via open
channel.

o Step 3. The adversary A€ intercepts and blocks the mes-
sage AuthRes = {pys,, TSs}. AE now checks the valid-
ity of timestamp 7Ss. Since the timestamp validation
passes, AE calculates ,ustrl_ = CHash(IDys; |lyusr!|
(aysr; ®yusr;) |ITSs) and verifies if ;Lj;m = Wysr; OF NOL.
Since the validation is successful, AE computes the ses-
sion key shared with the server § as SK = CHash(IDysy,

Sausr; DYusr; GBTS{/sr,' OTSs).
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User (Usr;) Adversary (AE)

Server (5)

AuthReq = {DIDysy,,
WUsr; eUsm-, TSUsm

Calculate

f
Wusr, =

UGT = CHash(IDU;TL
(”‘Um, @ yUsr,)HTSUsm)

QUsr;

AuthReq’ = {DIDys,,, wb s

Generate fresh timestamp TS[,SH

Yusr; © CHash(IDU,” @ aysr;)
@CHash(IDUm D aysr, B TSUS, ),
|l/U<n

Usry?

TSt}

Check validity of timestamp

If so, extract (IDysr, ||yusr;)

= DECKS [DIDUsrl]

Calculate

g, = CHash((IDysr, @ a)||b),

Yorar = wlfjw,, @ CHash(IDysr, ® afr,.,)

®CHash(IDysr, © oy, © ),

Ofrar, = CHash(IDy,|

az"sm ‘y[*Jsm ‘

Check if | 0,

If so, generate fresh tlmestamp TSs
Compute piysy; = CHash(IDysr||yvsr |
(Osr; © Yirsr,)

AuthRes = {pusr,, T'Ss}

‘ Intercept and block message AuthRes ‘

Check validity of timestamp
If valid, calculate

pihys, = CHash(IDy.y,|
(avsr; ® yusr)||TSs)
Verify if uf;,, = Huse?

YUsr; H

®TSs)

S8,

If so, compute session key shared with S as
SK = CHash(IDysy, ® qvsr, ® Yusr,

Compute session key shared with AE as
SK = CHash(IDysr, ® 0, © Ylrar,
ersy,, ®TSs)

FIGURE 4. Illustration of user impersonation attack in Rana et al.’s scheme.

It is then evident from the above discussion that AE can
easily perform user impersonation attack on behalf of a legal
registered user Usr;. This attack scenario is also depicted
in Figure 4.

Remark 1: By sir simply eavesdroppzng the messages
AuthReq = {DIDUW, ®Usr;> OUsr; TSUW} and AuthRes =

{rusr;, TSS)} during the login and authentication phases
in Rana et al.’s scheme for jth session (jt = 1, 2, 3,

..), the adversary AE having the credentials {aysy;, Yusr,,
IDyyy,}, can always compute the session key in the j’h session
as SK = CHash(IDys, ® csy, ® yusr, ©TSg, © TSY).
As a result, Rana et al.’s scheme fails to provide forward and
backward secrecy.

C. PASSWORD CHANGE ATTACK

As discussed in Section IV-A, an adversary AE can guess
the correct password Pwdy,,; and obtain sensitive secret cre-
dentials {oysy;, Yusr;) for a registered authorized user Usr;,

71862

through the stolen smart card and privileged-insider attacks.
In the following, we now show that AE can also update
his/her own password in the stolen smart card SCy,, of the
user Usr; by involving the following steps:

o Step 1. AE inputs identity /Dy, guessed correct pass-
word Pde - and his/her own new chosen password
Pwd{zlg The smart card SCyy,, of Usr; then calculates
mysr; = NUsr; @CHaSh(IDUsrL ||PWdUsr) RPW[(}M. =
CHash(mUm ||Pdebr) oth = Busr, ®CHash(IDyy,
EBRPVVUW) yUsr,- YUsr; 69CI{aSh(OlUsr ®RPWUsr)
and I/str,- CHash(IDysq, ||RPWI‘}m ||yUsri ||O‘Usr,-)
If 1//2’,”[ = Yusr» SCusr, accepts the password change
request of the user Usr;; else, the request is rejected.

o Step 2. SCys,; calculates the following with respect to
new password Pwd' ;o

RPWY,, = CHash(muys,||Pwd’;¢),
ﬂgsr,- = a?]sr,— ® CHaSh(IDUS’i ® RPW{/sr,')’
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| Attacker (AE)

Smart Card (SCysy,)

Input I Dy, correct guessed password Puwdy,,,.
and new chosen password Pwdﬁ‘g

Compute

musr; = Musr; ®CHash(IDygy, HPwd[ng),
RPWY,,. = CHash(mys,, ||Pwdf,, ),

o, = Busr, ®CHash(IDys., @RPWE,, ),
ylofsri = ,YUSTq' 69Cf}‘rash(O‘OUS'ri EBRPWI?S’I‘I')’
Vs, = CHash(I Dy, ||[RPWg,,.

YGsr, ll0Csr,)

Check if ¥f,,.. = Yusr,?

If so, accept password change request

Calculate the following:

RPWY,, = CHash(mys,||Pwd’),

Bgsri = O40Us’ri @ CHGSh(IDUSTi EB RPWLJ/C'STZ')’
Wer, = Uhor, ® CHash(agy,,, & RPW{,),
G, = CHash(IDysr || RPW o 195rer, Nl0rsr,),
Nrsr; = MUsr; D CHash(IDy | |Pwdf4£)
Update {/BUSTi) YUsr;s '(/)Usria nUsrl} by

{ﬂgsri’ rygsrﬂ ¢Esri7 ngsr,-} in its memory

FIGURE 5. lllustration of password change attack in Rana et al.’s scheme.

ylfl/sr,- = y(l)lxr,- @ CHGSh(a([)}sri @ RPW{]S}’,')’
Wiy, = CHash(IDys: |IRPW, (1%,
| |Ol(l)/sr,-)’

Mgy, = MUsr, ® CHash(IDygy,||Pwd g ).

Finally, {Busr;» YUsri» YUsri» NUsr;} are now updated with
{ﬂ?lsr,-’ ylfl/sr,-’ w?}sr,—’ n?}sri} in the smart card SCUW:"
Hence, it is clear from the discussion that AE can easily
update Usr;’s password with a newly chosen fake password
and use the smart card SCyy,, for accessing the service in
future communications in Rana et al.’s scheme. This attack

scenario is depicted in Figure 5.

D. EPHEMERAL SECRET LEAKAGE (ESL) ATTACK
According to the attack model discussed in Section II, in order
to provide ESL attack protection against an adversary AE
under the CK-adversary model [25], a session key between
two entities should be based on temporal (short-term) secrets
(for example, random secrets) as well as long-term (perma-
nent) secrets (for example, long-term secrets, private keys,
etc.). However, in Rana et al.’s scheme, the session key
between a legal user Usr; and the server S is created as
SK = CHash(IDyy; ® aysr; ® yusr, ®TSysr; ® TSs), where
the timestamps 7Sy, and TSs are generated by Usr; and S,
respectively. Based on the discussion in Remark 1, since AE
has the credentials {oys,, Yusy, IDusr}, he/she can easily
calculate the session keys SK in any session. Moreover, each
session key SK does not include any random secrets (tempo-
ral secrets). Thus, Rana et al.’s scheme does not protect ESL
attack under the CK-adversary model.
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E. LACK OF UNTRACEABILITY

In this section, we show that Rana et al.’s scheme fails
to provide untraceability property, which is also illustrated
in Figure 6. Assume that an adversary AE intercepts the
authentication request messages during login and authentica-
tion phases between a registered user Usr; and the server S in
two sessions, namely j# and /" sessions. It is worth to notice
that DIDy,, remains static in both sessions, where DIDy,,; =
Enckg[IDyqy,; ||yusr]- During the login and authentication
phase of Rana et al.’s scheme, the server S only sends the
message AuthRes = {uys,, TSs} and not any dynamic
DIDyqy,. As a result, DIDyy,, remains static over successive
sessions only. This is another design flaw that is existed in
Rana et al.’s scheme too. This clearly proves that if the same
user Usr; interacts with the server over j’h and I sessions,
it is detected by AE.

F. USELESS PARAMETERS CALCULATION

During the login and authentication phases (see Figure 2),
the server S extracts the identity /Dy, by computing (IDyy,
[lyusr;) = Deck,[DIDysy,]. After that the following calcula-
tions are performed by the server S:

ai,m = CHaSh((IDUsr,— @ a)||b),

Yisr | = @usr; ® CHash(IDysr, @ ofyg,.)
®CHaSh(IDUsri @ a*Usr,- () TSUsr,-)a
05y, = CHash(IDysy, |1t |1V, |
(a;}sri @ y>lk]sr,-)| |TSUsr,~)o

It is clear that, even without computing y’{]m, the server §
can still compute 9(”}”’, with the help of the decrypted yysq,
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User (Usr;) Adversary (AE) Server (S)

;" session

AuthReq9) = {DIDys,,, “J(szw 94

Usr;?

T S[(Jj 2T1} ‘Intercept AuthReq(j) and record DI Dy,

AuthRes") = {,ugg”, Tng)}

' session

AuthReq) = {DIDys,,,, w((}l”, GSLW TS[(JZZN} ‘Intercept AuthReq") and record DI Dy,

AuthResV) = {,ug)s”, TSg)}

FIGURE 6. Illustration of untraceability in Rana et al.’s scheme.

from Decg, [DIDysy,] in order to check QZm = Oysr;- Thus,
it is unnecessary to calculate the parameter y’(‘m’_.

V. POSSIBLE REMEDIES

We provide some possible remedies that can overcome the
security weaknesses found in the analyzed Rana et al’s
scheme [23]. We apply the user biometrics as third factor
to improve the security in Rana ef al.’s scheme. A fuzzy
extractor is a popular biometrics verification technique [29],
which is composed of the following two functions:

e Gen(): It takes a user’s biometric BIOyy, as input
and gives a biometric secret key oy, of I, bits, say
and another public reproduction parameter ty,,, that is,
Gen(BIOyqy; = (oysr,;, tusr;)- This function is random-
ize or probabilistic in nature.

o Rep(-): It takes a noisy user’s biometric BIO’Um and pub-
lic reproduction parameter Ty, and results the original
biometric secret key oy, that is, Rep(BIO’Um, TUsr;)
under the restriction that the Hamming distance between
original BIOyy,, and noisy BIO/UVI_ is less than or equal
to a predefined threshold value.

Remedy #1. Protection against privileged-insider and

stolen smart card attacks

We provide the following modifications in Rana et al.’s

scheme to protect against privileged-insider and stolen smart
card attacks:

1) During the registration phase, the user Usr; can addi-
tionally pick another random secret ry,, and also a
temporary identity T/Dyy,, and calculate RPWys,, =
CHash(myyy, ||Pwdys,;) and RPWI’]m = RPWyq,
@rysr;- Next, Usr; needs to send the registration request
as RReq = {TIDysy,, IDysr,;, RPWL/,m} to the server S
via a secure channel.

2) After reception of RReq from the user Usr;, S picks a
random secret yyg, for Usr; and its own two secrets
a and b for computing the following components:

Ay, = CHash((IDUSri ® a)||b),
Busr, = Qusr; @ RPW(g,.,

Visr; = YUsr ® RPW{,.,

Vs, = CHash(IDyg;|[yusr | l@usr,)

S then inserts the information {TIDy,, ,Bbm, yli/sr;’
wbm, CHash(-)} into a smart card SCys,, and sends
the registration response RRes = SCys, to Usr; via
secure channel. S stores (TIDys;,, DIDyyq,,) in its secure
database.

3) After receiving RRes, Usr; imprints his/her personal

biometrics BIOy,, to compute Gen(BIOys,; = (oysr,,
Tys). After that Usr; calculates nys, = mysry
@©CHash(IDys,, ||Pwdysr; |lous,;) and inserts it into
SCysy,;. Furthermore, Usr; calculates

Busr, = (Blsy, ® RPW{y;,.)
©®CHash(IDysy;||ovsr; ||IRPWysr,)
= ays; ® CHash(IDys|loysr,
[IRPWysr,),
yusr = Visr, ® RPW(g,.)
@CHash(IDygr,||lousr, |lausr,
[IRPWygr,)
= Yusr; ® CHash(IDyqy,|loysr,
ausr; [ |IRPWysr,),
wUsr,- = CHaSh(wzjsr,-||RPWUsr,'||UUsr,-)
= CHash(CHash(IDyqy,|lyusr |
ausr) | IRPWysr;llousr,)-

Usr; then updates (B, V(g Yy} With {Buss,
YUsr:» YUsr;}- Thus, SCys,, has the credentials {TIDysy,,

IBUsr,-’ YUsr;» 1pUsr,-’ NUsr;» CHash(-)}.

Itis clear that an adversary AE only knows IDy;,,, but does

DIDyyy; = Encgg[IDyse|yusr1s not have knowledge of Pwdysyy,, oysr, and mys,. Thus, both
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privileged-insider and stolen smart card attacks will not be
succeeded by the adversary AE.

Remedy #2. Protection against user impersonation attacks

The following modifications in Rana et al.’s scheme are

needed to protect against user impersonation attack and as a
consequence, an ESL attack too:

1) After inserting the smart card SCysqy,;, the user Usr;
inputs his/her credentials, like the identity ID*{]WI, and
password Pwdl*]m. Usr; also imprints his/her biomet-
rics, say BIO’Um and calculates Rep(BIO’Um, TUsr;) =
ousr;- Then, SCys,, calculates the following:

Mysr; = Nusr; ® CHash(IDYg,.||Pwdy,.

llovsr)
RPW{,. = CHash(mys||Pwdj,.),

A5y, = Busr ® CHash(IDysr;|lousr,
[IRPWysr,),

YUsr: = Yusr; @ CHash(IDyg;||ousr,
ausr [ IRPWygr,),

Vs, = CHash(CHash(IDysr,|[yusr||
O‘Usr,-)| |RPWUsr,- | |O—Usr,~)‘

Next, SCysr,; checks the validity of 1//5”1, = Yy, If it
holds, the login request of Usr; is accepted by the smart
card SCyy,,. Otherwise, the phase is terminated here.

2) SCysyy,; calculates the following components by gen-
erating a fresh timestamp 7Sy, and a fresh random
secret rq:

OUsr; = Vs, ® CHash(IDY,,, ® ay,.)
®CHash(ID7,,, @ oy, © TSusr,),
ri = CHash(r1||TSus,) ® CHash(IDjq,.
YT 1 TS vsr et )
Ousr, = CHash(ID,. |10, | Y sy,
[|CHash(r(||TSysr,)||
(@15, ® Yusr) I TSUsr)-

Finally, SCys/, sends the message AuthReq = {TID ys,,
ousr» 1> Ousr;» TSusr;} to the server S via open
channel.

3) After receiving the message AuthReq, the server S
validates timestamp 7Syy,,. If the timeliness if valid,
S fetches DIDyy,, corresponding to TIDyy, from its
secure database. Additionally, S extracts the identity
IDy,, and permanent secret y g, by computing (IDyq,
[lyusr;) = Deck,[DIDysg,]. After that the following
calculations are executed by the server S:

@y, = CHash((IDysr, ® a)||b),
ri = r{ @& CHash(IDysy,
lyuse || TSusr,lozgsgr,)
O35, = CHash(IDys,||ocgyg,. | 1yusr ||
i@, @ yusi) | TSusr,)-
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S checks the legitimacy of Gljsri = Oy, If it is
valid, S generates a fresh timestamp 7Sg, a fresh ran-
dom secret r and a new temporary identity TID’Zmi,
and calculates uys,;, = CHash(IDysr, ||yusr| (az}m
EBy*fml,) [ITSs), ry = CHash(r2||TSs) ® CHash(IDysq,
||a;‘]m [lyusr; 1ITSs), the session key shared with Usr;
as SKs.y = CHash(TIDys;; ®IDysr, @OK*US,.[ Dyusr;
STSysr, DTS5 @r{ @®CHash(r> ||TSs)), the session key
verifier SKVs y = CHash(SKs y ||TSs) and TID*EMI_ =
TL ’[’]mea CHash(TIDyy,, ||SKs .y 1|TSs) for send-
ing the authentication response message AuthRes =
{TIDZM, Kusri» 15, SKVs u, TSs} to the user Usr; via
open channel.

4) Usr; now checks the timeliness of TSg. If it is valid,
Usr; computes pL’{]m = CHash(IDysy, ||y;‘]m|| (a*Um
@y*{mi) ||TSs) and verifies if ,u’('}sri = [ysr; OF NOL.
If the validation is passed, Usr; computes r, =
ry ® CHash(IDys; llog,. |1yys, ITSs), the ses-
sion key shared with the server S as SKys =
CHash(TIDys, @ID*[}S” @al*]m @y”l}sri STSysr, TSy
@®CHash(r1 ||TSusr;) EBré), the session key verifier
SKVys = CHash(SKy s ||TSs) and TID';JS’,’_ =
TID’{,M,EB CHash(TIDyy,, ||1SKy s ||ITSs). If SKVy s =
SKVs .y, the session key validation passes and Usr;
updates TIDyyq,, with new TID’[’]m in the smart card
SCUsr,--

Thus, at the end of this phase both Usr; and S are shar-
ing the same session key SKy s = CHash(TIDyy, GBID"[]WI,
@a;}m @Yy, ®TSusr; ®TSs ®CHash(ri ||TSusr,) ®ry)
= CHQSh(TIDUsri @IDUsr,- @absri DYUsr; @TSU‘W,- BTSs
EBr{ @®CHash(ry ||TSs)) = CHash(TIDyy,, ®IDysyr, @aari
®yusr, ®TSusy, STSs ®CHash(ry ||TSys,) ®CHash(r,
[ITSs)) (= SKs,u). It is worth noticing that the session key
relies on both the permanent (long-term) secrets (IDygy,;, ®ysr,
and yy,) which cannot be now derived through stolen smart
card and privileged-insider attacks, and temporal (short-term)
secrets (r; and rp). Hence, under the CK-adversary model,
an adversary AE requires to know both the temporal and
permanent secrets in order to compromise the session keys
in different sessions between Usr; and S. As a result, ESL
attack is protected in our proposed remedy. Additionally,
forward and backward secrecy goals are also preserved in this
remedy.

Remedy #3. Untraceability preservation

From the discussion provided in our Remedy #2, instead
of sending static DIDyy,,, temporary identity TIDys, is
sent in the message AuthReq = {TIDys;, wysr;, 7, OUsr;
TSysr;} and it is again updated with new random iden-
tity TID’}]”’, by the user Usr; after verifying the message
AuthRes = {TID*Z/W[_, Wusr;» 5, SKVs .y, TSs}, where
TID’{]S” = TID’l’jsrieB CHasW(TIDysq; ||SKs.u 11TSs). The
adversary A€ cannot link the messages during a particular
session with other subsequent sessions between the user Usr;
and the server S, because all the components in the messages
are dynamic and unique due to utilization of random secrets
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and timestamps. Thus, in our remedy, it is clear that untrace-
ability and anonymity are safeguarded.

Remedy #4. Protection against user password change

attack

In this remedy, we show that a legal registered user Usr;

can update his/her credentials at any time and locally without
contacting the server S. The following involved steps are
given below.

1) Usr; inputs his/her identity /Dy, current password
Pwdp), ;> and imprints current biometrics BIOUW The
smart card SCusr, of Usr; calculates Rep(BIOUW s TUsr;)
= aUm, along with

M. = Nusr; ® CHash(IDysy, ||Pwdy),.

[0 0sr)s
RPW{,, = CHash(mysg,||Pwdj,),

sy, = Busr ® CHash(IDysr,| |0,
[IRPW{,.)

y‘l’ml_ = YUsr; D CHash(IDysr,.HOf}m
oy, [IRPWE,,),

Wl(}sr,- = CHash(CHash(IDysy,| Iy((’]sri [
s IIRPW g, 11070y

Next, SCys,; checks the validity of 1/f{’mi = YUsr-
If it holds, the user password and biometrics change
request is accepted by the smart card SCy,,. Otherwise,
the phase is terminated here.

2) SCyyy,; prompts the user Usr; to input new password
PdeW and imprint new biometrics BIOUW SCUS,I.
then computes Gen(BIOUW = (oUsr, ‘CUsr,) ’7Usr, =
mUW @CHash(IDyy, ||PdeW ||0Um) along with the
followmg parameters:

Blisr, = s, © CHash(IDysy,|lov,,,
[IRPWg,.),

YUsr: = YUsr; © CHash(IDysy,|lo,
sy, | IRPW ),

Vs, = CHash(CHash(IDysy, |y,
)N IRPW g, 107,

Finally, {lgUsr,w YUsr; IpUsriv NUsr;» TUsri} are updated with
{ﬁgm, y{}m, 1//[’}”1,, n’;mi, tl"]m} in the smart card SCyy,.

VI. CONCLUSION

This comment paper reviewed a recently proposed
Rana er al.’s scheme and pointed out several security weak-
nesses like stolen smart card attack, privileged-insider attack,
user impersonation attack, password change attack and ESL
attack. Moreover, their scheme fails to provide untraceability
feature. We applied the fuzzy extractor method for biomet-
rics verification to provide more security of the system.
To remedy the security pitfalls in Rana et al.’s scheme,
we provided four remedies that successfully overcome the
security weaknesses found in Rana et al.’s scheme. Thus,
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we significantly improved the security of Rana et al.’s scheme
in this comment paper.
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