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ABSTRACT In recent years, the Internet of things (IoT) has become an encouraging communication
paradigm that has numerous applications including smart city, smart home and intelligent transportation
system. The information sensed by several IoT smart devices can be security stored at the (cloud) servers.
An external user, being a client, can access the services from a server for the sensing information, provided
that a mutual authentication happens among them. Using the established session key among the user and
the server, encrypted information with the help of session key can be delivered to the user by the server
securely. Recently, Rana et al. proposed a smart-card based remote user authentication scheme using user
password. In this comment paper, we carefully analyzed the scheme of Rana et al. and tracked down that their
scheme is insecure against serious attacks, including stolen smart card attack, privileged-insider attack, user
impersonation attack, password change attack and Ephemeral Secret Leakage (ESL) attack. Furthermore,
their scheme does not preserve untraceability feature. To remedy these security pitfalls, we also provide
some remedies that can help in building more secure and effective user authentication scheme to apply in
securing next generation IoT infrastructure.

INDEX TERMS Internet of Things (IoT), cryptanalysis, authentication, key agreement, security.

I. INTRODUCTION
In recent years, the Internet of things (IoT) has become
an encouraging communication paradigm. IoT contains var-
ious types of devices, like sensors, microcontrollers, and
transceivers that can be applied for an effective system.
If we make comparison of the IoT services offered under
the 5G (5th generation mobile network) deployment, 6G (6th
generation mobile network) IoT has the capability to offer
high-density heterogeneous types of smart devices which
are involved for high capacity, more robust system archi-
tecture support and smart algorithms using the Artificial
Intelligence (AI) [1]. Due to huge deployment of IoT smart
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devices, while the Big data analytics become more essential,
at the same time maintaining the security among the IoT
devices and the deployed gateway nodes is also becoming
challenging task. Access control and authentication are two
important security services to secure different networking
environments [2]–[11].

In a smart card based remote user authentication, an autho-
rized registered user and a remote server need to authen-
ticate each other in order to make secure communication.
After mutual authentication, both the communicating parties
establish a session key which can be further used to secure
communication among them for accessing the services from
a remote server by a legal user. Starting from the seminal
work designed by Lamport [12] in 1981, several remote
user authentication mechanisms have been proposed in the
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literature [13]–[19]. However, the major of these schemes are
inefficient for practical implementations or they are vulner-
able to various potential attacks, such as privileged-insider
attack, stolen smart card attack, replay and man-in-the-
middle attacks, impersonation attacks, and so on. Later,
in order to strengthen the security of a smart-card based
remote user authentication, user biometric plays an important
role in designing biometric-based authentication schemes
[20], [21].

In 2016, Kaul and Awasthi designed a smart-card based
remote user authentication scheme [22] in which a user being
a client can authenticate with a remote server with the help
of the credentials stored in his/her smart card. However,
recently, in 2021, Rana et al. [23] reviewed the scheme
of Kaul and Awasthi, and pointed out the vulnerability to
user impersonation attack in Kaul and Awasthi’s scheme.
In order to remedy such security weakness, they suggested
an improved solution and claimed that their scheme is suc-
cessfully defended the security problem found in Kaul and
Awasthi’s scheme. In this work, we carefully analyze the
scheme of Rana et al. and show that their design led to reveal
not only user impersonation attack, but also other attacks that
are mentioned in Section I-A.

A. RESEARCH CONTRIBUTIONS
The following are the primary contributions:
• We define a threat model which provides various capa-
bilities of a passive or an active adversary.

• We then critically analyze a recently proposed
Rana et al.’s scheme [23] and show that this scheme
is unfortunately designed with several serious security
weaknesses. In particular, we show that their scheme
cannot resist stolen smart card attack, privileged-insider
attack, user impersonation attack, password change
attack and ‘‘Ephemeral Secret Leakage (ESL)’’ attack.
Moreover, we show that their scheme fails to provide
untraceability feature, which is a very important feature
in a user authentication protocol.

• Next, we suggest some remedies that can be applied
to overcome the security pitfalls found in Rana et al.’s
scheme.

B. PAPER OUTLINE
The sketching of this paper is organized as follows. In the next
section, an attack model has been discussed. In Section III,
we review a recently proposed Rana et al.’s scheme [23], and
then provide its detailed cryptanalysis in Section IV. Some
remedies are discussed in Section V to overcome the security
pitfalls and design flaws found in Rana et al.’s scheme. The
paper is then wound up in Section VI.

II. ATTACK MODEL
In the considered attack model, we consider the following
capabilities of an adversary:
• We contemplate the widely-recognized ‘‘Dolev and
Yao threat model (also, known as DY model)’’ [24].

This model permits two communicating participants to
communicate over an insecure (public) channel. Thus,
an adversary AE has full control of the communication
channel, where it can not only eavesdrop(read) the mes-
sages, but also can modify, erase or insert fake mes-
sages contents, during the communication. In addition,
the end-point entities (such as users) are not trusted in
common.

• We contemplate another de factor adversary model,
known as the ‘‘Canetti and Krawczyk adversary model
(known as CK-adversary model)’’ [25]. A CK-adversary
AE retains the same capability of an adversary under the
DY model. In addition,AE can compromise the session
states and private keys through the session-hijacking
attacks.

• Using the revolutionary power analysis attacks [26],
an adversary AE can obtain all the sensitive credentials
stored in a lost stolen) smart card of a valid registered
user in the network. The extracted credentials can be fur-
ther used to launch other attacks, like privileged-insider,
user impersonation, password change and ‘‘Ephemeral
Secret Leakage (ESL)’’ attacks.

III. REVIEW OF RANA et al.’s SCHEME
In this section, we review the recently proposed Rana et al.’s
scheme [23] in order to show its various security pitfalls in
Section V. To discuss the Rana et al.’s scheme, a list of
notations and their significance is provided in Table 1.

TABLE 1. Symbols used in the paper.

A. REGISTRATION PHASE
In order to register a user Usri to the remote server S, the fol-
lowing steps need to be executed via secure channel. Note
that the registration process is one-time process and it can be
also done in offline (secure) mode.
• Step Reg1: The user Usri has the freedom of select-
ing his/her own identity and password. Let Usri pick
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FIGURE 1. Summary of registration phase in Rana et al.’s scheme.

IDUsri and PwdUsri as the identity and password,
respectively. Next, Usri starts calculating pseudo-
password as RPWUsri = CHash(mUsri ||PwdUsri ) after
generating a random secret mUsri . After that, Usri trans-
mits the registration request RReq = {IDUsri , RPWUsri}

to the server S via a secure channel.
• Step Reg2: After reception of RReq from the user Usri,
S picks another random secret yUsri for Usri and its
own two secrets a and b for computing the following
components:

DIDUsri = EncKS [IDUsri ||yUsri ],

αUsri = CHash((IDUsri ⊕ a)||b),

βUsri = αUsri ⊕ CHash(IDUsri ⊕ RPWUsri ),

γUsri = yUsri ⊕ CHash(αUsri ⊕ RPWUsri ),

ψUsri = CHash(IDUsri ||RPWUsri ||yUsri
||αUsri ),

where KS is the secret key of S which is used for
symmetric encryption and decryption. S then inserts
the information {βUsri , γUsri , DIDUsri , ψUsri , CHash(·)}
into a smart card SCUsri and sends the registra-
tion response RRes = SCUsri to Usri via secure
channel.

• Step Reg3: After receiving RRes,Usri calculates ηUsri =
mUsri ⊕CHash(IDUsri ||PwdUsri ) and inserts it into
SCUsri .

At the end of this phase, SCUsri = {βUsri , γUsri ,

DIDUsri , ψUsri , ηUsri , CHash(·)}. This phase is also briefed
in Figure 1.

B. LOGIN PHASE
Once a user Usri registers with the server S, he/she is ready
to login in the system with the help of his/her own smart
card SCUsri = {βUsri , γUsri ,DIDUsri , ψUsri , ηUsri ,CHash(·)}.
The following steps are then essential:

https:orcid.org1∗
• Step Log1: After inserting the smart card SCUsri , the user
Usri inputs his/her credentials, like the identity ID∗Usri
and password Pwd∗Usri . Then, SCUsri calculates the
following:

mUsri = ηUsri ⊕ CHash(ID
∗
Usri ||Pwd

∗
Usri ),

RPW ∗Usri = CHash(mUsri ||Pwd
∗
Usri ),

α∗Usri = βUsri ⊕ CHash(ID
∗
Usri ⊕ RPW

∗
Usri ),

y∗Usri = γUsri ⊕ CHash(α
∗
Usri ⊕ RPW

∗
Usri ),

ψ∗Usri = CHash(ID∗Usri ||RPW
∗
Usri ||y

∗
Usri

||α∗Usri ).

Next, SCUsri checks the validity of ψ∗Usri = ψUsri .
If it holds, the login request of Usri is accepted by the
server S. Otherwise, the phase is terminated here.

• Step Log2: SCUsri also calculates the following com-
ponents in order to form an authentication request
AuthReq = {DIDUsri , ωUsri , θUsri , TSUsri} by generating
fresh timestamp TSUsri :

ωUsri = y∗Usri ⊕ CHash(ID
∗
Usri ⊕ α

∗
Usri )

⊕CHash(ID∗Usri ⊕ α
∗
Usri ⊕ TSUsri ),

θUsri = CHash(ID∗Usri ||α
∗
Usri ||y

∗
Usri ||

(α∗Usri ⊕ y
∗
Usri )||TSUsri ).
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FIGURE 2. Summary of login and authentication phases in Rana et al.’s scheme.

Finally, SCUsri sends the message AuthReq = {DIDUsri ,
ωUsri , θUsri , TSUsri} to the server S via open channel.

C. AUTHENTICATION PHASE
The server S first receives the message AuthReq = {DIDUsri ,
ωUsri , θUsri , TSUsri} from the user Usri and proceeds with the
following steps in order to establish a session key with Usri:
• Step Auth1: The server S first validates the timestamp
TSUsri in the received message AuthReq fromUsri by the
condition: (TS∗Usri−TSUsri ) ≤ δTS, where the maximum
allowable transmission delay for a message is denoted
by δTS and TS∗Usri is the received timestamp of the mes-
sage AuthReq. Now, if the timestamp is valid, the login
request is accepted by S; otherwise, it is rejected by S.

• Step Auth2: S proceeds to extract the identity IDUsri by
computing (IDUsri ||yUsri ) = DecKs [DIDUsri ]. After that
the following calculations are performed by the server S:

α∗Usri = CHash((IDUsri ⊕ a)||b),

y∗Usri = ωUsri ⊕ CHash(IDUsri ⊕ α
∗
Usri )

⊕CHash(IDUsri ⊕ α
∗
Usri ⊕ TSUsri ),

θ∗Usri = CHash(IDUsri ||α
∗
Usri ||y

∗
Usri ||

(α∗Usri ⊕ y
∗
Usri )||TSUsri ).

After that, S checks the legitimacy of the validating
condition: θ∗Usri = θUsri . If it is valid, S proceeds to the
next step; otherwise, the request is rejected.
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FIGURE 3. Summary of password change phase in Rana et al.’s scheme.

• Step Auth3: S then generates a fresh timestamp TSS and
calculates the following parameter:

µUsri = CHash(IDUsri ||y
∗
Usri ||(α

∗
Usri ⊕ y

∗
Usri )||TSS ).

Now, S sends the authentication response message
AuthRes = {µUsri , TSS} to the user Usri via open
channel.

• StepAuth4: The validity of the timestamp TSS is checked
by the condition: (TS∗S − TSS ) ≤ δTS, once the message
AuthRes = {µUsri , TSS} is received by Usri at time
TS∗S . If the timestamp is valid, Usri calculates µ∗Usri =
CHash(IDUsri ||y

∗
Usri || (α

∗
Usri ⊕y

∗
Usri ) ||TSS ) and verifies

if µ∗Usri = µUsri or not. If the validation is passed,
Usri computes the session key shared with the server S
as SK = CHash(ID∗Usri ⊕α

∗
Usri ⊕y

∗
Usri ⊕TSUsri ⊕TSS ).

Similarly, the server S also calculates the same session
key shared with Usri as SK = CHash(IDUsri ⊕α

∗
Usri

⊕y∗Usri ⊕TSUsri ⊕TSS ).
The login and authentication phases are briefed in Figure 2.

D. PASSWORD CHANGE PHASE
Suppose a legal registered user, say Usri wants to update
his/her credential (password) due to security reasons. For
this goal, a user authentication protocol should allow Usri
to update his/her credentials at any time and locally without
contacting the server S. The following involved steps are
given below:
• Step PwdC1: Usri inputs his/her identity IDUsri , cur-
rent password PwdoUsri and new password PwdnUsri . The
smart card SCUsri of Usri then calculates mUsri = ηUsri
⊕CHash(IDUsri ||Pwd

o
Usri ), RPW

o
Usri = CHash(mUsri

||PwdoUsri ), α
o
Usri = βUsri ⊕CHash(IDUsri ⊕RPW

o
Usri ),

yoUsri = γUsri ⊕CHash(α
o
Usri ⊕RPW

o
Usri ) and ψ

o
Usri =

CHash(IDUsri ||RPW
o
Usri ||y

o
Usri ||α

o
Usri ). If ψo

Usri =

ψUsri , SCUsri accepts the password change request of the
user Usri; else, the request is rejected.

• Step PwdC2: Now, SCUsri calculates the following with
respect to new password PwdnUsri :

RPW n
Usri = CHash(mUsri ||Pwd

n
Usri ),

βnUsri = α
o
Usri ⊕ CHash(IDUsri ⊕ RPW

n
Usri ),

γ nUsri = yoUsri ⊕ CHash(α
o
Usri ⊕ RPW

n
Usri ),

ψn
Usri = CHash(IDUsri ||RPW

n
Usri ||y

o
Usri

||αoUsri ),

ηnUsri = mUsri ⊕ CHash(IDUsri ||Pwd
n
Usri ).

• Step PwdC3: Finally, {βUsri , γUsri , ψUsri , ηUsri} are
updated with {βnUsri , γ

n
Usri , ψ

n
Usri , η

n
Usri} in the smart card

SCUsri .
This phase is also summarized in Figure 3.

IV. CRYPTANALYSIS OF RANA et al.’s SCHEME
This section shows the following serious security pitfalls that
are found in Rana et al.’s scheme [23]. We utilize the attack
model that is described in Section II for cryptanalysis of
Rana et al.’s scheme.

A. STOLEN SMART CARD AND PRIVILEGED-INSIDER
ATTACKS
The stolen smart card and privileged-insider attacks are not
new attacks, rather they are very well-known attacks [6],
[27], [28]. In practice, the registration is done through secure
channel usually by submitting the documents to a registration
authority. Hence, in most cases, the registration takes place
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via offline mode. Due to this reason, there is a high possibil-
ity to know the registration details (documents/information)
submitted by the registered users to the trusted registration
authority. However, an insider user of the registration author-
ity, being a privileged-insider attacker, has an opportunity to
capture the registration details submitted by the users during
the registration time.

Note that both the DY and CK-adversary models will only
allow an adversary to compromise the communication chan-
nels along with the session states and private keys through
the session-hijacking attacks, during the communication only.
However, the stolen smart attack and privileged-insider attack
require physical capture of smart card of a valid registered
user. Hence, there is no connection of the DY and CK adver-
sarial models during registration phase.

Though the server S is treated as a trusted entity in
the network, but a privileged-insider user of that server S,
may act as an insider attacker, say AE , [6], [27], [28].
AE performs stolen smart card and privileged-insider attacks
as follows.
• Step 1. Suppose during a legal user Usri’s registration
phase, AE knows the registration information {IDUsri ,
RPWUsri}, where RPWUsri = CHash(mUsri ||PwdUsri ).
Furthermore, assume that after registration process, AE
attainsUsri’s smart card SCUsri ={βUsri , γUsri ,DIDUsri ,
ψUsri , ηUsri , CHash(·)}, and extracts all the credentials
stored in SCUsri using the power analysis attacks [26].

• Step 2. With the help of the credentials {IDUsri ,
RPWUsri} and {βUsri , γUsri , DIDUsri , ψUsri , ηUsri}, AE
computes the following:

αUsri = βUsri ⊕ CHash(IDUsri ⊕ RPWUsri ),

yUsri = γUsri ⊕ CHash(αUsri ⊕ RPWUsri ),

ψ∗Usri = CHash(IDUsri ||RPWUsri ||yUsri
||αUsri ),

and checks if ψ∗Usri = ψUsri . If it is valid, the next step
is executed.

• Step 3. AE guesses a password, say Pwd∗ for the user
Usri, and calculates

m∗Usri = ηUsri ⊕ CHash(IDUsri ||Pwd
∗),

RPW ∗Usri = CHash(m∗Usri ||Pwd
∗).

Now, AE checks the legitimacy of the condition:
RPW ∗Usri = RPWUsri . If it holds, AE is successful
in guessing the user Usri’s correct password, that is
PwdUsri = Pwd∗. Otherwise, AE continues to guess
another password and continues from Step 3.

It is then clear that AE can guess the correct pass-
word PwdUsri and obtain sensitive secret credentials
{αUsri , yUsri} for the user Usri, using stolen smart card and
privileged-insider attacks.

B. USER IMPERSONATION ATTACK
In this attack scenario, we again assume that a privileged-
insider user of the server S will act as an insider attacker,

say AE , who knows the registration information {IDUsri ,
RPWUsri} of a valid registered user Usri. Moreover, assume
that AE has temporary access to the smart card SCUsri of the
user Usri, obtains all the credentials {βUsri , γUsri , DIDUsri ,
ψUsri , ηUsri} stored in SCUsri using the power analysis attacks
[26] and computes the sensitive secret credentials {αUsri ,
yUsri} as discussed in Section IV-A. In addition, AE can also
intercept the messages AuthReq = {DIDUsri , ωUsri , θUsri ,
TSUsri} and AuthRes = {µUsri , TSS} during the login and
authentication phases exchanges between Usri and S in the
earlier session.

The user impersonation attack executed by AE is as
follows:

• Step 1. On behalf of the user Usri, the attacker AE
generates a fresh timestamp TS fUsri for calculating

ω
f
Usri = yUsri ⊕ CHash(IDUsri ⊕ αUsri )

⊕CHash(IDUsri ⊕ αUsri ⊕ TS
f
Usri ),

θ
f
Usri = CHash(IDUsri ||αUsri ||yUsri ||

(αUsri ⊕ yUsri )||TS
f
Usri ).

AE then sends the message AuthReqf = {DIDUsri ,
ω
f
Usri , θ

f
Usri , TS

f
Usri} to the server S via open channel,

using the intercepted DIDUsri .
• Step 2. The server S the validates the timestamp TS fUsri
in the received message AuthReqf . Since the times-
tamp is valid, the login request is accepted by S and S
extracts the identity IDUsri by computing (IDUsri ||yUsri )
= DecKs [DIDUsri ]. S also computes

α∗Usri = CHash((IDUsri ⊕ a)||b),

y∗Usri = ω
f
Usri ⊕ CHash(IDUsri ⊕ α

∗
Usri )

⊕CHash(IDUsri ⊕ α
∗
Usri ⊕ TS

f
Usri ),

θ∗Usri = CHash(IDUsri ||α
∗
Usri ||y

∗
Usri ||

(α∗Usri ⊕ y
∗
Usri )||TS

f
Usri ).

After that, S checks if θ∗Usri = θ
f
Usri . Since this condition

will also pass, S will generate a fresh timestamp TSS and
calculate the following parameter:

µUsri = CHash(IDUsri ||y
∗
Usri ||(α

∗
Usri ⊕ y

∗
Usri )||TSS ).

Next, S sends the authentication response message
AuthRes = {µUsri , TSS} towards the user Usri via open
channel.

• Step 3. The adversaryAE intercepts and blocks the mes-
sage AuthRes = {µUsri , TSS}.AE now checks the valid-
ity of timestamp TSS . Since the timestamp validation
passes, AE calculates µfUsri = CHash(IDUsri ||yUsri ||

(αUsri ⊕yUsri ) ||TSS ) and verifies ifµ
f
Usri = µUsri or not.

Since the validation is successful,AE computes the ses-
sion key shared with the server S as SK =CHash(IDUsri
⊕αUsri ⊕yUsri ⊕TS

f
Usri ⊕TSS ).
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FIGURE 4. Illustration of user impersonation attack in Rana et al.’s scheme.

It is then evident from the above discussion that AE can
easily perform user impersonation attack on behalf of a legal
registered user Usri. This attack scenario is also depicted
in Figure 4.
Remark 1: By simply eavesdropping the messages

AuthReq = {DIDUsri , ωUsri , θUsri , TS
(j)
Usri} and AuthRes =

{µUsri , TS
(j)
S } during the login and authentication phases

in Rana et al.’s scheme for jth session (j = 1, 2, 3,
. . .), the adversary AE having the credentials {αUsri , yUsri ,
IDUsri}, can always compute the session key in the j

th session
as SK = CHash(IDUsri ⊕ αUsri ⊕ yUsri ⊕TS

(j)
Usri ⊕ TS(j)S ).

As a result, Rana et al.’s scheme fails to provide forward and
backward secrecy.

C. PASSWORD CHANGE ATTACK
As discussed in Section IV-A, an adversary AE can guess
the correct password PwdUsri and obtain sensitive secret cre-
dentials {αUsri , yUsri} for a registered authorized user Usri,

through the stolen smart card and privileged-insider attacks.
In the following, we now show that AE can also update
his/her own password in the stolen smart card SCUsri of the
user Usri by involving the following steps:
• Step 1. AE inputs identity IDUsri , guessed correct pass-
word PwdgUsri and his/her own new chosen password

Pwd fAE . The smart card SCUsri of Usri then calculates
mUsri = ηUsri ⊕CHash(IDUsri ||Pwd

g
Usri ), RPW

o
Usri =

CHash(mUsri ||Pwd
g
Usri ), α

o
Usri = βUsri ⊕CHash(IDUsri

⊕RPW g
Usri ), y

o
Usri = γUsri ⊕CHash(α

o
Usri ⊕RPW

o
Usri )

and ψo
Usri = CHash(IDUsri ||RPW

o
Usri ||y

o
Usri ||α

o
Usri ).

If ψo
Usri = ψUsri , SCUsri accepts the password change

request of the user Usri; else, the request is rejected.
• Step 2. SCUsri calculates the following with respect to
new password Pwd fAE :

RPW f
Usri = CHash(mUsri ||Pwd

f
AE ),

βnUsri = α
o
Usri ⊕ CHash(IDUsri ⊕ RPW

f
Usri ),
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FIGURE 5. Illustration of password change attack in Rana et al.’s scheme.

γ nUsri = yoUsri ⊕ CHash(α
o
Usri ⊕ RPW

f
Usri ),

ψn
Usri = CHash(IDUsri ||RPW

f
Usri ||y

o
Usri

||αoUsri ),

ηnUsri = mUsri ⊕ CHash(IDUsri ||Pwd
f
AE ).

Finally, {βUsri , γUsri , ψUsri , ηUsri} are now updated with
{βnUsri , γ

n
Usri , ψ

n
Usri , η

n
Usri} in the smart card SCUsri .

Hence, it is clear from the discussion that AE can easily
update Usri’s password with a newly chosen fake password
and use the smart card SCUsri for accessing the service in
future communications in Rana et al.’s scheme. This attack
scenario is depicted in Figure 5.

D. EPHEMERAL SECRET LEAKAGE (ESL) ATTACK
According to the attackmodel discussed in Section II, in order
to provide ESL attack protection against an adversary AE
under the CK-adversary model [25], a session key between
two entities should be based on temporal (short-term) secrets
(for example, random secrets) as well as long-term (perma-
nent) secrets (for example, long-term secrets, private keys,
etc.). However, in Rana et al.’s scheme, the session key
between a legal user Usri and the server S is created as
SK = CHash(IDUsri ⊕ αUsri ⊕ yUsri ⊕TSUsri ⊕ TSS ), where
the timestamps TSUsri and TSS are generated by Usri and S,
respectively. Based on the discussion in Remark 1, since AE
has the credentials {αUsri , yUsri , IDUsri}, he/she can easily
calculate the session keys SK in any session. Moreover, each
session key SK does not include any random secrets (tempo-
ral secrets). Thus, Rana et al.’s scheme does not protect ESL
attack under the CK-adversary model.

E. LACK OF UNTRACEABILITY
In this section, we show that Rana et al.’s scheme fails
to provide untraceability property, which is also illustrated
in Figure 6. Assume that an adversary AE intercepts the
authentication request messages during login and authentica-
tion phases between a registered user Usri and the server S in
two sessions, namely jth and l th sessions. It is worth to notice
thatDIDUsri remains static in both sessions, whereDIDUsri =
EncKS [IDUsri ||yUsri ]. During the login and authentication
phase of Rana et al.’s scheme, the server S only sends the
message AuthRes = {µUsri , TSS} and not any dynamic
DIDUsri . As a result, DIDUsri remains static over successive
sessions only. This is another design flaw that is existed in
Rana et al.’s scheme too. This clearly proves that if the same
user Usri interacts with the server over jth and l th sessions,
it is detected by AE .

F. USELESS PARAMETERS CALCULATION
During the login and authentication phases (see Figure 2),
the server S extracts the identity IDUsri by computing (IDUsri
||yUsri ) = DecKs [DIDUsri ]. After that the following calcula-
tions are performed by the server S:

α∗Usri = CHash((IDUsri ⊕ a)||b),

y∗Usri = ωUsri ⊕ CHash(IDUsri ⊕ α
∗
Usri )

⊕CHash(IDUsri ⊕ α
∗
Usri ⊕ TSUsri ),

θ∗Usri = CHash(IDUsri ||α
∗
Usri ||y

∗
Usri ||

(α∗Usri ⊕ y
∗
Usri )||TSUsri ).

It is clear that, even without computing y∗Usri , the server S
can still compute θ∗Usri with the help of the decrypted yUsri
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FIGURE 6. Illustration of untraceability in Rana et al.’s scheme.

from DecKs [DIDUsri ] in order to check θ∗Usri = θUsri . Thus,
it is unnecessary to calculate the parameter y∗Usri .

V. POSSIBLE REMEDIES
We provide some possible remedies that can overcome the
security weaknesses found in the analyzed Rana et al.’s
scheme [23]. We apply the user biometrics as third factor
to improve the security in Rana et al.’s scheme. A fuzzy
extractor is a popular biometrics verification technique [29],
which is composed of the following two functions:
• Gen(·): It takes a user’s biometric BIOUsri as input
and gives a biometric secret key σUsri of lb bits, say
and another public reproduction parameter τUsri , that is,
Gen(BIOUsri = (σUsri , τUsri ). This function is random-
ize or probabilistic in nature.

• Rep(·): It takes a noisy user’s biometric BIO′Usri and pub-
lic reproduction parameter τUsri , and results the original
biometric secret key σUsri , that is, Rep(BIO

′
Usri , τUsri )

under the restriction that the Hamming distance between
original BIOUsri and noisy BIO′Usri is less than or equal
to a predefined threshold value.

Remedy #1. Protection against privileged-insider and
stolen smart card attacks

We provide the following modifications in Rana et al.’s
scheme to protect against privileged-insider and stolen smart
card attacks:

1) During the registration phase, the user Usri can addi-
tionally pick another random secret rUsri and also a
temporary identity TIDUsri and calculate RPWUsri =

CHash(mUsri ||PwdUsri ) and RPW ′Usri = RPWUsri
⊕rUsri . Next,Usri needs to send the registration request
as RReq = {TIDUsri , IDUsri , RPW

′
Usri} to the server S

via a secure channel.
2) After reception of RReq from the user Usri, S picks a

random secret yUsri for Usri and its own two secrets
a and b for computing the following components:

DIDUsri = EncKS [IDUsri ||yUsri ],

αUsri = CHash((IDUsri ⊕ a)||b),

β ′Usri = αUsri ⊕ RPW
′
Usri ,

γ ′Usri = yUsri ⊕ RPW
′
Usri ,

ψ ′Usri = CHash(IDUsri ||yUsri ||αUsri )

S then inserts the information {TIDUsri , β
′
Usri , γ

′
Usri ,

ψ ′Usri , CHash(·)} into a smart card SCUsri and sends
the registration response RRes = SCUsri to Usri via
secure channel. S stores (TIDUsri ,DIDUsri ) in its secure
database.

3) After receiving RRes, Usri imprints his/her personal
biometrics BIOUsri to compute Gen(BIOUsri = (σUsri ,
τUsri ). After that Usri calculates ηUsri = mUsri
⊕CHash(IDUsri ||PwdUsri ||σUsri ) and inserts it into
SCUsri . Furthermore, Usri calculates

βUsri = (β ′Usri ⊕ RPW
′
Usri )

⊕CHash(IDUsri ||σUsri ||RPWUsri )

= αUsri ⊕ CHash(IDUsri ||σUsri
||RPWUsri ),

γUsri = (γ ′Usri ⊕ RPW
′
Usri )

⊕CHash(IDUsri ||σUsri ||αUsri
||RPWUsri )

= yUsri ⊕ CHash(IDUsri ||σUsri
αUsri ||RPWUsri ),

ψUsri = CHash(ψ ′Usri ||RPWUsri ||σUsri )

= CHash(CHash(IDUsri ||yUsri ||

αUsri )||RPWUsri ||σUsri ).

Usri then updates {β ′Usri , γ
′
Usri , ψ

′
Usri} with {βUsri ,

γUsri , ψUsri}. Thus, SCUsri has the credentials {TIDUsri ,
βUsri , γUsri , ψUsri , ηUsri , CHash(·)}.

It is clear that an adversaryAE only knows IDUsri , but does
not have knowledge of PwdUsri , σUsri and mUsri . Thus, both
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privileged-insider and stolen smart card attacks will not be
succeeded by the adversary AE .

Remedy #2.Protection against user impersonation attacks
The following modifications in Rana et al.’s scheme are

needed to protect against user impersonation attack and as a
consequence, an ESL attack too:

1) After inserting the smart card SCUsri , the user Usri
inputs his/her credentials, like the identity ID∗Usri and
password Pwd∗Usri . Usri also imprints his/her biomet-
rics, say BIO′Usri and calculates Rep(BIO′Usri , τUsri ) =
σUsri . Then, SCUsri calculates the following:

mUsri = ηUsri ⊕ CHash(ID
∗
Usri ||Pwd

∗
Usri

||σUsri ),

RPW ∗Usri = CHash(mUsri ||Pwd
∗
Usri ),

α∗Usri = βUsri ⊕ CHash(IDUsri ||σUsri
||RPWUsri ),

y∗Usri = γUsri ⊕ CHash(IDUsri ||σUsri
αUsri ||RPWUsri ),

ψ∗Usri = CHash(CHash(IDUsri ||yUsri ||

αUsri )||RPWUsri ||σUsri ).

Next, SCUsri checks the validity of ψ∗Usri = ψUsri . If it
holds, the login request ofUsri is accepted by the smart
card SCUsri . Otherwise, the phase is terminated here.

2) SCUsri calculates the following components by gen-
erating a fresh timestamp TSUsri and a fresh random
secret r1:

ωUsri = y∗Usri ⊕ CHash(ID
∗
Usri ⊕ α

∗
Usri )

⊕CHash(ID∗Usri ⊕ α
∗
Usri ⊕ TSUsri ),

r∗1 = CHash(r1||TSUsri )⊕ CHash(ID
∗
Usri

||y∗Usri ||TSUsri ||α
∗
Usri )

θUsri = CHash(ID∗Usri ||α
∗
Usri ||y

∗
Usri

||CHash(r1||TSUsri )||

(α∗Usri ⊕ y
∗
Usri )||TSUsri ).

Finally, SCUsri sends the message AuthReq = {TIDUsri ,
ωUsri , r

∗

1 , θUsri , TSUsri} to the server S via open
channel.

3) After receiving the message AuthReq, the server S
validates timestamp TSUsri . If the timeliness if valid,
S fetches DIDUsri corresponding to TIDUsri from its
secure database. Additionally, S extracts the identity
IDUsri and permanent secret yUsri by computing (IDUsri
||yUsri ) = DecKs [DIDUsri ]. After that the following
calculations are executed by the server S:

α∗Usri = CHash((IDUsri ⊕ a)||b),

r ′1 = r∗1 ⊕ CHash(IDUsri
||yUsri ||TSUsri ||α

∗
Usri )

θ∗Usri = CHash(IDUsri ||α
∗
Usri ||yUsri ||

r ′1||(α
∗
Usri ⊕ yUsri )||TSUsri ).

S checks the legitimacy of θ∗Usri = θUsri . If it is
valid, S generates a fresh timestamp TSS , a fresh ran-
dom secret r2 and a new temporary identity TIDnUsri ,
and calculates µUsri = CHash(IDUsri ||yUsri || (α

∗
Usri

⊕y∗Usri ) ||TSS ), r
∗

2 = CHash(r2||TSS ) ⊕ CHash(IDUsri
||α∗Usri ||yUsri ||TSS ), the session key shared with Usri
as SKS,U = CHash(TIDUsri ⊕IDUsri ⊕α

∗
Usri ⊕yUsri

⊕TSUsri ⊕TSS ⊕r
′

1⊕CHash(r2 ||TSS )), the session key
verifier SKVS,U = CHash(SKS,U ||TSS ) and TID∗Usri =
TIDnUsri⊕ CHash(TIDUsri ||SKS,U ||TSS ) for send-
ing the authentication response message AuthRes =
{TID∗Usri , µUsri , r

∗

2 , SKVS,U , TSS} to the user Usri via
open channel.

4) Usri now checks the timeliness of TSS . If it is valid,
Usri computes µ∗Usri = CHash(IDUsri ||y

∗
Usri || (α

∗
Usri

⊕y∗Usri ) ||TSS ) and verifies if µ∗Usri = µUsri or not.
If the validation is passed, Usri computes r ′2 =
r∗2 ⊕ CHash(IDUsri ||α

∗
Usri ||y

∗
Usri ||TSS ), the ses-

sion key shared with the server S as SKU ,S =

CHash(TIDUsri ⊕ID
∗
Usri ⊕α

∗
Usri ⊕y

∗
Usri ⊕TSUsri ⊕TSS

⊕CHash(r1 ||TSUsri ) ⊕r
′

2), the session key verifier
SKVU ,S = CHash(SKU ,S ||TSS ) and TIDnUsri =
TID∗Usri⊕ CHash(TIDUsri ||SKU ,S ||TSS ). If SKVU ,S =
SKVS,U , the session key validation passes and Usri
updates TIDUsri with new TIDnUsri in the smart card
SCUsri .

Thus, at the end of this phase both Usri and S are shar-
ing the same session key SKU ,S = CHash(TIDUsri ⊕ID

∗
Usri

⊕α∗Usri ⊕y
∗
Usri ⊕TSUsri ⊕TSS ⊕CHash(r1 ||TSUsri ) ⊕r

′

2)
= CHash(TIDUsri ⊕IDUsri ⊕α

∗
Usri ⊕yUsri ⊕TSUsri ⊕TSS

⊕r ′1 ⊕CHash(r2 ||TSS )) = CHash(TIDUsri ⊕IDUsri ⊕α
∗
Usri

⊕yUsri ⊕TSUsri ⊕TSS ⊕CHash(r1 ||TSUsri ) ⊕CHash(r2
||TSS )) (= SKS,U ). It is worth noticing that the session key
relies on both the permanent (long-term) secrets (IDUsri , αUsri
and yUsri ) which cannot be now derived through stolen smart
card and privileged-insider attacks, and temporal (short-term)
secrets (r1 and r2). Hence, under the CK-adversary model,
an adversary AE requires to know both the temporal and
permanent secrets in order to compromise the session keys
in different sessions between Usri and S. As a result, ESL
attack is protected in our proposed remedy. Additionally,
forward and backward secrecy goals are also preserved in this
remedy.

Remedy #3. Untraceability preservation
From the discussion provided in our Remedy #2, instead

of sending static DIDUsri , temporary identity TIDUsri is
sent in the message AuthReq = {TIDUsri , ωUsri , r

∗

1 , θUsri ,

TSUsri} and it is again updated with new random iden-
tity TIDnUsri by the user Usri after verifying the message
AuthRes = {TID∗Usri , µUsri , r

∗

2 , SKVS,U , TSS}, where
TID∗Usri = TIDnUsri⊕ CHash(TIDUsri ||SKS,U ||TSS ). The
adversary AE cannot link the messages during a particular
session with other subsequent sessions between the user Usri
and the server S, because all the components in the messages
are dynamic and unique due to utilization of random secrets
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and timestamps. Thus, in our remedy, it is clear that untrace-
ability and anonymity are safeguarded.

Remedy #4. Protection against user password change
attack

In this remedy, we show that a legal registered user Usri
can update his/her credentials at any time and locally without
contacting the server S. The following involved steps are
given below.

1) Usri inputs his/her identity IDUsri , current password
PwdoUsri , and imprints current biometrics BIOoUsri . The
smart card SCUsri ofUsri calculatesRep(BIO

o
Usri , τUsri )

= σ oUsri , along with

moUsri = ηUsri ⊕ CHash(IDUsri ||Pwd
o
Usri

||σ oUsri ),

RPW o
Usri = CHash(mUsri ||Pwd

o
Usri ),

αoUsri = βUsri ⊕ CHash(IDUsri ||σ
o
Usri

||RPW o
Usri ),

yoUsri = γUsri ⊕ CHash(IDUsri ||σ
o
Usri

αoUsri ||RPW
o
Usri ),

ψo
Usri = CHash(CHash(IDUsri ||y

o
Usri ||

αoUsri )||RPW
o
Usri ||σ

o
Usri )).

Next, SCUsri checks the validity of ψo
Usri = ψUsri .

If it holds, the user password and biometrics change
request is accepted by the smart card SCUsri . Otherwise,
the phase is terminated here.

2) SCUsri prompts the user Usri to input new password
PwdnUsri and imprint new biometrics BIOnUsri . SCUsri
then computes Gen(BIOnUsri = (σ nUsri , τ

n
Usri ), η

n
Usri =

moUsri ⊕CHash(IDUsri ||Pwd
n
Usri ||σ

n
Usri ) along with the

following parameters:

βnUsri = α
o
Usri ⊕ CHash(IDUsri ||σ

n
Usri

||RPW n
Usri ),

γ nUsri = yoUsri ⊕ CHash(IDUsri ||σ
n
Usri

αoUsri ||RPW
n
Usri ),

ψn
Usri = CHash(CHash(IDUsri ||y

o
Usri ||

αoUsri )||RPW
n
Usri ||σ

n
Usri ).

Finally, {βUsri , γUsri , ψUsri , ηUsri , τUsri} are updated with
{βnUsri , γ

n
Usri , ψ

n
Usri , η

n
Usri , τ

n
Usri} in the smart card SCUsri .

VI. CONCLUSION
This comment paper reviewed a recently proposed
Rana et al.’s scheme and pointed out several security weak-
nesses like stolen smart card attack, privileged-insider attack,
user impersonation attack, password change attack and ESL
attack. Moreover, their scheme fails to provide untraceability
feature. We applied the fuzzy extractor method for biomet-
rics verification to provide more security of the system.
To remedy the security pitfalls in Rana et al.’s scheme,
we provided four remedies that successfully overcome the
security weaknesses found in Rana et al.’s scheme. Thus,

we significantly improved the security of Rana et al.’s scheme
in this comment paper.
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